


Information Technology
Governance and Service
Management: 
Frameworks and Adaptations

Aileen Cater-Steel
University of Southern Queensland, Australia

Hershey • New York
InformatIon scIence reference



Director of Editorial Content: Kristin Klinger
Senior Managing Editor:  Jennifer Neidig
Managing Editor:  Jamie Snavely
Assistant Managing Editor: Carole Coulson
Typesetter:   Jeff Ash 
Cover Design:  Lisa Tosheff
Printed at:   Yurchak Printing Inc.

Published in the United States of America by 
Information Science Reference (an imprint of IGI Global)
701 E. Chocolate Avenue, Suite 200
Hershey PA 17033
Tel: 717-533-8845
Fax:  717-533-8661
E-mail: cust@igi-global.com
Web site: http://www.igi-global.com

and in the United Kingdom by
Information Science Reference (an imprint of IGI Global)
3 Henrietta Street
Covent Garden
London WC2E 8LU
Tel: 44 20 7240 0856
Fax:  44 20 7379 0609
Web site: http://www.eurospanbookstore.com

Copyright © 2009 by IGI Global.  All rights reserved. No part of this publication may be reproduced, stored or distributed in any form or by 
any means, electronic or mechanical, including photocopying, without written permission from the publisher.

Product or company names used in this set are for identification purposes only. Inclusion of the names of the products or companies does 
not indicate a claim of ownership by IGI Global of the trademark or registered trademark.

Library of Congress Cataloging-in-Publication Data

Information technology governance and service management : frameworks and adaptations / Aileen Cater-Steel, editor.

p. cm.

Summary: "This book provides an in-depth view into the critical contribution of IT service management to IT governance, and the strategic 
and tactical value provided by effective service management"--Provided by publisher.

Includes bibliographical references and index.

ISBN 978-1-60566-008-0 (hbk.) -- ISBN 978-1-60566-009-7 (ebook)

1.  Information technology--Management.  I. Cater-Steel, Aileen, 1954- 

HD30.2.I5287 2009

004.068--dc22

                                                            2008009102

British Cataloguing in Publication Data
A Cataloguing in Publication record for this book is available from the British Library.

All work contributed to this book set is original material. The views expressed in this book are those of the authors, but not necessarily of 
the publisher.

If a library purchased a print copy of this publication, please go to http://www.igi-global.com/agreement for information on activating 
the library's complimentary electronic access to this publication.



Foreword .............................................................................................................................................. xv

Preface ................................................................................................................................................xvii

Acknowledgment ..............................................................................................................................xxiii

Section I
Reviews of IT Governance Research

Chapter I
The Current State of Information Technology Governance Literature ................................................... 1 
 Sherrena Buckby, Queensland University of Technology, Australia
 Peter Best, University of Southern Queensland, Australia
 Jenny Stewart, Griffith Business School, Australia

Chapter II
IT Governance-Based IT Strategy and Management: Literature Review and Future 
Research Directions .............................................................................................................................. 44
 Junghoon Lee, Yonsei University, Korea
 Changjin Lee, Yonsei University, Korea

Chapter III
IT Governance: A Critical Review of the Literature ............................................................................. 63
 David Musson, Macquarie Graduate School of Management, Sydney, Australia

Section II
IT Governance Case Studies

Chapter IV
Adoption and Implementation of IT Governance: Cases from Australian Higher Education .............. 82
 Jyotirmoyee Bhattacharjya , The University of Sydney, Australia
 Vanessa Chang, Curtin University of Technology, Australia

Table of Contents



Chapter V
Tailoring CobiT for Public Sector IT Audit: An Australian Case Study ............................................. 101
 Lynne Gerke, University of Tasmania, School of Accounting & Corporate Governance, 
      Australia
 Gail Ridley, University of Tasmania, School of Accounting & Corporate Governance, 
     Australia

Chapter VI
Comprehensive Architecture Rationalization and Engineering .......................................................... 125
 Tony C. Shan, Bank of America, USA
 Winnie W. Hua, CTS. Inc, USA

Chapter VII
A Comparative Case Study of Three Korean Firms: Applying an IT Governance Framework ......... 145
 Junghoon Lee, Yonsei University, Korea
 Jung Woo Lee, Yonsei University, Korea
 Ja Young Lee, Yonsei University, Korea

Chapter VIII
The Impact of ICT Governance within Australian Companies........................................................... 163
 Breanna O’Donohue, Deakin University, Australia
 Graeme Pye, Deakin University, Australia
 Matthew J. Warren, Deakin University, Australia

Chapter IX
Improving ICT Governance: A Radical Restructure Using CobiT and ITIL  ..................................... 178
 Mark Toleman, University of Southern Queensland, Australia
 Aileen Cater-Steel, University of Southern Queensland, Australia
 Brian Kissell, University of Southern Queensland, Australia
 Rob Chown, University of Southern Queensland, Australia
 Michael Thompson, University of Southern Queensland, Australia

Section III
IT Governance: 

Its Relationship to Business and Other Frameworks

Chapter X
Managing IT Security Relationships within Enterprise Control Frameworks .................................... 191
 Brian Cusack, AUT University, New Zealand



Chapter XI
Unexplored Linkages between Corporate Governance and IT Governance: 
An Evaluation and Call to Research ................................................................................................... 202
 Michael A. Borth, The University of Tennessee, USA
 Randy V. Bradley, The University of Tennessee, USA

Chapter XII
I-Fit: Optimizing the Fit between Business and IT ............................................................................. 221
 Alea Fairchild, Tilburg University, The Netherlands
 Martin Smits, Tilburg University, The Netherlands
 Piet Ribbers, Tilburg University, The Netherlands
 Erik van Geel, KZA BV, The Netherlands
 Geert Snijder, KZA BV, The Netherlands

Chapter XIII
Competence of Information Technology Professionals in Internet-Based Ventures .......................... 239
 Tobias Kollmann, University of Duisburg-Essen, Germany
 Mattias Häsel, University of Duisburg-Essen, Germany

Chapter XIV
The Role of Maturity Models in IT Governance: A Comparison of the Major Models 
and Their Potential Benefits to the Enterprise  ................................................................................... 254
 G. Philip Rogers, Analyst/Project Manager, USA

Chapter XV
Governance of Software Development: The Transition to Agile Scenario ......................................... 266
 Yael Dubinsky, IBM Haifa Research Lab, Israel
 Avi Yaeli, IBM Haifa Research Lab, Israel
 Yishai Feldman, IBM Haifa Research Lab, Israel
 Emmanuel Zarpas, IBM Haifa Research Lab, Israel
 Gil Nechushtai, IBM Haifa Research Lab, Israel

Chapter XVI
The Governance Implications When it is Outsourced ........................................................................ 285
 Anne C. Rouse, Deakin University, Australia

Chapter XVII
IT Portfolio Management: A Pragmatic Approach to Implement IT Governance .............................. 297
 Muralidharan Ramakrishnan, Process Symphony, Australia

Chapter XVIII
Applying Organizational Theories to Realize Adaptive IT Governance and 
Service Management ........................................................................................................................... 313
 Andrew Dowse, Department of Defense, Australia
 Edward Lewis, Australian Defence Force Academy, Australia



Section IV
IT Service Management Frameworks

Chapter XIX
Implementing IT Service Management: Lessons Learned from a University 
IT Department  .................................................................................................................................... 333
 Jon Iden, Norwegian School of Economics and Business Administration, Norway

Chapter XX
A Model for IT Service Strategy ......................................................................................................... 350
 Neil McBride, De Montfort University, UK

Chapter XXI
An Overview of Models and Standards of Processes in the SE, SwE, and IT Disciplines ................ 364
 Manuel Mora, Autonomous University of Aguascalientes, Mexico
 Ovsei Gelman, Universidad Nacional Autónoma de México, Mexico
 Rory O’Connor, Dublin City University, Ireland
 Francisco Alvarez, Autonomous University of Aguascalientes, Mexico
 Jorge Macias-Luevano, Autonomous University of Aguascalientes, Mexico

Chapter XXII
Perspectives of IT-Service Quality Management: A Concept for Life Cycle Based 
Quality Management of IT-Services ................................................................................................... 381
 Claus-Peter Praeg, University of Stuttgart, Germany
 Dieter Spath, University of Stuttgart, Germany

Chapter XXIII
Measuring Return on Investment from Implementing ITIL: A Review of the Literature .................. 408
 Chee Ing Tiong, HD Digital Solutions, Australia
 Aileen Cater-Steel, University of Southern Queensland, Australia
 Wui-Gee Tan, University of Southern Queensland, Australia

Chapter XXIV
Integrated Product Life Cycle Management for Software: CMMI, SPICE, and ISO / IEC 20000 .... 423
 Dirk Malzahn, OrgaTech GmbH, Germany

Compilation of References ............................................................................................................... 443

About the Contributors .................................................................................................................... 483

Index ................................................................................................................................................... 492



Foreword .............................................................................................................................................. xv

Preface ................................................................................................................................................xvii

Acknowledgment ..............................................................................................................................xxiii

Section I
Reviews of IT Governance Research

Chapter I
The Current State of Information Technology Governance Literature ................................................... 1 
 Sherrena Buckby, Queensland University of Technology, Australia
 Peter Best, University of Southern Queensland, Australia
 Jenny Stewart, Griffith Business School, Australia

Buckby, Best, and Stewart provide a comprehensive understanding of the current state of IT governance 
literature across five key focus areas: strategic alignment of business and IT systems; delivery of value 
from IT systems; risk management of IT systems; management of IT resources; and measurement of 
the performance of IT systems. The objectives are to present a detailed overview of research across 
the key focus areas of ITG, identify important gaps in ITG research, and to guide future thinking and 
research on ITG.

Chapter II
IT Governance-Based IT Strategy and Management: Literature Review and Future 
Research Directions .............................................................................................................................. 44
 Junghoon Lee, Yonsei University, Korea
 Changjin Lee, Yonsei University, Korea

This chapter aims to clarify the concept of ITG through conducting a literature review, suggesting some 
implications of this work for practitioners and indicating directions for the future study of ITG. Most 
managers acknowledge the importance of managing IT assets within a framework of IT governance 
(ITG), but only a small number of academic treatments deal with ITG, meaning that businesses often 
find themselves making their governance decisions in a vacuum.

Detailed Table of Contents



Chapter III
IT Governance: A Critical Review of the Literature ............................................................................. 63
 David Musson, Macquarie Graduate School of Management, Sydney, Australia

This chapter proposes that there are three different concepts that are grouped together as IT governance: 
IT governance as a framework or audit process; IT governance as IT decision-making; and IT governance 
as a branch of corporate governance. Through a review of the literature, Musson brings together the 
disparate views of IT governance so as to permit a broader view of this important subject.

Section II
IT Governance Case Studies

Chapter IV
Adoption and Implementation of IT Governance: Cases from Australian Higher Education .............. 82
 Jyotirmoyee Bhattacharjya , The University of Sydney, Australia
 Vanessa Chang, Curtin University of Technology, Australia

This chapter introduces key IT governance concepts and industry standards and explores their adoption 
and implementation in the higher education environment. It provides a valuable example to practitioners 
by demonstrating that IT governance processes, structures, and relational mechanisms adopted by these 
institutions generate value through improvements in a number of key focus areas for IT management.

Chapter V
Tailoring CobiT for Public Sector IT Audit: An Australian Case Study ............................................. 101
 Lynne Gerke, University of Tasmania, School of Accounting & Corporate Governance, 
      Australia
 Gail Ridley, University of Tasmania, School of Accounting & Corporate Governance, 
      Australia

Using a public sector audit office in an Australian state, Gerke and Ridley examine the potential to use 
an audit program based on the Control Objectives for Information and Related Technologies (CobiT) 
framework. The results suggest that the CobiT-derived instrument was effective for IT audit, and was 
able to be tailored to the needs of the organisation, when evaluated against a number of criteria.

Chapter VI
Comprehensive Architecture Rationalization and Engineering .......................................................... 125
 Tony C. Shan, Bank of America, USA
 Winnie W. Hua, CTS. Inc, USA

Shan and Hua consider the challenges in managing the complexity in architecture design. They define 
a methodical approach to effectively manage the complexity in architecture design and rationalize the 
architectural assets of IT application portfolios in a service-oriented paradigm. The holistic framework 



provides a multidisciplinary approach of portfolio analysis and service-oriented architecture planning. 
A case study in the finance industry illustrates the use of this framework in real-world scenarios.

Chapter VII
A Comparative Case Study of Three Korean Firms: Applying an IT Goverance Framework ........... 145
 Junghoon Lee, Yonsei University, Korea
 Jung Woo Lee, Yonsei University, Korea
 Ja Young Lee, Yonsei University, Korea

This study compares the IT Governance setups of three large service sector firms in Korea. It seeks to 
identify the activities, types, and determinants of firms’ ITG decision- making processes, and to suggest 
the basis on which forms of ITG may represent rational selections for given service companies. The 
proposed and partially validated ITG framework should be useful for further research and practice of 
ITG.

Chapter VIII
The Impact of ICT Governance within Australian Companies........................................................... 163
 Breanna O’Donohue, Deakin University, Australia
 Graeme Pye, Deakin University, Australia
 Matthew J. Warren, Deakin University, Australia

The Australian Standard for the Corporate Governance of Information and Communication Technology 
(ICT) AS8015 (Standards Australia, 2005) is used as the focus of this chapter. Recommendations are 
provided to enhance the effective implementation of this Standard’s principles within an organisation. 
These recommendations concern such factors as identifying and addressing issues surrounding the 
implementation of this Standard and the actions that could be undertaken to improve the effectiveness 
of ICT governance by sharply focusing upon the governance aspects of ICT within business, as opposed 
to the management aspect of ICT.

Chapter IX
Improving ICT Governance: A Radical Restructure Using CobiT and ITIL  ..................................... 178
 Mark Toleman, University of Southern Queensland, Australia
 Aileen Cater-Steel, University of Southern Queensland, Australia
 Brian Kissell, University of Southern Queensland, Australia
 Rob Chown, University of Southern Queensland, Australia
 Michael Thompson, University of Southern Queensland, Australia

This case study reports on a major restructure incorporating both CobiT and ITIL principles.As well as 
describing the new reporting and internal structures of the Division, the alignment of the goals of the 
Division to the corporate goals is discussed. Care was taken to ensure that the new ICT structure was 
logical and conducive to operational effectiveness, efficiency and sound ICT governance, and could 
provide pathways and opportunities for career progression, client-focus, and role delineation and func-
tional accountability.



Section III
IT Governance: 

Its Relationship to Business and Other Frameworks

Chapter X
Managing IT Security Relationships within Enterprise Control Frameworks .................................... 191
 Brian Cusack, AUT University, New Zealand

The control frameworks of CobiT and ITIL provide a mapping of organizational roles from the capital 
interest at the highest level, through to the implementation level in an enterprise system. Security affects 
all processes within an organization structure and both control frameworks provide varying capability 
for control at different levels in an organization. In this chapter the security process is mapped from two 
control frameworks at the strategic layer and the issue of effective management tactics discussed from 
the theoretical structures within the problem area.

Chapter XI
Unexplored Linkages between Corporate Governance and IT Governance: 
An Evaluation and Call to Research ................................................................................................... 202
 Michael A. Borth, The University of Tennessee, USA
 Randy V. Bradley, The University of Tennessee, USA

This chapter focuses on the importance of both corporate and IT governance, and demonstrates that IT 
governance is a very important sub-component of corporate governance. The authors present a frame-
work which should facilitate a strong understanding of the different factors and mechanisms that impact 
firm governance.  A number of interesting empirical results relating to these governance mechanisms 
are presented with examples that link corporate and IT governance.

Chapter XII
I-Fit: Optimizing the Fit between Business and IT ............................................................................. 221
 Alea Fairchild, Tilburg University, The Netherlands
 Martin Smits, Tilburg University, The Netherlands
 Piet Ribbers, Tilburg University, The Netherlands
 Erik van Geel, KZA BV, The Netherlands
 Geert Snijder, KZA BV, The Netherlands

The I-Fit research project commenced as a joint activity of a regional ICT consultancy with a university 
research center. The main goal of the project is to help the consultants to improve alignment between 
business and IT in the client organizations. The I-Fit project takes the perspective of the business man-
ager: how a business manager can influence and increase the value of the IT services received. The I-Fit 
model was developed based on the literature on strategic alignment and Information Quality. The model 
assumes causal relationships between “IT Governance,” “Strategic Alignment,” “Information Quality,” 
and “Business Performance” in an organization.



Chapter XIII
Competence of Information Technology Professionals in Internet-Based Ventures .......................... 239
 Tobias Kollmann, University of Duisburg-Essen, Germany
 Mattias Häsel, University of Duisburg-Essen, Germany

This chapter focuses on young Internet-based firms and articulates the knowledge and skills required by IT 
professionals. Building on the general IT governance principle of aligning business and IT, it introduces 
an adequate competence model, outlines its dimensions, and suggests a framework for modeling the 
effects of factors internal and external to the firm on the value propositions of the different dimensions. 
The authors hope that a comprehensive understanding of the role of IT-related competence will assist 
founders not only in finding suitable partners, but also in aligning e-business strategy and information 
technology in Internet-based ventures.

Chapter XIV
The Role of Maturity Models in IT Governance: A Comparison of the Major Models 
and Their Potential Benefits to the Enterprise  ................................................................................... 254
 G. Philip Rogers, Analyst/Project Manager, USA

Rogers assesses the role maturity models can play in enterprise IT governance. Frameworks such as the 
Capability Maturity Model make it possible to assess maturity in key areas. The author describes addi-
tional maturity models that have no formal association with a comprehensive framework, the application 
of which represent significantly less overhead than the larger frameworks that include a maturity model 
component. The author seeks to present a broad perspective on maturity models that enterprises can use 
as a preliminary means of evaluating available tools. This overview of maturity models can facilitate 
the selection of a model to bring about improved IT governance in one or more focus areas.

Chapter XV
Governance of Software Development: The Transition to Agile Scenario ......................................... 266
 Yael Dubinsky, IBM Haifa Research Lab, Israel
 Avi Yaeli, IBM Haifa Research Lab, Israel
 Yishai Feldman, IBM Haifa Research Lab, Israel
 Emmanuel Zarpas, IBM Haifa Research Lab, Israel
 Gil Nechushtai, IBM Haifa Research Lab, Israel

This chapter aims to bridge the gap between high-level IT governance and software development 
governance. A model for governance in general is presented and then used to describe IT and software 
development domain-specific governance. The model is built based on a review of the literature and 
a set of scenarios. The process of transition to agile software development is used to demonstrate the 
domain-specific governance schemes.



Chapter XVI
The Governance Implications When it is Outsourced ........................................................................ 285
 Anne C. Rouse, Deakin University, Australia

The aim of this chapter is to alert decision makers to the fact that outsourcing IT incorporates residual 
risks even when widely recommended operational controls are implemented. After briefly reviewing 
existing formal governance frameworks and their treatment of IT outsourcing, an analytical model for 
considering outsourcing benefits and risks is introduced. Some strategic IT governance issues that be-
come critical once a firm outsources a significant proportion of its IT services are highlighted. Effective 
control processes are necessary, but not sufficient for good corporate governance and those responsible 
for corporate governance should ensure that both operational and strategic governance issues are con-
sidered when IT is substantially outsourced.

Chapter XVII
IT Portfolio Management: A Pragmatic Approach to Implement IT Governance .............................. 297
 Muralidharan Ramakrishnan, Process Symphony, Australia

Portfolio Management principles are the foundation of building effective governance. This chapter is 
intended primarily for managers who are preparing to implement portfolio management concepts in an 
organisation and students of IT Project Management, who wish to understand the difference between 
Project and Portfolio Management. While there is literature available discussing portfolio management 
at the conceptual level, there is not enough available which translates these concepts into tactical imple-
mentation. Practitioners can benefit from discussing implementation approaches that can be tailored to 
suit individual needs. This chapter shows one of the many ways to implement a portfolio management 
framework.   

Chapter XVIII
Applying Organizational Theories to Realize Adaptive IT Governance and 
Service Management ........................................................................................................................... 313
 Andrew Dowse, Department of Defense, Australia
 Edward Lewis, Australian Defence Force Academy, Australia

The purpose of this chapter is to help business and information managers to adapt IT management ar-
rangements to suit the organisational context by examining the issues associated with alignment of IT 
governance and service management, identifying contingencies, and developing a framework. After 
examining the requirements for IT governance, the organization is considered as a system and competing 
needs for integration and differentiation within the organisation are examined. The emerging concept of 
information systems as a contributor of value is also discussed and a framework developed.



Section IV
IT Service Management Frameworks

Chapter XIX
Implementing IT Service Management: Lessons Learned from a University 
IT Department  .................................................................................................................................... 333
 Jon Iden, Norwegian School of Economics and Business Administration, Norway

A real life ITIL project is presented and analysed based on a longitudinal case study. The purpose is to 
illustrate how the ITIL process reference model for some processes may be used almost as a blueprint, 
while ITIL for other processes may be profoundly adapted to suit the context and the needs of the 
implementer. Furthermore, the success factors and the impediments for successful implementation are 
discussed. This chapter will especially inform practitioners about how ITIL may be utilized and how an 
implementation project might be organized.

Chapter XX
A Model for IT Service Strategy ......................................................................................................... 350
 Neil McBride, De Montfort University, UK

This chapter describes a suggested model for developing a service strategy within IT services. It dis-
cusses the content and process of developing an IT service strategy. The example of hospital informa-
tion systems is used to illustrate the strategic process. In order to set the scene for the strategic process, 
the state of information systems strategy research is discussed and set in the context of the developing 
service management research literature. A case is made for a migration from an IT strategy based pri-
marily on the development of a portfolio of IT systems to a service-strategy based on the development 
of a portfolio of business services.

Chapter XXI
An Overview of Models and Standards of Processes in the SE, SwE, and IT Disciplines ................ 364
 Manuel Mora, Autonomous University of Aguascalientes, Mexico
 Ovsei Gelman, Universidad Nacional Autónoma de México, Mexico
 Rory O’Connor, Dublin City University, Ireland
 Francisco Alvarez, Autonomous University of Aguascalientes, Mexico
 Jorge Macias-Luevano, Autonomous University of Aguascalientes, Mexico

A descriptive-conceptual overview of the main models and standards of processes formulated in the 
Systems Engineering (SE), Software Engineering (SwE) and Information Systems (IS) disciplines is 
provided. Given the myriad of models and standards reported, the convergence suggested for the SE and 
SwE models and standards, and the increasing complexity of information systems, the authors argue that 
these standards become relevant to the IS discipline. Based on the aims and principles identified, the 
authors report and posit the concepts of process, system and service as conceptual building blocks for 
describing such models and standards. Initial theoretical and practical implications for the Information 
Systems discipline of such models and standards are discussed.



Chapter XXII
Perspectives of IT-Service Quality Management: A Concept for Life Cycle Based 
Quality Management of IT-Services ................................................................................................... 381
 Claus-Peter Praeg, University of Stuttgart, Germany
 Dieter Spath, University of Stuttgart, Germany

Based on the IT-industrialization and an increased customer orientation in IT-Service management, the 
aspect of quality becomes increasingly important. This chapter introduces an IT-Service management 
framework for the use of quality management concepts in the context of the life cycle phases of IT-
Services. It argues that IT-Service management, combined with quality management and a life cycle 
approach for IT-Services provides a new perspective for organizations to provide high quality IT-Services. 
The aim is to support organizations in the effective use of quality management concepts depending on 
IT-Service life cycles.

Chapter XXIII
Measuring Return on Investment from Implementing ITIL: A Review of the Literature .................. 408
 Chee Ing Tiong, HD Digital Solutions, Australia
 Aileen Cater-Steel, University of Southern Queensland, Australia
 Wui-Gee Tan, University of Southern Queensland, Australia

This study explores financial metrics that organisations could use in measuring the return on investment 
from their adoption of the IT Infrastructure Library (ITIL) framework. ITIL outlines an extensive set of 
best practices for IT service management in organizations but as yet there is limited academic research 
on measuring the return on investment from ITIL adoption. This literature review discusses the impor-
tance of measuring return on investment in ITIL and some of the available measurement metrics for 
IT investment that could be adapted. A measurement model for measuring investment return on ITIL 
service management is proposed.

Chapter XXIV
Integrated Product Life Cycle Management for Software: CMMI, SPICE, and ISO / IEC 20000 .... 423
 Dirk Malzahn, OrgaTech GmbH, Germany

Malzahn describes how models for software development and service delivery can be integrated into 
a common approach to reach an integrated product life cycle for software. The models include SEI’s 
Capability Maturity Model Integration (CMMI), SPICE (Software Process Improvement and Capabil-
ity Determination, ISO 15504) and ISO 20000 (Service Management). Whilst the CMMI constellation 
approach delivers an integration perspective defined in three models (development, acquisition and 
services), SPICE and ISO 20000 need additional alignment to be usable in an integrated approach.

Compilation of References ............................................................................................................... 443

About the Contributors .................................................................................................................... 483

Index ................................................................................................................................................... 492



  xv

Foreword

IT governance is one of these concepts that suddenly emerged and became an important issue in the 
information technology (IT) era. I am not sure as to when the concept surfaced. Gartner introduced 
the idea of “improving IT governance” for the first time in their Top 10 CIO Priorities for 2003; it was 
then ranked third. In 1998, the IT Governance Institute1  was founded to generate awareness of the IT 
governance concept. In academic and professional literature articles titled with IT governance began to 
emerge in the late 1990’s. In the context of the 2002 Hawaii International Conference of System Sci-
ences (HICSS), I defined IT governance as “the organisational capacity exercised by the board, execu-
tive management and IT management to control the formulation and implementation of IT strategy and 
in this way ensuring the fusion (alignment) of business and IT”2. During the last six years that I have 
been involved with this issue, I witnessed that many organizations started with the implementation of 
IT governance in order to achieve a better alignment between business and IT. Today, because of the 
pervasive use of technology and in many cases the critical dependency on information technology, IT 
governance is high on the agenda and many organizations are implementing IT governance practices. 

From my practical experience, I have seen that these IT governance implementations are often driven 
by IT, while one would expect that the business would take a leading role here as well. This leading role 
of IT appears to be a paradox, but the same thing happened in the era of business process reengineering, 
where also in many cases IT took a leading role in reinventing the business processes. After many years 
of work in this field, I have come to the point to acknowledge that IT is likely (or should be) a very good 
“change agent” in the organization to get these business challenges realised. 

IT governance can be deployed using a mixture of various structures, processes, and relational mecha-
nisms. IT governance structures include mechanisms for connecting and enabling contacts between busi-
ness and IT such as business/IT steering committees. IT governance processes refer to the formalization 
of business/IT decision making and monitoring such as portfolio management. The relational mechanisms 
finally are about the collaborative relationship among business and IT such as joint training. Recent PhD 
studies3 have studied in detail these IT governance mechanisms and explored their relationship with 
business/IT alignment, which should ultimately lead to higher business outcomes. Various chapters in 
this book also contain further research on the relevance of the IT governance practices. 

For many years, I have been involved in the development of two leading IT governance frameworks, 
COBIT and VALIT4. Both best practices frameworks are developed by practitioners and originate respec-
tively from the mid-1990’s and from 2006. They describe a set of best practices for management, control 
and security of information technology with COBIT focusing on the IT processes itself and VALIT on 
the IT related business processes. The growing importance of the COBIT and VALIT frameworks is 
also acknowledged in this book by several chapters discussing specific issues about these frameworks. 
As there is still little academic research available around these frameworks, so hopefully this book will 
initiate further research in this domain. 
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The important message from both COBIT and VALIT is that IT has to deliver and run applications 
efficiently and that business value from these applications can only be reached through business change 
management projects by the business. It is therefore that business or corporate governance of IT is 
probably a better term for IT governance indicating more clearly that IT governance is a joint opera-
tion of business and IT and that both have to develop and implement specific processes for this.  It is 
worthwhile to note here that currently an ISO Standard Corporate Governance of IT focusing on the 
business audience is under development. 

After all, the crucial question about IT Governance or better Business Governance of IT remains 
whether IT governance practices can help in generating business value from investments in IT. As already 
indicated in this foreword, this is a rather complex relationship. Currently, I am conducting within my 
IT Alignment and Governance (ITAG) Research Institute5, practice-oriented research on this issue by 
investigating the relationship between the use of COBIT/VALIT practices and business/IT alignment 
and ultimately how this impacts business outcome.

I hope that this book may help business and IT practitioners in implementing the right IT governance 
practices and that it may motivate academics to further research the IT governance implementations and 
to explore the relationship with business and IT alignment and business outcome.

EndnotEs

1 see www.itgi.org
2 Van Grembergen, W. (2002). Introduction to the minitrack: IT governance and its mechanisms.  In 

Proceedings of the 35th Hawaii International Conference on System Sciences.
3 De Haes, S. (2007).  The impact of IT governance practices on business/IT alignment in the Bel-

gian financial services sector. University of Antwerp. Bjorn, C. (2007). Business-ICT alignment. 
Practices and determinants. Katholieke Universiteit Leuven.

4 see www.isaca.org
5 see www.uams.be/itag 

Wim Van Grembergen
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Wim Van Grembergen is professor at the Business Faculty of UFSIA (University of Antwerp) and is a guest professor at the 
University of Leuven (KUL). He teaches information systems at the undergraduate and executive level, and researches in business 
transformations through information technology, audit of information systems, and IT evaluation. Van Grembergen presented 
at the European Conference on Information Systems (ECIS) in 1997 and 1998 and at the Information Resources Management 
Association (IRMA) Conferences in 1998, 1999, and 2000. He was Track Chair of “IT Evaluation Methods and Management” 
for the 2000 and 2001 IRMA-conference. He published articles in journals such as Journal of Strategic Information Systems, 
Journal of Corporate Transformation, Journal of Information on Technology Cases and Applications, IS Audit & Control 
Journal and EDP Auditing (Auerbach). He also has several publications in leading Belgian and Dutch journals and published 
in 1997 a book on business process reengineering in Belgian organizations and in 1998 a book on the IT Balanced Scorecard. 
Currently, he is editing a book on IT evaluation. He is engaged in the development of CobiT 3rd Edition. Until recently he was 
academic director of the MBA program of UFSIA and presently he is coordinator of a master program on IT-audit. Professor 
Van Grembergen has consulted with a number of organizations and is a member of the board of directors of an IT company 
servicing a Belgian financial group. 



  xvii

Preface

Recent corporate scandals such as HIH and OneTel in Australia, and Enron and Worldcom in the United 
States have raised the importance of corporate governance and prompted governments to provide guidelines 
to reduce risks to shareholders, employees, and consumers. In the United States, the Sarbanes-Oxley Act 
2002 introduced stringent corporate governance requirements and organizations around the world are 
following the lead of the US and focusing on corporate governance. For example, in Australia, the AS 
8000 Good Governance Principles was released in 2003 making Standards Australia the first standards 
body in the world to publish national guidelines on corporate governance. The Australian standard AS 
8015 Corporate Governance of Information & Communications Technology is being considered by an 
International Standards working group as a candidate for adoption as an international standard. 

Increasingly, IT governance is considered an integral part of corporate governance. There has been 
rapid increase in awareness and adoption of IT governance. As well as seeking to conform to national 
governance requirements (such as the Sarbanes-Oxley Act), organizations are establishing IT governance 
to ensure that IT is aligned with the objectives of the organization. IT governance includes leadership, 
organizational structures, and processes to ensure that the organization’s IT sustains and extends the 
organization’s strategy. To ensure that IT is aligned with the objectives of the organizations, and sustains 
and extends the organization’s strategy, senior managers are implementing IT governance frameworks. 
Organizations are under pressure to improve their IT governance and service quality and are investing 
in training, consultants, hardware, and software to implement frameworks such as Control objectives 
for information and related Technology (CobiT) and the IT Infrastructure Library (ITIL).

Associated with IT governance is the management of IT services provided. Organizations are grap-
pling with the challenges of improving availability and capacity of business-critical applications while 
improving service levels, reducing support costs and lowering incident and problem resolution times. 
The increasing use of outsourcing contracts to multiple service providers raises challenges for IT gover-
nance and service management. Apart from articles in the practitioner press, there is very little research 
published in this important area. The frameworks available are continually evolving. Many organizations 
have already adopted the IT Infrastructure Library (ITIL) framework. This framework has recently been 
revised from Version 2 to Version 3. As well as investing in the new editions of the ITIL books, organiza-
tions are considering how to transition from Version 2 to 3 and the implications in terms of conversion 
training and tool sets. An international standard on IT Service Management has been released – ISO/IEC 
20000. Many organizations are seeking to gain certification to this standard for competitive advantage in 
tendering for outsourced service provision and also by internal IT groups as a defence against outsourc-
ing threats. To further complicate the IT Service Management environment, the Software Engineering 
Institute is developing two complimentary ‘constellations’ to accompany the Capability Maturity Model 
Integration (CMMI). These constellations focus on acquisition and service management. As these ad-
ditional frameworks share common processes with the CMMI, it is expected that organizations that have 
invested in the CMMI framework will be interested in the two new constellations. 
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The objective of this book is to examine current popular IT governance and IT service management 
frameworks and standards. It strives to present a variety of views from many countries and perspectives 
about how these standards are used by organizations. As these frameworks are increasingly widely adopted, 
they are revised and improved. Consequently, organizations need to keep up-to-date with the revisions 
to the frameworks. This book provides an in-depth view of challenges and benefits experienced by or-
ganizations in their initial adoption of the frameworks and then incorporating the subsequent revisions. 
Furthermore, this book highlights the critical contribution of IT service management to IT governance, 
and the strategic and tactical value provided by effective service management.

In my own research on IT Governance or IT Service Management, I found there was little published 
research on these topics and felt that there was a need for a collection of recent research. The motiva-
tion for this book came from my attendance at various conferences such as the International Conference 
on IT Governance, the European Conference on Information Systems and the Australasian Conference 
on Information Systems. I contacted authors I had met at these conferences and encouraged them to 
extend their research as a contribution to this collection. The call for multiple chapters was also pro-
moted through the ISWorld and IRMA mailing lists and this approach resulted in contributions from an 
international cohort of authors. 

This book makes its mark by providing a collection of recent research outcomes covering most of the 
popular frameworks used for IT governance and service management. It contributes to the subject matter 
by providing up-to-date reviews of the extant literature. The case studies provide empirical evidence of 
the experience of many organizations from various countries.

structurE of thE book

This book is divided into four sections. 
Section I sets the scene by providing literature reviews of previous research to date on IT governance. 

It is essential in any new area of study to establish a cumulative research tradition. Researchers will find 
this literature review valuable and it will facilitate building on previous studies and identifying gaps in 
the research effort to date.

The opening chapter by Buckby, Best, and Stewart provide a comprehensive understanding of the 
current state of IT governance literature across five key focus areas: strategic alignment of business 
and IT systems; delivery of value from IT systems; risk management of IT systems; management of IT 
resources; and measurement of the performance of IT systems. The authors present a detailed overview 
of research across the key focus areas of IT Governance (ITG), and by identifying important gaps in 
ITG research guide future thinking and research on ITG.

The second chapter by Lee and Lee aims to clarify the concept of ITG through conducting a literature 
review, suggesting some implications of this work for practitioners and indicating directions for the future 
study of ITG. Most managers acknowledge the importance of managing IT assets within a framework 
of ITG, but only a small number of academic treatments deal with ITG, meaning that businesses often 
find themselves making their governance decisions in a vacuum.

David Musson proposes that there are three different concepts that are grouped together as IT gov-
ernance: IT governance as a framework or audit process; IT governance as IT decision-making; and 
IT governance as a branch of corporate governance. Through a review of the literature, Musson brings 
together the disparate views of IT governance so as to permit a broader view of this important subject.

Section II provides six case studies of IT Governance in countries as geographically diverse as Aus-
tralia, Korea, and the United States of America. These case studies will be of practical use to managers 
who are embarking upon IT Governance initiatives.
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Bhattacharjya and Chang introduce key IT governance concepts and industry standards and explore 
their adoption and implementation in the higher education environment. This chapter provides a valu-
able example to practitioners by demonstrating that IT governance processes, structures, and relational 
mechanisms adopted by these institutions generate value through improvements in a number of key 
focus areas for IT management.

Using a public sector audit office in an Australian state, Gerke and Ridley examine the potential to 
use an audit program based on the Control Objectives for Information and Related Technologies (CobiT) 
framework. The results suggest that the CobiT-derived instrument was effective for IT audit, and was 
able to be tailored to the needs of the organization, when evaluated against a number of criteria.

Shan and Hua consider the challenges in managing the complexity in architecture design. They define 
a methodical approach to effectively manage the complexity in architecture design and rationalize the 
architectural assets of IT application portfolios in a service-oriented paradigm. The holistic framework 
provides a multidisciplinary approach of portfolio analysis and service-oriented architecture planning. 
A case study in the US finance industry illustrates the use of this framework in real-world scenarios.

The next chapter, by Lee and colleagues compares the IT Governance setups of three large service 
sector firms in Korea. It seeks to identify the activities, types, and determinants of firms’ IT governance 
decision making processes, and to suggest the basis on which forms of IT governance may represent 
rational selections for given service companies. The proposed and partially validated IT governance 
framework should be useful for further research and practice of IT governance.

The Australian Standard for the Corporate Governance of Information and Communication Technology 
(ICT) AS8015 is used by O’Donohue, Pye, and Warren as the focus of their chapter. Recommendations 
are provided to enhance the effective implementation of this standard’s principles within an organiza-
tion. These recommendations concern such factors as identifying and addressing issues surrounding the 
implementation of this standard and the actions that could be undertaken to improve the effectiveness of 
ICT governance by sharply focusing upon the governance aspects of ICT within business, as opposed 
to the management aspect of ICT.

Academics and practitioners collaborated Mark Toleman on the case study in Chapter IX. It reports 
on a major restructure incorporating both CobiT and ITIL principles at an Australian University. As 
well as describing the new reporting and internal structures of the Division, the alignment of the goals 
of the Division to the corporate goals is discussed. Care was taken to ensure that the new ICT structure 
was logical and conducive to operational effectiveness, efficiency and sound ICT governance, and 
could provide pathways and opportunities for career progression, client-focus, and role delineation and 
functional accountability.

Section III is the largest section in the book and provides many and varied perspectives on the relation-
ship of IT Governance with business, corporate governance, and IT security. This section also considers 
governance as it relates to IT portfolio management, outsourcing, and software development.

Brian Cusack uses the control frameworks of CobiT and ITIL to provide a mapping of organizational 
roles from the capital interest at the highest level, through to the implementation level in an enterprise 
system. Security affects all processes within an organization structure and both control frameworks 
provide varying capability for control at different levels in an organization. In this chapter the security 
process is mapped from two control frameworks at the strategic layer and the issue of effective manage-
ment tactics discussed from the theoretical structures within the problem area.

Chapter XI focuses on the importance of both corporate and IT governance, and demonstrates that 
IT governance is a very important subcomponent of corporate governance. Borth and Bradley present a 
framework which should facilitate a strong understanding of the different factors and mechanisms that 
impact firm governance. A number of interesting empirical results relating to these governance mecha-
nisms are presented with examples that link corporate and IT governance.
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Alea Fairchild and colleagues report on the I-Fit research project which commenced as a joint activity 
of a regional ICT consultancy with a university research center. The main goal of the project is to help the 
consultants to improve alignment between business and IT in the client organizations. The I-Fit project 
takes the perspective of the business manager: how a business manager can influence and increase the 
value of the IT services received. The I-Fit model was developed based on the literature on strategic 
alignment and Information Quality. The model assumes causal relationships between “IT governance,” 
“Strategic Alignment,” “Information Quality,” and “Business Performance” in an organization.

This chapter by Kollmann and Hasel focuses on young Internet-based firms and articulates the 
knowledge and skills required by IT professionals. Building on the general IT governance principle 
of aligning business and IT, it introduces an adequate competence model, outlines its dimensions, and 
suggests a framework for modeling the effects of factors internal and external to the firm on the value 
propositions of the different dimensions. The authors hope that a comprehensive understanding of the 
role of IT-related competence will assist founders not only in finding suitable partners, but also in align-
ing e-business strategy and information technology in Internet-based ventures.

Rogers assesses the role maturity models can play in enterprise IT governance. Frameworks such as 
the Capability Maturity Model make it possible to assess maturity in key areas. The author describes 
additional maturity models that have no formal association with a comprehensive framework, the appli-
cation of which represent significantly less overhead than the larger frameworks that include a maturity 
model component. Rogers seeks to present a broad perspective on maturity models that enterprises can 
use as a preliminary means of evaluating available tools. This overview of maturity models can facilitate 
the selection of a model to bring about improved IT governance in one or more focus areas.

The next chapter by Yael Dubinsky and colleagues aims to bridge the gap between high-level IT 
governance and software development governance. A model for governance in general is presented and 
then used to describe IT and software development domain-specific governance. The model is built 
based on a review of the literature and a set of scenarios. The process of transition to agile software 
development is used to demonstrate the domain-specific governance schemes.

The aim of the chapter by Ann Rouse is to alert decision makers to the fact that outsourcing IT incor-
porates residual risks even when widely recommended operational controls are implemented. After briefly 
reviewing existing formal governance frameworks and their treatment of IT outsourcing, an analytical 
model for considering outsourcing benefits and risks is introduced. Some strategic IT governance issues 
that become critical once a firm outsources a significant proportion of its IT services are highlighted. 
Effective control processes are necessary, but not sufficient for good corporate governance and those 
responsible for corporate governance should ensure that both operational and strategic governance issues 
are considered when IT is substantially outsourced.

Portfolio Management principles are the foundation of building effective governance. Murali 
Ramakrishnan’s chapter is intended primarily for managers who are preparing to implement portfolio 
management concepts in an organization and students of IT Project Management, who wish to understand 
the difference between Project and Portfolio Management. While there is literature available discussing 
portfolio management at the conceptual level, there is not enough available which translates these con-
cepts into tactical implementation. Practitioners can benefit from discussing implementation approaches 
that can be tailored to suit individual needs. This chapter shows one of the many ways to implement a 
portfolio management framework.

The purpose of the chapter by Dowse and Lewis is to help business and information managers to 
adapt IT management arrangements to suit the organizational context by examining the issues associated 
with alignment of IT governance and service management, identifying contingencies and developing 
a framework. After examining the requirements for IT governance, the organization is considered as a 
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system and competing needs for integration and differentiation within the organization are examined. 
The emerging concept of information systems as a contributor of value is also discussed and a frame-
work developed.

The focus in Section IV is IT Service Management. Models such as ITIL and ISO/IEC 20000 are 
described and extended and illustrated with a case study. This section considers the importance of qual-
ity, strategy and return on investment issues in relation to IT Service Management. 

Jon Iden presents and analyses a real life ITIL project based on a longitudinal case study. The pur-
pose is to illustrate how the ITIL process reference model for some processes may be used almost as a 
blueprint, while ITIL for other processes may be profoundly adapted to suit the context and the needs of 
the implementer. Furthermore, the success factors and the impediments for successful implementation 
are discussed. This chapter will especially inform practitioners about how ITIL may be utilized and how 
an implementation project might be organized.

The chapter by Neil McBride describes a suggested model for developing a service strategy within 
IT services. It discusses the content and process of developing an IT service strategy. The example of 
hospital information systems is used to illustrate the strategic process. In order to set the scene for the 
strategic process, the state of information systems strategy research is discussed and set in the context 
of the developing service management research literature. A case is made for a migration from an IT 
strategy based primarily on the development of a portfolio of IT systems to a service-strategy based on 
the development of a portfolio of business services.

A descriptive-conceptual overview of the main models and standards of processes formulated in 
the systems engineering (SE), software engineering (SwE) and information systems (IS) disciplines 
is provided by Manual Mora and colleagues. Given the myriad of models and standards reported, the 
convergence suggested for the SE and SwE models and standards, and the increasing complexity of in-
formation systems, the authors argue that these standards become relevant to the IS discipline. Based on 
the aims and principles identified, the authors report and posit the concepts of process, system and service 
as conceptual building blocks for describing such models and standards. Initial theoretical and practical 
implications for the Information Systems discipline of such models and standards are discussed.

Based on the IT-industrialisation and an increased customer orientation in IT-Service management, 
the aspect of quality becomes increasingly important. This chapter by Claus-Peter Praeg and Dieter 
Spath introduces an IT-Service management framework for the use of quality management concepts 
in the context of the life cycle phases of IT-Services. It argues that IT-Service management, combined 
with quality management and a life cycle approach for IT-Services provides a new perspective for or-
ganizations to provide high quality IT-Services. The aim is to support organizations in the effective use 
of quality management concepts depending on IT-Service life cycles.

Chee Ing Tiong and colleagues explore financial metrics that organizations could use in measuring 
the return on investment from their adoption of the IT Infrastructure Library (ITIL) framework. ITIL 
outlines an extensive set of best practices for IT service management in organizations but as yet there 
is limited academic research on measuring the return on investment from ITIL adoption. This literature 
review discusses the importance of measuring return on investment in ITIL and some of the available 
measurement metrics for IT investment that could be adapted. A measurement model for measuring 
investment return on ITIL service management is proposed.

Malzahn describes how models for software development and service delivery can be integrated into 
a common approach to reach an integrated product life cycle for software. The models include SEI’s 
Capability Maturity Model Integration (CMMI), SPICE (Software Process Improvement and Capability 
Determination, ISO 15504) and ISO/IEC 20000 (Service Management). Whilst the CMMI constellation 
approach delivers an integration perspective defined in three models (development, acquisition and ser-
vices), SPICE and ISO/IEC 20000 need additional alignment to be usable in an integrated approach.
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A double-blind review process was used for all chapters submitted to the editor. Authors of selected 
chapters were invited to act on the reviewers’ comments and resubmit their chapters to the editor. Chap-
ters were checked and final revisions applied. 

I have enjoyed the process of compiling this book and in particular working with the contributors 
who provided such wide-ranging research on the topic of IT governance and service management. It is 
up to you, the readers to decide if the perspectives offered here are relevant to your research or to the 
practical application of the concepts in your organizations. I would be delighted to hear your feedback 
on the usefulness of this collection.
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abstract

This chapter introduces current and prior IT governance literature across five key focus areas being 
strategic alignment of business and IT systems, delivery of value from IT systems, risk management of IT 
systems, management of IT resources and measurement of the performance of IT systems. The chapter 
focuses on synthesising the current literature on ITG to achieve three primary objectives. First, the review 
presents a detailed overview of research across the key focus areas of ITG. Second, the synthesis of the 
literature identifies important gaps in ITG research. Third, the review aims to guide future thinking and 
research on ITG in each of the focus areas. This chapter will provide a comprehensive understanding 
of the current state of IT governance literature.

introduction

The research literature on information technol-
ogy governance (ITG) is diverse and expansive, 
emanating from business, organizational, and 

information technology research paradigms. This 
chapter focuses on synthesising the current litera-
ture on ITG to achieve three primary objectives. 
First, the review presents a detailed overview of 
research on the key focus areas of ITG. Second, 
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the synthesis of the literature identifies important 
gaps in ITG research. Third, the review aims to 
guide future thinking and research on ITG.

The review of ITG literature has been orga-
nized using the five key components (focus areas) 
identified by the IT Governance Institute (ITGI). 
The focus areas are strategic alignment of business 
and IT systems, delivery of value from IT systems, 
risk management of IT systems, management of 
IT resources and measurement of the performance 
of IT systems (ITGI, 2003). 

Our motivation for this review of the ITG 
literature stems from the growing dependency 
of organizations on IT resources (ITGI, 2006c) 
and their increasing need to better manage/govern 
these significant IT investments (ITGI, 2007). 
There is an increasing call worldwide for boards 
of directors and governing bodies to take respon-
sibility for the governance of IT assets (ITGI, 
2003; Trites, 2003) in much the same way as they 
govern an organization’s financial and reporting 
processes. ITG has become more prominent 
worldwide in the past few years as organizations 
in the United States must now monitor ITG as 
part of their compliance with the provisions of 
the Sarbanes-Oxley Act (2002). 

it GovErnancE dEfinition

IT governance is recognized as an integral part of 
enterprise governance. It “consists of the leader-
ship and organizational structures and processes 
that ensure that the organization’s IT sustains 
and extends the organization’s strategies and 
objectives” (ITGI, 2003, p.10). The ITGI further 
defines ITG as “the management process which 
ensures delivery of the expected benefits of IT in 
a controlled way to enhance the long-term success 
of the enterprise” (ITGI, 2000, p.27). Broadbent 
(2003c, p.1) considers that “IT governance is about 
who is entitled to make major decisions, who has 
input and who is accountable for implementing 
those decisions. It is not synonymous with IT 

management. IT governance is about decision 
rights, whereas IT management is about making 
and implementing specific IT decisions”. Weill 
(2004, p.3) defines ITG as “specifying the frame-
work for decision rights and accountabilities to 
encourage desirable behaviour in the use of IT”. 
These definitions indicate that ITG is intended 
to ensure that the organization and its board of 
directors or governing body are conscious of man-
aging its IT investment responsibly, efficiently, 
and effectively. 

it GovErnancE standards

The release of a voluntary Australian Standard 
AS8015-2005 “Corporate Governance of Infor-
mation and Communication Technology” by 
Standards Australia (2005) has emphazised the 
importance of ITG for Australian organizations. 
Further, there are a number of international 
standards which are relevant to ITG. The Inter-
national Organization for Standardization (ISO) 
and International Electrotechnical Commission 
(IEC) released ISO/IEC 27001 and 27002 on 
information security in 2005 (ISO/IEC, 2005a; 
ISO/IEC 2005b). These standards aim to provide 
clear guidelines of best practice on information 
security management across 12 key sections and 
replace prior standards on this issue. Standard ISO/
IEC 12207 on the software life cycle processes, 
which was amended in December 2004, is also 
relevant to ITG of organizations. This standard es-
tablishes processes and activities applicable to the 
acquisition and configuration of software services 
(ISO/IEC, 2004a). The international standard on 
Software Process Improvement and Capability 
Determination (SPICE) ISO/IEC 15504 assists 
organizations to assess their overall capabilities 
for delivering software (ISO/IEC, 2004b).

There are several frameworks designed to 
provide guidance on the implementation and 
management of ITG. The Information Technol-
ogy Infrastructure Library (ITIL) is a framework 
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which aims to assist in the delivery of high qual-
ity IT services through the dissemination of best 
practice approaches. The framework incorporates 
extensive management procedures that should 
support organizations in achieving quality and 
value from IT operations. ITIL is an integrated set 
of process oriented best practices for managing IT 
services (United Kingdom Office of Government 
Commerce and IT Service Management Forum, 
2005). Another tool which employs ITIL best 
practices and extends the ITIL framework into 
enhanced processes and additional value added 
functionality is the IT Service Management 
Framework (ITSM). This framework enables 
better assessment, planning, and implementation 
of ITIL processes (ITSM, 2007). 

The Capability Maturity Model Integration 
(CMMI) process improvement approach has also 
been used to assess the effectiveness of organi-
zational ITG processes (Software Engineering 
Institute, 2007). The CobiT framework Version 
4.1 presents good ITG practices which represent 
the consensus of experts and aims to assist or-
ganizations to implement a detailed program of 
IT governance structures including ITG control 
objectives, management guidelines, and maturity 
models (ITGI, 2007). 

These frameworks, standards and guidelines 
form an important part of the performance mea-
surement focus area of ITG. In addition, they also 
provide resources which assist organizations to 
implement aspects of the other four focus areas. 
Literature relating to the implementation of these 
frameworks, in particular the CobiT framework, 
will be discussed in a later section.

fivE kEy focus arEas of it 
GovErnancE

The ITGI has identified that IT governance 
consists of five key focus areas (ITGI, 2003). In 
this section, each of these areas will be defined 
and briefly discussed in order to develop your 

understanding of the key components of ITG. In 
the next section, a detailed review of the research 
in each of these focus areas will be provided. 

strategic alignment of business 
and it

Strategic alignment of business and IT is defined 
as “whether an enterprise’s investment in IT is 
in harmony with its strategic objectives (intent, 
current strategy, and enterprise goals) and thus 
building the capabilities necessary to deliver 
business value” (ITGI, 2003, p.22). Strategic 
alignment between business and IT processes is 
also often referred to as business-IT alignment 
and aims to ensure that IT assets are being used 
efficiently to assist the entire organization. Stra-
tegic alignment has become an important issue 
for organizations with considerable IT assets as 
synergism of IT resources with the goals and 
objectives of the organization has been linked to 
improved performance (Bergeron, Raymond & 
Rivard, 2004). 

delivery of value from it systems

Delivery of value from IT systems has been defined 
as “the on-time and within-budget delivery of ap-
propriate quality, which achieves the benefits that 
were promised” (ITGI, 2003, p.24). This critical 
component of ITG processes aims to confirm that 
IT resources deliver maximum business value. 
This issue has become important, as organizations 
have invested in large IT systems over the last 
decade. Boards of directors and other stakehold-
ers are seeking to determine that value has been 
delivered from these significant investments as 
part of their governance processes.

risk management of it systems

Risk management of IT systems has become a 
critical element, as almost all organizations are 
now dependent on IT resources to conduct their 
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day-to-day operations. Risk management of IT 
systems has been defined as “the extent to which 
IT assets are protected and the level of assurance 
required” (ITGI, 2003, p.27). Business organiza-
tions have traditionally focused on financial risk, 
but have recently become more concerned with 
operational and systematic risk due to pressure 
from regulators and other governance bodies. 
Technology risk and information security issues 
form a prominent part of operational and system-
atic risk considerations (ITGI, 2001).

management of it resources

IT resource management is concerned with the 
management of IT resources and the organiza-
tion of IT infrastructures within an organization. 
Management of IT resources has been defined as 
“the optimal investment, use and allocation of IT 
resources (people, applications, technology, facili-
ties, data) in servicing the needs of the enterprise” 
(ITGI, 2003, p.28). This key dimension of ITG 
processes focuses on board level monitoring of 
IT resources and expenditures with the aim of 
ensuring the suitability of IT assets to meet the 
day-to-day operational needs of the enterprise.

measurement of the performance
of it systems

IT performance measurement is concerned with 
“tracking project delivery and monitoring IT 
services” (ITGI, 2003, p.29) and determining 
whether IT systems have achieved the goals set 
for them by the board and senior management. 
Performance measures should be linked to and 
measure results of strategies focused on strategic 
alignment, value delivery, risk management, and 
IT resource management. Performance measure-
ment allows assessment of achievements against 
plans and appropriate corrective action. 

thE currEnt statE of itG 
litEraturE

This section provides a detailed review of research 
literature over the past two decades on the five 
key focus areas of ITG. Tables summarising the 
research studies relevant to each focus area are 
provided together with a discussion of the key 
outcomes of the research in each area.

strategic alignment of business
and it research

Table 1 provides a detailed review of research 
literature on the issue of strategic alignment 
of business and IT (Buckby, 2008). This Table 
provides details of the methods used, organiza-
tions/subjects studied, issues examined, and 
results obtained in forty-one studies. 

Research on strategic alignment of business 
and IT has involved the development of a large 
number of models and frameworks. The Strate-
gic Alignment Model (SAM) of Henderson and 
Venkatraman (1991) was one of the first research 
models developed in this focus area. The SAM 
proposed that strategic alignment consists of 
two key dimensions: strategic fit and functional 
integration. Strategic fit consists of business 
strategy (the need to make choices that position 
the organization externally in the market) and or-
ganization infrastructure and processes (the need 
to determine the internal structures necessary to 
achieve this market position). Functional integra-
tion assists the organization to align its functional 
processes with internal and external variables 
(Henderson & Venkatraman, 1991). The SAM 
has formed the basis for a series of other papers 
which extend the model by applying it to a specific 
organization or by revising the components of 
each domain (Henderson & Venkatraman, 1993, 
1999; Henderson & Thomas, 1992). Luftman, 
Lewis, and Oldach (1993) further developed the 
SAM to form the Strategic Alignment Framework 
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(SAF) while Papp (1999) extended the model by 
identifying seven financial measures which could 
be linked to improvements in strategic alignment 
within organizations. Some studies such as Burn 
and Szeto (1999) and Avison, Jones, Powell, and 
Wilson (2004) have found empirical support for 
the SAM model and its structures. However, a 
recent study by Bricknall, Darrell, Nilsson, and 
Pessi (2007) did not find strong support for the 
principles of the SAM. 

 The development of new models associated 
with strategic alignment continued with alterna-
tive models being proposed by Smaczny (2001), 
Kearns and Lederer (2003), Bergeron et al. (2004) 
and Strnadl (2006). Smaczny (2001) developed a 
practical alternative model to SAM by indicating 
that an alignment model should have continuous 
synchronisation among business strategy, IT 
strategy, business operational plan and IT opera-
tional plans. He suggested that synchronization 
between business units and the enterprise and 
fusion between business and IT leaders would 
ensure that alignment was more efficient and ef-
fective. Kearns and Lederer (2003) tested their 
alternative model and found that information 
intensive firms are more likely to knowledge 
share and thus have stronger strategic alignment. 
This has practical implications for organizations 
in terms of how they disseminate organizational 
information. Bergeron et al. (2004) proposed a 
model which adopted a definition of fit as gestalt, 
and examined the impact of co-alignment between 
business strategy, business structure, IT strategy 
and IT structure on business performance using a 
mail survey across 110 small and medium sized 
businesses. Strandl (2006) presented a four-layer 
model of processes, information, services, and 
technology integration as the tool necessary to 
bridge the gap between business and IT. 

Luftman (2003) developed an important stra-
tegic alignment measurement tool by designing 
detailed maturity models for six key strategic 
alignment criteria. These criteria are communi-
cations, competence/value measurements, gover-

nance, partnership, technology scope, and skills 
maturity. The Luftman maturity models were 
tested in Silvius (2007) on a number of interna-
tional and Dutch firms. Silvius (2007) found that 
the assessed scores of business-IT alignment (BIA) 
maturity were higher than expected and there 
was a difference in perception of BIA maturity 
between business and IT professionals. Avison et 
al. (2004) developed a practical framework that 
assists management to determine current align-
ment levels. Both of these frameworks provide 
important guidance to ITG practitioners on the 
detailed issues which enable business and IT 
alignment. Martin, Gregor, and Hart (2005) also 
found support for the categorization of the align-
ment enablers of Luftman & Brier (1999). 

D’Souza and Mukherjee (2004) presented 
four critical tasks that managers must undertake 
to improve business-IT alignment and outlined 
three key constraints that must be recognized 
by an organization if business-IT alignment is 
to be successful. More recently, Sledgianowski 
and Luftman (2005) have developed the strategic 
alignment maturity assessment (SAMA) frame-
work to measure the level of strategic alignment 
across six key criteria, extending the prior work 
of Luftman (2003). A study considering strategic 
alignment from a communication perspective 
was Couglan, Lycett, and Macredie (2005) which 
found that business and IT divisions need to 
implement better mechanisms of communication 
to improve strategic alignment. Some of the other 
key outcomes relating to strategic alignment of 
business and IT include (1) the development of 
an integrated architecture framework (Maes, 
Rijsenbrij, Truijens & Goedvolk, 2000), (2) the 
identification of the key enablers and inhibitors 
of strategic alignment (Luftman & Brier, 1999), 
(3) the introduction of fusion (i.e., where IT is 
one of the business functions thus removing the 
need for IT-business alignment) as a key element 
impacting on strategic alignment (Smaczny, 2001), 
(4) the discovery of organizational processes that 
enhance strategic alignment, and (5) the discussion 
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of the relationship between short-term and long-
term alignment (Reich & Benbasat, 2000). 

A number of research studies have also at-
tempted to extend the perception of strategic 
alignment processes and to identify practical 
implications by conducting case studies and in-
terviews with a variety of organizations. Cumps, 
Viaene, Dedene, and Vandenbulcke (2006) found 
that good governance of IT investments has an 
important impact on business-IT alignment. 
This is especially so where IT is a real business 
enabler and the impact of IT investments on dif-
ferent aspects of the business is considered in new 
project business cases/proposals. Silvius (2007) 
conducted focus groups with IT managers to ex-
plore differences in BIA in theory and practice. 
This study identified some key BIA practices 
including information quality, having a clear 
strategic vision, and developing IT awareness in 
senior business management. Beimborn, Wagner, 
Franke, and Weitzel (2007) identified the most 
important practical aspect of operational align-
ment to be the mutual understanding between 
business and IT.

All the models developed and identified in the 
strategic alignment focus area have the potential 
to assist organizations to better structure their 
business and IT processes and to improve ITG. 
Hence, the previous discussion, together with the 
summary provided in Table 1, should assist both 
academics and practitioners to better understand 
strategic alignment of ITG.

delivery of value from it systems 
research

Research on delivering value from IT systems is 
shown in Table 2 for 22 research studies (Buckby, 
2008). Research on IT value delivery has not been 
as prolific as the research on strategic alignment 
of business and IT processes. However, model 
and framework development have been important 
aspects of research work in both these focus areas. 
The early work of Chan (2000), which presented a 

review of value delivery literature, identified that 
IT value research has tended to focus on theory 
generation and development of new methods and 
measures. Davern and Kuffmann (2000) devel-
oped a model which presents the theoretical ele-
ments of the IT value creation process. This model 
was one of the first to examine the relationships 
between IT project value, IT management and IT 
impacts. The main argument of their theoretical 
framework was distinguishing between potential 
value of IT systems and the realized value and 
return from these systems. Davern and Kauffman 
(2000) felt that distinguishing between the two 
types of value was crucial to obtaining a proper 
measure of value from IT systems. This framework 
was a key contributor to the early knowledge on 
IT value delivery. 

Sircar, Turnbow, and Bordoloi (2000) also 
made an important contribution to value delivery 
research by developing a framework which exam-
ined the links between firm performance and IT 
investments. McKay, Marshall, and Smith (2003) 
broadened the examination of the value of IT by 
proposing a model linking planning/alignment, 
evaluation and benefits to delivery of value of 
IT investments. They found broad support for 
their model and identified five key phases which 
assist in value delivery through a series of case 
studies. Lee and Menon (2000) considered that IT 
value consists of links between overall, technical 
and allocative efficiency and that organizations 
needed to learn to take advantage of technol-
ogy to achieve value. A further study by Tallon, 
Kraemer, and Gurbaxani (2000) developed a 
process oriented model to assess the impact of 
IT on critical business activities. This research 
study found that strategic alignment and IT in-
vestment evaluation are important contributors to 
firm performance and value. Ryan and Harrison 
(2000) investigated the hidden costs and benefits 
associated with the value of IT investments and 
found that social subsystem costs and benefits 
must be incorporated in IT investment decisions 
if value is to be realized from these investments, 
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Van Lier and Dohmen 
(2007)

• Model develop-
ment

• Case study

• 6 organizations • Discusses the links between 
benefits management and 
strategic alignment and their 
influence on IT outsourcing

• Discusses models for each of 
the issues

• Uses maturity models of 
Luftman (2000) to assess 
strategic alignment

• Found that case studies with 
higher strategic alignment 
and benefits management are 
linked to IT outsourcing suc-
cess

Silvius (2007) • Model develop-
ment

• Focus groups
• Hypothesis 

development 
and testing

• Pilot study 
participants

• 23 Chief Informa-
tion Officers and IT 
managers from trade, 
manufacturing and 
financial companies 
in the Netherlands

• 12 Dutch firms 
participated in pilot 
study

• Discusses importance of 
strategic alignment for orga-
nizations

• Presents a series of theoreti-
cal models identifying dif-
ferent aspects of strategic 
alignment

• Develops four  hypothesis 
for testing by pilot study 
participants

• Presents practical strategic 
alignment issues identified in 
focus group discussions

• Identifies strategic alignment 
maturity levels for pilot study 
participants

• Discusses the difficulties with 
strategic alignment in practice

Beimborn, Wagner, 
Franke and Weitzel 
(2007)

• Case studies
• Interviews

• 4 branches of a retail 
bank

• Bank management

• Testing for links to recent 
alignment literature

• Assessing the impact of 
strategic alignment on system 
usage and success of business 
processes

• Draws on knowledge from 
SAM model

• Found that IS usage is directly 
linked to strategic alignment 
between business and IT 
units and internal alignment 
between organizational units

• Found that IT staff did under-
stand business needs

Van Grembergen, De 
Haes and Van Brempt 
(2007)

• Delphi method • Financial industry 
participants

• Examines links between 
business goals, IT goals and 
IT processes

• Considers validation of busi-
ness and IT goals identified 
in pilot study

• Considers balanced scorecard 
perspectives to break up 
goals

• Considers how IT goals 
contribute to business goals

• Produces a reviewed and 
prioritized list of IT goals and 
business goals

• Three important IT goals were 
part of the corporate contribu-
tion perspective

• Business goals under the finan-
cial perspective were included

Bricknall, Darrell, 
Nilsson and Pessi 
(2007)

• Case study • Astra Zenaca (AZ) • Compares the balanced 
scorecard of this organiza-
tions to SAM model and the 
traditional balanced scorecard 
model (Kaplan and Norton 
1992)

• Analyses alignment in the 
case study organization in 
considerable detail

• Found a weak match to bal-
anced scorecard

• Found stronger links between 
business and IT strategies

• Did not find a strong match to 
principles of SAM model

Strnadl (2006) • Framework 
development

• No data • Development of a process-
driven architecture model 
(PDA)

• Provides detail of each layer 
of the PDA process

• Developed PDA model which 
includes four layer concept of 
process, information, services 
and technology integration

• Identified future issues

Wagner, Beim-
born, Franke, Weitzel 
(2006)

• Case studies • Three branches of a 
retail bank employing 
identical information 
systems

• Credit co-operative 
banks

• Examines usage, alignment 
and experience constructs

• Tests a number of indicators 
of these constructs

• Supports alignment literature 
findings

• Provides insights into the 
importance of alignment in 
operations

• Provides evidence of positive 
impacts between alignment 
and IT usage

Table 1.  Current status of research on strategic alignment of business and IT

continued on following page
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Cumps, Vianene, 
Dedence and Vanden-
bulcke (2006)

• Survey
• Score develop-

ment

• Organizations in 
Belgium, France, 
Germany, The Nether-
lands, Italy, Spain and 
the United Kingdom

• Analyses  business/ICT 
alignment in order to deduce 
practical guidelines for 
managers

• Development of an alignment 
score measure consisting of 6 
groups of alignment compe-
tences

• Demonstrates the influence 
of different ICT strategies 
on business/ICT alignment 
performance

• Describes how organizations 
obtain on average better 
alignment performance scores 
by establishing specific ICT 
management routines.

Martin, Gregor and 
Hart (2005)

• Case studies
• Qualitative 

research

• Case studies of six 
government agencies

• 20 executives and 
48 middle and junior 
managers

• Assesses the social dimen-
sion of the strategic align-
ment and what mechanisms 
enable this alignment 

• Supports the categorization by 
Luftman et al. (1999) of align-
ment enablers

Coughlan, Lycett and 
Macredie (2005)

• Framework 
development

• Interviews
• Case study

• Major UK bank/ 
top-level management  
from retail and IT 
departments

• Considers communication 
element of alignment

• Concerned with organiza-
tional infrastructure 

• Examines perceptions of the 
business-IT relationship

• Develops a practical and 
structured methodology for 
categorizing communication 
issues in organizations 

• Identifies nine (9) key themes 
from interviews which relate 
to communication in the 
strategic alignment domain.

• Found that organizations 
needed to implement better 
mechanisms of communication 
to improve strategic alignment.

De Haes and Van 
Grembergen (2005)

• Framework 
Development

• Interviews
• Case Study

• Belgian financial 
organization

• ITG implementation frame-
work developed 

• Considers relationship 
between the ITG framework 
and strategic alignment

• Provides guidance for practi-
tioners on practical application 
of IT Governance processes

• Analysis of organizational 
ITG structures, processes 
and relational mechanisms 
provided

IT Governance Insti-
tute (2005e)

• Framework 
development

• Survey

• Respondents to PWC 
(2003) and Lighthouse 
Global Surveys (2004) 
of IT professionals

• Identified importance of 
strategic alignment

• Considered ability of orga-
nization to achieve business 
and IT alignment

• Discussed role of CEO, 
Board  and CIO in achieving 
strategic alignment

• Results of studies indicate 
business-IT alignment to be 
very important

• Half of survey respondents 
did not have a formalized 
governance process to ensure 
effective business and IT 
alignment

Sledgianowski and 
Luftman (2005)

• Case study
• Measurement 

tool develop-
ment

• International specialty 
chemicals manufactur-
er

• Strategic Alignment Maturity 
Assessment (SAMA) frame-
work applied to case study 
organization to measure level 
of strategic alignment across 
six criteria

• Compared  initial strategic 
alignment assessments with 
follow up assessments

• Cash flow, debt levels and 
employee numbers all showed 
improvements due to measure-
ment tool being applied to 
organization

Avison, Jones, Powell 
and Wilson (2004)

• Model testing
• Framework 

development
• Case study

• Financial services 
firm in Australia

• Tested Strategic Alignment 
Model  (SAM) (Henderson 
& Venkatraman 1993) by 
applying data from com-
pleted projects to determine 
the usefulness of this model 

• SAM model found to have 
conceptual and practical value

• Proposes a practical frame-
work that allows management 
to determine current alignment 
levels

Table 1. continued

continued on following page
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Bergeron, Raymond 
and Rivard (2004)

• Theory testing
• Mail survey
• Model develop-

ment

• 110 small firms • Examines the impact of fit 
between all four alignment 
domains on firm perfor-
mance

• Cluster analysis used to test 
the research propositions

• Empirically validates 
model through survey with 
small firms

• Proposes a new model of 
strategic alignment with 6 
key constructs

• Develops new measures of 
IT strategy and IT structure

• Identifies three ideal patterns 
of alignment

• Identifies the impact of 
patterns of alignment on 
organizational performance

D’Souza and Mukher-
jee (2004)

• Conceptual • No data • Considers practical challeng-
es associated with achieving 
successful Business-IT align-
ment

• Identifies four macro trends 
which will impact on adop-
tion of IT over next decade

• Highlights four critical tasks 
that managers should under-
take to achieve successful 
BIT alignment ie take mea-
sured steps, identify critical 
factors that affect your 
organization’s IT-business 
alignment, employ a phased 
process of implementing IT-
business alignment processes 
and be prepared to make 
structural changes to the 
organization

Luftman (2003) • Assessment 
methodology 
development 

• Tested on 50 global 
2000 companies

• Identifies 6 IT-business 
alignment criteria or maturity 
categories – Communica-
tions, competency/value 
measurement, governance, 
partnership, technology 
scope and skills

• Developed maturity models 
for sub-items under each of 
the 6 key criteria.  

• Develops strategic alignment 
assessment score for each 
organization

Kearns and Lederer 
(2003)

• Model develop-
ment

• Survey
• Development of 

hypotheses

• Field survey of 161 
Chief Informa-
tion Officers of 
companies with 
annual revenue of 
$75million or more

• Assessed the influence of 
information intensity on 
strategic alignment

• Examined how six model 
constructs linked to IT being 
used for competitive advan-
tage

• Identified that successful IT 
alignment is dependent on 
CEO and CIO participation 
and appropriate business and 
IT planning processes

• Developed a model of six 
constructs and hypothesized 
relationships 

• Found that model and 
constructs accounted for 
variation in organizational 
performance 

• Study results indicate that 
information intensive firms 
are more likely to knowledge 
share and thus have stronger 
strategic alignment

Peak and Guynes 
(2003)

• Model develop-
ment 

• Model testing

• Medium sized mid 
western power 
company

• 75 Senior Managers 
and upper middle 
managers from five 
business units

• Identified Strategic align-
ment planning critical suc-
cess factors

• Collected data to test model 
developed.

• Identified four dimensions 
of IT alignment to assess 
information 

• Developed a series of 
models to aid in IT strategic 
alignment

Gold (2002) • Model develop-
ment

• No data •  Critical success factor 
methodology 

• Developed a strategic data 
model for the firm

• Identified link between 
Critical Success Factors for 
IS systems  and Business 
strategy

Table 1. continued

continued on following page
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Table 1. continued

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Croteau and Bergeron 
(2001)

• Model develop-
ment

• Hypothesis 
development

• Surveys

• Top Managers from 
223 Organizations

• Examined the fit between 
business strategy, techno-
logical deployment and 
organizational performance

• Developed a research 
model and three hypotheses 

• Used survey data to test the 
model

• Identified profiles of techno-
logical deployment associ-
ated with Business strategy

• Increased the knowledge on 
the impact of IS on organiza-
tional performance

Hirschheim and Sabh-
erwal (2001)

• Profile develop-
ment

• Case studies

• Case studies of  3 
large Australian 
organizations

• Proposed strategic IS 
alignment model with four 
components being business 
strategy, IS role, IS sourc-
ing and IS structure

• Identified three strategic 
alignment profiles being 
Infusion, Alliance and Util-
ity

• Examined profiles and 
tested model using case 
study data

• Identified  factors which 
affect strategic alignment 
synchronization

• Reported the profiles and 
components of three case 
study organizations

Smaczny (2001) • Model develop-
ment

• No data • Considered whether 
Henderson (1990) Strategic 
Alignment Model (SAM) 
still applicable

• Detailed literature review 
of strategic alignment 
models

• Proposed new strategic 
alignment model 

• Proposed that fusion be 
considered the future method 
of aligning business-IT 

• Considered SAM model 
out of date as sequential in 
orientation.

Reich and Benbasat 
(2000)

• Model develop-
ment

• Model testing

• 10 business units in 
the Canadian Life 
Insurance Industry

• 57 semi-structured 
interviews with 45 
participants

• Examined the influence of 
several factors on the social 
dimension of alignment

• Tested both short term 
and long term alignment 
aspects within the business 
units

• Measured communications 
between business and IT 
executives

• Measures connections 
between IT and Business 
Planning

• Measured shared domain 
knowledge and IT imple-
mentation success

• Found three business units 
had a high level of short 
term alignment and three had 
low short term alignment 
and three business units had 
high long term alignment 
and three had low long term 
alignment

• Research model corroborat-
ed for short term alignment 
but not long term alignment

• Identified the most predictor 
of alignment was a high 
level of communication 
between IT and business 
executives and creating an 
environment in which shared 
domain knowledge can 
grow.

Maes, Rijsenbrij, 
Truijens and Goed-
volk (2000)

• Model develop-
ment

• No data • Extended work of Maes 
(1999)

• Developed a generic frame-
work for the business-IT 
relationship

• Developed an Integrated 
Architecture Framework

• Final model developed was 
the Unified Framework for 
Alignment

• Identified 6 key constructs of 
business-IT alignment being 
strategy, structure, opera-
tions, business, information 
and communication and 
technology

• Developed new model from 
existing models and litera-
ture on strategic alignment

continued on following page
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Table 1. continued

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Burn & Szeto (1999) • Survey
• Model testing 

• Survey over a range of 
industries

• Factors that contribute to 
successful strategic align-
ment using the SAM model 
as its framework 

• Stage 1 factors that im-
pacted on CEO’s and CIO’s 
during strategic alignment 
process.

• Stage 2 interviews in a 
selected industry group 
that had been successful at 
strategic alignment.

• 12 hypotheses tested and 
results produced

• Business and IT managers 
had no significant difference 
with regard to strategic 
alignment.  Slight difference 
in the area of problems of 
alignment.  

• 3 Key success factors identi-
fied

Luftman & Brier 
(1999)

• Surveys • Executives attending 
classes at IBM’s 
Advanced Business 
Institute

• Identifies 6 most important 
enablers and inhibitors of 
strategic alignment

• Identifies 12 components of 
alignment

• Identifies the factors that 
successfully aligned organi-
zations concentrate upon

• Identifies Steering Commit-
tee critical success factors

Luftman, Papp & 
Brier (1999)

• Interviews • Interviews with busi-
ness and IT executives 
at IBM’s Advanced 
Business Institute

• Identifies 12 components of 
alignment

• Identifies areas that help or 
hinder business/ IT align-
ment 

• Analyses results of a multi-
year study of strategic 
alignment 

• Applied SAM model 

• Found that strong executive 
support for IT, IT involved 
in strategy development, IT 
understands the business, 
business-IT partnership, well 
prioritized IT projects, IT 
demonstrates leadership as 
key enablers

• IT/business lack close rela-
tionships, IT does not priori-
tize well, IT fails to meet its 
commitments, IT does not 
understand business, senior 
executives do not support IT

Maes (1999) • Model develop-
ment

• No data • Development of a generic 
framework for information 
management

• Extends  vertical and 
horizontal dimensions of 
SAM model to include 
operations and information 
/communication

• Developed generic 
framework for information 
management and explained 
the key components of this 
new framework

Papp (1999) • Model develop-
ment

• Model testing

• 500 firms over five 
years

• Further develops the 
strategic alignment model 
(SAM) of Henderson & 
Venkatraman (1991)

• Studies 18 financial 
measurements and firm’s 
reputation for the effect on 
firm’s alignment perspec-
tive

• 7 measures identified as 
linked to strategic alignment 
within organizations being 
anticipated performance, 
liquidity, income, growth, 
net profitability, earnings and 
debt-to-equity

• Identified a series of steps 
organizations should take to 
better align their strategies

Van Der Zee and De 
Jong (1999)

• Framework 
development

• Measurement 
tool developed

• Case studies

• 2 case studies 
– small bank and 
national food 
retailer

• Presents a new framework 
for IT and business align-
ment based on integration

• Used the concepts of bal-
anced business scorecard in 
two case studies

• Business balanced scorecard 
could be a valuable contribu-
tor to implementation of an 
integrated business and IT 
planning and evaluation 
process

continued on following page



��  

The Current State of Information Technology Governance Literature

Table 1. continued

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Bruce (1998) • Conceptual 
• Scorecard 

development

• No data • Develops a scorecard for 
evaluating business and IT 
alignment

• How much IT investment 
is contributing to business 
values

• Identified business and IT 
alignment as a necessity not 
a luxury

• Identifies ways companies 
use IT to achieve positive 
impact on shareholder value

• Consequences of not align-
ing are missed opportunities 
(strategic and tactical)

• Identifies culture, decision 
making processes, custom-
ers, investments, organiza-
tion, performance measures, 
strategy as keys for opera-
tionalising alignment

Broadbent and Weill 
(1993) 

• Case studies
• Model devel-

opment

• Case studies of 
4 Banks in the 
Australian Banking 
Industry 

• Developed a strategic 
alignment model  for strate-
gic alignment in the finance 
industry  (related to prior 
models)

• Used case study research 
design involving multiple 
sources of data collected 
in a structured manner

• Found that the firm wide 
strategy formation processes 
of the banks, rather than 
there IT methodologies were 
central to the alignment of 
business and information 
strategies.  

• Identified 6 propositions 
relating to firm wide strategy 
processes which facilitated 
alignment of IT and business 
strategy 

Luftman, Lewis and 
Oldach (1993)

• Framework 
development

• Case study

• Case study of IBM • Further expanded the ele-
ments of business strategy, 
IT strategy, organizational 
infrastructure and processes 
and IT infrastructure and 
processes

• ITG identified as part of 
IT strategy quadrant of IT 
strategy

• Identified IT governance as 
the extent of ownership of  
technology or the possibility 
of technology alliances or 
both

• Provides further explana-
tion and elements of IT 
strategy, IT infrastructure 
and processes, strategic fit 
and functional integration

• Considers the four domains 
to be interrelated

• Develops the Strategic 
Alignment Framework 
(SAF) based on SAM model

Henderson & Venka-
traman (1993) (1999)

• Model devel-
opment

• No data • Model Development – re-
fined SAM model

• Identified organizations in-
ability to realise value from 
IT due to lack of alignment 
between business and IT

• Identified the same four 
domains as prior model but 
revised the components of 
these domains.

• Identifies the same two 
dimensions as prior model

Henderson and 
Thomas (1992)

• Model testing
• Case study

• Case study of 
Hospital

• Case study applying SAM 
model  to hospital situation

• Considered role of strategy 
in general theory of organi-
zations

• Suggest ed that alignment 
means more than just 
linking Business and IT 
strategies

• Development of a strategic 
alignment model which de-
termined the level of align-
ment (business and IT) by 
measuring alignment across 
2 dimensions and 4 domains.  
Applicable to hospitals. 

• 2 dimensions (strategic fit 
and strategic integration)

• 4 domains (hospital business 
strategy, hospital IT strategy, 
hospital infrastructure, IT 
infrastructure) 

continued on following page
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Henderson & Venka-
traman (1991)

• Model devel-
opment

• No data • Model Development - 
Strategic Alignment model 
(SAM)

• Development of Strategic 
Alignment Model (SAM)

• Identified 2 dimensions 
(Strategic Fit and Functional 
Integration)

• Identified 4 domains (Busi-
ness strategy, IT strategy, 
Organizational infrastructure 
& processes and IT infra-
structure and processes) 

Erikson, Magee, 
Roussel and Saad 
(1990)

• Conceptual
• Case study

• Discussed goals of 
strategic technology 
management

• Case study approach • Identified five questions 
to use in systematically 
examining the relationship 
between technology manage-
ment and business strategy 

• Identified categories of 
technological strength and 
classification of technologies 
by competitive impact.

Henderson (1990) • Conceptual
• Model devel-

opment

• Interviews with se-
nior line executives 
(28  interviews 
conducted)

• Critical need to build effec-
tive working relationships 
between line managers and 
IS managers

• Provided a descriptive model 
of concept of partnership 
between business and IS 
managers

• Provided a general of Busi-
ness- IS partnership

Henderson & Sifonis 
(1988)

• Conceptual
• Model devel-

opment

• No data • Used diagrams and case 
studies to discuss key 
strategic planning issues

• Three key issues associated 
with strategic planning 
(levels of abstraction , 
decomposition, validity)

• Considered the relationship 
between critical success 
factors and strategic plan-
ning levels

• Found commonalities 
between strategic IS plan-
ning and strategic business 
planning

• Diagram of the links 
between strategic business 
planning and strategic IS 
planning

• Identified how strategic 
goals can be linked between 
IS and Business plans

Henderson, Rockart & 
Sifonis (1987)

• Conceptual
• Construct 

development

• No data • Used a critical success 
methodology

• Strategic planning in IS 
systems

• Critical success factors
• Strategic planning frame-

works
 

• Developed a strategic data 
model using CSF methodol-
ogy

Table 1. continued

for example, productivity, quality of work, and 
change management. 

Dedrick, Gurbaxani, and Kraemer (2003) 
presented a detailed review of the literature 
between 1985 and 2002 which examined the re-
lationship between IT investment and economic 
performance. The paper traced the issue of the 
“productivity paradox” surrounding IT invest-
ments. The review of over fifty papers in this area 

provides important insight into the impact on IT 
investments and organizational economic perfor-
mance. The analysis found that at “both firm and 
country level, greater investment in IT is associ-
ated with greater productivity growth” (Dedrick et 
al. 2003, p. 1). In an associated stream of research 
concerning value of IT investments, Melville, 
Kraemer, and Gurbaxani (2004) reviewed over 
200 IT business value articles which examined 
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the association between IT and organizational 
performance and found that IT does generate a 
wide range of benefits. They developed a model 
of IT business value using a resource based view 
of the organization and used this model together 
with five research questions to group the research 
and discuss its implications. Weill (2004) and, 
Weill and Ross (2004) both reported details of 
an extensive study of 250 enterprises across 23 
countries and identify the five major IT deci-
sions and six governance archetypes that assist 
organizations to effectively govern their IT. The 
study develops an ITG framework (a matrix of 
governance archetypes and decision domains) 
and tests this model using a case study of the 
State Street Corporation. Weill and Ross (2004) 
identified key characteristics of top governance 
performers including leadership involvement, 
engagement, clear business objectives, differenti-
ated business strategies, more formally approved 
exceptions and fewer changes in governance. 
Weill (2004) identified five main factors that re-
late to variations in governance patterns, namely 
strategic and performance goals, organizational 
structure, governance experience, size and diver-
sity, industry and regional differences. He further 
noted that top performers design ITG to support 
their performance goals and govern IT as they 
would any other key enterprise asset. 

The important impact of the research in this 
focus area has been the improved understanding 
of what drives IT value and the concepts that 
are linked to value as identified in Dedrick et 
al. (2003); Melville et al. (2004); Weill (2004); 
Kwon and Watts (2006); and Tallon (2007). The 
recent study of Ward, De Hertogh, and Viaene 
(2007) found that, whilst most organizations fo-
cus on benefits management processes early in 
projects, they are less likely to focus on benefits 
management at the end of the project. This find-
ing has important practical implications because 
benefits management in the longer term is what 
most organizations are likely to be seeking. It is 
interesting to note that the ITGI (2005a) found 

that the most effective methods of value delivery 
measurement are in-house methods whilst Gregor, 
Fernandez, Holtham, Martin, Stern, and Vitale 
(2005) proposed that achieving business value 
from IT was within the organization’s control and 
was not dependent on industry type or size. 

The value delivery research has also extended 
knowledge on the methods used to value IT proj-
ects and investments (ITGI, 2005g; ITGI, 2006a). 
The Val IT framework (ITGI, 2006a) has provided 
considerable advice to organizations on the key 
principles and processes which will assist with 
achieving value from IT resources. This frame-
work has been developed from best practice and 
ITG specialist knowledge worldwide and has been 
examined by Thorp (2006).

risk management of it systems 
research

28 studies focusing on research associated with 
risk management of IT systems are presented in 
Table 3 (Buckby, 2008). Research in this focus 
area has gathered momentum over the last five 
years and has been much broader in depth than 
the other focus areas. It has, however, helped de-
velop an understanding of IT risk issues within 
organizations. The key focus in this area of ITG 
research has been the development of conceptual 
thoughts and models on the factors associated 
with IT risk. Models in this area have focused 
on identifying risks, risk management, and risk 
assessment or measurement processes. 

The research concerned with identifying 
risks has focused predominantly on outsourc-
ing, IT projects and security risks. Gewald and 
Helbig (2006) developed a governance model for 
mitigating outsourcing risks, and Benvenuto and 
Brand (2005) identified the drivers of outsourcing 
and developed a generic risk assessment model. 
Bahli and Rivard (2005) have been instrumental 
in developing measures of risk factors associated 
with outsourcing IT operations. They developed 
measures and tested the reliability of these mea-
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Thatcher and Pingry 
(2007)

• Model devel-
opment

• Firms that produce 
digital products or 
traditional products

• Develops a series of duo-
poly models of quality-
price competition and se-
ries of monopoly models 
of quality-price choice to 
determine the impact of IT 
investments on organiza-
tional profit, productivity 
and consumer value

• Found that IT investments may not 
result in improvements in business 
value measures (ie generating prof-
its by reducing production costs, 
improving product quality, improv-
ing firm productivity and increasing 
consumer value).

• This study views IT investment as 
a commodity where IT investment 
does not create a market advantage 
for the organization

Heier, Borgman and 
Maistry (2007)

• Case studies • 4 international im-
plementation sites

• Considers impact of ITG 
software on value delivery 
from IT systems

• Examines relationship be-
tween ITG applications, 
ITG processes and value 
delivery from IT

• Business value from IT appears to 
be assisted by implementation of 
ITG software from 4 cases

• Organizations need to work on ITG 
processes as well as software to see 
value delivery from IT systems.

Ward, De Hertogh and 
Viaene (2007)

• Web survey • Benulux and UK 
participants

• Builds on Ward et al. 
(1996) study on benefits 
management of IT invest-
ments

• Investigating the state of 
current practice across the 
benefits management pro-
cess

• Presents empirical evidence on ben-
efits management processes

• Small percentage of organizations 
have adopted benefits management 
processes for IT investments

• Most organizations focus on ben-
efits management in early stages of 
investment

• Fewer organizations focus on ben-
efits management at end of project

• Adoption of methodologies for 
management of investments has im-
proved

Tallon (2007) • Matched sur-
vey

• Hypothes is 
development

• Hypothes is 
testing

• Executives in 241 
firms from 1600 
randomly drawn 
from S&P compu-
stat firms in range 
$100M to $3B

• Examines issues about the 
impact of IT business value 
on firm performance

• Uses resource based view 
of the firm as a theoretical 
driver for this research

• Found associations between high 
IT business value and organizations 
with multi-focused business strate-
gies 

Kwon and Watts 
(2006)

• Survey • IT managers • Investigates the impact on 
firm performance of two 
types of IT value practices 
– efficiency and knowledge 
management and looks at 
the relationship to dyna-
mism and hostility 

• Develops 10 hypotheses

• Found that hostility and dynamism 
are significantly associated with IT 
value

• Found associations between IT val-
ue and organizational performance

Thorp (2006) • Conceptual • No data • Discussion on value man-
agement framework

• Identifies the importance 
of value management of IT 
systems to organizations

• Develops key principles associated 
with management of value of IT 
systems including discussion of the 
Val IT framework from the IT Gov-
ernance Institute (2006)

ITGI (2006a) • Conceptual
• Framework 

development

• No data • Develops Val IT Frame-
work

• Assists organizations to 
achieve optimal value from 
IT investments

• Develops key principles and pro-
cesses to assist organizations to 
achieve value from IT resources.

Table 2. Current status of research on delivery of value from IT systems 

continued on following page
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Table 2. continued 

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Gregor, Fernandez, 
Holtham, Martin, 
Stern, Vitale and Pratt 
(2005)

• Te l e p h o n e 
survey

• 1050 organizations 
of varying sizes 
from 15 of the 17 
Australian and NZ 
standard industry 
classification codes

• 50 structured inter-
views with organi-
zations

• Addresses six research 
questions

• Assesses issues associated 
with the circumstances and 
settings of ICT implemen-
tation, ICT contribution, 
factors which influence the 
value, what management 
practices relate to ICT ben-
efit

• Results of study suggest that 
achieving business value from ICT 
is within the organization’s control

• This value is not significantly de-
pendent on the organization’s in-
dustry or size

ITGI (2005f) • Conceptual
• Survey data

• 2004 ITGI survey 
with Lighthouse 
Global of 200 IT 
professionals from 
14 countries

• Discusses current perfor-
mance management gover-
nance approaches

• Most effective method of value de-
livery measurement was in-house 
developed methods.

• Most organizations in the survey 
used Return on Investment to mea-
sure the value of IT projects and 
investments

• IT department performance was 
generally measured for value by an 
in-house method or balanced score-
card approach

ITGI(2005g) • Conceptual • No data • Defines value delivery
• Develops ideas about how 

to measure value returns 
from IT assets

• Discussion on measurement pro-
cesses to assess value delivery from 
IT projects and assets

Rau (2004a) • Measurement 
tool develop-
ment

• Case studies

• CEO of large HMO
• Large international 

bank
• Large financial insti-

tution

• Uses balanced scorecard 
approach and applied to 
development of concep-
tual framework of the CIO 
Dashboard Performance 
Management Program

• Develops CIO Dashboard 
which is the final output 
of the program presents a 
concise graphical image of 
KPI’s for IT.

• Incorporates the IT Bal-
anced Scorecard 

• Develops CIO Dashboard which 
makes the key performance indica-
tors of the organization available to 
stakeholders

• Presents an important approach to 
better informing stakeholders/gov-
erning bodies of value of IT.

Weill (2004),
Weill and Ross (2004)

• Framework 
development

• 250 enterprises 
across 23 countries

• Identifies 5 major IT deci-
sion that large enterprises 
make and 6 governance 
archetypes organizations 
use for making decisions 
which lead to obtaining 
value from IT

• Studies top performing or-
ganizations and identifies 
what makes them different 
from others

• Identifies seven character-
istics of top governance 
performers

• Identifies five main factors that 
relate to variations in governance 
patterns being strategic and perfor-
mance goals, organizational struc-
ture, governance experience, size 
and diversity, industry and regional 
differences

• Develops ITG arrangements matrix 
which demonstrates the interactions 
between governance archetypes and 
decision domains and uses the ma-
trix to analyses a case of State Street 
Corporation

• Identifies two types of top perform-
ers being top ITG performers and 
top financial performers

• Identifies the three most effective 
arrangements related to ITG perfor-
mance

• Presents 8 ITG critical success fac-
tors

continued on following page
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Kohli and Devaraj 
(2004)

• Framework 
development

• • Considers three central 
themes associated with 
business value

• IT payoffs are organi-
zation responsibility

• Management of IT 
payoffs begins prior 
to investment and 
continues after im-
plementation

• IT payoffs are contin-
gent on creating and 
exploiting comple-
mentary assets

• 

• Presents AIAC framework which 
includes four phases related to IT 
investment payoffs being align-
ment, involvement, analysis and 
communication

• Provides detailed analysis of com-
ponents of model and how they can 
be successfully implemented

Melville, Kraemer and 
Gurbaxani (2004)

• Model De-
velopment

• L i t e r a t u r e 
Review

• No data • Identifies that IT value de-
pends on a variety of fac-
tors

• Applies resource based 
theory to the mode

• Identified that associations between 
IT and organizational performance 
define key concepts

• Develops a model of IT business 
value and uses it to identify what is 
known about this issue

• Identifies areas of future research

Dedrick, Gurbaxani 
and Kraemer (2003)

• Framework 
Development

• L i t e r a t u r e 
Review

• No data • Presents a detailed review 
of the published literature 
from 1990-2001 which dis-
cussed the links between IT 
investment and productiv-
ity in the US economy.

• Develops a general frame-
work for classifying the 
research

• Provides detailed tables 
analysing the research 
studies

• Considers the research at country, 
industry and firm levels to present 
limitations and existing research 
and areas of future research.  

• The study found that IT investment 
was associated with productivity 
growth at both the firm and country 
level

• Presented areas of  future research

McKay, Marshall and 
Smith (2003)

• Model devel-
opment

• Case studies

• Interviews with CIO 
of six of Australia’s 
Top 50 companies

• Establishes a model of  the 
value of IT

• Proposed that this model 
was central to good ITG

• Tested the veracity or va-
lidity of this model

• Used interpretative case 
studies- empirical data to 
test support for the model

• Planning/alignment, evaluation and 
benefits are linked to delivery of 
value from IT investments.  

• Case studies found that these three 
factors can be categorized into 5 
main phases (building the business 
case, Alignment and prioritization. 
Evaluation, system acquisition and 
implementation)

• Only weak links to ITG processes

Tallon, Kraemer and 
Gurbaxani (2000)

• Model devel-
opment

• Survey

• 304 business execu-
tives worldwide

• Developed a process ori-
ented model to assess the 
impacts of IT on critical 
business activities

• Found that corporate goals for IT 
can be classified into four types 
– unfocused, operations focus, mar-
ket focus and dual focus

• Found that strategic alignment and 
IT investment evaluation contrib-
utes to higher perceived levels of IT 
value

Sircar, Turnbow and 
Bordoloi (2000)

• Framework 
development

• 2000 observations of 
624 firms

• Examined the relationship 
between firm performance 
and IT/Corporate Invest-
ments

• Develops IT Investment Frame-
work

• Found from analysis that results 
indicated that IT investment is an 
important contributor to a firm’s 
performance

Table 2. continued 

continued on following page
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Lee and Menon (2000) • Model devel-
opment

• Washington State 
Department of 
Health Hospital Da-
tabase

• IT value is assessed by 
considering overall effi-
ciency, technical efficiency 
and allocative efficiency

• Found that organization was still 
learning to take advantage of tech-
nology and had not reached a ma-
ture stage of IT use.

Ryan and Harrison 
(2000)

• Theoretical 
development

• Interviews

• 50 IT decision mak-
ers from a variety of 
industries

• Considered whether tradi-
tional valuation analyses 
are incomplete and wheth-
er there are hidden costs or 
benefits to identified

• Extends theory by describ-
ing systematic patterns of 
whether costs and benefits 
should be included or not

• Found that social costs and benefits 
accrue when IT resources are ac-
quired

• These benefits are pivotal in deter-
mining IT’s effectiveness

Davern and Kauffman 
(2000)

• Model devel-
opment

• No data • Developed a model iden-
tifying links between po-
tential value and realized 
value and differentiating 
between them

• Analyses differences between po-
tential and realizable value

Chan (2000) • L i t e r a t u r e 
analysis

• No data • Analysed research on IT 
value measures from 1993 
to 1998.  

• Aimed to investigate trends 
in IT value measurement 

• Found from analyses that IT value 
research has focused on theory gen-
eration and development of new 
methods and measures

• Most research addresses the ques-
tion what value do IT investments 
provide

Table 2. continued 

sures for factors that had been identified in prior 
research i.e. transaction risks, client risks and 
supplier risks as impacting on IT outsourcing 
risks. Du, Keil, Lars, Shen, and Tiwana (2006) 
together with Johnstone, Huff, and Hope (2006) 
have developed models which consider the issue 
of risk in IT projects and in particular the conflict 
resolution processes associated with projects. A 
number of studies have focused on security risks 
such as Broadbent (2003); Von Solms and Von 
Solms (2004); Van Solms (2005); ITGI (2005d); 
ITGI (2005c); Chapin and Akridge (2005); ITGI 
(2006b); Pironti (2006); and Ross (2006). These 
studies identified that properly governed informa-
tion security is important to organization and, 
that security is linked to business continuity. The 
also explored reasons why information security 
processes are not successful, and developed a 
program for assessing the maturity of organiza-
tional IT security processes. 

IT risk management research has focused on 
a variety of issues. Development of preliminary 

measures of risk and the identification of key risk 
factors have been important contributions to the 
research in this focus area. Young and Jordan 
(2002) developed an integrated approach to risk 
management which aimed to ensure risk man-
agement was considered from the lowest level of 
decision making through to the board level. Levine 
(2004) concludes that risk management spending 
is increasing as boards realize that understanding 
and mitigating IT risks is an important part of 
enterprise risk management processes.

Research on IT risk assessment includes the 
development of a risk assessment model by Du 
et al. (2006) which focuses on how individuals 
assess risks in IT projects and what affects their 
perception of IT risk. The findings of this study 
highlight that perceived control over the project 
affects an individual’s perception of IT risk within 
projects. This could highlight to organizations that 
IT risk assessments may need to be conducted by 
staff within and in control of the project and then 
compared in an attempt to remove individual risk 
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perception bias. Hinz and Malinowski (2006) also 
focused on risk assessment processes and devel-
oped a model which includes problem solving in 
personal networks as part of the risk assessment 
process. These models are some of the first to 
focus on the role of individuals in making IT risk 
assessments and give organizations a key insight 
into how IT risk assessments may be performed 
and the potential issues associated with these 
assessments.

Another study which made an important 
contribution to understanding of risk manage-
ment processes is Broadbent, Kitzis, and Hunter 
(2004), which identified four ways of coping with 
risk namely mitigation, transfer, acceptance, and 

avoidance. These risk responses also form part 
of globally accepted enterprise risk management 
models established by the Committee of Sponsor-
ing Organization of the Treadway Commission 
(COSO) (COSO 2004) and Standards Australia 
and Standards New Zealand (2004). 

IT risk management research is still develop-
ing and to date only a few key issues have been 
addressed. The models in this area as still evolv-
ing as are the risk assessment processes. IT risk 
is often seen as forming part of enterprise risk 
management processes and as such is evaluated 
by models including the COSO framework.
 

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Du, Keil, Mathias-
sen, Shen and Tiwana 
(2006)

• Model devel-
opment

• H y p o t h e s i s  
development 
and testing

• 102 practitioners with 
high IT projects exper-
tise

• 105 university students 
with low IT projects 
expertise

• Assesses risks in IT devel-
opment projects under dif-
ferent conditions

• Focuses on three conditions: 
the perceived control over 
the IT project, use of an at-
tention shaping tool and the 
expertise of the individual 
conducting the assessment

• Model considered that per-
ceived control, risk analysis 
tool and expertise are linked 
to risk perception and con-
tinuation decisions

• Develops a research model of 
risk perception

• Found that perceived control 
influences risk perception but 
not behaviour

• High expertise participants 
identified higher levels of risk 
in IT projects

• Provides important assistance 
for both novice and experi-
enced practitioners

Hinz and Malinowski 
(2006)

• Model devel-
opment

• Interviews with ex-
perts

• Considers the issue of per-
sonal networks as an addi-
tion to existing risk assess-
ment models of end user IT.  

• Develops a model which inte-
grates personal network char-
acteristics into a model of risk 
assessment

• Combines social network anal-
ysis and IT risk management 
theory to better understand so-
cial networks and their links to 
corporate risk management

Johnstone, Huff and 
Hope (2006)

• F r a m e w o r k 
development

• Case study

• Case study of medium 
public entity NZ gov-
ernment funded entity

• Interviews with six ma-
jor stakeholders using a 
critical incident method 
of data collection

• Use system concepts to 
develop a overall research 
framework focusing on the 
conflict resolution processes 
associated with projects

• Identified governance as 
consisting of authority 
structures, mechanisms and 
policies

• Develops a framework to ex-
amine conflicts in IT projects 
by developing a model of the 
conflict resolution process

• Case study used to validate the 
use of the framework for use-
fulness

• Model found to be useful and 
valid for assessing project con-
flict.

Table 3. Current status of research on risk management of IT systems

continued on following page
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Gewald and Helbig 
(2006)

• Conceptual
• Case study

• Case study of large 
outsourcing service 
provider

• Outsourcing governance 
models

• Model is based on extensive 
experience of one of the 
largest outsourcing provid-
ers worldwide

• Develops a governance model 
for mitigating outsourcing 
risks

• Model consists of strategic di-
rection, governance principles 
and organizational structures.

IT Governance Insti-
tute (2006b)

• Conceptual • No data • IS governance is responsi-
bility of board of directors 
and senior executives and 
consists of leadership, or-
ganizational structures and 
processes that safeguard 
information

• Outlines the benefits of infor-
mation security governance 
and the role of boards and 
management in monitoring In-
formation security governance

• Presents a guide for self assess-
ment of Information security 
governance practice

Jogani (2006) • Conceptual • No data • Examined the development 
of a mobile technology gov-
ernance framework

• Establishes policy on mobile 
technology governance

Pareek (2006) • Conceptual • No data • Discussion of the risk and 
reward correlation graph

• Identified key types of risk 
ie market, credit, exogenous 
and operational

• Discussed effective risk 
management strategies and 
risk mitigation tools and en-
ablers

• Proposes organizations estab-
lish a business case for risk 
management

• Risk management should be 
important for every manager 
and organizational culture 
should focus on risk identifica-
tion and management across 
the organization

• Establishes of a database of or-
ganizational risks is important

Pironti (2006) • Survey • 148 Certified Informa-
tion Security Managers

• Develops an effective gov-
ernance process for infor-
mation security

• Outlines 5 basic outcomes 
which can result from an ef-
fective governance approach 
to information security

• Results of the study support the 
notion that properly governed 
information security is impor-
tant to organizations

Ross (2006) • Conceptual • No data • Examines the issues associ-
ated with the relationship 
between information secu-
rity and business continuity 
management (BCM)

• Identifies BCM and security 
as two points on a spectrum 
of risk management

• Indicates that BCM is the 
loss caused by a physical 
event and security is a loss 
caused by a logical event

• Found a link between business 
continuity and security

• Business continuity plans 
should include outages of all 
sorts, not just disasters (ie plan-
ning to improve recoverability 
from logical events)

Bahli and Rivard 
(2005)

• Risk measure-
ment develop-
ment

• Survey

• 132 IT executives • Aims to validate measures 
of risk factors associated 
with outsourcing IT opera-
tions 

• Identifies three major sourc-
es of risk factors for IT out-
sourcing – the transaction, 
the client and the supplier.

• Develops preliminary measures 
of IT outsourcing risk factors 
and an overall risk score for 
each outsourcing project

• Demonstrates that organiza-
tions need to pay attention to 
risk factors as a source of risk 
in IT outsourcing situations

• Project risk assessment helps 
to determine which outsourc-
ing project to undertake

Benvenuto and Brand 
(2005)

• Conceptual • No data • Outlines the drivers of out-
sourcing and identifies risk 
analysis process and ele-
ments of risk management

• Develops a generic risk man-
agement model

Table 3. continued

continued on following page
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Chapin & Akridge 
(2005)

• Model devel-
opment

• No data • Develops of a security pro-
gram maturity model

• Relates security to risk as-
sessment processes

• Develops a program of assess-
ing the maturity of organiza-
tional IT security processes to 
enable improvements in the 
security processes over time. 

Gerber and Von Solms 
(2005)

• Model devel-
opment

• No data • Identifies a growing need 
for protecting information 
from risks faced globally

• Develops a model of risk man-
agement and links to three 
research paradigms ie natural 
science, theoretical science and 
social science

IT Governance Insti-
tute (2005c)

• Conceptual • No data • Presents a number of con-
siderations for security 
managers on Information 
security governance

• Aims to develop a holistic 
view of risk

• Develops an important re-
source for security managers 
which outlines key issues for 
consideration, the information 
sources relevant to these is-
sues, the evaluation and perfor-
mance criteria related to each 
issues and security program 
initiatives related to each issue

IT Governance Insti-
tute (2005d}

• Conceptual • No data • Defines and discusses infor-
mation risk management

• Identifies a number of key 
risks facing organizations 
and discusses survey results 
from a global IT survey

• Identifies that to enable effec-
tive governance IT risks should 
be identified as strategic, pro-
gram, project or operational 
risks

• Suggests a plan for dealing 
with IT risks

Van Solms (2005) • Theore t ica l 
development

• No data • Discusses the relationship 
between information securi-
ty operational management 
and information security 
compliance management

• Defines and identified key 
components of the two sep-
arate dimensions of Infor-
mation Security governance

• Identified Information Security 
governance as an integral part 
of good IT and corporate gov-
ernance

• Recommends that Information 
security operational manage-
ment and information security 
compliance management be 
recognized as two separate di-
mensions of Information Secu-
rity Governance

• Recommends the establish-
ment of a separate information 
security compliance manage-
ment department

Broadbent, Kitzis and 
Hunter (2004)

• Conceptual • No data • Identifies new IT risks 
which CIO’s must take re-
sponsibility for: Business 
interconnections, regula-
tory compliance, consumer 
demand for privacy protec-
tion and rising costs of IT 
failures

• Discusses the need for 
CIO’s to consider IT and 
enterprise risks holistically

• Identifies 4 ways of coping 
with risk: mitigation, transfer, 
acceptance and avoidance

• CIO’s need to establish a good 
risk management process which 
identifies targets & threats, and 
calculates associated risk and 
potential loss

Stewart (2004) • Conceptual • No data • Highlights the complexities 
of risk assessment in rela-
tion to IT information secu-
rity

• Risk compensation theory 
and risk management is dis-
cussed

• Identifies some new directions 
in terms of risk management 
for security professionals, 
companies and the security in-
dustry

Table 3. continued

continued on following page
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Von Solms and Von 
Solms (2004)

• Conceptual • No data • Discussed the issues associ-
ated with implementing a 
successful information se-
curity plan

• Identified the 10 deadly sins 
of information security which 
prevent companies implement-
ing a successful comprehensive 
information security plan

• Developed a tick list to evalu-
ate the company’s security 
plan

Kliem (2004) • Conceptual • No data • Identified Offshore develop-
ment risks by risk category 
ie financial, managerial, be-
havioural and legal risks

• Discussed risk analysis and 
how to perform risk con-
trols

• Developed a risk and goals 
matrix based on project objec-
tives

Levine (2004) • Conceptual • No data • Discusses the drivers for risk 
management solutions, out-
lines the technology issues 
associated with risk manage-
ment solutions

• Presents an argument for the 
use of risk assessment process-
es and solutions 

COSO (2004) • Model devel-
opment

• No data • Establishes a methodology 
for risk management 

• Develops a methodology for 
risk management using a quan-
titative risk assessment process

Standards Australia 
and Standards New 
Zealand (2004)

• Standard Set-
ting

• No data • Establishes a methodology 
for risk management 

• Develops a methodology for 
risk management using qualita-
tive risk assessment process

SAS Ltd (2004) • Survey • International Benchmark 
survey June 2004

• Reported International bench-
mark survey into operational 
risk management in the finan-
cial services industry

• Found that 20% of respondents 
do not have an operational risk 
program

• Found that IT and systems fail-
ure is the biggest source of op-
erational risk

• Identified key IT risk factors

Ataya (2003) • Interviews • 50 senior IT executives at 
Fortune 1000 compa-
nies

• Considered the impact of risk 
on decision making on new 
IT investments

• Found that IT plans should  IT 
and enterprise risk assessments

Hadden, DeZoort and 
Hermanson (2003)

• Survey • Audit committee mem-
bers

• Considered who has the 
technical expertise to ad-
dress IT risks, who is ad-
dressing IT risks and is there 
a good match between these 
parties

• Survey was developed to as-
sess audit committee mem-
bers perceptions of their 
oversight of 34 specific IT 
risks

• Suggested that audit commit-
tees could be involved in IT 
risk oversight

• Audit committee members 
perceived their personal quali-
fications to oversee IT risks as 
moderate

• Audit committee oversight role 
was assessed to be below mod-
erate

• Audit committee involvement 
in IT risk oversight to date has 
been reduced by the commit-
tee’s reliance on top manage-
ment to address IT risks

• Raises the question of whether 
some audit committees have 
relied too heavily on manage-
ment reporting of IT risks

Wiederkehr (2003) • Conceptual • No data • Discussion of IT security 
awareness program

• Develops an IT security aware-
ness program

Table 3. continued

continued on following page
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Table 3. continued

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Young and Jordan 
(2002)

• F r a m e w o r k 
Development

• Case study

• Case study of project 
failure

• Establishes the theoretical 
groundwork to develop an 
integrated approach to risk 
management and IT gover-
nance

• Developed an IT governance 
framework to communicate 
risk from an operational to 
strategic level within orga-
nizations

• Development of an integrated 
multi-stakeholder risk manage-
ment framework

• Applied the IMS risk manage-
ment framework to a case of IT 
failure

• Identified IT governance weak-
nesses from case study

management of it resources 
research

Management of IT resources research has been 
extensive over the last 20 years. See Table 4 
(Buckby, 2008). 31 studies in this focus area have 
examined IT architecture/structure models, ITG 
models, IT steering committees, IT project man-
agement and ITG models. Early studies in this area 
have been concerned with the structure and IT 
decision making processes of organizations, such 
as Sambamurthy and Zmud (1999) and Peterson, 
O’Callaghan, and Ribbers (2000). These studies 
considered the impact of IT structure models, that 
is, centralized, decentralized, federal and hybrid. 
Peterson et al. (2000) and Peterson (2001) found 
that no matter how the structure of IT divisions 
was organized, one of the most important issues 
for good IT governance was good coordination 
of IT resources. Schwarz and Hirschheim (2003) 
extended the knowledge of prior studies on IT 
structures. They argued that oganizations need to 
manage IT resources optimally in order to achieve 
good ITG. Bushel (2007) contributed valuable 
discussion to the key advantages and disadvan-
tages between federated and central IT structure 
models. This conceptual study proposed that the 
federated model cannot be an effective structure 
unless governance is handled correctly.

Hamaker (2000) proposed that taking a regular 
inventory of IT resources would assist with IT 
resource management processes. Ribbers, Peter-

son, and Parker (2002) examined the procedural 
and social mechanisms of ITG which was a new 
approach to resource management research. 
Broadbent (2003) also adopted a novel approach by 
focusing on IT resource management from an as-
signment of decision rights perspective. This study 
developed key domains, governance styles and 
a combination matrix in its examination of ITG. 
Weill and Ross (2004) and Weill (2004) extended 
the knowledge on ITG resource management and 
how top performing organizations manage their 
ITG structures and processes. Kohli and Devaraj 
(2004) developed an organizational process for 
managing IT investments and measuring the 
associated IT pay-offs. Their AIAC framework 
included four phases related to IT investment pay-
offs, these being alignment, involvement, analysis 
and communication. The research provided de-
tailed analysis of the components of their model 
and how they can be successfully implemented. 
It further tested them on the Holy Cross Health 
System. Kohli and Devaraj (2004) made three 
key recommendations on IT investment pay-offs 
as a result of their findings namely (1) IT payoffs 
are the responsibility of the entire organization, 
not just the IT department, (2) management of 
IT payoffs begins prior to the investment and 
continues through post implementation and (3) 
IT payoffs are contingent upon creating and ex-
ploiting complementary assets. This study makes 
a significant contribution to the understanding of 
value delivery from IT investments. 
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Later studies on IT resource management have 
focused on broader models of ITG such as the 
ITGAP model which posits that ITG consists of 
IT value drivers, ITG capabilities, ITG complexity 
and IT value (Peterson, 2004). Powell and Yager 
(2004) examined the differences between two IT 
groups in the same company including their IT 
structures and coordination mechanisms. This 
study found that IT structures and coordination 
mechanisms could not fully explain the differ-
ences between the two groups. Culture, structure, 
internal economy, methods and tools, and metrics 
and rewards were considered to be important 
ITG mechanisms. De Haes and Van Grembergen 
(2006) found that organizations were applying 

a mix of IT resource structures, practices and 
mechanisms to build an ITG framework. The 
research in this area has assisted academics and 
practitioners to better understand how organiza-
tions are structuring their IT processes and thus 
gives clearer insight into how they should be 
governing their IT investments.

measurement of the performance 
of it systems

Table 5 presents a detailed review of the IT perfor-
mance measurement literature, summarising the 
results of 21 studies (Buckby, 2008). The research 
in this focus area has examined measurement 

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Robinson (2007) • Model develop-
ment

• No data • Examines the development 
of a ITG reference model

• Development of an ITG refer-
ence model

• Identification of three factors 
which influence an organiza-
tion’s business profile

• Developed a customised ITG 
reference model to architecture 

Bushell (2007) • Conceptual • Data from industry 
surveys

• Discussion of central vs fed-
erated models of IT organiza-
tional structures

• Identifed that 77% of organiza-
tions surveyed by CIO magazine 
used a centralized model of IT 
organizational structure.

• Federated model can not be an 
effective structure unless gover-
nance is right

De Haes and Van 
Grembergen (2006)

• Framework de-
velopment

• Research prop-
osition devel-
opment

• P r o p o s i t i o n 
testing

• Pilot case studies in 
Belgian Organiza-
tions

• Develops a research question 
which focused on the link 
between IT governance and 
fusion between business and 
IT

• Extends the prior work of De 
Haes and Van Grembergen 
(2004).

• From pilot cases, tentative con-
clusion was that organizations 
are applying a mix of structures, 
practices and relational mecha-
nisms to build an IT governance 
framework

• Identifies three levels of opera-
tion of IT governance ie strate-
gic, management level and op-
erational level

Milis, Viaene and 
Ribbers (2006)

• Case studies • 12 Large ICT proj-
ects in Banking and 
insurance industry

• 45 stakeholders in-
terviewed

• Examines the role of the ICT 
project evaluation process 
especially the feasibility 
evaluation

• Aims to establish a link be-
tween the main trigger for a 
project and the thoroughness 
of the feasibility process

• Uses the Butler Cox classi-
fication to classify the main 
triggers of each project 

• Found that an ICT project’s main 
trigger functions as a moderating 
variable in the feasibility pro-
cess 

• Found that despite feasibil-
ity evaluations being important 
were often not done thoroughly.  

• Recommended that this be an 
issue which could improve ICT 
governance

Table 4. Current status of research on management of IT resources

continued on following page



  ��

The Current State of Information Technology Governance Literature

Table 4. continued

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Wilcocks, Feeny and 
Olson (2006)

• Framework de-
velopment

• Case studies

• Longitudinal case 
studies  of a medium-
sized organization be-
ginning to outsource 
and a multi-national 
and a national bank 
with international 
interests who were 
involved in large 
scale outsourcing ar-
rangements who had 
adopted the Feeny –
Wilcocks framework

• Extension and revision of 
core IS capability frame-
work of Feeny and Wilcocks 
(1998) to identify 9 capabili-
ties

• 9 capabilities included ITG, 
business system thinking, re-
lationship building, design-
ing technical architecture, 
making technology work, 
informed buying, contract fa-
cilitation, contract monitor-
ing and vendor development

• Case study analysis of 2000-
2005 data about IT sourcing 
arrangements

• Organizations need to develop 
long-term strategic focus by ap-
plying all 9 capabilities

• Framework emerged as a good 
evolutionary tool rather than an 
instant fix option

• Core IS capabilities are related 
to governance mechanisms in 
place

Wilcoxson and Cha-
tham (2006)

• Psychometric 
testing

• 130 Senior IT and 
General Managers

• Investigates the personal and 
behavioural characteristics 
of IT and general managers 
and compared these to re-
ported leadership behaviour 
research

• IT managers were found to have 
a preference for decision making 
based on logic and objectivity 
rather than on emotions and feel-
ings.  

• The managers were also found to 
focus equally on big picture and 
detailed concrete information

• Found a strong contrast between 
leadership styles for IT and gen-
eral managers which suggested a 
different approach to managerial 
roles 

• This indicates a greater task ori-
entation on the part of IT manag-
ers.

Van Grembergen, 
De Haes and Moons 
(2005)

• Case studies • 8 industries • Discusses the relationship 
between business goals, IT 
goals and IT processes

• Gathers preliminary evi-
dence of the relationships

• Develops an initial view of ITG 
relationships by gathering evi-
dence on the links between busi-
ness goals, IT goals and IT pro-
cesses

Brown and Grant 
(2005)

• Literature re-
view

• Framework de-
velopment

• No data • Presents a literature review 
of ITG research

• Develops a Conceptual 
Framework for IT Gover-
nance Research to provide 
a logical structure for ITG 
research

• ITG research classified into two 
separate streams of research be-
ing ITG forms and ITG contin-
gency analysis

• Draws attention to the key papers 
which have developed contem-
porary ITG frameworks

De Haes and Van 
Grembergen (2004)

• Framework de-
velopment

• No data • Defines ITG and explains 
its relationship to enterprise 
governance

• Posits that effective gover-
nance is determined by way 
IT function is organized 
and where the IT decision 
making authority is located 
within the organization

• Discusses the role of the IT 
strategy/steering committee

• Discusses the practical use 
of the IT Balanced scorecard

• Develops an IT governance 
framework which includes sup-
porting structures, processes and 
relational mechanisms

• Identifies that the key to effective 
IT governance is the relational 
mechanisms between business 
and IT staff and ongoing knowl-
edge sharing between depart-
ments

Meyer (2004) • Conceptual • No Data • Identifies 5 organizational 
systems of governance that 
can be applied to IT gover-
nance

• Posits a role for oversight 
and audit of IT governance 
mechanisms

• Found that culture, structure, 
internal economy, methods and 
tools, and metrics and rewards 
are all important aspects of 
systemic IT governance mecha-
nisms

continued on following page
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Table 4. continued

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Peterson (2004) • Theoretical de-
velopment

• Case study

• Case Study of John-
son & Johnson

• Presents a holistic view of IT 
governance

• Considered that structural, 
process and relational ca-
pabilities are all important 
aspects of effective ITG 

• Developed ITGAP model for use 
in assessing the effectiveness of 
organization’s ITG architecture 

• ITGAP model posits that ITG 
consists of IT value drivers, ITG 
capability, ITG complexity and 
IT value

Powell and Yager 
(2004)

• Theoretical de-
velopment)

• Case Study
• Interviews

• Mid sized US insur-
ance company with 
1,000 employees

• Interviews with Vice 
Presidents of each IS 
group

• Examines the differences 
between two IS groups in 
the same company and com-
pares to IS governance  the-
ory (centralized, decentral-
ized or hybrid IS structures) 
and IS coordination theories 
(formal vs informal coordi-
nation)

• Develops three research 
propositions

• Found that IS governance and 
IS coordination theories could 
not fully explain the differences 
between the groups

Rau (2004b) • Conceptual
• Model develop-

ment

• No data • Presents ideas and concepts 
on the way to govern IT

• Presents an IT governance 
design structure that encour-
ages participation from all 
stakeholders

• Develops a best practice IT orga-
nization governance design

• Effective IT governance takes 
considerable time to achieve

Sherer (2004) • Model develop-
ment

• No data • Prioritization of IS projects 
should be part of the strate-
gic vision of the organiza-
tion

• Considers that reporting 
structure of IS organization 
and the involvement of a 
steering committee for in-
vestment prioritization are 
key influences on final IS 
project selection

• Develops a model of IT selection 
process based on strategic vision

• Found that strategic vision af-
fects IT governance decisions

Weill (2004)
Weill and Ross 
(2004)

• Framework de-
velopment

• 250 enterprises 
across 23 countries

• Identifies 5 major IT deci-
sion that large enterprises 
make and 6 governance ar-
chetypes organizations use 
for making decisions

• Studies top performing orga-
nizations and identifies what 
makes them different from 
others

• Identifies 7 characteristics of 
top governance performers

• Presents broad patterns of ITG
• Identifies that five main factors 

that relate to variations in gover-
nance patterns

• Develops ITG arrangements 
matrix which demonstrates the 
interactions between governance 
archetypes and decision domains

• Develops 8 ITG critical success 
factors 

Schwarz and His-
chheim (2003)

• Model develop-
ment

• Case studies

• 6 Case Studies in Oil 
and Gas Industry

• Develops a model of IT gov-
ernance

• Explores difference in per-
ceptions toward IT and the 
organization of IT activities

• Uses an extended platform 
logic perspective which in-
cluded a success metric and 
operationalised ITG using 
the platform logic perspec-
tive

• Found differences and similari-
ties between firms with respect to 
IT capabilities, relational and in-
tegration mechanisms, measures 
of success and relationships with 
business units

• Results indicate that organiza-
tions are now focused on two 
way relationship oriented ap-
proach to management of IT 
structure

• Moves discussion on ITG away 
from structures to relationships 

continued on following page
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Table 4. continued

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Young and Jordan 
(2003) 

• Conceptual • No data • Develops understanding of 
how senior management in-
fluenced IS project success

• Significant component of the 
analysis related to IT gover-
nance issues

• Postulates that mature IT 
governance is characterized 
by accountability to trans-
parently resolve conflicts of 
interest between multiple 
stakeholders

• Senior managers influence suc-
cess by committing time to be 
made aware of issues and ac-
tively participating to resolve 
conflict

• Board should take a monitoring 
role to ensure benefits are deliv-
ered and failing projects termi-
nated

• Passion of stakeholders is the 
key indicator of success and gov-
ernance

Broadbent (2003b) • Conceptual • No data • Conceptualises that good IT 
governance effectively com-
bines what decisions need to 
be made, who makes them 
and how they are enacted.

• Identifies 5 key domains about 
IT decisions, six IT governance 
styles and a matrix to determine 
what IT governance looks like

Kim (2003) • Hypothesis de-
velopment

• Hypothesis test-
ing

• 334 firms using B2B 
Supply Chain Plan-
ning Solutions 1990-
1998

• Examines the effects of IT on 
the governance of firms that 
are using IT for competitive 
advantage

• Found that increased use of firm 
specific IT is found to be associ-
ated with decreases in outsourc-
ing and increases in number of 
employees

• Also found that the use of relation 
specific IT is negatively related to 
the degree of vertical integration

Ribbers, Peterson and 
Parker (2002)

• Framework de-
velopment

• Case studies
• Interviews
• Document anal-

ysis

• 9 Large complex 
organizations within 
different industries 
across Europe and 
North America

• Interviews with 
business and IT ex-
ecutives

• Analysis of Com-
pany documents

• Examines the procedural and 
social mechanisms of IT gov-
ernance

• Develops 2 research proposi-
tions

• Posits that environmental 
contingencies moderate the 
relationship between IT gov-
ernance processes and IT gov-
ernance outcomes

• Found that effective IT gover-
nance processes across the cases 
were associated with  method-
ological and social issues.  Nei-
ther fully explains effective IT 
governance processes.

• Highlights the gap between the-
ory, empirical research and prac-
tice on effective IT governance 
processes.

Sohal and Fitzpatrick 
(2002) 

• Survey • Senior IT Officers in 
59 Large Australian 
organizations

• Compares IT usage levels be-
tween three levels of intensity

• Companies categorized into three 
groups based on intensity of IT 
use in organization

• Data revealed that the more in-
volved senior management was 
in IT decision making, the more 
likely management will accept 
the role of IT in the success of 
their organization

• Compares results to Interna-
tional study on same issue

Keyes-Pearce (2002) • Theoretical de-
velopment

• No data • Presents a view of CIO’s 
about IT governance

• Compares this with percep-
tions of CIO’s and e-business 
managers of large organiza-
tions migrating to e-business

• Found a disparity of focus be-
tween academics and industry 
consultants as to the importance 
of IT governance

• Found that ITG practice varies 
widely and view of organiza-
tions about IT governance varies 
widely

• Little research on maturity of IT 
governance

continued on following page
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Table 4. continued

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Mukherji (2001) • Theoretical de-
velopment

• No data • Considers the impact of IT 
on organizations.

• Examines how changes in 
organization structures are 
lined to changes in IS archi-
tecture

• Examines the impact of the 
internet

• Found that the impact of IT on 
organizations has been consider-
able

• Traces the evolution of changing 
information systems architec-
tures and their impact on organi-
zations

• Found that changes in organi-
zations structure, strategy and 
decision making processes may 
be linked to changes in computer 
technology and design

• The internet is becoming a great 
leveller across organizations

Peterson (2001) • E x p l o r a t o r y 
study

• Framework de-
velopment

• Case studies

• 3 Large European 
Based Financial Ser-
vices Organizations

• Extends the theoretical mod-
el of Petersen et al. (2000)

• Develops 4 research propo-
sitions to test the model

• Found support from case studies 
for 3 research propositions and 
that  ITG coordination needs to 
be actively managed in a trans-
national organisation

• Effective hybrid configurations 
require complex structural, func-
tional and social mechanisms for 
coordination

Karimi, Bhattacher-
jee, Gupta and Somers 
(2000)

• Hypothesis test-
ing

• 213 IT managers in 
financial services in-
dustry

• Hypothesizes relationships 
between level of sophistica-
tion of IT steering commit-
tees and level of sophisti-
cation of IT management 
within organizations

• Examines impact of IT steer-
ing committees on the man-
agement of IT functions

• Sophistication of IT manage-
ment involved management 
awareness of organization’s 
long term IT strategic plans

• More sophisticated manage-
ment of IT leads to better 
value delivery from IT and 
forms part of the IT gover-
nance process

• Presence and role of IT steering 
committees were found to be 
significantly related to the level 
of IT management sophistication 
within the organizations in the 
study

• Firms wanting to benefit from 
steering committees would de-
termine the steering committees 
role to coincide with the level of 
IT management sophistication 
desired

(Doughty, 2000) • Measurement  
development

• No Data • Develops a method of deter-
mining the effectiveness of 
IT steering committees

• Attempts to develop an audit 
report on steering committee 
functions

• Identified IT steering committee 
effectiveness measures

Hamaker (2000) • Conceptual • No Data • Proposes that an inventory of 
organizational IT resources 
would assist with IT gover-
nance processes

• Identifies three components of 
IT governance (IT hardware 
and software infrastructure, 
firm’s strategic vision and de-
cision making processes)

• Considered linking each division’s 
mission critical functions along 
with IT systems used to perform 
these functions would assist with 
assessing extent of organizational 
IT functions and their role

continued on following page
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Table 4. continued

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Peterson, Callaghan 
and Ribbers (2000)

• Theoretical de-
velopment

• Case studies

• 6 Case Studies of 
Dutch Financial Ser-
vices Organizations

• Develops 5 theoretical propo-
sitions

• Develops a conceptual frame-
work for conducting multiple 
comparative case study re-
search 

• Expands conceptualization 
of ITG and focuses on IT 
decision making processes.

• Anticipated a hybrid configu-
ration for complex organiza-
tions

• Found that ITG was not solely 
concerned with the formal alloca-
tion of IT decision making author-
ity.  

• Irrespective of locus on control, 
mechanisms for co-ordination 
needed to be included for gover-
nance of IT.  

• In competitive environments, ef-
fective ITG is more likely to re-
semble a network of relationships 
than classical hierarchical struc-
tures.

Sambamurthy and 
Zmud (1999) 

• Theory devel-
opment

• Hypothesis de-
velopment

• Survey
• Case studies

• Survey of 35 firms 
• 8 Case studies of 

Governance arrange-
ments selected from 
35 firms

• Identifies that three primary 
modes of ITG over last 20 
years (centralized, decentral-
ized and federal)- IT deci-
sion making processes

• This study examined mul-
tiple contingency forces 
influence on the mode of IT 
governance used in an enter-
prise

• Develops theory that con-
tingency forces interact with 
each other and either amplify, 
dampen or override their mu-
tual influences on IT gover-
nance.

•  Found that multiple contingencies 
provide a useful framework for 
understanding how contingency 
forces operate together in  influ-
encing the location of IT decision 
rights

Broadbent and Weill 
(1997)

• Framework 
development

• Case studies

• Case studies of 
large organizations

• Examines the relationship 
between IT infrastructure 
and organizational business 
and IT maxims

• Develops framework 
“management by Maxim”

• Examines how successful 
firms create business 
driven IT infrastructures 
and their infrastructure 
decision making processes

• Identifies categories of Busi-
ness and IT maxim

• Business and IT should set 
strategic objectives together to 
assist alignment of strategy and 
a business driven IT infrastruc-
ture

• Identifies four views of IT firm 
infrastructure ie none, utility, 
dependent and enabling

• Maxims assist an organization 
to better  view infrastructure 
and thus 

Karake (1992) • Hypothesis de-
velopment

• Hypothesis test-
ing

• 72 Large Publicly-
held American 
organizations (36 
companies in each 
category of central-
ized vs decentralized 
IT structure)

• Examines relationships be-
tween IT structure, control 
and corporate governance 
using publicly available data 
about ownership

• Found that IT structure (central-
ized vs decentralized) is strongly 
related to ownership and control 
(ie shareholdings)

• Higher the management ownership 
the more centralized the IT struc-
ture, the lower the management 
ownership the more decentralized 
the IT structure is likely to be
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Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Dahlberg and Lah-
delma (2007)

• Surveys • 109 senior executives 
from 20 enterprises

• Examines the role of ITG ma-
turity evaluations by senior 
executives and their links to 
outsourcing.

• Found links between ITG and out-
sourcing

• Survey instrument found to have 
consistent results

Lambeth (2007) • Conceptual • No data • Encouraging organizations to 
consider ITGI resources to 
assist with ITG

• Recommending the virtues of 
ITGI resources for assistance 
with ITG

Dahlberg and Kivi-
jarvi (2006)

• Framework 
development

• Measurement 
tool

• 27 public/private sec-
tor organizations

• Discusses measurement of 
ITG effectiveness

• Develops a new integrative IT 
governance framework and an 
assessment tool to measure ITG 
effectiveness

Blumenberg and 
Hinz (2006)

• Conceptual • No data • Discusses links between IT-
BSC and bayesian belief net-
work

• Discusses  how bayesian belief 
network can be used to improve 
the ITBSC

Van Grembergen and 
De Haes (2005a)

• Model devel-
opment

• No data • Discusses relational mecha-
nisms and their role in ITG

• Examines ITG and links to rel-
evant structures, processes and 
relational mechanisms.

Van Grembergen and 
De Haes (2005c)

• Measurement 
development

• No data • Development of an IT gov-
ernance balanced scorecard 
including corporate contri-
bution, stakeholders, future 
orientation and operational 
excellence as drivers

• Developed detailed IT gover-
nance balance scorecard includ-
ing detailed breakdown of the key 
components

Van Grembergen and 
De Haes (2005b)

• Conceptual • No data • Discusses CobiT’s manage-
ment guidelines and extends 
the understanding of these 
guidelines.

• Provides advice on CobiT man-
agement guidelines

• Discusses Key performance indi-
cators and key goal indicators 

Warland and Ridley 
(2005)

• Interviews • Semi-structured inter-
views with 9 partici-
pants from three Tas-
manian Government 
Agencies

• Discusses the awareness and 
understanding of IT Control 
frameworks  ie CobiT, ITIL 
etc

• Found that their was little adop-
tion of formal or informal IT con-
trol frameworks in the Tasmanian 
State Government

Hardy and Gulden-
tops (2005)

• Conceptual • No data • Provides advice on CobiT 4.0 
framework

• Identifies the main changes in 
this new CobiT framework

• Identifies benefits users will 
achieve from new framework

Murray (2004) • Framework 
development

• No data • Discusses IT department per-
formance

• Development of a framework for 
assessing and managing the re-
view of IT project performance

Fairchild (2004) • Model Test-
ing

• Case studies • Tests the outsourcing ma-
turity model an established 
framework

• Found support from the cases for 
the outsourcing maturity model

Pederiva (2003) • Conceptual • No data • Discusses main issues and 
lessons learned re CobiT ma-
turity models

• Discusses benchmarking

• Discusses how organizations can 
apply the CobIT maturity model 
process in a practical sense

Van Grembergen, 
Saull and De Haes 
(2003)

• Case study • Case study of Insur-
ance company

• Identified a firm specific IT 
BSC

• Discussed Balanced score-
card method, IT BSC and its 
elements 

• Concluded that development and 
application of firm specific IT 
BSC would assist with establish-
ing IT governance best practice in 
the organization

• Identified that  strategic ITBSC 
should be cascaded into opera-
tional services, governance ser-
vices and development services 
scorecards

Table 5. Current status of research on measurement of performance of IT systems

continued on following page
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Table 5. continued

Study Method (s) Organizations/Subjects Issues Examined/Domain Results

Van Grembergen, De 
Haes and Amelinckx 
(2003)

• Measurement 
development

• No data • Develops a ITBSC for service 
level management

• Establishes links between IT 
BSC and CobiT

• CobiT and ITBSC can ensure 
better measurement of whether 
organization getting value from 
service level agreements 

Guldentops (2003) • Conceptual • No data • Discusses maturity measure-
ment processes

• Develops maturity model – ris-
ing star chart which assists with 
measurement of maturity model 
attributes

Gold (2003) • Measurement 
development

• No data •  Establishs a BSC strategy 
model

• Establishs an ITBSC model and 
discusses the ITBSC processes

Guldentops, Van 
Grembergen and De 
Haes (2002)

• Measurement 
development

• Survey of CobIT us-
ers

• Reports findings of matu-
rity models across industries, 
size, geography, driving forc-
es, inhibiting forces

• Discusses the maturity model 
process and the results of a sur-
vey of CobiT users

Van Grembergen and 
Amelinckx (2002)

• Measurement 
development

• No data • Develops an ITBSC for e-
business projects

• Establishes links between 
ITBSC and e-business pro-
cesses

• Generic e-business balanced 
scorecard developed

Van Grembergen 
(2000)

• Case study • Case study of a bank • Discussed how the IT bal-
anced scorecard (ITBSC) 
can be linked to the business 
balanced scorecard (BBSC) 
to support IT/business gov-
ernance and alignment pro-
cesses

• If use a cascade of scorecards 
linking Business BSC to IT BSC 
and then to IT strategic, IT devel-
opment and IT operational score-
cards, IT governance measures 
and concerns will be identified to 
top management

• Identifies key components of de-
velopment and strategic IT BSC 
for a bank

Saull (2000) • Measurement 
development

• No data • Discusses ITBSC processes • Develops extended ITBSC based 
on prior research

Van Grembergen and 
Van Bruggen (1997)

• Model devel-
opment

• 

• No data • Discusses application of bal-
anced scorecard approach to 
IT division contribution to 
organization

• Develops IT balanced scorecard 
based on original balanced score-
card approach of Kaplan and 
Norton (1992)

methods of ITG including the development of 
the IT balanced scorecard (ITBSC) and maturity 
model assessments for strategic alignment pro-
cesses. The ITBSC, which can be used to measure 
the performance of IT systems, was adapted from 
the balanced scorecard (BSC) model of Kaplan 
& Norton (1992). Van Grembergen and Van 
Bruggen (1997) were one of the first to explore 
how the BSC could be adapted to measure the IT 
department’s contribution to the business. Saull 
(2000) used both of these sources to establish a 
new BSC framework that described the contribu-
tions of the IT department in more detail. 

Van Grembergen (2000) examined the links 
between the ITBSC and the business balanced 
scorecard (BBSC) to support IT/business gover-
nance and alignment processes. They extended 
the ITBSC to an e-business, service level manage-
ment and firm specific context (Van Grembergen 
& Amelinckx, 2002; Van Grembergen, De Haes 
& Amelinckx, 2003; Van Grembergen, Saull & 
De Haes, 2003). Van Grembergen and De Haes 
(2005c) build on the ITBSC to develop an ITG 
balanced scorecard. Their research has since been 
extended to examine the relationship between 
structures, process and relational mechanisms 
(Van Grembergen, De Haes, and Van Brempt 
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(2007). The work by these researchers has made 
an important contribution to the understanding of 
ITG measurement and has presented many issues 
for consideration by practitioners. 

This research focus area also is concerned 
with the development of measurement models 
such as “The Control Objectives for Information 
and Related Technology Framework (CobiT)”. 
This comprehensive model aims to provide good 
practice guidelines and measurement techniques 
for control over information, IT and related risks. 
The processes identified by CobiT 3.0 and 4.0 
and more recently CobiT 4.1 and Val IT include 
operational level measures of ITG processes and 
are grouped under planning and organization, 
delivery and support, acquisition and implementa-
tion and monitoring (ISACF, 2000; ITGI, 2005, 
ITGI, 2006a, ITGI, 2007). Other key measurement 
models are ITIL and ITSM which were briefly 
discussed earlier. The measurement of quality 
and value from IT services, which forms part of 
these frameworks, has been adopted by a large 
number of organizations either in isolation or 
together with other frameworks such as CobiT, 
CMMI and the ISO/IEC standards (ITGI, 2007; 
Software Engineering Institute, 2007, ISO/IEC, 
2004a; ISO/IEC, 2004b; ISO/IEC, 2005a; ISO/
IEC, 2005b). Comparison of measurement models 
has also made an important contribution to this 
research focus area. 

The issues associated with the implementa-
tion of the CobiT framework have been studied 
by Tyler (2000) and Weiderkehr (2000). The use 
of the CobiT maturity model to assess the level 
of ITG processes being used in a corporation 
has also received attention (Guldentops, 2003; 
Guldentops, Van Grembergen & Haes, 2002; 
Pederiva, 2003). A further area of research has 
focused on the acceptance of CobiT as a manage-
ment tool for use with ITG (Guldentops et al., 
2003; Legrenzi, 2003).

possiblE futurE dirEctions 
in it GovErnancE rEsEarch

In the prior section, research across the five focus 
areas was presented. The research in these focus 
areas has been performed in relative isolation 
and whilst this research contributes to the overall 
understanding of the key components of ITG, it 
has not adopted a holistic view point. 

For ITG to become an accepted part of orga-
nizational governance processes in the same way 
that corporate governance has been accepted, ITG 
research needs to develop models which encom-
pass all focus areas of ITG. The models would also 
need to incorporate measurement methods which 
could be based on prior research in performance 
measurement. A number of researchers includ-
ing Dahlberg and Kivijarvi, (2006); De Haes and 
Van Grembergen, (2005); Peterson (2004) have 
attempted to develop holistic ITG models but 
there is still much room for improvement in fusing 
ITG into one process. A recent study by Bowen, 
Cheung, and Rohde (2007) explores the factors 
influencing IT governance structures, processes 
and outcome metrics and builds a model which 
relates these factors to ITG effectiveness. 

strategic alignment of business and 
it research

Research focusing on the strategic alignment of 
business and IT processes has been proactive 
in the development of models and frameworks 
to assist the understanding of the relationships 
between business and IT within an organization. 
There have been many models developed, but there 
has been a paucity of research which has tested 
existing models to determine their appropriateness 
in describing and measuring strategic alignment 
within organizations. To further develop the 
research in this area, studies could focus on the 
development of extended models of business-IT 
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alignment that take into account the important 
prior work of Henderson and Venkatraman, (1993); 
Luftman, (2003); Strnadl, (2006); Sledgianowski 
and Luftman, (2005); and De Haes and Van Grem-
bergen, (2005). Testing of existing models could 
also assist with development of future research 
in this area. 

Possible research questions which could be 
considered in the future in this focus area are 
as follows: 

• Do effective strategic alignment processes 
lead to more effective ITG?

• Are strategic alignment processes linked to 
improved organizational performance?

• Which of the existing strategic alignment 
models best explain the relationship between 
business and IT within an organization?

• What are the similarities and differences 
between the existing strategic alignment 
models?

• What are some practical recommendations 
organizations could use to improve their 
strategic alignment processes?

• How does assessing maturity of strategic 
alignment processes assist an organization 
to improve their ITG processes?

delivery of value from it systems

Research on the delivery of value from IT systems 
has had a similar focus to strategic alignment 
research with a number of models and frame-
works developed. There have been two key issues 
studied within this focus area: (1) distinguishing 
between the potential value and realizable value 
of IT systems and (2) the link between organi-
zational performance and delivery of value from 
IT systems. As with strategic alignment research, 
there has been little focus on the testing of these 
models. Development of practical methods for 
organizations to improve their understanding 
of value delivery and their ability to measure it 
effectively would make an important contribu-

tion to research in this area. Whilst the prior 
research of Davern and Kauffman, (2000); Sircar 
et al. (2000); Dedrick et al. (2003); Melville et al. 
(2004); Tallon (2007); and Ward et al. (2007) has 
provided a greater understanding of value deliv-
ery processes, further work is needed to extend 
knowledge on this issue.

Possible research questions which could be 
considered in the future in this focus area are 
as follows: 

• Does the establishment of ITG processes 
in an organization lead to improved value 
delivery from IT systems?

• What are some practical recommendations 
to assist organizations to improve their value 
delivery processes?

• Does measurement of value delivery from 
IT systems (post implementation) lead to 
improved organizational performance?

• What are the most effective methods of mea-
suring value delivery from IT systems?

• How regularly should value delivery be as-
sessed for organizational IT systems?

risk management of it systems

Risk management of IT systems research has 
focused on three main areas. These are iden-
tification of IT risks, risk management models 
and frameworks and risk assessment processes. 
The identification of risks research has provided 
important understanding of outsourcing, IT 
projects and security risks. The development 
of an integrated model of risk management by 
Young and Jordan (2002) has made an important 
contribution to this focus area. Development of 
models/frameworks extending this work would 
broaden the knowledge of IT risk management 
processes. Studies that identify practical methods 
that organizations could use to improve their IT 
risk management processes and better assess IT 
risks would also be beneficial. Globally accepted 
enterprise risk management processes could play 
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an important role in future research by assisting 
with the definition of IT risk in enterprise risk 
management processes.

Possible research questions which could be 
considered in the future in this focus area are 
as follows: 

• What are practical methods that organiza-
tions could use to better manage and assess 
IT risks?

• Does assessment of IT risks lead to better 
mitigation of IT risks?

• Does the development of risk management 
processes within an organization lead to 
more effective ITG?

• Does the assessment of outsourcing and IT 
project risks lead to better organizational 
risk management processes?

management of it resources

Management of IT resources has been an extensive 
area of ITG research. Much of the research has 
focused on the best type of IT resource structure 
for an organization. Other key outcomes of the 
research in this focus area have been the develop-
ment of broader models of ITG (De Haes & Van 
Grembergen, 2006; Peterson, 2004). Despite the 
research on IT resource structures, the debate 
on the advantages and disadvantages of these 
structural models continues with the recent 
research of Bushell (2007). Further research on 
the issue of IT structural models would assist in 
giving organizations more practical knowledge 
of which structure to choose and why. The con-
tinued development of broader holistic models of 
ITG will also make a key contribution to future 
research on this issue.

Possible research questions which could be 
considered in the future in this focus area are 
as follows: 

• What are the key differences between the 
IT resource structural models?

• Does a particular IT resource model lead to 
improved ITG?

• What are some practical methods organiza-
tions could use to better manage their IT 
resources?

• How can an organization assess the ma-
turity of their IT resource management 
processes?

measurement of the performance 
of it systems

Research on the measurement of the performance 
of IT systems has predominantly focused on mea-
surement processes including maturity models and 
IT balanced scorecard methods (Van Grembergen, 
2000; Van Grembergen & Amelinckx, 2002; 
Van Grembergen, De Haes & Amelinckx, 2003; 
Van Grembergen, Saull & De Haes, 2003; Van 
Grembergen et al., 2007). This focus area has also 
encompassed ITG measurement models such as 
CobiT. Future research in this area should focus 
on improving measurement techniques. Perfor-
mance measurement processes must support and 
assess all areas of ITG for a holistic model of ITG 
to be successfully developed. Practical methods 
that organizations could use to better measure 
all ITG focus areas would make an important 
contribution to ITG research. Some of the mod-
els and assessment techniques to date, including 
maturity models, the ITBSC, the ITIL framework 
and others, provide methods that could be further 
developed to assist practitioners to achieve better 
measurements of ITG and its effectiveness.

Possible research questions which could be 
considered in the future in this focus area are 
as follows: 

• What practical methods could organizations 
use to better measure ITG focus areas?

• How can maturity models be developed for 
all ITG focus areas and how can an overall 
ITG maturity be successfully measured?
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• Would the development of an ITG strategic 
informational dashboard assist organiza-
tions to improve their ITG processes?

conclusion

Despite extensive research in each of the focus 
areas, considerable work is needed to further the 
understanding of ITG and to develop a successful 
holistic measure of ITG. To enable ITG to become 
an accepted part of organizational strategic and 
operational governance processes, it is important 
that researchers develop more practical methods 
for organizations to use in establishing and as-
sessing ITG. The conduct of future research 
addressing the issues raised in the prior sections 
should lead to improved ITG within each focus 
area and the establishment of holistic models and 
frameworks of ITG. 
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abstract

Domestic and global companies are increasingly using information and communication technologies as 
a means of delivering their strategic visions and thus maintaining a competitive advantage. The value of 
information assets has increased as firms’ asset base shifts from tangible to intangible properties, placing 
a premium on firms’ capacity to develop, manage and utilize their information assets. In this environment, 
companies aim to strengthen their business control over IT resources, maximizing performance through 
defining the responsibilities of all staff involved in IT resource management and processes. However, 
while most managers acknowledge the importance of managing IT assets within a framework of IT 
governance (ITG), only a small number of academic treatments deal with ITG, meaning that businesses 
often find themselves making their governance decisions in a vacuum. This chapter therefore aims to 
clarify the concept of ITG through conducting a literature review, suggesting some implications of this 
work for practitioners, and indicating directions for the future study of ITG. 
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introduction

As information and communication technology 
develops, an increasing number of companies are 
recognizing the potential value of IT resources 
in delivering their firm’s strategic vision. IT is 
no longer a supporting tool for business, but a 
fundamental component of company strategy in 
such roles as operations, internal audit, compliance 
and decision support. A recent survey conducted 
by the IT Governance Institute (ITGI) with CEO/
CIOs drawn from 22 countries shows that 87% 
of respondents agree that IT plays an important 
role in achieving company goals in the broadest 
sense (ITGI, 2006).

In recent years, leading international orga-
nizations have focused attention on effective 
corporate governance as means of improving the 
performance of firms’ IT assets. These efforts have 
intensified in the wake of large-scale frauds such 
as Enron and WorldCom in the United States and 
shareholders ensuing dissatisfaction with com-
panies. Multinationals and others have devised 
corporate governance structures to clarify and 
monitor the respective roles and responsibilities 
of shareholders, management, and employees 
(OECD, 2004). These structures have laid greater 
emphasis on the importance of IT assets and ITG 
structure, aiming to minimize financial risks on 
IT investment by providing transparency, account-
ability, and manageable processes. These criteria 
entail the effective allocation of IT resources in 
terms of clear structures and decision-making 
procedures for IT management. In this juncture, 
it has become imperative to redefine effective 
ITG, seeking to understand governance’s role in 
aligning organizations’ information assets with 
their strategic goals (Webb, Pollard & Ridley, 
2006). This alignment contributes to the cre-
ation of value in companies, through suggesting 
optimal amounts of risk for companies to take 
both in designing their management structures 
and in proactively responding to new business 
circumstances.

Despite the importance of ITG, however, little 
informed academic research has been carried out 
on the subject. While business’s level of awareness 
for the need for good ITG is rising in practice, 
current research has yet to address the potential 
use of ITG as a soft-side of IT infrastructure (e.g., 
of decision-making bodies and policies) in improv-
ing organizational competency. The purpose of 
this chapter is, therefore, to examine the current 
literature and to suggest a future direction for 
research on ITG. This chapter attempts to exam-
ine various definitions and frameworks of ITG 
through conducting a literature review, classified 
into six different taxonomies: (1) the origin of ITG, 
(2) ITG definitions; (3) research topics related to 
ITG; (4) the timeline of ITG research; (5) levels 
of ITG analysis; and (6) methodology. Lastly, we 
analyze existing ITG frameworks, concluding by 
suggesting the necessity for the development of 
an integrated ITG framework

rEsEarch mEthodoloGy

In reviewing the existing ITG research relating to 
ITG, we surveyed a wide range of recent research 
in academic and industrial fields. While most 
review articles take account only of articles in the 
top academic journals in their areas, we found it 
desirable to take in as many references as pos-
sible covering IT-related practitioner articles and 
the industrial presentations given by consulting 
firms (Webster & Watson, 2002). This is because 
research in ITG is led by industry as much as by 
academics. The source materials surveyed for 
this chapter include: first, the leading journals n 
the MIS field, such as MIS Quarterly, Informa-
tion System Research, Journal of Management 
Information Systems, Communications of the 
ACM, the Harvard Business Review, and the 
Sloan Management Review, and second, related 
articles found through academic search engines 
such as Business Source Premier, Science 
Direct and the AIS e-library. In addition, we 
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reviewed articles arising out of some important 
conferences such as ICIS, ECIS, ACIS, PAICS, 
AMCIS, HICCS, ITG International Conference 
and Korean journals and conferences. The range 
of articles studied thus spanned publications in 
academic journals, working papers, the techni-
cal reports of major institutions, and books. Our 
searches were governed by the keyword(s) ‘IT/IS 
governance’. We found a total initial sample of 144 
articles, 30 of which were removed from the review 
process due to only treating ITG tangentially. As 
a result, a total of 114 articles were obtained and 
carefully reviewed.

litEraturE rEviEw

the origin of itG

ITG focuses on the transparent and efficient man-
agement of firm IT resources, aiming to ensure 
that the enterprise’s IT sustains and extends the 
organization’s strategies and objectives (ITGI, 
2005). ITG can be characterized by attributes 
such as transparency, control, effectiveness, and 
efficiency. These attributes are described from 
the perspective of two research streams: corpo-
rate governance and IT management, as shown 
in Figure 1.

Firstly, most research on corporate governance 
has been concerned to resolve conflicts of interest 
between various corporate stakeholders (Becht et 
al., 2002; Shleifer & Vishny, 1997). In corporate 
governance, researchers have suggested that 
transparency can be accomplished by a proper 
distribution of authorities and responsibilities 
among stakeholders, whose activities are then 
monitored on shareholders’ behalf. Following the 
“OECD Principles of Corporate Governance,” 
which were originally developed to provide a set 
of corporate governance standards and guide-
lines, corporate governance provides a structure 
through which company objectives may be set, 
as well as the means of attaining those objec-
tives and monitoring governance performance 
(OECD, 2004). ITG inherits characteristics from 
corporate governance, seeking to ensure the 
transparent management and control of IT as-
sets through forms of committee. This stream of 
research on ITG emphasizes the structure of an 
organization. In other words, the research clas-
sifies the structure of IT organizations into the 
three categories, “centralized,” “decentralized,” 
and “hybrid (federal)” according to their modes 
of distributing authorities and responsibilities 
for decision-making. This line of research has 
also determined the factors affecting the selec-
tion of organizational modes for different types 

Figure 1. The origin of ITG research
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of firm (Brown & Grant, 2005; Heier, Borgman 
& Maistry, 2007; Sambamurthy & Zmud, 1999). 
However, although many researchers insist that 
ITG represents an integral part of corporate gov-
ernance, most research looks more narrowly at 
IT assets, without any connected consideration 
of corporate governance.

Meanwhile, traditional research on the IS 
field has proposed efficient IT management as 
potentially one of the solutions to the so-called 
“IT productivity paradox problem” (Brynjolfs-
son, 1993; Hoogeveen & Oppelland, 2002; Soh 
& Markus, 1995). This stream of research is more 
concerned with the processes of IT management 
than with the structure of IT organizations (Heier 
et al., 2007). Soh and Markus (1995) analyze 
the effects of IT expenditure on organizational 
performance using process theory, stressing the 
importance of effective IT management. The 
particular strand of research stresses the need to 
improve IT processes in order to manage IT more 
effectively. Recently, further research works have 
suggested the value of introducing standardized 
IT methodologies such as ITSM (IT Service 
Management)/ITIL (IT Infrastructure Library), 
CMM, and EA (Enterprise Architecture) and 
the establishment of IT processes as a mode of 
the effective management of IT resources (Bhat-
tacharjya & Chang, 2006; Getter, 2007; Sallé, 
2004; Wagner, 2006)

IT Governance Definitions

Despite ITG’s importance and the currency of 
the term since the late 1990’s, academics work-
ing in the area continue to define the term in a 
number of ways (Webb et al., 2006). This lack of 
a comprehensive definition has possibly impeded 
in-depth research, further limiting the validity of 
cross-study comparisons of results (Keyes-Pearce, 
2002; Simonsson & Johnson, 2006; Webb et al., 
2006). It is thus necessary to clarify the concept 
of ITG through systematically classifying and 
drawing together various definitions of ITG in the 

hope of supporting active research. A variety of 
definitions of ITG are summarized in Table 1.

These diverse definitions may be classified 
into three perspectives. Firstly, researchers seek to 
understand ITG as the location of decision-making 
rights and accountabilities within organizations 
(ITGI, 2003; Peterson, 2004; Simonson & John-
son, 2006; Weill & Woodham, 2002). Weill and 
Woodham (2002), Peterson (2004), and Simon-
son and Johnson (2006) define ITG as basically 
decision-making in the IT domain, focusing on 
the distribution of decision rights and account-
abilities (or responsibilities) for the effective use 
of IT resources. 

Secondly, researchers understand ITG as 
involving the strategic alignment between IT 
and business in order to achieve enterprises’ full 
business value (Grembergen, 2004; Webb et al., 
2006). Grembergen (2004) and Webb et al. (2006) 
define ITG as those activities maximizing busi-
ness value through bringing about this strategic 
alignment. In achieving this goal, they emphasize 
the effective control of resources, performance 
management, and risk management.

Lastly, ITG may be defined as those IT organi-
zation structures and processes seeking to achieve 
organizations’ strategy (Korac-Kakabadse & 
Kakabadse, 2001; ITGI, 2003). Korac-Kakabadse 
and Kakabadse (2001) describe IS/ITG as dealing 
with the structure of relationships and processes 
aiming to develop, direct and control IS/IT re-
sources such that IT adds value to the firm’s pursuit 
of its strategic objectives. The ITGI (2003) define 
ITG as the responsibility of company executives 
and the board of directors, referring inclusively 
to the leadership, organizational structures and 
processes ensuring that enterprises’ IT sustains 
organizations strategies and objectives. The 
Australian Standards provide guiding principles 
for the directors of organizations on the effective, 
efficient, and acceptable use of ICT, setting out 
six principles in the context of a model of good 
corporate governance (AS 8015-2005, 2005).
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In short, ITG can be commonly defined as the 
clarification of decision-making rights and respon-
sibilities as companies seek to leverage IT assets 
to business goals. This alignment is designed to 
allow organizations to achieve their goals through 
putting in place a systematic series of activities 
establishing structures and processes. Research 
suggests that organizations work on three levels in 
developing IT governance frameworks, designing 
“structures”, “processes”, and “communication 
protocols or approaches” (Grembergen, 2004; 
Weill & Ross, 2004). Structures refer to organi-
zational units and roles responsible for making IT 
decisions, such as committees, executive teams, 
and business/IT relationship managers. Processes 
involve the arrangement of formal decision-
making and the design of forms of monitoring 
checking that daily behaviors are consistent with 

firm IT policy. Monitoring also provides input to 
decision-making as regards investment proposals 
and evaluation processes, architecture exception 
processes, service-level agreements, chargeback, 
and certain metrics. Communication approaches 
include announcements, advocates, channels, and 
education efforts disseminating IT governance 
principles and policies. These may also inform 
workers of the outcomes of IT decision-making 
processes (Grembergen, 2004; Weill & Ross, 
2004).

research topics addressed 

This work classifies a variety of ITG research 
topics into categories as shown in Figure 2. About 
39% of the existing literature relates to ITG frame-
works, with other work addressing issues such 

Table 1. IT Governance definitions

Researcher Definition of IT Governance

Korac-Kakabadse and Kakabadse 
(2001)

IS/ITG concentrates on the structure of company relationships and 
processes in seeking to develop, direct and control IS/IT resources. 
These arrangements add value to organizations as they pursue enterprise 
goals. ITG aims to balance risk and return for IS/IT resources and their 
processes.

Weill and Woodham 
(2002)

ITG specifies decision rights and accountability frameworks encouraging 
the best use within firms of IT.

ITGI (2003) ITG is the responsibility of the board of directors and executive manage-
ment. It forms an integral part of enterprise governance and consists of the 
leadership and organizational structures and processes which ensure that 
organizations keep to and extend their strategy.

Peterson (2004) ITG describes the distribution of IT decision-making rights and responsi-
bilities among different enterprise stakeholders, defining the procedures 
and mechanisms for making and monitoring strategic IT decisions.

Grembergen (2004) ITG refers to the organizational capacity exercised by the board, executive 
management and IT management in formulating and implementing IT 
strategy, as this brings together business and IT.

AS 8015-2005 (2005) The reference denotes an ITG system for the direction of Communication 
Technology (ICT) assets. The system involves evaluating, directing and 
monitoring ICT plans as these support business, and deals inclusively with 
ICT strategies and policies. 

Simonson and Johnson (2006) ITG concerns IT decision-making, that is, preparation for, making and 
implementing decisions regarding goals, processes, people and technology 
on a tactical and strategic level.

Webb et al. (2006) ITG refers to the strategic alignment of IT with business, aiming to release 
maximum business value through the development and maintenance of 
effective IT accountability and performance and risk management.



  ��

IT Governance-Based IT Strategy and Management

as risk management, ITG implementation, ITG 
measurement, governing IT outsourcing, aligning 
business activities and IT, IT project governance, 
ITG awareness, ITG impact on business perfor-
mance, ITG effectiveness, ITG awareness, ITG 
modeling, and ITG software products.

Most previous research on ITG frameworks 
can be categorized into two main streams, one 
dealing with ITG forms (centralized, decentral-
ized, hybrid, or federal) for the effective manage-
ment of IT resources, and the other dealing with 
contingent influences on such forms (Brown & 
Grant, 2005). Sambamurthy and Zmud (1999) 
note the way in which organizations select ITG 
forms based on how they locate decision-making 
authority for principal IT activities, that is, the 
use of IT assets, project management, and the 
design of specific IT infrastructures. The authors 
categorize these contingency factors into three 
areas, corporate governance, economies of scope, 
and organizations’ absorptive capacity, examining 
these factors influences on ITG forms accord-
ing to the theory of multiple contingency. Chin, 
Brown, and Hu (2004) identify five contingency 
factors—the structure of corporate governance, 
government regulations and policies, global and 
local market competition, organizational culture, 

and organizational IT competence. The last 
two factors are related to how companies’ ITG 
structures develop in the course of mergers and 
acquisitions. They also perform an exploratory 
case study of an international telecommunications 
company validating these factors as shaping the 
development of ITG.

While the early stages of research on ITG 
mostly focused on the design of ITG frameworks 
for IT decision-making, since 2004 research has 
diversified into various topics including risk man-
agement, ITG implementation, ITG measurement 
IT outsourcing governance, business-IT strategic 
alignment, IT project governance, ITG impacts on 
firm performance, ITG effectiveness and so on. 
Figure 3 illustrates the explosion of analyses of 
ITG in the form of timeline, indicating the need 
to classify and synthesis current approaches.

In particular, Figure 3 shows the diversifica-
tion of research on ITG in the past three years. 
For example, as practitioners’ awareness of the 
importance of ITG has grown, research has begun 
to tackle the question of how effectively to imple-
ment ITG within organizations (Bhattacharjya 
& Chang, 2006; Cater-Steel, Mark Toleman, & 
Chown, 2006; Getter, 2007; Heier et al. 2007; 
Letsoalo Brown, & Njenga, 2006). Companies 

Figure 2. Diversity of research topics in ITG
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have begun to develop ITG mechanisms to control 
risks in response to new compliance requirements. 
In the wake of corporate scandals like Enron, 
risk management has rapidly become one of the 
most discussed subfields of ITG research (Debre-
ceny, 2006; Hoappa & Wiander, 2006; Njenga & 
Brown, 2006). In addition, more recently research-
ers have addressed the measurement of firms’ 
ITG maturity level. In this respect, Simonsson, 
Johnson, and Wijkström (2007) develop an ITG 
maturity assessment model, which comprises a 
modeling language for ITG based on Cobit, and a 
transparent analysis framework which enables the 
aggregation of single metrics into comprehensive 
maturity scores. This type of work is considerably 
more sophisticated than research on ITG in its 
early stage, which dealt mainly with ITG-related 
frameworks in terms of structures and processes 
(Brown, 1997; Peppard, Edwards, & Lambert, 
1999; Sambamurthy & Zmud, 1999). More up-
to-date work rather develops integral frameworks 
for assessing and verifying the impacts of ITG 
on business value (Csaszar & Clemons, 2006; 
Huang, Zmud, & Price, 2006; Sääksjärvi, 2006; 
Tanriverdi, 2006; Wagner, 2006).

In summary, further studies will be required 
to deal with relationships between ITG activities 
and business performance in such parameters as 

improved transparency and strengthened competi-
tiveness; moreover, research will have to formulate 
more thoroughly the indicators evaluating ITG 
activities’ efficiency. It is also possible that future 
ITG research could propose practical measures 
for strengthening company competitiveness by 
through the alignment of IT assets and business. 
Systematic frameworks would then govern the 
relationship between IT and other functions of 
corporate operations.

timeline research

The historical development of ITG research can 
be illustrated through the use of a timeline. The 
number of research papers published by year is 
shown in Figure 4.

The analysis points to a dramatic increase in 
the number of articles published over the past 
four years, implying a recent pickup of interest 
on ITG. 89 articles, about 78% of the 114 articles 
in total, have been published since 2004. This 
explosion of interest coincides with the collapse 
of WorldCom, suggesting that increasingly ITG 
is being envisioned as an integral element of ef-
fective corporate governance, helping deliver an 
international standard of corporate transparency. 
In line with such trends, industry and practi-

Figure 3. Trend of research topics on ITG by year
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tioners have convened conferences such as the 
ITG International Conference, which especially 
focuses on ITG issues, and an ITG session has 
been part of the Hawaii International Conference 
on System Sciences (HICSS) since 2005. These 
papers, however, while increasing in number, 
have yet to reach a stage of consensus among 
researchers and practitioners. This absence seems 
to be closely related to the lack of a unified ITG 
definition, and the concomitant lack of a theoretical 
framework accommodating systematic attempts 
to describe ITG.

unit of analysis

Classifying articles by unit of analysis indicates 
that most research works to date have addressed 
ITG issues (either explicitly or implicitly) at a firm 
level; see Figure 5. Generally, the nature of ITG 
itself facilitates this level of analysis. ITG almost 
necessarily comprises questions of organizational 
structure, processes, and leadership for decision-
making, as firms seek to support their strategic 
outcomes through their IT assets deployment. 
Further, the centrality of IT in transparency 
means that in rationalizing decision structures, 

ITG is typically conceived at firm level (ITGI, 
2003; Weill & Ross, 2004). Most research has 
then followed through these concepts in seeking 
to examine ITG as the relationship between busi-
ness units (typically management or other firm 
functional units in relation to ITG), illuminating 
the connection between ITG design and maximal 
corporate performance. 

Although most companies have by now man-
aged a large number of IT system projects, very 
little research is devoted to ITG at the project 
level, concerning such issues as effective IT 
project control (or IT project governance). Among 
114 articles, only seven mention the importance 
of IT project governance as a framework for 
resolving conflicts among stakeholders in the 
execution of IT projects (Dekkers, 2004; Henry, 
Kirsch, & Sambamurthy 2003; Johnstone, Huff, 
& Hope, 2006; Mähring, 2002; Sherer, 2004; 
Young, 2006; Young & Jordan, 2003). Mean-
while, though mergers and acquisitions are now 
considered one of the most effective strategies for 
enhancing corporate competitiveness in rapidly 
changing market environments, only one paper 
considers ITG in cases of mergers and acquisi-
tions (Chin et al., 2004). The suggestion here is 

Figure 4. Number of papers published by year

3 1 2 2

10
7

2 1

3
1

5 6

9
9

36

122

1

2

0

5

10

15

20

25

30

35

40

45

~2000 2001 2002 2003 2004 20005 2006 200 7

P ublis he d  Ye a r

N
u

m
b

e
r

 

o
f

 

P
a

p
e

rs

Wo rk in g  Pa pe r/ Te ch nical  R epor t
Co nfer en ce
Jo urna l



��  

IT Governance-Based IT Strategy and Management

that interfirm level research on ITG may also be 
required in studying or modeling the convergence 
of different industries (e.g., the converged service 
of mobile phone banking with different parties). 
Firm, business and service convergence in this 
way creates another dimension of IT complexity, 
meaning that analytical frameworks may need to 
consider the coordination of multiple IT resources 
in describing the way forward for industry.

research methodology

Scientific papers’ research methodology can be 
mainly divided into three different categories by 
purpose, exploratory study, descriptive study, and 
causal study. Exploratory studies are useful when 
researchers lack a clear idea of the problems that 
their research may encounter. These studies aid 
researchers to formulate concepts more clearly, 
to establish priorities, to develop operational 
definitions, and improve final research designs. In 
contrast to exploratory studies, descriptive studies 
aim only to characterize phenomena associated 
with a subject population, breaking this down 
among accounts or descriptors, or discovering 
associations among different variables. In a causal 
study, researchers seek to explain relationships 
among variables. Descriptive and causal studies 
centrally differ in their objectives, with descrip-
tive studies concerned to answer “who,” “what,” 

“where,” “when,” or “how much” questions, and 
causal “why” (Cooper & Shindler, 2002).

The publications classified by these catego-
ries are summarized in Figure 6. It shows that 
the bulk of research undertaken in the ITG area 
remains exploratory except only ten articles. This 
result seems mainly due to the immaturity of 
ITG research, which lacks established theoretical 
frameworks in its early stages. Most of the explor-
atory research was conducted using case studies, 
undertaken through document analysis, survey, 
Delphi methods, and so forth. Case studies have 
proved to date one of the most popular research 
methods in the ITG field as shown in Figure 6; these 
have usually involved, as generally, the analysis 
of a phenomenon in its natural environment, by 
means of data collection using such methods as 
direct observation, interviews, document analysis 
(Gonzalez, Gasco, & Llopis, 2006).

In addition to case studies, document analysis 
is widely used dealing with themes of ITG frame-
works, IT project governance, risk management, 
and ITG measurement. Surveys are also used to 
evaluate firms’ and managements’ awareness 
level of issues in ITG (Ahn, Yang, & Han, 2006; 
Na, Lee, Lee, & Lim, 2005), as well as in ana-
lyzing problems related with ITG frameworks, 
risk management and the outsourcing of ITG. 
Grembdergen, Haes, and Brempt (2007) use a 
Delphi method to build up a generic cascade from 

Figure 5. Unit of analysis
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business goals to IT goals and IT processes in 
order to better understand their inter-relationship. 
While many exploratory studies are interesting, it 
remains difficult to generalize their findings. 

Most causal research in ITG is performed 
based on survey methods, although exception-
ally Csaszar and Clemons’ (2006) study uses 
simulation. Causal research works attempt to 
investigate relations between ITG and business 
performance usually through survey methods 
(Tanriverdi, 2006) and simulation (Csaszar & 
Clemons, 2006). Cumps, Viaene, Dedene, and 
Vandenbulcke (2006) apply a resource-based 
view in analyzing the effects of business-ICT 
(Information and Communication Technology) 
alignment for firms seeking to sustain their com-
petitive advantage. Jeong, Kang, and Lee (2007), 
meanwhile, develop a measurement instrument 
for ITG in three domains: IT resource and per-
formance management, IT project management, 
and IT service management. Sääksjärvi (2006) 
investigates the impacts of strategic alignment 
and ITG on IT outsourcing success. Green and 
Ali (2006) study the roles of ITG mechanisms 
and their impact on the overall effectiveness of 

ITG. Henry (2003) develops a project-level con-
ceptualization of ITG and tests how IT project 
governance arrangements are influenced by the 
distribution of business and IT knowledge. He also 
tests their impact on project performance.

There is currently a dearth of descriptive 
research in the field seeking to offer a broader 
understanding of ITG. We can find only one 
descriptive study, which focuses on strategic 
alignment as a key objective of ITG, developing 
a benchmark for this value which is then tested 
against a sample (Musson & Jordan, 2006).

In this field, theoretical frameworks both 
provide a basis for in-depth investigations, such 
as causal research, and represent a basic scheme 
organizing further characterizations of individual 
instances. Classifying the existing research, only 
16 articles, making up about 14% of all research 
examined in Table 2, drew substantially on 
theoretical frameworks, while the rest mainly 
remained at a conceptual level without adducing 
theoretical backgrounds. 

There is a need for future research on ITG to 
present itself in the context of a cumulative tradi-
tion. New work could then specify its theoretical 

Figure 6. Number of papers published by research methodology
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Table 2. Theoretical framework for ITG research

Theoretical Framework Research Summary

Agent Theory
(Wu, 2006)

Examines the role of ITG in helping reduce information asymmetry 
between information security functions and top management and, in turn, 
adverse selection in information security

Cybernetic Theory
(Peppard, 2005)

Attempts to develop an approach to assessing an organization’s exist-
ing ITG structure as well as developing methods for constructing ITG 
structures

Evolutionary-Based Views
(Cumps et al., 2006)

Examines the alignment between business and ICT as positively contribut-
ing to business performance and effectiveness

Multiple Contingency Theory
(Sambamurthy & Zmud, 1999)

Examines how multiple and interacting contingent forces influence modes 
of IT governance

Organization Design Theory
(Peterson, 2004)

Presents a holistic view of ITG, in which structural, process, and relational 
capabilities represent integral parts of an effective ITG architecture

Organization Theory
(Ribbers, Peterson & Parker, 2002)

Examines the design and effectiveness of ITG processes from both rational 
and social perspectives

Process Change Theory
(Leih, 2007)

Evaluates how certain types of regulatory changes are impacting on ITG

Project Theory,
organizational Control Theory,
Professions Theory
(Mähring, 2002)

Addresses the organizational control of IT projects, specifically how con-
trol evolves over time and how executives engage in control tasks

Resource-Based Views
(Cumps et al., 2006; Janssen & Joha, 2006;
Tanriverdi, 2006; Wagner, 2006;
Willcocks, Feeny, & Olson, 2006)

Examines the sources of cross-unit IT synergy and the conditions under 
which cross-unit IT synergies improve the performance of multibusiness 
firms (Tanriverdi, 2006),
Examines the challenges of implementing a core IS capabilities framework 
(Willcocks et al., 2006),
Examines the alignment between business and ICT as improving business 
performance and effectiveness (Cumps et al., 2006),
Aims to link RBV with information management modes such as the IT 
infrastructure library (ITIL) to explain the impact of IT on firm success 
(Wagner, 2006)
Aims to develop a better understanding of the ITG necessary to share 
services in public administration (Janssen & Joha, 2006)

Rational-analytical Theory,
Social-Political Theory
(Peterson, Parket, & Ribbers, 2002)

Examines the design and effectiveness of ITG processes from both rational-
analytical and social-learning perspectives

Situational Leadership Theory
(Peterson & Fairchild, 2003)

Examines tasks, relationships, and change orientations in e-business leader-
ship

Social Systems Theory
(Ask, Bjornsson, Johansson, Magnusson, 
& Nilsson, 2007)

Uses Niclas Luhmann’s concepts of paradox and deparadoxization as a start-
ing point for looking at ITG within large, Swedish organizations

Strategic Alignment Model
(Sääksjärvi, 2006)

Analyses IS outsourcing in the strategic context of IT management, dealing 
with both organizational and IT infrastructures
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framework and begin to offer operative guidelines 
to industrial practitioners, for example, through 
suggesting some of the practical implications of 
different ITG designs.

it Governance framework

Some researchers have sought to develop a more 
comprehensive ITG framework by combining a 
variety of existing definitions and approaches. In 
general, frameworks designate the structure of 
a set of objects within a given domain, besides 
describing the relationships among those objects 
(Dibbern, Goles, Hirschheim, & Jayatilaka, 2004). 
The organizing effect of frameworks is especially 
useful during the early stages of research in a 
domain in delineating a research area, providing a 
foundation for the description of knowledge, and 
uncovering or highlighting opportunities for more 
specific theory development and testing within the 
domain in question (Dibbern et al., 2004). 

One of the most frequently referenced frame-
works in ITG is the Control Objectives for Informa-
tion and related Technology (COBIT) framework 
as proposed by ITGI. ITGI, established in 1998 
to advance international thinking and standards 

in directing and controlling enterprises’ informa-
tion technology, offers the COBIT framework as 
a tool for integrating and institutionalizing good 
practices, ensuring individual enterprises’ IT 
supports their business objectives. 

In the COBIT framework, the ITG focus area 
is divided into five subareas as shown in Table 
3: strategic alignment, value delivery, resource 
management, risk management, and performance 
management. These five areas consist of topics 
which executive management needs to address 
in governing IT within their enterprises (ITGI, 
2005).

The Australian Standard for the Corporate 
Governance of ICT (AS 8015-2005, 2005) repre-
sents one of the most important efforts to date to 
provide a framework for practical use by company 
directors in evaluating, directing and monitoring 
their organizations’ ICT portfolio. As shown in 
Table 4, this standard sets out six principles for 
the good corporate governance of ICT, applicable 
to most organizations including public and private 
companies, government entities, and not-for-profit 
organizations. 

The standard also proposes an ICT governance 
model in the form of a cycle with phases known 

ITG Focus Area Definition

Strategic
Alignment

Focuses on ensuring strong connections between business and IT plans; defining, 
maintaining and validating IT value propositions; and aligning IT with enterprise 
operations

Value
Delivery

Executes value propositions throughout the delivery cycle, ensuring that IT deliv-
ers promised benefits against business strategies, optimizing costs and proving the 
intrinsic value of IT

Resource
Management

Specifies the optimal investment in, and the proper management of, critical IT re-
sources, including applications, information, infrastructure and people. Key issues 
relate to the optimization of knowledge and infrastructure

Risk
Management

Defines risk awareness among senior corporate officers, stressing the need to 
understand enterprises’ risk appetite, compliance requirements, and transparency; 
embeds risk management responsibilities within the organization

Performance Management Tracks and monitors strategy implementation, project completion, resource usage, 
process performance and service delivery, using, for example, balanced scorecards 
translating strategy into action to achieve goals not captured by conventional ac-
counting methods

Table 3. IT governance focus areas in COBIT
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as Evaluate-Direct-Monitor, as shown in Figure 
7. In this model, directors govern ICT through 
three main tasks; (1) evaluating the use of ICT, 
(2) directly preparing and implementing plans and 
policies, and (3) monitoring performance against 
policies and plans.

More generally within this research stream, 
Simonsson and Johnson (2006) define ITG 
as the IT-related decision making concerning 
such assets as hardware, software, information 
processes, staff, and company strategic goals, 
proposing a comprehensive framework in which 
ITG is separated among three dimensions; its 
domain, decision-making processes, and scope. 
Peterson’s (2004) definition of ITG is of a situa-
tion of dispersed authority and responsibility for 
IT decisions among different interested parties; 
his research is concerned to suggest mechanisms 
and processes for the control and monitoring of 
effective IT decision making. Grembergen (2004) 
extends Peterson’s original ITG framework into a 
more diversified mixture of structures, processes 
and relational mechanisms of use in optimizing 
ITG resource allocations to ensure responsible 
decision-making. Brown and Grant (2005) review 
existing papers on ITG, proposing a conceptual 
framework synthesizing current research and 
representing a logical underpinning for future 
work. The authors classify enterprises ITG struc-
tures into centralized or decentralized based on 
the organizational placement of decision-making 

authorities and the organizational structuring of 
IT activities. They conclude the best ITG form for 
a given firm is contingent on a variety of factors 
such as its organizational structure, decision-
making structure, organizational environment, 
industry, firm size. 

Conversely, Korac-Kakabadse and Kakabadse 
(2001) extend Peterson’s work in the direction of 
generating a new controlled method for measuring 
the effect of IT, rationally evaluating IT accord-
ing to its characteristics, and offering a basis for 
IS/IT technology-based development. Webb et 
al. (2006) claim that the function of ITG lies in 
strategically relating IT and business, aiming to 
release maximal business value through effec-
tive IT control, incorporating the assignment of 
responsibilities and management of performance, 
risks and IT development. For this approach, 
the crucial components of ITG are the strategic 
relationships between business units, IT’s role in 
value delivery, performance management, control, 
and responsibility.

Finally, Weill and Ross’s ITG framework 
(2004) offers some scope for the amalgamation 
of the above two perspectives. This framework is 
especially concerned to devise appropriate mecha-
nisms governing corporate IT decisions. The 
authors categorize the scope of IT decision mak-
ing into five areas pertaining to decision-making 
and responsibility: IT principles, IT architecture, 
IT infrastructure strategies, business applica-

Table 4. The six principles of AS 8015-2005

Principles Explanation

Principle 1 Establish clearly understood responsibilities for ICT

Principle 2 Plan ICT to best support organisations

Principle 3 Acquire ICT validly

Principle 4 Ensure that ICT performs well, whenever required

Principle 5 Ensure ICT conforms with formal rules

Principle 6 Ensure ICT use respects human factors
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tion needs, and IT investment and prioritization. 
Weill and Ross’s aim is to examine the types of 
ITG decision activities suitable for the business 
environment of given companies by sorting firms 
among six archetypes of ITG structure: business 
monarchies, IT monarchies, feudal arrangements, 
federal arrangements, IT duopolies, and anarchy. 
These arrangements differ according to the loca-
tion and scope of decision activities. They also 
suggest a governance mechanism composed of 
structural elements, committees, and policy as 
an effective means of driving ITG performance 
(Weill & Ross, 2004).

In summary, some researchers have tried to 
arrange various notions of ITG and to propose a 
comprehensive framework for ITG. However, the 
frameworks that they proposed cover only some 
parts of ITG and most frameworks do not consider 
the importance of corporate governance. Thus, it 
is essential to develop more comprehensive ITG 
framework to facilitate further research on ITG 
(Keyes-Pearce, 2002; Simonsson & Johnson, 
2006; Webb et al., 2006).

conclusion

This chapter has attempted to lay down guidelines 
for future research on the basis of a classification 
and analysis of the current literature on ITG. 
It drew on a broader range of literature than is 
customary in some reviews, generating the fol-
lowing conclusions.

Firstly, ITG research is confronted with a need 
to develop a comprehensive ITG framework build-
ing systematically on the various definitions of 
ITG so far offered. This study would encourage 
forthcoming works to seek to develop, or to rely 
on some form of, an integrated ITG framework; 
this would both guide case-study and other char-
acterizations of specific instances, and contribute 
towards a continuously developing tradition of 
academic analysis. Further, the ITG frameworks 
suggested by research needs to take account of 
enterprises’ requirements in terms of transpar-
ency, as both will facilitate internal auditing and 
compliance on a strategic level with international 
standards, and foster company competitiveness.

Figure 7. Model for corporate governance of ICT in AS 8015-2005
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Secondly, this study analyzed existing works 
from various perspectives, taking note of, for 
example, the origin of their problem areas, their 
definition, research themes, timelines, methodol-
ogy and theoretical frameworks. Establishing a 
chronological picture of the development of ITG 
research in this way is helpful in providing a base-
line for future study. In particular, methodological 
analysis revealed existing studies’ limitations, 
suggesting a basis for their improvement. Some 
problems with existing work derive from the 
lack of an agreed theoretical basis in classifying 
research issues. In categorizing existing studies 
according to different research topics, we also 
suggested possible future directions in which 
ongoing work might usefully be taken.

 This study, nevertheless, is limited in that it 
only considers research within the following sub-
categories of ITG, that is, business/IT strategic 
relationships, IT outsourcing, and ITSM/ITIL. 
Most of all, this study points to the pressing need 
for research to develop a systematic, inclusive 
framework according to which further studies 
of ITG can proceed.
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abstract

This chapter reviews the IT governance literature. It proposes that there are three different concepts 
that are grouped together as IT governance. These concepts are IT governance as a framework or 
audit process, IT governance as IT decision-making and IT governance as a branch of corporate gover-
nance. It argues that the first of these concepts is not a senior management issue, but an aid to a business 
process and that the remaining two concepts are complementary. The chapter recommends that the term 
IT governance is seen as a crucial part of the board’s wider corporate governance task, and suggests 
that is concerning that the view of IT governance as IT decision-making rarely pays any attention to the 
role of the board in a crucial decision-making process. The chapter is intended to bring together the 
disparate views of IT governance so as to permit a broader view of this important subject.

introduction

IT governance is a much-used term, but it has a 
confusing literature, with the term being used 
with several different meanings. This may partly 
be because different target audiences each seek 
information focussed on their requirements. So, 
for example, CIOs are pressed to adopt “best 
practice” in their IT service management; risk 
managers need to manage IT risk; senior manag-
ers wish to ensure that their staff manage their 

IT projects efficiently; board members want to 
discharge their corporate governance obligations 
towards IT. These different activities are lumped 
together under the heading of IT governance. Per-
haps this is because IT governance sounds grander 
than service management or risk management; 
whatever the reason, IT governance has a diverse 
literature. This chapter examines the literature on 
IT governance, and proposes a three-way division 
of the broad field covered by the term.
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backGround

Most organizations rely on their information 
technology, and, it is widely claimed, expenditure 
on IT is a large proportion of company budgets 
(e.g., Weill & Olsen, 1989). It is not surprising 
then that a global survey by KPMG in 2004 found 
that 77.4% of respondent companies were vitally 
dependent on IT for their continuing operation 
(KPMG, 2004). In most companies, the top-level 
management of IT is seen as a matter of corpo-
rate governance; the literature shows that poorly 
performing IT systems can jeopardize the entire 
organization (see, for example, the role of IT in 
the collapse of One.Tel (Avison, 2003; Avison, 
Wilson & Hunt, 2003)). The corporate governance 
of IT, which is referred to as IT governance in the 
literature, is a significant part of the total corporate 
governance task for a board. However, unlike 
corporate governance, there are no standards for 
IT governance (Nolan & McFarlan, 2005), and 
“Because there has been no comparable body 
of knowledge and best practice, IT governance 
doesn’t exist per se” (Nolan & McFarlan, 2005, 
p. 98). The literature on IT governance is largely 
concentrated on the operational management 
of IT and there is little on the requirements for 
the corporate governance of IT. Weill and Ross 
(2004) suggest that IT governance is normally 
delegated to the CIO, although the board retains 
overall responsibility for governance. Perhaps 
this delegation is explained by Jordan (2001) and 
Jordan and Musson (2003), who offer evidence 
that many Australian board members have “at 
best only survival skills in IT”; however, no clear 
picture arose from their research on how a board’s 
IT governance responsibilities were discharged. A 
survey by PricewaterhouseCoopers (PwC, 2004) 
found that, whilst more than 91% of CEOs under-
stood that IT was central to the continuing success 
of their companies, more than two-thirds of them 
were unable or unwilling to answer questions 
on their system of IT governance. In fact, 42% 
of them worldwide and 44% in the Asia-Pacific 

region said that they did not intend to implement a 
system of IT governance (PwC, 2004). However, 
two studies have found that board members have 
little interest in IT. One study, Jordan and Musson 
(2003), investigated Australian board members’ 
attitudes to the governance of e-commerce, and 
noted that, “…boards do not appear to carry out 
their corporate governance duties, at least in re-
spect of electronic commerce risk” (Section 5).

The second study, of 17 medium to large 
Canadian companies, noted that “The risks and 
opportunities IT presents …. may require a level 
of technical insight that is often absent from the 
boardroom. …. The net effect is that many boards 
are reluctant to deal with IT governance issues” 
(Huff, Maher & Munro, 2004, p. 1), and that 
“…most boards seem to be passive receivers of 
information about IT as opposed to aggressive, 
proactive questioners. We saw little board-level 
concern about the company’s return on its IT 
investment, for example, or the appropriate level 
of IT expenditures” (Huff, Maher & Munro, 
2004, p. 3).

A review of the literature suggests that direc-
tors may not be the only people confused about 
IT governance; it shows that there are at least 
three different meanings applied to the term. This 
chapter reviews the use of the term IT governance 
in the literature. 

litEraturE rEviEw

There is an extensive literature on IT governance, 
but much of it is theoretical, and there is little on 
the actual processes involved with IT governance; 
a gap exists between theoretical frameworks and 
contemporary practice (Ribbers, Peterson & 
Parker, 2002). Analysis shows that there are three 
principal schools of thought on IT governance in 
the literature. These are:

  
• IT governance as a framework or an audit 

process.
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 • IT governance as IT decision-making, and
 • IT governance as a branch of corporate 

governance.

These three schools are discussed in the fol-
lowing sections.

it Governance as a framework 
or an audit process

A number of writers suggest frameworks that 
are detailed and intended for implementation by 
middle managers, and which the writers call IT 
governance “frameworks.” These frameworks 
facilitate the processes of IT management and of 
internal IT control. This view of IT governance 
may have been reinforced by the introduction in 
the US of the Sarbanes-Oxley Act (SOX, 2002). 
This was enacted on 30th July 2002, following 
the collapse of a number of large US companies, 
including Enron and Worldcom. The Sarbanes-
Oxley Act (SOX, 2002) moves the emphasis of 
US corporate governance away from voluntary 
disclosure, and towards the regulation of disclo-
sure and, more generally, corporate conduct. The 
Sarbanes-Oxley Act (the Act) explicitly addresses 
the responsibilities of the CEO, the CFO and the 
external auditor, in the areas of transparency, 
integrity and accountability in financial reporting 
and the system of internal control. As both finan-
cial reporting and the system of internal control 
are heavily dependent on IT, the Act also has a 
profound effect on systems of IT governance. 
However, the Act deals with a small part of the 
total IT governance obligations of a director, es-
sentially those that can be audited.

Some of the frequently cited frameworks 
are:

• CoBIT
 • ITIL
 • ISO/IEC 27001 (2005a), ISO/IEC 17799 

(2005b), BS 7799 (2000).

These frameworks are not alternative treat-
ments of the same issues; indeed, there is little 
overlap between them. Most of the literature 
concerned with these frameworks is practical in 
nature; there is little discussion of them in the 
academic literature. They are briefly discussed 
in the next section.

CoBIT (Control objectives for Information 
Technology), from the US-based Information 
Systems Audit and Control Association (ISACA), 
an IT auditing body, is a proprietary approach 
to implementing and evaluating controls in the 
IT environment (ITGI, 2002). It is a normative 
framework of 34 overall control objectives. These 
are divided into a hierarchy of auditable processes 
intended to support a total of 318 detailed control 
objectives. CoBIT provides a number of tools to 
assist in managing IT, including performance 
measures and critical success factors (CSFs) for 
the management processes, and maturity models 
to help organizations to benchmark their perfor-
mance in managing their IT. The CoBIT view 
of IT governance is concerned with two issues 
(ITGI, 2002):

 • Ensuring that IT delivers value to the busi-
ness

 • Ensuring that IT risks are mitigated

CoBIT is useful as an aid to operational 
managers implementing an IT project, and more 
particularly as a tool for auditing the alignment 
of business and IT objectives (Sallé, 2004). 

ITIL (Information Technology Infrastructure 
Library) is from the UK government, which was 
originally devised in the 1980’s by CCTA (now 
OGC) for auditing the IT activities of government 
agencies (Sallé, 2004). A list of these publica-
tions is given in OGC (2004). The ITIL library 
is set of “best practice” standards for IT service 
management. ITIL is concerned with the critical 
business processes needed to provide high qual-
ity IT services; it does not concern itself with 
strategic issues (Sallé, 2004). In addition to the 
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library documents, there is a veritable industry 
in software tools, accreditation, audit, training 
and consulting on ITIL

ISO/IEC 27001 (2005a), ISO/IEC 17799 (2005b) 
and BS7799-2 (2000). These are concerned with 
the specialised subject of Information Security 
Management. They are intended for technical staff 
that are responsible for initiating, implementing, 
and maintaining information security within their 
organizations. ISO/IEC 27001:2005 (ISO 2005a) 
is a specification for an information security 
management system, and ISO/IEC 17799:2005 
(ISO, 2005b) is a code of practice for implement-
ing an information security management system. 
ISO/IEC 27001 is a certifiable standard, that is to 
say that organizations can have their information 
security measures certified by independent as-
sessor against the requirements of the Standard. 
References in the literature may also be found to 
BS7799-2:2000; this was replaced by ISO/IEC 
27001 in October 2005 (ISO, 2005a). 

Spafford (2003) noted that “COBIT, ISO 17799 
and ITIL all serve as excellent frameworks by 
which to improve IT governance” but only COBIT 
deals with an overall system of control for IT. 
These frameworks are not alternative treatments; 
indeed, there is little overlap between the three. 
Most of the writers promoting these frameworks 
as IT governance frameworks “…do not take into 
account the broad view of IT governance, but 
instead simply describe one aspect or other of the 
concept” (Webb, Pollard & Ridley, 2006, p.5). 

One other document that is frequently cited is 
the Australian Standard on IT Governance, AS 
8015 – 2005 (AS, 2005). Although described as 
a Standard, this document is actually intended 
to “…provide a framework of principles” (p.2) to 
guide directors on “…the areas of risk associated 
with the implementation and use of ICT” (p.5). 
It provides a useful but very high-level overview 
of the processes needed to be put in place to pro-
vide corporate governance of IT. However, the 
term “risk” here appears to be used to describe 
unwanted outcomes, and the Standard does not 

seem to consider the strategic opportunities that 
IT could afford an organization. This is perhaps 
surprising; most of the authorities quoted in the 
following sections of this chapter are concerned 
to ensure that the rewards as well as the risks 
of IT are properly managed. Unlike the other 
frameworks considered in this section, AS 8015 
is aimed at top management. 

it Governance as it 
decision-making

This, the dominant view of IT governance (Peter-
son, Parker & Ribbers, 2002), narrowly defines 
the term as the allocation of decision rights and 
accountability so to encourage desirable behaviour 
in the use of IT (e.g., Weill & Broadbent, 1998). 
This view sees IT governance as a structure 
concerned with the management and supply of IT 
services (Peterson, 2003), and concentrates on the 
locus of the IT decision-making authority within 
an organization (Brown, 1997; Sambamurthy & 
Zmud, 1999; Weill, 2004; Weill & Woodham, 
2002). Early work argued that the governance 
structure for a company depended on a number 
of factors (see, for example Brown, 1997) but this 
contingency approach was complex and difficult 
to apply in practice. The interaction of the factors 
was a particular sticking point; many writers as-
sumed that the factors would not interact (notably 
Henderson & Venkatraman, 1992). Those writers 
who did assume interaction produced frameworks 
of especial complexity (e.g., Sambamurthy & 
Zmud, 1999). In this early view, IT governance 
is concerned with three issues (Sambamurthy & 
Zmud, 1999, p. 262):

 • IT infrastructure management, which refers 
to decisions concerning the “… nature of 
hardware and software platforms, annual 
enhancements to these platforms, the nature 
of network and data architectures and the 
corporate standards for procurement and 
deployment of IT assets” (Sambamurthy & 
Zmud, 1999, p. 262).
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 • IT use management, which refers to decisions 
concerning “… applications prioritisation 
and (short and long-term) planning and 
the day-to-day delivery of operations and 
services” (Sambamurthy & Zmud, 1999, p. 
262).

• Project management, which requires the 
“…blending (of) knowledge of IT infra-
structure capabilities and capacities with 
knowledge associated with the conceptuali-
sation, acquisition, development and deploy-
ment of information systems applications” 
(Sambamurthy & Zmud, 1999, p. 262).

This literature identifies three modes of IT 
governance (Sambamurthy & Zmud, 1999, Brown 
& McGill, 1994). These are:

 • Centralized, where corporate management 
have the crossorganizational IT decision-
making authority.

 • Decentralized, where divisional manage-
ment have IT decision-making authority for 
their systems, and

 • Hybrid or Federal, where corporate man-
agement has IT infrastructure decision-mak-
ing authority for the entire organization, 
and divisional management has authority 
for their applications and system develop-
ment.

The literature suggests that the hybrid mode 
is dominant (Hodgkinson, 1996; Sambamurthy 
& Zmud, 1999; Weill & Broadbent, 2003). 

This view of IT governance is similar to the 
earlier debates on the organizational structure of 
the IT function (see for example King, 1983; Olsen 
& Chervany, 1980; Tavakolian, 1989). Part of this 
debate concerns whether the IT function should 
be centralised, controlling organization-wide IT 
services from a single unit, or decentralised, with 
each business unit having its own IT function 
(Dearden, 1987). Neither choice is applicable in 
every case (Boynton, Jacobs & Zmud, 1992).

The literature makes a link between this form 
of IT governance and corporate governance. A 
number of writers have suggested that the form 
of corporate governance used by an organization 
is reflected in their IT governance (Applegate, 
McFarlan and McKenney, 1999; Brown & McGill, 
1994; Sambamurthy & Zmud, 1999). Thus, for 
example, centralized organizations also centralise 
their IT, and decentralized organizations also 
decentralize their IT.

Later work is more concerned with the archi-
tecture, rather than the modes, of IT governance. 
The work of Weill and Ross (2004, 2005) proposes 
six styles or archetypes of IT governance, which 
shows the location of the decision rights for IT 
governance. These are:

 • The Business Monarchy, where decisions 
are made by C level managers.

 • The IT monarchy, where decisions are made 
by IT managers.

 • Federal, where decisions are made by C-level 
managers together with the managers of at 
least one of the business operating groups.

 • Feudal, where decisions are made by the C 
Level managers of a business unit.

 • Duopoly, where decisions are jointly made 
by IT managers and by the managers of at 
least one business unit, and

 • Anarchy, where each user can make their 
own decisions.

 
These have some resemblance to the modes 

of IT governance noted previously (Brown & 
McGill, 1994; Sambamurthy & Zmud, 1999). 
The Business and IT Monarchies are similar to 
the Centralized form, and the Federal form is 
common to both frameworks.

Based on their IT governance work, Weill and 
Ross (2005) propose that there are five decision 
domains. These are:

 • IT principles, which decides such questions 
as the role of IT and the basis of funding of 
IT projects
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 • IT architecture, which discusses the way 
in which the core business processes are 
implemented in IT

 • IT infrastructure strategies, which decides 
the set of  IT infrastructure services needed 
to support the company’s strategic objec-
tives

 • Business application requirements, which 
determines the set of business applications 
needed to support the company’s business 
objectives, and

 • IT investment and priorities, which ensures 
that the IT investment continues to support 
the company’s changing needs.

These issues are also discussed in the IT prac-
titioner-focussed Strategic Information Systems 
Planning (SISP) discipline. The IT principles ques-
tions are addressed by many writers, especially 
Martino (1983) and Galliers (1987). The technical 
aspects of the IT architecture questions (but not 
the business processes ones) are addressed by 
Galliers (1987) and later by Lederer and Sethi 
(1996). The technical aspects of IT infrastructure 
are addressed by Galliers (1987) and the manage-
ment issues of IT infrastructure are also discussed 
by Wilson (1989). Business application needs are 
addressed by Martino (1983) and Galliers (1987), 
and IT investment and prioritization by Martino 
(1983). The significant matter here is that Weill and 
Ross (2005) are addressing a business audience, 
not a technical one, and that they have brought 
these issues together and successfully brought 
them to the attention of business managers. Weill 
and Ross (2005) also argue strongly for transpar-
ency in the IT governance process. They say that 
“A huge barrier to effective IT governance is lack 
of understanding how decisions are made, what 
processes are being implemented and what the 
desired outcomes are…..more communications 
generally means more effective governance” 
(p. 28).

This sensible advice is equally applicable to 
the wider subject of the corporate governance of 

IT. Whilst the detailed issues discussed by Weill 
and Ross (2005) are usually dealt with by senior 
managers, the board has a larger task in guiding the 
organization’s direction and priorities. This larger 
task is discussed in the following section.

it Governance as a branch of 
corporate Governance

Tricker (1984) noted, “The governance role is not 
concerned with running the business per se, but 
with giving overall direction to the enterprise…” 
(p. 6). Thus, IT governance is concerned with 
the control and strategic direction of IT at board 
level (AS, 2005; ITGI, 2003). Richard Hogg, the 
President of the Australian Computer Society, 
used this meaning of IT governance in his key-
note address to the CIO 2002 conference. “There 
is (in Australia) an over reliance (by boards) on 
consultants to report on ICT governance issues… 
Corporate boards must learn what questions to 
ask about ICT governance. … It is poor corporate 
governance to push ICT governance down to 
the ICT manager level. ICT is an integral part of 
their business and ICT governance is an integral 
part of corporate governance. Just awareness is 
no longer enough—true understanding of ICT 
is now required” (Hogg, 2002, my additions in 
parentheses).

 According to the literature, IT governance is 
concerned with the board’s responsibility to ensure 
that the company’s IT meets the present and future 
demands of the business and of the business’s 
customers (AS, 2005; Peterson, 2003) and that 
the risks arising from IT are mitigated (AS, 2005; 
Cilli, 2003). It does this by assessing, directing and 
monitoring the company’s IT to ensure that the 
required benefits and business outcomes are being 
achieved (AS, 2005; KPMG, 2005b). Jordan and 
Silcock (2005) suggest that an organization that 
is able to do this is “IT-capable” and summarise 
this capability in the following terms: “The board 
must be assured that the organization is able to 
identify needs and opportunities to exploit IT, and 
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is then able to satisfy them” (Jordan & Silcock, 
2005, p. 22).

The Board is assisted in these tasks by the 
company’s executive management and its IT 
management (Van Grembergen, 2002). Accord-
ing to De Haes and Van Grembergen (2006) IT 
governance is practised at three levels within the 
organization. These are:

 • The strategic level, which they take to be 
the company board.

 • The senior management level, and
 • The operational management level.

All of these levels thus need to be addressed 
by any explanation of IT governance.  

Johnstone, Huff, and Hope (2006) propose 
that there are three components to IT governance. 
These are:

 • An authority structure.
 • A set of board policies, and
 • A set of mechanisms or processes.

They note that the authority structure is that 
set up by the board to manage IT, which includes 
both appointments such as the IT manager and 
(often) an oversight committee. The board poli-
cies are those “decision guidelines and restraints” 
(Johnstone, Huff & Hope, 2006, p. 4) devised by 
the board to control the use of IT in the company, 
including the business and IT strategies. The 
mechanisms of IT governance are discussed in 
the following paragraphs.

The link between the managers responsible 
for managing an IT function and the board of 
their organization, according to the literature, 
is three-fold. 

  Firstly, the actions of IT management are 
guided by a stable, formal, agreed business 
strategy (Hirschheim, Klein & Lyytinen, 1995; 
Lederer & Sethi, 1996) and corporate objectives 
(O’Connor, 1993). The development of business 

strategy and the oversight of its implementation, 
as earlier noted, are board responsibilities.

  Secondly, IT is a substantial part of a com-
pany’s capital investment. It is generally said to 
be one of the largest investments made by a com-
pany (Weill & Broadbent, 1998). Without proper 
control, this investment can be dissipated. Lord 
Blythe, the chairman of Diageo, quoting Gartner 
research, said that “on average, 20% of the cor-
porate IT budget is spent on initiatives that don’t 
achieve their objectives” (Blythe, 2005). Blythe 
noted that companies were “wasting enormous 
amounts of money and effort on IT investments” 
and that most companies “fail to derive value 
from them” (Blythe, 2005). The oversight of 
this investment and the task of ensuring that the 
investment is appropriately targeted are board 
responsibilities.

  Thirdly, IT carries risks (Markus, 2000). 
Given the centrality of IT to the operation of most 
companies and the companies’ heavy capital in-
vestments in IT, the risk of, for example, failure, 
underperformance or overspend on IT needs to 
be understood and managed at board level (Jordan 
& Silcock, 2005). 

In order to control the overall implementation 
of the aligned business/IT strategy, companies 
often have an oversight or steering commit-
tee (Earl, 1989; Hoffman, 2004; Nolan, 1982). 
According to the literature, in some cases this 
committee includes board members (Hoffman, 
2004; Nolan & McFarlan, 2005a) but it is generally 
comprised of senior business managers plus the 
IT manager (ITGI, 2003). This committee handles 
the alignment of IT and business strategies, sets 
the standards for IT (Van den Heijden, 2001), 
determines the level of investment for the chosen 
IT projects (Bacon, 1992) and sets the priorities 
and allocates resources for these projects (Earl, 
1989; Nolan, 1982). It does not meet frequently; 
Ward and Peppard (2002) say four to six times a 
year (p. 376).
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board control of it projects

According to the literature, the aligned strategy is 
implemented as a series of prioritised IT projects 
(Luftman, Lewis & Oldach, 1993) that have roles 
in the implementation of the business strategy 
(Luftman, Papp & Brier, 1999). How these proj-
ects are controlled and monitored is not usually 
covered by the governance literature (Johnstone, 
Huff & Hope, 2006) Papers on governance (e.g., 
Hoffmann & Weill, 2004; Peterson, 2004; Weill 
& Ross, 2005) are concerned with the setting of 
strategy and priorities, and stop before the imple-
mentation of the strategy. However, the board has 
a responsibility to monitor the implementation of 
strategy, and generally delegates this responsibil-
ity to management (Van den Berge & Baelden, 
2005), whilst retaining the accountability for 
strategy implementation.

The literature proposes that the board controls 
the conception, authorisation and implementation 
of these IT projects through a high-level committee 
(Weil & Ross, 2004, 2005). The management of 
complex IT projects has been a key issue for IT 
practitioners for more than thirty years (Ackoff, 
1967; Keider, 1984; Sauer, 1993). According to the 
literature, control of the authorization and imple-
mentation of an IT project must be disciplined. 
One observer has noted that the causes of IT 
project failure are typically “…unclear objectives 
and requirements, lack of business commitment, 
change of business requirements, and poor com-
munication” (Hyde, 2002).

In a similar vein, KPMG (2005b) notes that 
board members are often involved in the early 
stages of a project, especially the budget set-
ting, but their interest and thus the level of IT 
governance “tends to fall away” as the project 
progresses (KPMG, 2005b, p. 4).

The literature suggests that there are three 
key processes that, as part of their IT governance 
responsibilities, boards must put in place and 
closely monitor, to manage IT projects and to 
maintain the strategic alignment of business and 

IT strategies. These are:

 • The preparation, by senior management, of a 
business case which sets out the specification, 
expected strategic or operational benefits and 
costs of the project (Ballantine & Stray, 1998), 
the organizational changes required by the 
project (Weill & Ross, 2004) and the known 
or foreseeable risks of the project (Markus, 
2000) and the necessary organizational and 
process changes associated with the project 
(Wiegers, 1998; Wilcocks & Griffiths, 1994). 
Using this business case, a board, or a mem-
ber of senior management acting under the 
board’s authority, can evaluate the proposal 
and compare its costs and benefits to other 
IT proposals competing for company funds 
(Weill & Ross, 2004). This consideration 
of the business case is an important part of 
the board’s IT governance responsibilities 
(Weill & Ross, 2004). The business case is 
not discarded when the project is initiated, but 
forms the project baseline, against which the 
project is measured for its complete lifecycle 
(KPMG, 2005b).

 • The use of project management disciplines 
(Lyytinen & Hirschheim, 1987; Parr, Shanks 
& Darke, 1999), to ensure that implemen-
tation cost and time budgets set out in the 
business case are adhered to, and unforeseen 
risks dealt with as they arise, and

 • The use of a post-implementation review of 
each IT project, to evaluate the success of 
the project against its business case (Nelson, 
2005), so as to ensure that the project is still 
appropriate to the company’s needs (Sohal 
& Ng, 1998), that the benefits promised in 
the business case have been realized (Sohal 
& Ng, 1998) and to learn any lessons to be 
applied on future projects (Nelson 2005). 

Each IT project is controlled by a commit-
tee, which has at least three members. These are 
(Beath, 1991; McKenney, Copeland & Mason, 
1995; Rockart & DeLong, 1988):
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 • A member of the top management team, 
who acts as the “owner” of the project.

 • The responsible line manager acting as the 
project sponsor, and 

 • A project manager who is responsible for 
the management of the project 

The project committee reports to the execu-
tive-level IT committee (Renkema, 1998). The 
processes are discussed in the next section.

the business case

A new IT project is initiated by the senior manage-
ment of the business unit or department concerned 
in the following way: A business case is produced 
for the project by the business unit manager who 
is accountable to the board for the project; this 
includes the technology to be used and details 
any associated organizational and/or business 
process changes (De Haes & Van Grembergen, 
2005). The advantages of using a business case 
are illustrated by the 18 case studies in NOIE 
(2003). This report notes that, “There is clear 
merit in documenting a business case outlining 
the scope and objectives of the ICT project and 
the benefits that are being sought throughout its 
implementation… (and) to establish a basis for 
subsequent review of performance and assessment 
of the results achieved. The business case process 
is therefore seen as important for the shaping and 
alignment of expectations within the organization, 
and of important external stakeholders, such as 
key customers and suppliers” (NOIE, 2003, p. 
124, my addition in brackets).

The business case for a project requests the 
budget for a proposed project (Brigham & Hous-
ton, 2004), justifying the budget by the benefits 
of the project. According to the literature, the 
business case sets out the project benefits (Re-
menyi, Sherwood-Smith & White, 1997), both 
in terms of:

 • Tangible benefits, that is benefits for which 
management can both identify and provide 
a value (Milis & Mercken, 2004), using 
financial measures such as the Return on 
Investment (Radcliffe, 1982), which mea-
sures the effectiveness of management in 
producing returns with its assets. It is a 
percentage return, calculated by dividing 
the net income that is attributable to the 
project by the value of investment in the 
project, and 

 • Intangible benefits of the proposed system, 
which are understood by management (Milis 
& Mercken, 2004), but more difficult to es-
timate, as they cannot be directly measured 
(Remenyi, Money & Sherwood-Smith, 
2000). Techniques suggested in the literature 
include Information Economics (Parker & 
Benson, 1988), on which IBM based their 
IT consulting procedures (Strassman, 1990), 
and Balanced Scorecard (Kaplan & Norton, 
1992, 1993, 1996), where a set of measures 
is selected under four categories, financial, 
customer, internal operations and innova-
tion and learning. However, Serafeimidis 
and Smithson (2000), using a case study, 
suggest that in practice, these intangible 
benefits may be discounted by operational 
management.

The business case should discuss the foresee-
able risks (Wiegers, 1998; Wilcocks & Griffiths, 
1994). These risks can arise in many areas of opera-
tion. For this reason, the company’s risk manage-
ment system is connected to the project through 
the project committee (NOIE, 2003). The business 
case should also discuss the changes to business 
processes and the associated training caused by 
the project (Luftman, 2003), including these costs 
in the total budgeted cost of the project.

The business case is often a complex document, 
requiring careful attention (Gunasekaran, Love, 
Rahimi & Miele, 2001). Many boards, however, 
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do not appear to comprehend what they read: 
KPMG (2005b) found that 51% of respondents said 
that their boards had a limited awareness of the 
benefits and risks of proposed IT projects, and that 
20% of senior management had a similarly limited 
understanding (p. 14). This reflects the findings of 
Jordan and Musson (2003) that most boards were 
neither interested nor curious about IT issues.

project management methodologies

For senior management, one of the most significant 
IT governance challenges is the risk that projects 
that are strategically necessary (or even critical) 
may fail, under perform or over-run their cost and 
time budgets (EQuest, 2004; Jordan & Silcock, 
2005). The risks related to IT projects are consider-
able (Markus, 2000). Poor project management may 
cause complete project failure (Whittaker, 1999); as 
noted earlier, the management of IT projects has 
been a major problem for IT managers since the 
1960’s (Ackoff, 1967; Cole, 1995; Keider, 1984; 
Sauer, 1993) and the need to improve IT project 
management is widely documented (e.g., Lin & 
Pervan, 2001; Schwalbe, 2002; Standish, 2003). 
Formal project management methodologies are 
regarded by the literature as essential to the man-
agement of IT projects (Sommerville, 2004), Top 
management support is considered to be essential; 
KPMG (1997), in a survey of 1,400 organizations, 
found that the key factor in failed IT projects was 
the lack of top management commitment to the 
project management disciplines. 

post-implementation reviews

Post-implementation reviews (PIRs), which 
are processes that audit recently completed IT 
projects, are either recommended or included in 
most software development methodologies (e.g., 
SSADM, DDSM – see Ward and Peppard (2002), 
p. 438). A post-implementation review is essential 
“….to ensure that systems are still appropriate to 

meet the business needs and that benefits have 
been obtained” (Sohal & Ng, 1998, p. 213).

The PIR ensures that the original investment 
case and justification for the project are compared 
to the actual benefits of the project (Sohal & Ng, 
1998); in addition, it allows for both organizational 
learning on the specification and management of 
IT projects and a method of continuous improve-
ment to IT systems (Doll, Deng & Scazzero, 
2003). 

In terms of the benefits of a new IT system, 
Seddon, Graeser, and Willcocks (2002) suggest 
that there are two types of benefit, namely the 
intangible “soft” user benefits and the tangible 
financial benefits. However, a report on a survey 
of IT project management, KPMG (2005b) notes 
that the survey found that there was a “…continued 
lack of ability of most organizations to accurately 
measure the achievement of benefits derived from 
their projects” (KPMG, 2005b, p. 8).

The report notes that only 2% of respondents 
achieved the targeted benefits of IT projects all 
of the time. Ezingeard, Irani, and Race (1999) 
suggest that post-implementation reviews are, in 
practice, rarely carried out. Kumar (1990) con-
cluded that most PIRs were carried out in order 
to formalize the completion of the project, and 
that many PIRs were carried out too close to the 
completion of the project to be of any assistance 
in evaluating the project.

conclusion

To summarize the foregoing sections, the literature 
proposes that IT governance is dependent on six 
factors. These are:

 • The appointment of a high-level committee 
to oversee the implementation of IT strategy 
on behalf of the board.

 • Alignment of the business and IT strategies 
by the high-level committee.
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For each IT project:

 • A business case is prepared by senior man-
agement.

 • Once the business case is approved, a project 
committee is appointed.

 • A project manager is appointed to oversee 
the project using project management meth-
odologies.

 • A post-implementation review is under-
taken, to examine the project and to learn 
any lessons which can be applied to future 
projects.

This chapter has identified the three principal 
schools of IT governance and given examples of 
the literature associated with each school. The 
first view, the frameworks, do not form part of 
the senior management task of IT governance. 
Rather they are tools to audit the process (as 
in CoBIT) or much more detailed views of one 
aspect of governance (service management, in 
the case of ITIL). 

The other two views are directly concerned 
with the corporate governance of IT. The second 
view is concerned with one key aspect of IT gover-
nance, the management and supply of IT services. 
The third school is concerned with the board’s 
management of a company’s IT so as to maintain 
the alignment of business and IT strategies and to 
implement IT projects in a controlled way, accord-
ing to the priorities set by the board. The second 
and third views have a number of principles in 
common, notably the need for the alignment of 
business and IT strategies. For practical purposes, 
these two views are complementary, in that the 
second view provides a detailed examination of 
part of the IT governance task of boards. 

The study of the topic of IT governance is not 
well served by use of the term to describe part 
of the task. It is recommended that the term IT 
governance is seen as a crucial part of the board’s 
wider corporate governance task. It is concerning 
that the view of IT governance as IT decision-

making rarely pays any attention to the role of 
the board in the decision-making process.

Given that, for most companies, IT is essential 
to the operation of the company, the corporate 
governance of IT deserves a more prominent place 
in the literature than it is currently afforded.

thE outlook for it 
GovErnancE

For smaller companies with no IT departments, 
improvements in IT governance, if any, may be 
slow in coming. Despite evidence that the use 
of consultants for short-term projects is very 
beneficial (Nevo, Wade & Cook, 2007), there 
is evidence that consultant use amongst smaller 
companies is limited (van Akkeren & Cavaye, 
1999). Musson (2007) reports a number of case 
studies of smaller Australian companies. One 
company, which had grown rapidly and which 
sought to improve its efficiency, started to look 
at new warehousing software, of a scale and cost 
that the company had not previously experienced. 
The software salesman was honest and direct 
with the company, but the company had no IT 
department, and the company’s senior manage-
ment, without a background in IT, may have been 
unable to understand what they were committing 
to. The result was a large overspend, a delayed 
implementation date, and a lack of exploitation 
of the functionality of the software that the com-
pany purchased. This case study reinforces the 
essential role of IT expertise and skills in good 
IT governance.

The outlook for IT governance in larger 
companies is, I suggest, mixed. On the positive 
side, the PricewaterhouseCoopers 2006 IT gov-
ernance survey noted that, “for 87 percent of the 
participants, IT is quite to very important to the 
delivery of the corporate strategy and vision. For 
63 percent of the respondents, IT is regularly or 
always on the board’s agenda” (PwC, 2006).
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On the negative side, a survey by CSC in 
2006 found that just 15% of UK CIOs reported 
to the CEO; most of the rest were in the extended 
management team, often reporting to the CFO (IT 
Leader, 2006). Even if they reported to the CEO, it 
is possible that their ability to implement systems 
that closely fitted their company’s IT strategy may 
be limited. In general, the literature assumes that 
boards and their senior management are free to 
devise their strategic IT requirements and imple-
ment them. In practice, the growth of complex 
systems such as ERP with its “one size fits all” 
“best practices” (Wagner & Newell, 2004) and 
the tendency to change the company to fit the IT 
rather than the other way round suggests that the 
requirements of IT governance are here sacrificed 
to cost considerations. The systems are gener-
ally inflexible, so “they tend to lock companies 
into rigid business processes” (Hegel and Brown 
2001). This rigidity is directly opposed to the 
flexibility that is proposed that companies adopt, 
in the literature (see, for example Sambamurthy 
& Zmud, 1999; Sambamurthy, Venkatraman & 
DeSanctis, 1993).

In general, then, the prospects for IT gover-
nance are, surprisingly, not consistent with the 
importance of IT to business. The need for IT 
expertise in smaller companies, in order to evalu-
ate proposed systems, will be partly alleviated by 
the increasing familiarity with IT by new genera-
tions of business managers. The popularity of 
very large integrated systems in larger companies 
is unlikely to wane, however, and it is here that 
mismatches between strategy and IT are likely 
to continue to occur. 
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abstract

This chapter introduces key IT governance concepts and industry standards and explores their adoption 
and implementation in the higher education environment. It shows that IT governance processes, struc-
tures and relational mechanisms adopted by these institutions generate value through improvements in 
a number of key focus areas for IT management. It is hoped that the study will inform both practitioners 
and researchers and lead to a better understanding of the relationship between IT governance structures, 
processes and relational mechanisms and business benefits.

introduction

Over the past decade, IS/IT governance has be-
come a key issue of concern for senior IT decision 
makers around the world. The underlying goals 
for adopting formal IT governance practices are 
improvement of business performance and con-
formance with regulations. This exploratory study 

examines how IT governance is implemented in 
two Australian institutions through a number of 
structures, processes, and relational mechanisms 
and how industry best practice frameworks such 
as CobiT, ITIL, ISO17799 and ISO/IEC20000 
have been utilized in the implementation. The 
study reveals a number of important findings in 
the context of the implementation of IT gover-
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nance in the higher education environment. The 
relationship between IT governance adoption 
and implementation and business benefit issues 
will also be discussed in the chapter. The next 
few sections of this chapter contains a detailed 
literature review regarding IT governance, and 
the important IT related issues in the Australian 
higher education sector. This is followed by a 
discussion of the research questions and meth-
odology and then the case study institutions are 
described. Finally, the findings from the study 
are presented and the conclusions and directions 
for future work are discussed.

backGround

corporate and it Governance

Corporate governance has become increasingly 
important worldwide, especially in the wake of the 
Enron and MCI WorldCom incidents in the US. 
The Australian Stock Exchange Corporate Gov-
ernance Council defines corporate governance as 
“... the system by which companies are directed 
and managed. It influences how the objectives of 
the company are set and achieved, how risk is 
monitored and assessed, and how performance 
is optimised” (ASX, 2003). IT governance has 
increasingly become a key area of concern under 
the umbrella of corporate governance because of 
the pervasive influence of information systems 
and the associated technology infrastructure in 
every area of an organization’s activities. The 
IT Governance Institute describes IT gover-
nance as being an integral part of the corporate 
governance which consists of “the leadership 
and organizational structures and processes that 
ensure an organization’s IT sustains and extends 
the organization’s strategy and objectives” (ITGI, 
2003).

previous research in it Governance 
implementation

The term IT governance, started to appear in the 
research literature towards the late 1990’s, with 
its main proponent being the IT Governance 
Research Institute (De Haes & Van Grembergen, 
2005). Recent surveys suggest that the need to 
implement and improve IT governance has been 
receiving growing recognition amongst senior IT 
management across the world. A survey of top 10 
priorities for senior IT management by Gartner 
Inc. in 2003, found the need for improving IT 
governance to be included in the list for the first 
time (De Haes & Van Grembergen, 2004). Sur-
veys of members of the Society of Information 
Management (SIM) in 2003, 2004 and 2005 also 
revealed that IT governance was amongst the top 
ten concerns of IT executives (Luftman, 2005; 
Luftman, Kempaiah & Nash, 2006). However, 
implementing IT governance can be an extremely 
complex undertaking (Brown, 1997; De Haes & 
Van Grembergen, 2004; Duffy, 2002; Marshall 
& McKay, 2003; Sambamurthy & Zmud, 1999; 
Weill & Ross, 2005). In 2003, a survey conducted 
by the IT Governance Institute through Pricewa-
terhouseCoopers of 335 CEO/CIO level executives 
around the world showed a lag in practice (ITGI, 
2004). The survey found that while 75% execu-
tives recognized the requirement for implementing 
IT governance only 40% were taking any action 
in this direction. This may be explained by the 
complexities of implementing IT governance.

While previous research on IT governance 
implementation focussed on IT governance struc-
tures and associated contingency factors (e.g., 
Brown, 1997; Sambamurthy & Zmud, 1999), later 
work has identified a number of different mecha-
nisms for implementing IT governance (De Haes 
& Van Grembergen, 2004; Weill & Ross, 2005). 
This chapter adapts the framework presented by 
De Haes & Van Grembergen (2004) to explore 
IT governance implementations in the higher 
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education sector. Based on the work of Peterson 
(2004), De Haes and Van Grembergen (2004) 
propose that IT governance can be implemented 
through a framework of structures, processes, 
and relational mechanisms. Structures include 
the existence of well defined roles and respon-
sibilities and IT steering committees. Processes 
involve strategic decision making and the use of 
various IT governance frameworks and standards 
(e.g., CobiT and ITIL) which can provide the IS 
organisation with the means of examining its 
activities and its value to business. Relational 
mechanisms include shared learning and strategic 
dialogue between business and IT, and ensuring 
proper communications at all times. 

The structures, processes and relational 
mechanisms are also divided into tactics or 
roles and mechanisms or means to implement 
IT governance (De Haes & Van Grembergen, 
2004). For example, the tactics for structures are 
to form IT executives, committees and councils. 
The mechanisms are to ensure that there is an IT 
organisation structure; roles and responsibilities 
are assigned, a CIO appointed, and the formation 
of an IT strategy or steering committee. As for 
processes, the tactics are to ensure that strategic 
IT decision making and monitoring are formed. 
This may be accomplished by setting mechanisms 
such as strategic information systems planning, 
balanced IT scorecards, service level agreement, 
COBIT, ITIL and IT alignment of governance ma-
turity models, that would enhanced the processes 
of implementing IT governance. Finally, relational 
mechanisms are required to ensure participation 
from stakeholders, businesses and IT. This is 
required to ensure an on-going dialogue with the 
main players. The mechanisms to ensure a smooth 
running of this include a shared understanding 
of business/IT objectives, nonavoidance conflict 
resolution, crossfunctional business/IT training, 
and crossfunctional business/IT job rotation.

international standards and 
commercially available frameworks 
for it Governance and management

A number of IT best practice frameworks and stan-
dards such as Control Objectives for Information 
and Related Technology (CobiT), ISO/IEC 17799, 
IT Infrastructure Library (ITIL) and Capability 
Maturity Model (CMM) are available to IT organi-
zations to help them improve their accountability, 
governance, and management. CobiT is designed 
by the IT Governance Institute as a high-level 
“umbrella” framework for IT governance and it 
works very well with other frameworks like ITIL 
and ISO/IEC 17799 which focus on specific aspects 
of IT management. The framework identifies 34 
IT processes over 300 control objectives across 
four IT domains: (1) planning and organization, 
(2) acquisition and implementation, (3) delivery 
and support, and (4) monitoring (ITGI, 2000; 
2005). The planning and organization domain 
addresses strategic and tactical issues and how 
IT can optimally contribute to achieving busi-
ness goals. The acquisition and implementation 
domain deals with the development or acquisition 
of IT solutions, as well as their implementation 
and integration with business processes. This 
domain also covers the maintenance of existing 
systems. The delivery and support domain cov-
ers the actual delivery of services ranging from 
security and continuity related operations to 
training. Support processes are required to ensure 
the delivery of services. The monitoring domain 
addresses the issue of management oversight of 
the organization’s control processes and the need 
for independent audits. The IT Governance Insti-
tute has recently published the fourth edition of 
CobiT, the first update since 2000. It is described 
as an incremental improvement on CobiT 3.0 and 
provides a number of useful additions to the older 
version (Bodner, 2006; Symons, 2006).
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The IT Infrastructure Library (ITIL) is a com-
prehensive documentation providing guidance 
regarding best practices for IT service manage-
ment (ITIL, 2007a; 2007b). The Central Computer 
and Telecommunication Agency (CCTA) in the 
UK established the Information Technology In-
frastructure Library (ITIL) in 1989 (Sallé, 2004) 
in order to improve its IT organization. At present 
the UK’s Office of Government Commerce (OGC) 
is responsible for managing ITIL. ITIL is also 
supported by the IT Service Management Forum 
(itSMF). In 2000 the OGC, in collaboration with 
the British Standards Institution (BSI) and itSMF, 
revised ITIL in order to integrate it with the BSI 
Management Overview, the BSI specification 
for service management (BS 15000-1) and the 
BSI code of practice for service management 
(BS150000-1) (ITIL, 2007a). The BSI Manage-
ment Overview provides a high level introduction 
to ITIL, while the ITIL books expand on the 
information and provide guidance regarding the 
subjects addressed within BS150000. BS15000 
has now been replaced by ISO/IEC 20000:2005. 
Like its predecessor, ISO/IEC 20000 is a two part 
standard (1SO, 2005a). The first part specifies 
requirements for IT service management while 
the second part provides a code of practice. The 
ITIL documentation, now available in version 
three, takes a lifecycle approach to guidance 
(ITIL, 2007b). It is organized around five core 
titles: (1) Service Strategy which provides a view 
of ITIL that ensures that all elements of the Serv-
ice Lifecycle is focused on customer outcomes, 
(2) Service Design which provides guidance for 
producing and maintaining IT architectures and 
policies and documents for designing appropriate 
IT infrastructure service processes and solutions 
(3) Service Transition which provides guidance for 
the transition of services in the business environ-
ment, (4) Service Operation which details control 
and delivery activities for achieving excellence 
in daily operations, and (5) Continual Service 
Improvement which focuses on the process of 

identifying and introducing improvements to 
service managements.

Another standard that can be implemented 
alongside CobiT and ITIL is ISO/IEC 17799:2005 
(expected to be renamed ISO/IEC 27002 in 
2007/08). The standard was originally developed 
from BS 7799 which provides a code of practice for 
developing information security standards in an 
organization (ISO, 2000). However, unlike CobiT 
and ITIL, it was not designed to be a certification 
standard. It has recently released a companion 
standard, ISO/IEC 27001 that can be used for the 
purpose of certification instead of the older and 
superseded BS 7799-2 on which it is based (ISO, 
2005b). A new risk management standard BS 
7799-3:2006 is also presently available from the 
British Standards Institute. This standard provides 
support and guidance for the risk management 
aspect of ISO/IEC 27001:2005.

In addition to these frameworks and interna-
tional standards, Australian organizations have 
three local standards available to guide their IT 
governance and management practices. These 
are AS 8015-2005 (ICT governance standard), 
AS ISO/IEC 20000.1-2007 (specification for 
ICT service management) and AS ISO/IEC 
20000.2-2007 (code of practice for ICT service 
management).

The ICT governance standard, AS 8015-2005, 
provides a set of guiding principles for senior 
business decision makers regarding the effective 
and efficient use of information and communica-
tion technology (ICT) within their organizations, 
irrespective of the industry sector. The standard 
addresses the governance of ICT resources for 
the provision of information and communica-
tion services within the enterprise (Standards 
Australia, 2005). The standard is currently in the 
process of being developed into an international 
standard. It has been accepted as a Draft Inter-
national Standard (ISO/IEC DIS 29382) by the 
ISO in early 2007 (ISO, 2007).
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Standards Australia (2007a; 2007b) provides a 
two part service management standard AS ISO/
IEC 20000-2007. The first part (AS 20000.1-2007) 
outlines the requirements that a service provider 
needs to fulfil in order to deliver an acceptable 
quality of managed service to customers, while 
the second part (AS 20000.2-2007) recommends 
a common terminology for IT service providers, 
so that effective processes may be established. 
AS 20000.1-2007 is identical to ISO/IEC 20000.1-
2005 and AS 20000.2-2007 is identical to ISO/IEC 
20000.2-2005. They supersede AS 8018.1-2004 
and AS 8018.2-2004.

Implementation of these frameworks may vary 
from one region to another. A recent Forrester 
Research survey of 135 IT managers in North 
America revealed that about 20% rely on CobiT 
while another 20% use ITIL (Dubie, 2005). A 
survey of 110 respondents by Cater-Steel and Tan 
(2005) at a recent Australian itSMF conference 
showed that while all respondents were at different 
stages of implementing ITIL, less than a third are 
also implementing CobiT. These frameworks are 
not necessarily mutually exclusive and increasing 
the value of IT from a business perspective requires 
an understanding of their strengths, weaknesses 
and focus (Symons, 2005). IT governance frame-
works are being increasingly adopted around the 
world because they not only assure conformance 
with regulations but also help in ensuring perfor-
mance (Liew, 2006). Organizations may benefit 
from adopting what they find useful from each 
framework rather than just adopting a single one 
(Chickowski, 2004).

There are, however, very few academic 
publications examining the issues and problems 
with the adoption and implementation of these 
frameworks and standards. Ridley, Young, and 
Carroll (2004) found that this to be particularly 
true in the case of publications related the CobiT 
framework, a majority of which tend to be prac-
titioner publications. Cater-Steel and Tan (2005) 
make a similar observation regarding the available 
publications on ITIL.

Emergent framework of it 
Governance mechanisms and 
focus areas

The IT Governance Institute has identified five 
focus areas of IT governance (ITGI, 2005): (1) 
strategic alignment, (2) value delivery, (3) re-
source management, (4) risk management, and 
(5) performance measurement. 

According to ITGI (2005, p. 6): Strategic align-
ment is about ensuring the linkage of business 
and IT plans; on defining, maintaining and vali-
dating the IT value proposition; and on aligning 
IT operations with enterprise operations. Value 
delivery is about executing the value proposition 
throughout the delivery cycle, ensuring that IT 
delivers the promised benefits against the strategy, 
concentrating on optimising costs and proving 
the intrinsic value of IT. Resource management 
is described as the optimal investment in, and the 
proper management of, critical IT resources in ap-
plications, information, infrastructure and people. 
Key issues of resource management relate to the 
optimisation of knowledge and infrastructure. 
Risk management is concerned with risk aware-
ness by senior corporate officers, understanding 
of compliance requirements, transparency about 
the significant risks to the enterprise, and embed-
ding of risk management responsibilities into 
the organisation. Performance measurement is 
about tracking and monitoring strategy imple-
mentation, project completion, resource usage, 
process performance and service delivery, using, 
for example, balanced scorecards that translate 
strategy into action to achieve goals measurable 
beyond conventional accounting.

The two primary concerns of IT governance, 
value delivery and risk management, are driven by 
strategic alignment and accountability concerns 
respectively. Both require adequate resources 
and need to be measured against the objectives 
of the business. 

The emergent framework as illustrated in 
Figure 1 combines the framework of De Haes and 



  ��

Adoption and Implementation of IT Governance

Van Grembergen and the IT governance focus 
areas. In order for a business to be effective, the 
framework indicates that an organization’s IT 
governance structures, processes and relational 
mechanisms must be set in place. 

As mentioned previously, IT governance struc-
tures identify various roles and responsibilities in 
the context of IT governance in an organization 
(De Haes & Van Grembergen, 2004). Processes 
describe how those with appropriate responsibili-
ties are involved in the governance rather than 
the day-to-day operational management of IT. 
Relational mechanisms ensure the success of 
structures and processes by addressing ways of 
improving the relationship between business and 
IT (De Haes & Van Grembergen, 2005). This 
suggests a dynamic relationship between these 
three components of IT governance as shown 
in Figure 1. Optimizing the balance between 
structures, processes and relational mechanisms 
could lead to substantial benefits for business 
through improvements in the five focus areas of 
IT governance identified by the IT Governance 
Institute (ITGI, 2005).

This study uses the framework presented in 
Figure 1 to explore the IT governance implementa-
tions in two institutions of higher education.

it Governance in australian 
institutions of higher Education

Higher education is a multibillion dollar industry 
in Australia, and as such, it is of vital importance 
to the country’s economy (Higher Education IT 
Consultative Forum, 2000; Nelson, 2002). It is 
both a major consumer of IT products and ser-
vices as well as a major provider of services using 
ICT. IT has helped the improvement of a range 
of activities including research, teaching, learn-
ing and administration in the higher education 
environment. Significant developments have been 
made by these institutions in the area of online 
teaching and learning. The demand for IT based 
products and services, has also increased as a 
result of the rapid increase in student population 
in the last 15 years. 

There is much work that needs to be done by 
university governing bodies and policy makers 

Figure 1. The emerging IT governance and business benefits framework
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in order for these universities to continue tapping 
emerging information technologies in order to 
maintain their competitive positions internation-
ally (Higher Education IT Consultative Forum, 
2000). The issues range from infrastructure, ap-
plications, delivery and services to staffing and 
appropriate regulatory frameworks. IT applica-
tions have also not yet penetrated all aspects of 
university teaching and more effort is required 
to bring about improvements in this area. How-
ever, despite the wide range of concerns facing 
IT governing bodies in Australian universities 
in the information economy, there has been very 
little research regarding how IT governance may 
be suitably implemented in these institutions in 
order for them to provide optimal benefits to 
higher education.

rEsEarch QuEstion and 
mEthodoloGy

The chapter investigates the adoption and imple-
mentation of IT governance in two Australian 
institutions for higher education. The research 
question is:

How is formal IT governance adopted and imple-
mented within the higher education environment 
in Australia?

As suggested by Benbasat, Goldstein, and 
Mead (1987), the case research method is useful 
for addressing the “how” questions, that is, in the 
exploratory stage of knowledge building. This is 
particularly useful for a study on IT governance 
in the context of institutions of higher education 
in Australia, where the knowledge of researchers 
regarding new methods, techniques, problems 
and prospects lags that of practitioners. A case 
research strategy is expected to provide rich 
insight in this context. 

Two leading institutions of higher education 
in Australia in different stages of adopting and 
implementing formal IT governance practices 
were selected for the study based on the availability 
of senior IT and business decision makers in these 
institutions for participating in this research. The 
study was undertaken in 2006. In keeping with 
participants’ requests for anonymity, the insti-
tutions will be referred to as Institution A and 
Institution B in this chapter. The data collected 
was primarily qualitative in nature. The data was 
gathered from semi-structured interviews with 
senior IT and business decision makers in both 
institutions as well as from relevant documents 
obtained from interviewees and the websites of 
the institutions. The interviews were recorded 
and later transcribed and analysed. The data 
sources from the institutions are summarized 
in Table 1.

Institution Interviewees Documents

Institution A - 2 senior IT decision makers
- 2 senior business decision mak-

ers

- Overall strategic plan and strategic IS plan
- Disaster recovery plan
- Organizational chart and committee structures
- Security policies and procedures
- Personnel statistics
- Student satisfaction surveys

Institution B - 2 senior IT decision makers
- 1 senior business decision 

maker

- Overall strategic plan and strategic IS plan
- Proposed IT governance model
- Organizational chart and committee structures
- Security policies and procedures
- Personnel statistics

Table 1. Data sources from the two case study institutions



  ��

Adoption and Implementation of IT Governance

thE casE study institutions

Institution A was established in the 1960’s. The 
institution has over 3,000 academic and admin-
istrative staff members and over 30,000 students. 
Its primary goals are to achieve excellence in 
teaching, learning, research and development. 
Its present priorities include providing flexible 
learning opportunities, developing facilities and 
technological infrastructure to support research 
priorities, forming partnerships with industry and 
government and improving its revenue generation. 
The institution has an overall strategic plan as well 
as a number of divisional plans and maintains a 
balanced scorecard. It has six academic divisions 
which are subdivided into several schools, centres 
and departments, as well as a number of support 
areas including central IT services, finance, and 
student and staff services. The institution is 
publicly funded, with annual revenue of around 
A$400 million, 10% of which is spent on IT. The 
institution’s IT history began in the 1960’s, with 
the acquisition of a computer for the mathematics 
department. In the early 1970’s, a computer system 
was installed primarily for teaching purposes. 
This was followed by the in-house development of 
an accounting package, signalling the first move 
towards corporate applications. The institution de-
cided on continued development of both teaching 
and administrative applications, although these 
were to be handled separately. Since the various 
teaching and administrative divisions had specific 
application needs, the decisions regarding the 
procurement or development of applications lie 
with the divisions. In the late 1980s the institu-
tion received its first Australian Academic and 
Research Network (AARNET) connection and 
the use of email followed soon after.

Institution B was established in the early 
1900’s. It has over 2000 academic and administra-
tive staff members and over 16,000 students. Like 
Institution A, it aims to advance teaching, learning 
and research. It has nine academic divisions and 
a number of support areas. The institution has an 

overall strategic plan and a number of divisional 
plans. The publicly funded institution’s annual 
revenue is around A$500 million about 1.5% 
of which is spent on central IT and about 4.5% 
across the divisions. Divisional IT services and 
the library have separate IT budgets. Historically 
IT has been devolved to central administration, 
the academic divisions and the library.

In 1999 Institution A had an ICT review con-
ducted by an external consulting firm. The review 
identified a devolved IT structure. A number of key 
issues including the negative impact of divergent 
IT directions in the divisions on overall corporate 
effectiveness, inadequate strategic planning and 
coordination related to ICT across the institution, 
inadequate ICT resources and lack of leadership 
at the senior level of senior management were 
reported in the review. As a direct result of the 
1999 review, they adopted CobiT in the year 2000 
to evaluate the current IT processes within the 
institution.

Institution B has recently adopted a formal IT 
governance model. In early 2006 they commis-
sioned a new Strategy Manager and Director of 
IT to set up their IT governance model with an 
aim to centralize their IT governance structure. 
The next three sections explore the adoption 
and implementation of IT governance through 
a mixture of structures, processes and relational 
mechanisms in these two institutions. 

As proposed in Figure 1, the institutions imple-
ment IT governance through a combination of 
structures, processes and relational mechanisms 
in different focus areas. 

it GovErnancE structurEs

IT governance structures include clearly defined 
roles and responsibility of IT executives to man-
age the IT structure within the organization 
(De Haes & Van Grembergen, 2004). This may 
include setting up of IT committees to oversee 
various IT strategies and functions of IT within 
the organization. 
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institution a

Currently, Institution A has about 200 staff 
members employed in the IT area. Of the 200 
staff members, 100 are located in the central IT 
services and the other 100 within the divisions. 
Despite the observations made in the 1999 review 
it has not been possible to integrate the ICT across 
the institution into a single unit due to lack of an 
institution wide support for such a change. How-
ever, some enterprise wide standards for ICT have 
been developed and the need for compliance by 
the divisions has been recognized. Duplication 
of some services across the divisions remains 
a cause of significant concern and it is believed 
that considerable cost savings could result from 
avoiding such duplication. 

Institution A has a formal reporting channel 
whereby the Director of central IT services reports 
to the Pro-Vice Chancellor. The role of the Direc-
tor is primarily that of a technology professional 
though there is a growing realization of the need 
for the role to be more business oriented. The 
Director of central IT oversees three Associate 
Directors who are responsible in the infrastruc-
ture, applications and services areas respectively. 
A recent development has been the formation of 
the IT strategy committee, which reports to and 
advises the institution’s planning and manage-
ment committee. The IT strategy committee in its 
present form was established in mid 2005. It cur-
rently includes the Director of central IT services, 
representatives of all divisional IT groups, the 
Director of Finance, representatives from R&D, 
the Pro-Vice Chancellor and key stakeholders. 
The committee makes recommendations regard-
ing the alignment of ICT with the goals of the 
institution, monitors the activities of the central 
and divisional IT service providers and fosters 
effective communication amongst them.

The formation of the IT strategy committee 
in mid 2005 and the development of the enter-
prise wide standards reflect the recognition by 
senior business and IT decision makers of the 

need for a formal IT Governance model to sup-
port a centralized decision making structure. 
The shift from a devolved or decentralized IT 
structure to a centralized structure in Institution 
A is consistent with the results of a survey by 
Mendez (2005) of IT executives in Europe which 
showed a significant shift in the IT organization 
structure from decentralized or federated models 
to centralized ones.

Telecommunication and network related deci-
sion making in the institution has been centralized 
since the beginning. However, this has not been 
the case with desktop computers and servers be-
cause of the IT revolution in the 1980’s. This has 
continued to this day, resulting in the institution’s 
federated IT organization structure. There are six 
divisional IT groups which manage their own 
servers and desktop PCs independently of central 
IT. The divisional IT groups have independent 
funding and decision-making structures from 
central IT. Although they provide the same kind 
of services as the central IT group, their standards 
and practices may vary from those of central IT. 
Over the past year central IT has moved towards 
developing good relationships with divisional IT 
managers. This has helped in the achievement of 
some alignment between the central and divisional 
IT groups.

institution b

In Institution B, there are about 70 IT staff in 
central IT and a similar number spread over the 
nine divisions and the library. As in the case of 
Institution A, this structure has led to consider-
able duplication of IT staff efforts. IT has five 
major areas – administration including budget 
and staffing, strategy and governance, client 
services including desktop and student Internet 
support, systems services including database 
support and systems development, and technical 
services looking after network and servers. The 
managers of these areas report to the Director 
of IT who reports to the Director of Finance. 
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Unlike Institution A, the role of the Director of 
IT in Institution B is that of a general business 
manager rather than a technology professional. 
This shift in the role for the Director of IT was 
decided in 2005 by the new Director of Finance 
based on his experience in the resources sector. 
It was believed that the position of the Director 
of IT required someone who clearly understood 
the business needs of the institution and has an 
overall technology focus.

A formal IT governance model specifying the 
various roles and responsibilities based on CobiT 
4.0 was adopted at the beginning of 2006 when 
the new Strategy Manager was appointed. This 
model is now in the process of being implemented. 
The adoption of the model has led to a significant 
improvement in the involvement of business in IT 
decision making. The IT steering committee is 
expected to meet on a quarterly basis and provide 
an opportunity for communication on key IT issues 
amongst IT and business decision makers. The 
IT steering committee is advised by a technical 
advisory group which is comprised of all the cen-
tral and divisional IT managers. Smaller working 
groups are also constituted from the divisional 
stakeholders and central IT staff as and when 
required for specific projects. The IT Director and 
Strategy Manager are responsible for decisions 
regarding standardization of IT infrastructure 
strategies and architecture. Decisions regarding 
business application needs are made by business 
decision makers with input from IT. 

A summary of IT governance structures in 
Institution A and Institution B, based on the De 

Haes and Van Grembergen framework is shown 
in Table 2.

it GovErnancE procEssEs

IT governance processes involve strategic deci-
sion making and the use of various performance 
monitoring frameworks and tools such as Strate-
gic Information Systems Planning, CobiT, ITIL, 
Balanced Scorecard, Information Economics and 
others (De Haes & Van Grembergen, 2004). 

institution a

The institution has an overall strategic plan and 
follows a balanced scorecard. ICT has an ICT 
enabling plan, which is regularly updated. An 
important issue in this regard is that this ICT 
enabling plan is not directly associated with a 
budget for strategic expenditures. The present 
budget allocation for ICT is for staff, software 
licenses, site licenses, and refreshing the IT in-
frastructure. Although the need for a new docu-
ment management system has been recognized 
by both IT and business decision makers, in order 
for the institution to improve its record keeping, 
appropriate funds for such procurement are yet 
to be acquired. 

IT management decision making within the 
institution is influenced by the guiding principles 
of the Australian ICT governance standard AS 
8015-2005 and the service management standards 
AS 8018.1-2004 and AS 8018.2-2004. CobiT 3.0 

Structures Institution A Institution B

Tactics −	 IT executives and accounts
−	Committees and councils

−	Yes
−	Yes 

−	Yes
−	Yes

Mechanisms −	Roles and responsibilities
−	 IT organization structure
−	CIO on board
−	 IT strategy committee
−	 IT steering committee(s)

−	Yes (evolving)
−	Yes (evolving)
−	No
−	Yes (recent)
−	No

−	Yes (evolving)
−	Yes (evolving)
−	No
−	No
−	Yes (recent)

Table 2. A summary of IT governance structures in the case study institutions
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has been adopted since the year 2000 for assess-
ing and improving the institution’s IT governance 
processes. A direct effect of this has been the 
realization by senior IT decision makers that the 
effective utilization of CobiT across the institution 
requires a more centralized IT governance envi-
ronment. However, given the size of the CobiT 3.0 
framework, only a small number of processes and 
objectives are identified for review each year. The 
objectives were initially based on a large number 
of interviews conducted across the campus in 2000 
by IT staff. In subsequent years, objectives have 
been identified based on the original interviews 
and results of an annual survey of student and 
staff satisfaction on IT issues.

ITIL is used as the standard for service manage-
ment. A number of operational level staff members 
have ITIL Foundation level training. The current 
focus is on getting better at incident management, 
change management, problem management, IT 
strategic planning and managing the IT architec-
ture. The progress made has also been assessed 
against CobiT and ITIL. Consultative, Objective 
and Bi-functional Risk Analysis (COBRA), a 
software package, based on ISO17799 is being 
used for facilitating risk management. 

Since CobiT requires the use of a standard 
project management methodology, Project Man-
agement Body of Knowledge (PMBOK) has been 
selected as the guide in this regard. Based on the 
perceptions of business decision makers, in the 
last two years IT has shown considerable maturity 
in project management and delivery. This is the 
result of adopting a strong project management 
methodology.

People Capability Maturity Model (P-CMM) is 
used as the standard of IT staff management and 
development. However, a lot of work is required 
in the area of staff development.

The value to business from the implementation 
of best practice frameworks has been in terms 
of reducing the number of ad-hoc processes, 
bringing a lot of discipline to IT support activi-
ties and improving accountability. Whilst IT has 

made significant strides since the year 2000, the 
IT management recognizes that there is a long 
journey ahead.

One problem that has been faced in imple-
menting the best practice frameworks like CobiT, 
which have high resource requirements, has been 
the shortage of adequate staff. The demand for 
staff time and services are also increasing. Most 
of the central IT teams find it difficult and at times 
challenging to achieve their operational objectives. 
Staffing in the server support area, for example, 
consists of about 10 people supporting 300 serv-
ers of various kinds, implementing changes to the 
infrastructure as well as managing large applica-
tions being used by thousands of people. Despite 
the staffing issue, however, process improvements 
continue to take place because of the continued 
commitment of senior IT management.

Another key area of difficulty has been that 
of finding appropriate performance metrics mea-
surement. Currently, technical measures being 
used include percentage downtime, percentage 
access failure, the number of students accessing 
their email on a regular basis on the official com-
munications channel and so on. One particular 
measure, the number of available desktops in the 
computer laboratories per student was found to 
be not particularly useful. It was found that when 
the number of desktops was doubled based on 
survey responses; the satisfaction level was actu-
ally lower than in the previous year. Management 
decision makers in the institution attribute this 
to the increasing expectations from ICT facilities 
with the rapid advances technology. The institu-
tion continues to work on developing balanced 
business-IT metrics.

institution b

While Institution A has been using CobiT 3.0 to 
evaluate and improve key IT processes, Institution 
B has utilized CobiT 4.0 to develop its overall IT 
governance model and outline the various roles 
and responsibilities. The development of the IT 
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governance model has resulted in substantial 
involvement of business decision makers in 
making decisions regarding IT investment, risk 
and priorities. This has made it easier for busi-
ness decision makers to appreciate the value of 
key decisions regarding IT. The initial problem 
faced in the implementation of the model was the 
lack of IT governance concepts amongst business 
decision makers and the resistance to change. 
This is gradually being overcome and the need 
for accountability for IT related decision making 
across the institution is better accepted. This is 
achieved by communicating to business decision 
makers their roles and responsibilities in IT related 
decision making for the benefit of the business, 
without making it necessary for them to know 
any technical details regarding CobiT. 

CobiT is also being used for risk assessment 
and management. While ISO17799 provides 
guidance on what needs to be done in the context 
of security, CobiT guides management on how 
these goals should be achieved. The IT security 
manager has been trained in ISO17799 and will 
additionally undertake the security management 
training program provided by the developers of 
CobiT.

The institution has an overall strategic plan 
and central IT undertakes strategic information 
systems planning under the supervision of the 
IT steering committee. Service level agreements 
are in place for hosting and managing applica-

tion systems including the student system, the 
facilities management system, the HR and finance 
system.

At present there is a lack of enterprise-wide 
standards for infrastructure and applications. The 
key issues that IT intends to tackle over the next 
year include the lack of standards and controls 
and the existence of multiple help desks. As part 
of the central IT service desk project, it is planned 
to implement ITIL to handle change and incident 
management over the next few months. As part 
of the ITIL implementation service desk staff 
will be required to undertake ITIL Foundation 
level training. Capability is also being built up 
in the project management and business process 
analysis domain to reduce the current dependence 
on external consultants. 

As in the case of Institution A there is dif-
ficulty in deciding on which metrics to measure. 
Current metrics being used include the number of 
service calls being answered to completion, the 
number of network and database administrators 
and the ratio of total IT cost to organizational cost. 
However, there is a realization that these metrics 
are not adequate for representing the value of IT 
to business.

A summary of IT governance processes in 
Institution A and Institution B, based on the De 
Haes and Van Grembergen framework is shown 
in Table 3.

Processes Institution A Institution B

Tactics −Strategic IT decision making
−Strategic IT monitoring

−Yes
−Yes

−Yes
−Yes

Mechanisms −Strategic IS planning
−Balanced IT scorecards
−Information economics
−Service level agreements
−CobiT and ITIL
−IT alignment/ governance 

maturity models

−Yes (improving)
−No (some technical measures)
−No
−No
−Yes along with other standards 

since 2000
−No (considered early days for 

maturity models)

−Yes (improving)
−No (some technical measures)
−No
−Yes
−CobiT with ISO17799 since early 2006
−No (considered early days for maturity 

models)

Table 3. A summary of IT governance processes in the case study institutions
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it GovErnancE rElational 
mEchanism

Relational mechanisms according to De Haes 
and Van Grembergen (2004) include shared 
learning and strategic dialogue between business 
and IT, and ensuring proper communications at 
all times. 

institution a

The key stakeholder groups for central IT include 
teaching staff, students, business process own-
ers, research and development, and divisional 
IT management whilst those for divisional IT 
include teaching staff and students. There are 
efforts being made by central IT to improve the 
quality and frequency of communications with 
these groups.

Communications often take place at the tacti-
cal level. For instance, if a significant outage of 
services is being considered, divisional IT con-
tacts and business process owners are informed 
and their responses are used to guide appropriate 
decision-making. In case of policy changes, e-
mails are sent out by the particular group within 
IT that is responsible for that policy. The senior 
IT decision maker responsible for infrastructure 
also meets with the divisional IT management 
on a monthly basis. Over the last couple of years 
there has been emphasis on strategic level dialog. 
The monthly meetings of the newly formed ICT 
committee are also helping to improve communi-
cations between business and IT. This increased 
effort made by IT decision makers to liaise with 
business, has led to a growing perception of IT as 
a valued service provider rather than just a cost 
of doing business.

An area requiring further attention is staff 
development. Currently there is no staff retention 
program for IT staff and no opportunity for cross-
training. There is also a need for increasing staff 
numbers in central IT. While an integration of IT 
services centrally might help solve the problem of 

staff shortage, opposition at the divisional level 
has yet to be overcome.

institution b

Communication with key stakeholders is be-
ing considered to be of vital importance over 
the coming months in order to successfully 
implement the new IT governance model. The 
principal stakeholder groups for IT include the 
teaching staff, students, research and develop-
ment, university administration, and the library. 
Communication with these groups is carried out 
through informal discussions, working groups and 
committee meetings. Unlike in previous years, 
conflicts between central IT and divisional IT 
are now actively resolved through discussions at 
the steering committee meetings.

The understanding of IT by business and vice 
versa is improving gradually and IT is emerging 
as an asset and a valued service provider. There 
has been a recent policy shift geared towards 
more balanced business and technical hiring 
within central IT.

A summary of IT governance relational mecha-
nisms in Institution A and Institution B, based on 
the De Haes and Van Grembergen framework is 
shown in Table 4.

findinGs

a comparison between institutions 
a and b

The chapter addresses the question of how formal 
IT governance practices can be adopted within 
the higher education environment. The increased 
dependence of IT in the higher education environ-
ment has also led to the awareness of the need for 
adopting formal IT governance practices. As seen 
in the previous sections both institutions have been 
implementing IT governance through a mixture of 
structures, processes and relational mechanisms. 
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Based on the experiences of Institutions A and 
B, the following findings emerge with regard to 
the implementation of IT governance:

1. Professionals in both institutions agree that 
while an institution of higher education has 
to deal with low staffing levels, this should 
not be a deterrent in adopting industry best 
practices. They also agree that instead of 
adopting any one best practice framework, 
it is important to evaluate the strengths and 
weaknesses of the business and selectively 
adopt a combination of the relevant elements 
of best practice frameworks and standards 
such as CobiT, ITIL, ISO17799, AS 8015-
2005, AS 8018.1-2004 or AS 8018.2-2004 
that are necessary to support the business.

2. The two institutions vary in their approach 
in implementing CobiT and in the version 
of CobiT being implemented. The applica-
tion of CobiT 3.0 for improving individual 
processes was an important eye-opener for 
management in Institution A because it 
focused attention on the need for centraliza-
tion of decision making, having well defined 
IT governance roles and responsibilities, 
and developing enterprise-wide standards. 
In Institution B the overall IT governance 
structure is being implemented based on the 
CobiT 4.0 framework. It is believed that this 

approach would help in the utilization of 
CobiT 4.0 for improving processes across the 
university rather than just at central IT.

3. Institutions of higher education may benefit 
from experiences gained in IT governance 
implementation in other industries. In the 
case of Institution B, the background of the 
Director of Finance in the resources sec-
tor helped in identifying the need for the 
role of the Director of IT to be more busi-
ness oriented (a need also being gradually 
recognized in Institution A). The Strategy 
Manager’s background in the finance sector 
helped in developing the governance model 
for the institution fairly quickly based on the 
CobiT 4.0 framework.

4. CobiT requires the use of a good project 
management methodology. Institution A’s 
adoption of CobiT has led to its adoption of 
PMBOK. This was particularly important as 
the institution’s IT staff does a considerable 
amount of the project implementation and 
delivery work in-house. 

5. A key difference between CobiT and ITIL 
noted by professionals in both organizations 
is in the availability and cost of documenta-
tion. There is a considerable amount of CobiT 
related documentation and research papers 
available free of cost from the Information 
Systems Audit and Control Association 

Relational Mechanisms Institution A Institution B

Tactics −	 Stakeholder participation
−	Business/IT partnerships
−	 Strategic dialog
−	 Shared learning 

Improving on all counts Improving on all counts

Mechanisms −	 Active participation by principal stakeholders
−	 Collaboration between principal stakeholders
−	 Partnership rewards and incentives
−	Business/IT co-location
−	 Shared understanding of business/IT objectives
−	 Active conflict resolution (non-avoidance)
−	 Cross-functional business/IT training
−	Cross-functional business/IT job rotation

−	 Improving
−	 Improving
−	No
−	 Improving
−	 Improving
−	Recent attempts
−	No
−	No

−	 Improving
−	 Improving
−	No
−	 Improving
−	 Improving
−	Recent attempts
−	No
−	No

Table 4. A summary of IT governance relational mechanisms in the case study institutions
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(ISACA) Website and additional informa-
tion is available through mailing lists. ITIL 
documentation, on the other hand, is con-
siderably more expensive.

6. Both institutions have realized that although 
the use of multiple learning management 
systems and multiple email systems may 
be the existing norm in the divisions, this 
leads to duplication of ICT staff efforts 
without increasing the satisfaction of staff 
and students across the institution. A con-
solidation of systems could potentially help 
in the reduction of staff numbers (leading 
to reduced costs) while providing a better 
direction for staff efforts.

7. In both institutions, the disparity in ICT 
services across the institutions lead to dif-
ficulties in managing the perceptions of 
students and staff. In Institution A, student 
dissatisfaction with ICT services at the di-
visional level is reflected on their perception 
of ICT in general in the annual surveys. A 
consolidation of services (e.g. helpdesks, 
printing) could help in maintaining the same 
standards of services across the institution 
(in both cases) and make it easier to manage 
perceptions. 

8. In both institutions improving communica-
tion between central IT and divisional IT 
groups are helping in the general acceptance 
of central IT standards. 

9. In both institutions improving communica-
tion between IT and business has led to the 
gradual acceptance of IT as a valued service 
provider rather than just a cost of doing busi-
ness, in an institution whose core business 
is not IT.

the relationship between 
structures, processes and 
relational mechanisms

As discussed previously, De Haes and Van Grem-
bergen (2004) provide a broad framework for 

implementing IT governance through a mixture 
of structures, processes and relational mecha-
nisms. However they do not explicitly discuss 
the relations between these three and how they 
relate to business benefits. The findings of the 
study support the emerging framework presented 
in Figure 1.

The study suggests that the development of 
IT governance structures (eg. IT strategy com-
mittee) leads to improved relational mechanisms 
and the adoption of IT governance processes (eg. 
the implementation of best practice frameworks 
such as ITIL) across the enterprise. The findings 
associated with Institution A suggests that there is 
a need to have a formal IT Governance structure 
with clearly defined roles and responsibilities 
in order to facilitate the adopted IT governance 
processes. As discussed in the findings, Institu-
tion A is shifting to a centralized IT governance 
structure. By adopting a formal IT Governance 
structure, Institution A strives to strengthen 
relational mechanisms. Improving relational 
mechanisms through formal and informal com-
munications ensures broader support for improv-
ing IT governance structures and processes. The 
findings associated with Institution B affirms the 
framework as shown in Figure 1 in that they used 
CobiT to guide, develop and establish a formal IT 
Governance model including various structures, 
processes and relational mechanisms. Whilst 
Institution B presently lacks enterprise-wide 
standards (e.g., architectural, service manage-
ment), they plan to implement ITIL as the service 
management standard with their IT staff requir-
ing to undertake ITIL Foundation level training. 
Institution B has also considered key stakeholders 
to be vital and this has resulted in a policy geared 
towards a more balanced between business and 
IT hiring within central IT. While the institutions 
are in the early stages of experiencing business 
benefits from their evolving structures, processes 
and relational mechanisms, a longitudinal study 
would shed further light on the benefits of their 
IT governance practices.
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The study also suggests that the range of 
structures, processes and relational mechanisms 
implemented by each organisation may differ 
from those presented in the De Haes and Van 
Grembergen (2004) framework.

the five focus areas of it 
Governance

The focus of IT governance implementation in 
the two institutions seems to be on five key areas 
as shown in Figure 1. 

IT governance in the two institutions is imple-
mented through a number of processes, structures 
and relational mechanisms in the context of these 
five areas. The focus area of strategic alignment 
in the four institutions appears to be addressed 
through processes such as strategic IS planning 
and the adoption and implementation of industry 
frameworks such as ITIL and CobiT that help in the 
attainment of business objectives. Structures like 
steering committees are used to involve business 
decision makers in strategic level IT decision-mak-
ing. This growing interaction between business 
and IT is helping to build a shared understanding 
between business and IT on key issues. This is an 
important relational mechanism in the De Haes 
and Van Grembergen framework (2004).

With respect to value delivery (Figure 1), the 
adoption of standards such as PMBOK and ITIL 
for improving project management and service 
delivery was found to be an important process. 
While ITIL has been adopted by both institutions, 
PMBOK appears to have been adopted by institu-
tions A only. Attention given by management to 
ensure staff training was found to be an important 
relational mechanism.

CobiT and ISO17799 were found to have been 
adopted by institutions A and B for risk man-
agement purposes. The adoption of P-CMM is 
guiding the management of human resources in 
institution A. It must be noted that although both 
institutions had reasonably well understood roles 
and responsibilities for the management of key 

resources such as business applications and sup-
porting infrastructure, the institutions are all yet 
to have a formal documented governance model 
in place clearly outlining these structures. 

As in other industries measuring the per-
formance of IT remains a big challenge for IT 
decision makers in institutions of higher educa-
tion and suitable measures are gradually being 
developed. CobiT has been used for evaluating 
IT process maturity in Institution A. 

While there has been progress in all five focus 
areas, the development of formal governance 
models with input from key business decision 
makers could help in continuing to generate value 
for business in the two institutions.

limitations and futurE work

The study focuses on the implementation of 
structures, processes and relational mechanisms 
in two institutions of higher education and the 
focus areas for these implementations. It does not 
seek to address specific educational market driv-
ers influencing IT governance implementations 
or the operational management issues that a well 
designed IT governance model helps to facilitate. 
Future research in these directions as well as on 
the integration of IT and corporate governance 
in the higher education sector would help in 
strengthening the findings. Further longitudinal 
investigations of IT governance practices in the 
higher education sector would help in testing 
the IT governance-business benefits framework 
presented in Figure 1 and addressing the present 
limitations of the study.

conclusion

The chapter highlights some key issues regarding 
the adoption of formal IT governance practices 
in the higher education sector for the benefit of 
practitioners, academics, and researchers. As 
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discussed in the previous section, the findings 
of study provide support for the framework 
presented in Figure 1. Institutions A and B were 
found to have implemented IT governance through 
a combination of various structures, processes 
and relational mechanisms. Benefits to business 
in the two institutions were found to arise from 
improvements in strategic alignment, value de-
livery, performance measurement, resource and 
risk management as the various mechanisms of IT 
governance evolve in these institutions. However, 
it must be noted that as both institutions are in 
the process of developing their formal governance 
models and the extent of benefits from IT gover-
nance may become more clearly understood in the 
future. One of the institutions has already received 
feedback from the authors regarding the findings 
of the study and is in the process of implementing 
some of the recommendations.
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abstract

This chapter examines the potential to use an audit program based on the Control Objectives for In-
formation and related Technologies (CobiT) framework for IT audit within a public sector audit office. 
It documents research that derives, implements and evaluates such a program with the cooperation of 
the public sector audit office in an Australian state.  Additionally a comparison of the study results was 
undertaken with those of Guldentops, van Grembergen and de Haes (2002), Liu and Ridley (2005) and 
the European Organisation of Supreme Audit Institutions (EUROSAI) IT Working Group CobiT Self-
assessment Project. The results suggest that the CobiT-derived instrument was effective for IT audit, 
and was able to be tailored to the needs of Tasmanian state public sector organization, when evaluated 
against a number of criteria. 

introduction

Information technology (IT) facilitates the ac-
tions of most organizations in both the public 
and private sectors. Its near ubiquitous status 
has lead to a significant change in the practice 

of auditors. Previously when computers were 
not as prevalent auditors generally chose to work 
“around” the technology. That is, activities and 
documents were scrutinised prior to entry into 
the computer system, and output from the system 
was also examined. Auditors chose not to involve 
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themselves with the inner workings of informa-
tion systems. Gradually, as computers become 
more prevalent auditors began to incorporate 
them into their daily practice, using computer 
aided audit techniques (CAATs). Finally, when the 
technology became an integral part of the way in 
which society functioned, auditors were forced 
to examine the ways in which the technology 
impacted on both the financial data, which had 
been their traditional focus, and the organization 
in a broader context. To guide the effective use of 
IT in organizations, practitioners and academics 
developed a comprehensive framework called the 
Control Objectives for Information and related 
Technologies (CobiT). The CobiT framework links 
IT and business objectives and provides guidance 
on how best to audit information systems.

The CobiT framework (now in Version 4.1) 
is widely used internationally for IT control and 
audit. Although a body of practitioner literature 
exists, the CobiT framework has been subject to 
little academic scrutiny, particularly regarding 
its usefulness for IT governance and audit. The 
framework is large, and has associated with it a 
comprehensive set of Audit Guidelines. However, 
the constraints of public sector audit offices make 
it difficult to implement these audit guidelines 
in full. Consequently, there has been interest in 
tailoring the framework to a size that is more ap-
propriate for implementation. To do so requires 
decisions on which components of the control 
framework should be retained, and which to omit. 
Appropriate tailoring will retain the components 
of the framework that make IT audits more relevant 
and meaningful in the local context. 

This chapter presents a case study of a CobiT 
implementation for IT audit, documenting a re-
search project that built on the very small body 
of international academic research involving the 
CobiT framework. The study utilises the results of 
research conducted by Gerke and Ridley (2006) 
to develop an IT audit instrument that is subse-
quently tested within a state government audit 
office in Australia. The implementation is then 

subject to evaluation and the results compared 
to those obtained in previous international and 
national CobiT assessment studies.

backGround

The background section considers IT-related 
frameworks, before reviewing relevant literature 
on the CobiT framework and examining the set-
ting for the study.

it-related frameworks including 
cobit

IT frameworks are used to “facilitate effective IT 
governance” (Warland & Ridley, 2005). The IT 
Governance Institute (ITGI) states the primary 
goal of IT frameworks to be the development of a 
set of best practices concerning IT processes and 
controls within an organization as well as a scale 
to rate them (ITGI, 2000c, p. 10). A number of IT-
related frameworks has been referred to within the 
practitioner literature. The most common include 
CobiT, the Information Technology Infrastructure 
Library (ITIL), the Integrated Capability Maturity 
Model (CMMi), Six Sigma and the International 
Standards Organization (ISO) Standards number 
17799 and 9000 (Anthes, 2004; Spafford, 2003; 
Violino, 2005). Each framework has been derived 
to meet a specific need, and the more commonly 
used ones continue to evolve to meet practitioner 
requirements. It is not the intention of this chapter 
to provide an in depth discussion of the strengths 
and weaknesses of IT frameworks. This has been 
done well in the practitioner literature, with ar-
ticles by Anthes (2004) and Violino (2005; 2006) 
providing overviews of numerous frameworks.

The CobiT framework was selected for use 
in this research as it was derived specifically to 
guide the practice of IT audit and is used exten-
sively throughout the public and private sectors 
for this purpose. The next section provides more 
information on the CobiT framework.
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CobiT

The CobiT framework was developed by the In-
formation Systems Audit and Control Association 
(ISACA) in response to a perceived need for a 
framework for the internal control of IT. Built on 
best practice, it has been maintained and upgraded 
to reflect changes in these processes. 

CobiT 3.0 consists of 34 IT processes grouped 
into the four broad domains, Planning and Or-
ganization, Acquisition and Implementation, 
Delivery and Support and Monitoring. The re-
search reported in this paper used CobiT Version 
3.0; however, Version 4.1 has been released more 
recently. There are some differences between 
versions 3.0 and 4.1 including the number of IT 
processes, while the terms “IT process” and “con-
trol objective” had different names in Version 3. 
A control objective is defined in Version 3 as “a 
statement of the desired result or purpose to be 
achieved by implementing control procedures in 
a particular IT activity” (ITGI, 2000c). The most 
recent names for these elements will be used 
in this paper. Version 3 had between three and 
thirty control objectives associated with each IT 
process, giving a total of 318 control objectives. 
For ease of reference, each IT process is labelled 
with a prefix containing the initials of the domain 
in which it is grouped and a number, followed 
by a brief descriptive title. An example of this 
nomenclature is DS5, Ensure Systems Security. 
This IT process, the fifth in the Delivery and 
Support domain, is concerned with ensuring the 
overall security of systems.

The CobiT Management Guidelines (ITGI, 
2000a) contain a set of Maturity Models which 
provide the practitioner with a means of scoring the 
organization’s performance on a Likert-type scale 
ranging from 0 (non-existent) to 5 (optimized). 
The Maturity Models have been developed to be 
specific to each of the individual IT processes. 
In the Framework section of the Management 
Guidelines, a generic maturity model is presented; 
this model is not specific to any particular IT 

process. Maturity levels may be assessed by seek-
ing evidences to evaluate the level of compliance 
with an individual IT process. Where maturity 
levels are used as a basis for audit, a minimum 
acceptable level is often set (see for example the 
Australian National Audit Office (ANAO), 2004, 
p. 33). This level represents a point at which the 
auditor considers that the IT control arrangements 
that are in place are adequate.

As an aid to IT auditors, the CobiT documen-
tation also includes a comprehensive set of audit 
guidelines which may be useful in designing an 
audit program. The benefits of using the CobiT 
framework for IT audit derive from the frame-
work’s alignment between the IT function and the 
business goals of the organization. CobiT allows 
use of the entire framework or an abbreviated ver-
sion of it, if constraints prohibit application of the 
full framework (ITGI, 2000b). Selection of key IT 
processes to tailor the IT audit is standard practice 
in some public sector audit offices (Johannesson, 
2004). When using the CobiT framework for IT 
audit the auditor tests claims made by the organi-
zation about the way in which it met both the IT 
processes and IT control objectives. Evidence is 
sought in interviews with key personnel, through 
the examination of documents and systems, and 
through other processes.

The CobiT Executive Summary (ITGI, 2007a) 
gives a more comprehensive overview of the 
framework. The Executive Summary can be 
accessed via the reference list at the end of this 
chapter. 

The next section reviews relevant publications 
about COBIT, and research that has examined its 
use in assessing the IT function.

previous cobit studies

Much of the available literature about the CobiT 
framework has been written by practitioners, for 
practitioners (Ridley, Young & Carroll, 2004), 
including people linked to ISACA and the asso-
ciated ITGI. The literature produced by ISACA 
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and ITGI sources is not extensively referenced by 
academic authors (Brown & Nasuti, 2005). The 
worldwide adoption of the framework in both the 
public and private sectors, has led to the sugges-
tion that CobiT should be the subject of rigorous 
academic research (Ridley et al., 2004). The lim-
ited relevant research that has been undertaken 
to date is considered next.

Guldentops, van Grembergen, and de Haes 
(2002) invited organizations to assess their own 
IT performance against a list of IT processes from 
CobiT identified by a panel of senior IT and audit 
experts as being the most important. Performance 
was measured using a generic maturity scale 
defined by the framework, similar to the specific 
maturity models provided by CobiT for each of 
the IT processes. Liu and Ridley (2005) used the 
same list of IT processes to examine self-assessed 
maturity within Australian federal and state public 
sector organizations. 

The European Organisation of Supreme Audit 
Institutions is the peak body of national audit of-
fices or Supreme Audit Institutions (SAIs) from 
the European continent (EUROSAI, undated). 
An ongoing project to design a CobiT-based self-
assessment tool for SAIs has been undertaken 
by the EUROSAI IT Working Group (undated). 
Participants examined the IT aspects of their 
own organization in a workshop environment to 
determine the 10–15 key IT processes in achiev-
ing the goals of the SAI, and assess the maturity 
level of the IT processes considered to be the 
most important 

Gerke and Ridley (2006) derived a list of 17 IT 
processes from CobiT that were perceived as the 
most important by 25 state and local government 
organizations within an Australian state. This list 
contained eight IT processes that were common 
to both the original list derived in Guldentops et 
al. (2002) and used by Liu and Ridley (2005), as 
well as the EUROSAI project. A further three 
IT processes were found to be common to either 
Guldentops et al. (2002) and Liu and Ridley (2005), 
or to the EUROSAI project.

It can be seen that none of the studies reviewed 
here has derived, tested or evaluated an abbrevi-
ated audit program based on the CobiT framework. 
The next section gives a brief description of the 
setting in which the study occurred and concludes 
with the aims of the research.

study aims and setting

Australia is a federation of six states and two 
territories. Each of the states and territories has 
an independent government and public service, 
in addition to the national government and public 
service. Tasmania is an island, the only Australian 
state located south of the Australian continent. The 
island is small in both size and population with 
approximately half a million residents. The seat 
of the Tasmanian state public sector is in Hobart, 
the capital, which was founded in 1804, making 
it the second oldest city in Australia.

The Tasmanian Audit Office (TAO) is an 
independent authority charged, amongst other 
responsibilities, with upholding public integrity 
within Tasmania (TAO, 2004). Although some 
restructuring has since occurred at the TAO, at 
the time the study took place, the Electronic Data 
Processing (EDP) auditors also supported and 
assisted the financial audit team as required. The 
IT audit program used at the time was derived 
in-house. The focus of the program was on the IT 
function, without consideration of the integration 
of IT with the business function. As is usual in the 
public sector, the TAO operated under constraints 
of both time and other resources. Consequently, 
the implementation of full CobiT-based IT audits 
was not possible. While the TAO sought to use 
CobiT for IT audit to facilitate alignment between 
business and IT goals in Tasmanian Government 
organizations, it also wanted to reduce the size of 
CobiT by selecting the IT processes to audit that 
were most relevant. 

Given the substantial public sector investment 
in IT infrastructure and the potential benefits of 
using CobiT for IT audit, there were three aims 
of this study. 
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1. To derive an abbreviated CobiT-based audit 
instrument for use in IT audits of Tasmanian 
state government organizations. 

2. To implement the audit program so devel-
oped by trialling it in a number of IT audits 
within the Tasmanian public sector. 

3. To assess the effectiveness of the program in 
the examination of IT function performance 
for Tasmanian public sector organiza-
tions. 

mEthodoloGy

This section examines the research methodology, 
looking at the research design and data collection, 
and the way in which the data were analyzed.

research design and data 
collection

An objective ontology, a positivist epistemology 
and quantitative methods were adopted for this 
research. The literature and research within the 
IT audit field is mostly positivist in nature, and 
utilises quantitative methods. Since the TAO 
practices under a predominantly objective and 
positivist philosophy, use of a similar approach for 
the development and use of an audit instrument 
was considered likely to enhance the credibility 
of the findings.

This study undertook the derivation of an 
instrument for IT audit that had been tailored 
to the needs of the Tasmanian state government 
organizations from the CobiT framework, and its 
subsequent trial with selected clients of the TAO, 
as well as an evaluation of its effectiveness. The 
instrument used the ranked list of IT processes 
previously identified by Gerke and Ridley (2006) 
as being the most important for Tasmanian public 
sector organizations. The study builds on the work 
of Guldentops et al. (2002) and Liu and Ridley 
(2005) by extending international research within 
an Australian setting. A list of potential audit 

measures were compiled, drawing upon three 
separate sources, before being subjected to a set 
of inclusion and exclusion criteria to produce 
the final instrument. This process is outlined in 
greater detail in the section entitled Deriving Audit 
Measures. After deriving the audit instrument as 
outlined, minor revisions were made based on 
feedback obtained from the TAO.

The IT audit instrument was implemented in 
nine state public sector organizations in Tasmania 
to collect empirical audit data, which were later 
used to evaluate the instrument. The organizations 
were selected by the TAO primarily by the size 
and complexity of their IT function, so that most 
organizations selected made considerable use of 
IT. The audits took the form of a semi-structured 
interview with either a senior manager or a per-
son in charge of IT, and were conducted within 
the organizations’ premises. During the course 
of the interview, relevant documentation from 
the organization was examined and/or collected 
to support interview notes. For example, where 
an organization indicated that a password policy 
existed, a copy was requested. In some cases such 
a policy was sighted only, while in others a copy 
was given to the researcher.

The interview notes were summarized and 
presented in tabular form. For each individual 
point of assessment (referred to as “audit mea-
sures”, or simply “measures”) the summary was 
compared to the text of the CobiT Generic Maturity 
Model (ITGI, 2000a) to determine its maturity 
level. For each organization, the mean of the in-
dividual maturity levels for each audit measure 
within an IT process was then calculated to give 
an overall maturity level for that process. In this 
way the maturity level for each IT process was 
directly related to the organization’s compliance 
with individual audit measures.  

The maturity level was used as a tool to enable 
quantitative comparison of audit outcomes for 
individual measures and IT processes among the 
audited organizations. Additionally the resultant 
maturity levels also facilitated comparison against 
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those of previous studies set in the Australian and 
international public sectors. However, the process 
used to assign maturity levels in the audit phase 
of this research varied from the self-assessment 
technique used by Guldentops et al. (2002) and 
Liu and Ridley (2005), as it was based on audit 
evidence. 

Having examined the research design and data 
collection for the study, the next section examines 
data analysis.

analysis

Gerke and Ridley (2006) produced three tiers of 
IT processes ranked in order of perceived impor-
tance to Tasmanian public sector organizations, 
with the first tier containing only DS5 Ensure 
Systems Security. Using a single IT process to 
conduct an IT audit would result in a superficial 
examination of the IT function in each of the 
audited organizations. However, to conduct audits 
of all the 17 IT processes on the abbreviated list 
derived by Gerke and Ridley (2006) using all the 
associated measures listed in the CobiT Audit 
Guidelines (ITGI, 2000b,) would have exceeded 
the resources available. Given that one IT process 
was insufficient for the audit program and the 
list of 17 was considered too many, the first two 
tiers of IT processes were used, with seven IT 
processes in all. The next section examines the 
way in which the audit measures were selected 
for inclusion in the audit instrument.

Deriving Audit Measures

Possible audit measures for each IT process were 
drawn from three sources: an internal document 
from the ANAO listing all the audit measures 
to be investigated while auditing operations in 
the IT environment (the audit program); a TAO 
document, similar to the ANAO document; and 
the CobiT Audit Guidelines (ITGI, 2000b). More 
than 180 possible audit measures were identified, 
associated with the seven IT processes to be used 
for the trial instrument. 

Given that the aim of the research was to trial 
the abbreviated instrument in as many organiza-
tions as possible, while still providing meaningful 
results, it was decided to limit the number of audit 
measures to a number that could be reasonably 
examined in an interview of approximately two 
hours. As the three sources provided more audit 
measures than could be audited in such an in-
terview, some needed to be eliminated. First the 
researcher looked for points of similarity between 
the two audit office documents. If a measure was 
considered to be important by both audit offices 
it was included in the final listing. The second 
method of developing the list of audit measures 
was though the application of the following ex-
clusion criteria: 

• Measures bearing a designation of “manda-
tory/in scope” from the ANAO document 
were considered for inclusion and subjected 
to the remaining exclusion criteria; 

• Audit measures that required the researcher 
to seek evidence from outside the organi-
zation being audited were excluded due to 
the time this would take, and for ethical 
reasons;

• Measures relating to organizational types 
which were not found within the population 
were excluded. The ANAO document made 
reference to some Australian Government 
organizations which did not have Tasmanian 
equivalents, while the CobiT Audit Guide-
lines made reference to some organizational 
features that were only relevant to the private 
sector; 

• Certain audit measures listed within the 
ANAO document were endorsed for ex-
amination “… where appropriate.” These 
measures were omitted from the final audit 
program unless there was a high degree of 
certainty that they would be applicable; 
and

• Measures that were too broad to be directly 
related to any of the IT processes were ex-
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cluded to avoid the potential of forming an 
incomplete or inaccurate audit opinion.

A full listing of all audit measures included 
in the final audit program can be found in Ap-
pendix A.

Once derived the audit instrument was then 
used to conduct a series of IT audits as outlined 
in the next section.

Audit Procedure

It was not possible to audit all organizations that 
participated in the study by Gerke and Ridley 
(2006) due to time constraints. However, eight 
of those 25 state and local government organi-
zations accepted an invitation to participate in 
the IT audits, while another organization which 
had not taken part in the original study was also 
included. The organizations are listed in Table 1 
with an indication of whether they were at a state 
or local government level, along with their formal 
organizational type. Each type of organization 
that participated in the previous study was also 
represented in this study. It should be noted that 
four government departments that participated 
in the audit phase are designated as government 
agencies. In the Tasmanian public sector the term 
agency is defined by the State Services Act (2000). 
It includes organizations directly controlled by the 

government (departments) and other organizations 
specified by the legislation. Agencies are gener-
ally held to a higher standard of accountability, 
reporting directly to their responsible minister 
in the government. 

In undertaking the audit procedure using 
semi-structured interviews, the interviewee was 
asked to provide evidence of the way in which 
the organization addressed the individual audit 
measures. All organizations participating in the 
audits had previously been supplied with text 
that explained each IT process used. The CobiT 
4.1 document (ITGI, 2007b), containing the full 
text of all the IT processes, is available for free 
download. 

All documentation made or acquired to sup-
port an audit opinion is known as audit working 
papers. An example of working papers are the 
notes made in the course of the audit interviews. 
These notes were designed to act both as a re-
cord of the interview and a memory aid for the 
researcher when evaluating the adequacy of the 
IT processes in the organizations audited.

When the data were assessed against the Ge-
neric Maturity Model from the CobiT Management 
Guidelines (ITGI, 2000a) a match was sought 
between the evidence and the key requirements 
of each maturity level, in order to assess devel-
opment of the IT function. A maturity level was 
considered to be attained if all requirements of 

Organization Level Organization Type

A State Department (Agency)

B State Department (Agency)

C State Commission

D State Commission

E State Department (Agency)

F State Government Business Enterprise

G State Department (Agency)

H State Board

I Local Council

Table 1. Organizations participating in audits
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that particular level were considered to be met. A 
maturity level was then assigned to each measure 
according to the scale shown in Table 1.

0  (non-existent): no processes, the organiza-
tion considered the audit measure was not 
relevant to their situation;

1  (initial): addressed indirectly or in an ad hoc 
manner;

2  (repeatable): informal or undocumented 
procedures exist;

3  (defined): addressed by documented policies 
and formalised training;

4  (managed): formal documentation and/or 
training, subject to continuous monitoring 
and improvement, and may involve a limited 
amount of automation;

5  (optimised): meets Maturity Level 4 and 
includes elements of automated workflow.

As explained, once each individual audit mea-
sure for a particular IT process had been assigned 
a maturity level, the mean of these values was 
determined. In one instance the mean maturity 
levels for organizations were compared using a 
Student’s T-test to test for significant differences 
between means.

The process of implementing the audit instru-
ment was also used in evaluating the utility of the 
CobiT framework for use in Tasmanian public 
sector IT audit. 

Instrument Evaluation

The audit instrument was evaluated in a number 
of ways. 

1. Interview duration: As a primary aim of 
the study was to develop an IT audit tool 
that was consistent with the time constraints 
of a public sector audit office, the duration 
of the audit interview was a key evaluation 
criterion. 

2. Expert validation: Independent expert 
evaluation of the derived audit instrument 
was also used. 

3. Linkage of IT and business goals: Because 
an important characteristic of CobiT is to 
align use of IT with organizational goals, 
the utility of the audit instrument to find 
linkages between the IT function and the 
broader business function was also consid-
ered in the evaluation. 

4. Relevance of the instrument: Since a key 
aim of the study was to develop an IT audit 
tool that was relevant to the Tasmanian 
context, both for the public sector audit of-
fice and the organizations that participated 
in the study.

5. Triangulation of sources: The instrument 
was benchmarked against audit instruments 
from a limited number of Australian public 
sector audit organizations. 

The results are reported and discussed next, 
along with a comparison with previous studies.

rEsults and discussion

Results and discussion appear in the next section 
on the audit procedure, the seven IT processes 
examined, comparisons against previous related 
studies and the evaluation of the audit instrument. 
The study’s limitations are also discussed at the 
end of the section.

conduct of audits and assigning 
maturity levels

The audit interviews ranged in duration from 
approximately 40 minutes for the smallest orga-
nization to 100 minutes for the organization with 
the most complex IT infrastructure. 

The next six sections present the maturity 
ratings assigned for the audited organizations for 
each IT process. The IT processes are presented 
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in the order of priority for Tasmanian government 
organizations, as determined by Gerke and Ridley 
(2006). Each section contains a table showing 
the maturity levels assigned for the participat-
ing organizations for each of the audit measures, 
associated with the particular IT process. The 
tables also display the means for the individual 
measures and organizations, as well as the overall 
mean for the IT process. 

ds5 Ensure systems security

The most highly ranked IT process in the Tas-
manian public sector, DS5 Ensure Systems Secu-
rity, (Gerke & Ridley, 2006), is concerned with 
the business goal of “safeguarding information 
against unauthorised use, disclosure or modifica-
tion, damage or loss” (ITGI, 2000a, p. 70). Ensure 
Systems Security is enabled by “logical access 
controls which ensure that access to the systems, 
data and programmes is restricted to authorised 
users” (ITGI, 2000a, p. 70).

The low means for some individual audit 
measures for DS5, as listed in Table 2, may in-

dicate a deficiency in the way that some aspects 
of this IT process were addressed within these 
organizations. Six organizations were assigned 
non-existent (0) or initial (1) maturity levels for 
the way in which they addressed Audit Measure 
11, daily or weekly reviews of audit trails of access 
or activity. As a consequence, Measure 11 had the 
lowest mean assigned maturity level of all audit 
measures for this IT process. However, it would 
appear that reviewing audit trails is critical to the 
underlying principles of the IT process, Ensure 
Systems Security. 

The Tasmanian Government, through the 
Information Security Charter 2003, required 
all public sector organizations designated as 
“Agencies” by legislation to have in place an 
information security policy. Of the four organiza-
tions audited that were required by the Charter 
to have an information security policy in place 
(Organizations A, B, E, and G), and marked by 
an asterisk in the tables, all had done so. Of the 
other organizations, three (Organizations F, H, 
and I) had security policies in place, Organiza-
tion D was developing a security policy, while 

Table 2. Maturities assigned for DS5 Ensure Systems Security

Organization A B C D E F G H I Mean

1 4 4 0 1 4 4 4 4 2 3.00

2 3 4 2 4 4 4 4 3 3 3.44

3 4 4 3 4 4 4 4 3 3 3.67

4 4 4 2 4 3 2 3 3 2 3.00

5 4 4 4 4 4 4 3 4 4 3.89

6 4 4 4 4 4 4 2 4 4 3.78

7 4 4 0 3 4 3 2 3 0 2.56

8 2 3 4 0 4 2 4 0 4 2.56

9 4 4 2 4 4 2 4 4 4 3.56

10 4 4 0 4 2 4 4 4 4 3.33

11 1 4 0 1 1 1 4 4 0 1.78

12 4 4 4 4 4 4 4 4 4 4.00

Mean 3.50 3.92 2.08 3.08 3.50 3.17 3.50 3.33 2.83 3.21

Note: Minimum mean values are in bold; maximum mean values are in italicized bold



��0  

Tailoring CobiT for Public Sector IT Audit

Organization C did not have a security policy 
and had no plans to develop one. 

For DS5 Ensure Systems Security, the organi-
zations required by the Charter to have security 
policies had higher organizational mean maturi-
ties (ranging from 3.50 to 3.92) for DS5 than all 
the other organizations (ranging from 2.08 to 
3.33). Using a Student’s T-test all these former 
means were found to be significantly different 
(p = 0.00097, at α = 0.05) than all the latter. 
Moreover, the organizations that had security 
policies in place although not required to do so 
under the charter also had higher organizational 
mean maturities. This was found to be the case 
regardless of whether the organization was cur-
rently developing a security policy. These results 
suggest that development of a security policy was 
beneficial for individual organizations’ systems 
security. However, other factors such as organi-
zational size may also have contributed to the 
higher means.

The approaches to Audit Measure 12, assess-
ing the need to formally indicate the user’s ac-
ceptance of policies around Internet and e-mail 
usage, varied from a need for formal sign off, to 
no requirement to indicate acceptance. The ap-
proach used did not appear to affect the maturity 
level assigned, since all the organizations had 

such policies and communicated them. Several 
participants indicated that formal sign off on such 
policies was not used, on legal advice.

ds4 Ensure continuous service

IT process DS4 Ensure Continuous Service, is 
concerned with the business goal of “making sure 
IT services are available as required and ensur-
ing a minimum business impact in the event of 
a major disruption” (ITGI, 2000a, p. 68). It was 
ranked second in the list derived by Gerke and 
Ridley (2006). DS4 Ensure Continuous Service is 
enabled by “having an operational and tested IT 
continuity plan which is in line with the overall 
business continuity plan and its related business 
requirements” (ITGI, 2000a, p. 68).

Of the 13 detailed IT processes associated 
with DS4 Ensure Continuous Service, six make 
reference to a continuity plan within their titles. 
One organization had no business continuity plan 
and no disaster recovery plan, as reflected by be-
ing assigned maturity level 0 for Audit Measure 
1 (see Organization I in Table 3). However, its 
interviewee indicated that the formation of these 
plans was to be considered at an imminent meet-
ing. Another organization considered its long and 
short range plans to be business continuity and 
disaster recovery plans.

Table 3. Maturities assigned for DS4 Ensure Continuous Service

Organization A B C D E F G H I Mean

1 3 3 3 4 4 4 4 4 0 3.22

2 4 4 5 4 4 4 4 4 3 4.00

3 4 4 3 3 3 4 4 3 3 3.44

4 3 3 4 4 2 4 4 3 2 3.22

5 4 4 3 4 4 4 4 4 4 3.89

6 4 4 4 4 4 4 4 4 4 4.00

7 3 3 3 3 3 3 3 3 3 3.00

Mean 3.57 3.57 3.57 3.71 3.43 3.86 3.86 3.57 2.71 3.54

Note: Minimum mean values are in bold; maximum mean values are in italicized bold
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While many organizations stated that the 
organization’s Internet publication policy was not 
the responsibility of the Information Technology 
department, most managers indicated that the 
relevant policies were in place and that the orga-
nization had strict controls over such publication. 
This finding is reflected in the high mean (4.00) 
for Measure 2.

PO1 Define the Strategic Information 
technology plan

Ranked third by Gerke and Ridley (2006), the 
IT process PO1 Define a Strategic Information 
Technology Plan is concerned with the business 
goal of “striking an optimum balance of informa-
tion technology opportunities and IT business 
requirements as well as ensuring its further ac-
complishment” (ITGI, 2000a, p. 24). PO1 Define a 
Strategic Information Technology Plan is enabled 
by “a strategic planning process undertaken at 
regular intervals giving rise to long-term plans; the 
long-term plans should periodically be translated 
into operational plans setting clear and concrete 
short-term goals” (ITGI, 2000a, p. 24).

One organization did not have an IT planning 
or steering committee. This organization was 
consistently assigned lower maturity ratings. It 

was the only organization to be assigned level 0 
(non-existent) for an audit measure for PO1 (see 
Organization I in Table 4). Not only did it have 
the lowest mean assigned maturity for both DS4 
Ensure Continuous Support, and PO1 Define 
a Strategic Information Technology Plan (see 
Tables 3 and 4), it also had the second lowest 
mean assigned maturity level for DS5 Ensure 
Systems Security. This result may be linked to its 
organizational type, as the organization concerned 
was a local government body, the only one to be 
audited in this study.

Information obtained during the audit indi-
cated that linkage of both long and short range IT 
plans to the organizational long and short-range 
plans was approached in different ways across the 
organizations. For example, in one organization 
the IT plans were an integral part of the business 
plans. In contrast, a second organization used an 
overarching departmental initiative to dictate the 
broad direction of the IT plans.

ds11 manage data

The IT process D11 Manage Data is concerned 
with the business goal of “ensuring that data 
remains complete, accurate and valid during 
its input, update and storage” (ITGI, 2000a, p. 

Table 4. Maturities assigned for PO1 Define a Strategic Information Technology Plan

Organization A B C D E F G H I Mean

1 3 3 3 3 3 3 3 3 0 2.67

2 1 3 2 3 3 2 2 2 2 2.22

3 3 2 3 3 3 3 3 3 2 2.78

4 3 2 3 3 3 3 3 3 1 2.67

5 3 2 3 4 3 3 3 3 3 3.00

6 3 3 3 3 3 3 2 3 3 2.89

7 3 3 2 3 3 3 3 3 3 2.89

8 3 3 3 3 3 3 3 3 3 3.00

Mean 2.75 2.63 2.75 3.13 3.00 2.88 2.75 2.88 2.13 2.76

Note: Minimum mean values are in bold; maximum mean values are in italicized bold
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82). It is enabled by “an effective combination 
of application and general controls over the IT 
operations” (ITGI, 2000a, p82). DS11 Manage 
Data was ranked fourth on the list compiled by 
Gerke and Ridley (2006).

Many of the audit measures for the Man-
age Data IT process were not considered by IT 
managers to be applicable in their organizations, 
as reflected in the low mean maturity levels for 
both organizations and measures seen in Table 
5. However, the wide variation among assigned 
maturity ratings within DS11 Manage Data seen 
in Table 5 may indicate an inconsistent approach 
to the management of data within individual 
organizations. This conclusion is supported by 
the indication from some managers that many of 
the audit measures were addressed on a case-by-

case basis by individual systems administrators 
or business units. 

The audit measure, integrity, confidentiality 
and non-repudiation of sensitive messages trans-
mitted over public networks such as the Internet 
was managed poorly by many organizations, as 
evidenced by the assignment of maturity ratings 
of either 0 (non-existent) or 1 (initial) in over half 
the organizations audited. One manager believed 
sending sensitive messages was not done within 
their organization, while another provided advice 
not to do it. The risk of misaddressing messages 
by letter, fax or e-mail was indicated by many 
as almost impossible to mitigate. Most organi-
zations addressed the problem for e-mail by use 
of an all of government or global address book 
and the government directory where possible, 

Table 5. Maturities assigned for DS11 Manage Data

Organization A B C D E F G H I Mean

1 4 1 3 3 0 3 3 1 3 2.33

2 4 4 3 3 0 3 3 3 1 2.67

3 1 1 1 3 3 1 1 3 3 1.89

4 1 1 1 3 0 3 3 3 0 1.67

5 1 1 3 3 0 3 3 3 0 1.89

6 1 3 3 4 3 3 3 3 3 2.89

7 4 3 0 0 1 0 2 2 0 1.33

8 1 1 1 1 1 2 1 1 0 1.00

9 3 0 3 4 0 4 3 3 0 2.22

10 4 4 4 4 4 4 4 4 4 4.00

11 3 3 3 3 3 3 3 3 3 3.00

12 3 3 3 3 3 1 0 0 3 2.11

13 4 4 3 3 3 3 3 3 0 2.89

14 4 4 3 4 4 3 3 3 3 3.44

15 3 0 1 3 0 3 0 3 3 1.78

16 1 3 3 3 1 2 4 3 3 2.56

17 3 0 1 4 0 3 0 3 3 1.89

18 1 4 3 3 0 3 1 3 3 2.33

Mean 2.56 2.22 2.33 3.00 1.44 2.61 2.22 2.61 1.94 2.33

Note: Minimum mean values are in bold; maximum mean values are in italicized bold
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but in most cases the responsibility was left to 
individual users.

ds12 manage facilities

The IT process DS12 Manage Facilities is con-
cerned with the business goal of “providing a 
suitable physical surrounding which protects the 
IT equipment and people against man-made and 
natural hazards” (ITGI, 2000a, p. 84). Ranked fifth 
in importance to the public sector organizations 
surveyed by Gerke and Ridley (2006), it is enabled 
by “the installation of suitable environmental and 
physical controls which are regularly reviewed for 
their proper functioning” (ITGI, 2000a, p. 84).

Most organizations had well developed policies 
and procedures around the management of their 
physical premises. This is reflected in the mean 
maturity levels seen in Table 6. All organizations 
had means of at least Level 3. IT facilities were 
locked over night, with the exception of one orga-
nization, which was manned at all times. In most 
cases access to the IT department was through the 
reception, where it was necessary to sign in to the 
organization as a visitor. Security was provided 
either by security personnel or through the use 
of programmable devices, such as proxy cards or 
small electronic devices commonly called dongles. 
Such devices were used in most cases to access 
the premises after hours. 

Table 6. Maturities assigned for DS12 Manage Facilities

Organization A B C D E F G H I Mean

1 5 5 5 5 5 5 5 5 5 5.00

2 5 5 5 5 5 5 5 5 5 5.00

3 5 3 1 5 5 5 5 5 5 4.33

4 4 4 4 4 4 4 4 4 4 4.00

5 5 5 4 4 5 1 1 4 4 3.67

6 4 4 3 3 3 3 3 3 3 3.22

7 5 5 3 3 3 4 4 4 3 3.78

8 4 3 3 3 3 3 3 3 3 3.11

9 4 2 2 0 0 0 0 0 0 0.89

10 3 3 0 3 3 1 0 3 1 1.89

11 3 3 3 4 3 0 4 3 1 2.67

12 3 4 4 4 4 3 4 4 4 3.78

13 4 4 4 3 4 3 3 3 3 3.44

14 3 4 3 4 3 4 4 4 4 3.67

15 4 3 2 2 3 3 4 3 3 3.00

16 4 4 4 4 4 4 4 4 4 4.00

17 3 3 3 3 3 3 3 3 3 3.00

18 4 5 3 3 3 3 3 3 3 3.33

19 4 0 4 3 1 3 3 3 3 2.67

20 4 1 3 3 4 3 4 3 4 3.22

Mean 4.00 3.50 3.15 3.40 3.40 3.00 3.30 3.45 3.25 3.38

Note: Minimum mean values are in bold; maximum mean values are in italicized bold
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In all but one case the reception logs were not 
examined by the IT department to review depart-
mental visitors. Consequently, as seen in Table 5, 
the related Audit Measure 9 had the lowest mean 
assigned maturity. Only one organization required 
visitors to the computer facilities to sign in to the 
IT department, in addition to the generic sign-in 
at reception. However, in all cases access to the 
server room was restricted to those who were 
accompanied by an authorized member of staff 
or those who had been issued with appropriate 
access privileges. 

ai6 manage changes

The IT process AI6 Manage Changes is con-
cerned with the business goal of “minimising the 
likelihood of disruption, unauthorised alterations 
and errors” (ITGI, 2000a, p. 58). It is enabled by 
“a management system which provides for the 
analysis, implementation and follow-up of all 
changes requested and made to the existing IT 
infrastructure” (ITGI, 2000a, p. 70).

Many of the audit measures examined for AI6 
Manage Changes were based around making 
changes to program code. One manager considered 
that most of the change management audit mea-
sures were not applicable to their organization as 
no coding took place within it. The same manager 
had previously indicated that the organization 

sought to appoint a programmer. When such an 
appointment was made and internal development 
and change processes began, the organization 
should reconsider its position for related audit 
measures. It can be seen from Table 7 that Or-
ganization C was assigned a maturity level of 0 
(non-existent) for four of the six audit measures 
and consequently gained a mean maturity level 
for AI6 of less than one. Several organizations 
indicated that code was kept by individual vendors 
or contractors and so they could not comment on 
the adequacy of such code libraries. However, 
most managers considered users to be aware 
of, and understand, the need for formal change 
control procedures.

po8 compliance with External 
requirements

The IT process PO8 Compliance with External 
Requirements is concerned with the business goal 
of “meeting legal, regulatory and contractual 
obligations” (ITGI, 2000a, p. 38). It is enabled 
by “identifying and analysing external require-
ments for their IT impact, and taking appropriate 
measures to comply with them” (ITGI, 2000a, p. 
38). PO8 Compliance with External Requirements 
was ranked seventh in the study by Gerke and 
Ridley (2006).

Table 7. Maturities assigned for AI6 Manage Changes

Organization A B C D E F G H I Mean

1 3 3 1 3 3 4 4 3 2 2.89

2 3 3 1 3 3 4 4 3 2 2.89

3 1 4 0 2 0 2 1 2 0 1.33

4 3 4 0 3 1 3 4 3 1 2.44

5 4 0 0 3 3 3 4 3 3 2.56

6 3 0 0 3 1 3 1 3 3 1.89

Mean 2.83 2.33 0.33 2.83 1.83 3.17 3.00 2.83 1.83 2.33

Note: Minimum mean values are in bold; maximum mean values are in italicized bold
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As can be seen in Table 8, Audit measures 
5, insurance contracts, and 6, EDI processes, 
were considered by many of the managers not to 
be applicable to their organization, and so were 
assigned a maturity level of 0. Only four orga-
nizations indicated that organizational policies 
and insurance contracts were aligned, with a fifth 
indicating that little insurance was held for IT. 
Six of the nine organizations did not have EDI 
processes, reflecting greater use of replacement 
technologies in more recent years. These findings 
are reflected in the figures for the lowest means 
in Table 8. Both the lowest organizational mean 
and the lowest mean for a measure were at Level 
1 (initial).

In the following section the results are com-
pared against those for previous studies.

comparison with previous studies

The methodologies employed by previous studies 
(Guldentops et al. (2002); Liu and Ridley, 2005) 
and in the EUROSAI Self Assessment Project 
required organizations to assess their own matu-
rity against the CobiT maturity models. It may be 
anticipated that an independent evaluation would 
be more objective than a self-assessment and result 
in lower maturity levels being assigned. Of the 
seven most highly ranked IT processes consid-
ered in this research, five were included in both 

the previous studies and the EUROSAI project, 
suggesting the broadly accepted importance of 
these processes.

Mean maturity levels were not available for 
the EUROSAI project and so no comparison can 
be made with the results of that investigation. The 
mean maturity levels of the IT processes from 
each of the other previous studies are displayed in 
Table 9, along with a comparison against those for 
the current research. Means only are given for the 
international study, as standard deviations were 
not available. Only the public sector results are 
presented for the international study. 

It was expected that the mean assigned ma-
turity level would correspond to the order of 
importance of the IT process to the organization, 
as seen in the Australian and international results. 
However Table 9 indicates that this is not the 
case for the results from the current study, set in 
Tasmania. When considering the mean assigned 
maturity levels, the Tasmanian public sector 
organizations audited were found to perform 
best in DS4 Ensure Continuous Service rather 
than in DS5 Ensure Systems Security. However, 
as the organizations that were required to have a 
security plan and policy in place were outnum-
bered by those not subject to such a requirement, 
this characteristic may have acted to reduce the 
mean assigned maturity level found for Ensure 
Systems Security.

Organization A B C D E F G H I Mean

1 2 3 3 3 3 4 4 3 0 2.78

2 4 4 4 4 4 4 4 4 4 4.00

3 3 3 2 3 3 3 3 3 3 2.89

4 4 3 0 3 3 4 3 0 3 2.56

5 3 0 0 3 1 0 3 0 3 1.44

6 3 0 0 0 0 4 3 0 0 1.11

Mean 3.17 2.17 1.50 2.67 2.33 3.17 3.33 1.67 2.17 2.46

Table 8. Maturities allocated for PO8 Compliance with External Requirements

Note: Minimum mean values are in bold; maximum mean values are in italicized bold
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The standard deviations of IT processes in 
this research were lower than those from Liu 
and Ridley (2005) for DS4 Ensure Continuous 
Service, and PO1 Define a Strategic Information 
Technology Plan, while they were higher than 
those noted by Liu and Ridley (2005) for DS5 
Ensure Systems Security, DS11 Manage Data 
and AI6 Manage Changes. When comparing the 
two studies it is important to remember that the 
current study is based on results from only nine 
organizations, whereas Liu and Ridley (2005) 
obtained 102 responses and gathered data from 
all states in Australia. Furthermore, some data for 
the latter study were gathered from much larger 
organizations than those in the current study. 

Evaluation of audit instrument

An evaluation of the audit instrument using the 
five criteria stated earlier appears below. 

1. Interview duration: The longest audit in-
terview conducted was approximately 100 
minutes, which met the evaluation criterion 
set of a maximum of two hours per audit.  
Consequently, as the audit instrument could 
be used to complete an audit interview within 
the specified time frame, this characteristic 

was seen as contributing to the validation 
of the instrument.

2. Expert validation: The IT audit instru-
ment developed for this study was evaluated 
using expert review.  Only minor changes 
to the IT audit instrument were suggested 
as a result of this review.  All the changes 
were implemented before the audits were 
undertaken.  

3. Linkage of IT and business goals: Use of 
the audit instrument resulted in a link being 
established between the IT processes audited 
and the business goals of the organizations, 
during the IT audit.  This was evidenced by 
the requirement to produce organizational 
policy documents as well as through anec-
dotal evidence from the managers being 
interviewed. As much of the value of us-
ing CobiT for IT audit is derived from the 
alignment between the IT processes and 
the organizational goals, this result was 
interpreted as a further validation of the 
audit instrument.

4. Relevance of the instrument: The instru-
ment contained the seven IT processes that 
were most highly ranked by Tasmanian state 
public sector organizations, as reported by 
Gerke and Ridley (2006).  As a result, the 

Table 9. Maturity level means for common IT processes

Mean and Standard Deviation for Maturity Level

IT process
Tasmania Australia

(Liu & Ridley 2005)

International
(Guldentops et al.

2002)

Mean Std Dev Mean Std Dev Mean

DS5 3.21 1.25 3.40 0.96 2.66

DS4 3.54 0.74 3.24 1.06 2.32

PO1 2.76 0.59 2.91 1.26 2.17

DS11 2.33 1.34 3.06 1.02 2.48

AI6 2.33 1.33 3.18 1.05 2.40
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IT audit investigated IT processes that were 
relevant and important to Tasmanian state 
public sector organizations.  Tailoring the 
instrument, and therefore the IT audits, to 
the most important IT processes enabled the 
size of the audit instrument to be reduced.  
This characteristic facilitated use of CobiT 
for IT audit in a way that was also consistent 
with the resources of the TAO.  Therefore, 
the relevance of the IT audit instrument so 
developed was also considered to validate 
the instrument.  

5. Triangulation of sources: The instrument 
included measures obtained from the TAO 
and the ANAO, as well as from the CobiT 
Audit Guidelines. The identification of 
some audit measures in multiple sources 
demonstrated the appropriateness of those 
measures, and provided further validation 
of the IT audit instrument. 

limitations

The maturity models used in the previous related 
studies (Guldentops et al., 2002; Liu & Ridley, 
2005) were different to those used in this study. 
This study used a generic maturity model to assign 
maturity ratings to each of the audit measures. 
Although the generic model was the foundation 
of the maturity model specific to each IT pro-
cess used by the other studies, it provided less 
guidance and so required more interpretation 
by the researcher when assigning the maturity 
levels. However, the researcher who undertook 
the audits for the Tasmanian study was likely to 
be more familiar with CobiT than the organiza-
tional respondents in the other two studies, and 
so required less guidance.

The assessment of maturity in the studies 
by Guldentops et al. (2002) and Liu and Ridley 
(2005) was by individuals employed within the 
organizations being assessed. In the Tasmanian 
research the researcher assessed maturity using 
evidences obtained through audit. It is expected 

that evidential assessment made by a trained 
independent third party may be more objective, 
potentially lowering the assigned maturities. 

Due to the pace of organizational change the 
year in which the studies were undertaken may 
have also influenced the results. Everything else 
being equal, it would be expected that more recent 
studies would reveal more mature IT processes.

The use of a researcher rather than a practi-
tioner to conduct the audits may have led to less 
exploratory questioning when assessing the way 
in which the audit measures were met within 
each organization. It is possible that this may 
have reduced the assigned maturity levels and the 
time taken to conduct the IT audits. However, the 
TAO has successfully used an amended form of 
the instrument for their IT audit program since 
the conclusion of the study. 

The next section provides a conclusion to the 
study by reviewing the aims of the research and 
relating these to its outcomes. 

conclusion

This research set out to develop and trial an 
abbreviated IT audit instrument based on the 
CobiT framework within selected state public 
sector organizations in Tasmania. Additionally 
it sought to evaluate the derived instrument and 
to compare the audit results with those obtained 
in other studies.

The IT audit instrument derived contained five 
IT processes from CobiT that were also identified 
as being important by previous studies (Gulden-
tops et al., 2002; Liu and Ridley, 2005). These 
were: DS5 Ensure Systems Security, DS4 Ensure 
Continuous Support, PO1 Define a Strategic In-
formation Technology Plan, DS11 Manage Data, 
and AI6 Manage Changes. The remaining two 
IT processes, DS12 Manage Facilities and PO8 
Ensure Compliance with External Requirements 
were not included in the studies by Guldentops 
et al. (2002) and Liu and Ridley (2005), and so 
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reflect the particular needs of the Tasmanian State 
Government organizations that participated in the 
study by Gerke and Ridley (2006).

The IT audit instrument developed was evalu-
ated as appropriate by a number of methods in-
cluding expert validation, triangulation, interview 
duration and perceived relevance of the audit 
program. The quality of the instrument developed 
is further evidenced by the authority given by 
the Tasmanian Audit Office to the researcher to 
undertake the IT audits, and use of the outcomes 
of this research to inform future IT audits in the 
Tasmanian State public sector. 

The trial audits showed that the instrument con-
tained few audit measures that were not relevant 
to the Tasmanian public sector, which suggests 
that its development was appropriate. The audit 
results indicate that there was a wide variation 
in the approaches to IT governance within the 
organizations audited, which appears to be linked 
to the organizational size and type.

The research results suggest that the instru-
ment derived from CobiT for this study was both 
effective for IT audit, and tailored to the needs of 
Tasmanian state public sector organizations, when 
evaluated against a number of criteria. Therefore 
this academic study adds credibility to practitio-
ner reports that it is possible to implement CobiT 
to produce an effective IT audit instrument that 
reflects the needs of individual organizations. 
Further academic research is needed to assess the 
effectiveness of other elements of CobiT.
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appEndix a: audit mEasurEs includEd in thE audit instrumEnt

ds5 Ensure systems security

1. Has the organization developed a security statement and policy?
◦ Confirm the statement and/or policy exists, is endorsed and communicated.
◦ Confirm that the policy/plans/procedures are current.

2. Determine whether remote access is used in the organization.
◦ Identify policy and procedures over the granting, modifying and removal of remote ac-

cess.
◦  Determine how the organization controls this access.
◦ Confirm that remote access is regularly reviewed.

3. Are there formalised procedures in place for the granting, modifying and removal of user access 
privileges?
◦ Are requests for user access documented?
◦ What is the approval process for granting access?
◦ Is access removed for users that have left the organization?
◦ How is IT staff made aware of staff leavers?
◦ Is removal of system’s access done in a timely manner?
◦ What are the procedures for granting and removing emergency/ temporary access?
◦ Are periodic reviews of user access conducted?
◦ Are periodic reviews conducted of user profiles to ensure appropriate access rights?

4. Confirm that review of users have been undertaken on regular basis, and all exceptions ac-
tioned.

5. How are users uniquely identified to the each system components (ie unique user id and pass-
word)?

6. Does the agency have a password policy that incorporates the following:
◦ Minimum and maximum length.
◦ Special restrictions on the setting of passwords (ie at least one numeric character).
◦ System forced change.
◦ History preventing/limiting reuse.
◦ Lockout after number of unsuccessful attempts.
◦ System timeouts.

7. Review system configuration and confirm that password policy has been set and this is consistent 
with security policy and procedures

8. Identify whether multiple layers of passwords are required for sensitive functions application ie 
SU to root, firecall etc.

9. Are there network access logs?
10. Are these logs regularly reviewed by appropriate staff?
11. An audit trail of access/activity is reviewed daily or weekly. 
12. Are there formal policies in regard to:

◦ Internet use.
◦ E-mail use.
◦ File Sharing.
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13. How are these disseminated amongst staff, particularly new users?
14. Do staff members have to agree with these policies?

ds4 Ensure continuous support

1. Verify the existence of a current and endorsed IT continuity plan.
2. Determine if the key business stakeholders have provided input to the continuity plan
3. Review publication policy, eg management required to approve all Internet content.
4. Evaluate how the agency ensures the backup/archiving has completed correctly (e.g., are tapes 

readable?)
5. Does the agency periodically check data maintained to ensure integrity and correctness?
6. Review and evaluate standard backup and archiving procedures
7. For each system, what types of backups are performed (consider frequency, cycle and rotation)? 
8. Are these backups performed in accordance with the predetermined backup schedule?
9. Are the backups/archives stored in appropriately secure, on-site and off-site, locations?
10. Determine if media at off-site location are matched to appropriate media management system

ds11 manage data

1. For a selected sample of source documents consistency is evident with respect to stated procedures 
relating to authorisation, approval, accuracy, completeness and receipt by data entry, and data entry 
is timely.

2. Audit trails are provided to facilitate the tracing of transaction processing and the reconciliation 
of disrupted data.

3. Error handling procedures and actions comply with established policies and controls.
4. Output reports are secured awaiting distribution, as well as those already distributed to users in 

compliance with established procedures and controls.
5. Disposed sensitive information procedures and actions comply with established policies and con-

trols.
6. Media storage sites are physically secure and inventory current.
7. Adequate protections ensure integrity, confidentiality and nonrepudiation of sensitive messages 

transmitted over the Internet or any other public network.
8. The risk of misaddressing messages (by letter, fax or e-mail) is mitigated by appropriate proce-

dures.
9. Controls that are normally applied to a specific transaction or process, such as faxing or automatic 

telephone message answering, also apply to computer systems that support transaction or process 
(e.g., fax software on a personal computer).

10. Obtain a copy of backup and archiving policy and procedures.
11. Determine what training has been provided to operations staff with regard to backup/archiving 

and restore procedures.
12. Determine if the backup and restore procedures been documented sufficiently to allow someone 

other than the primary IT resource to perform the necessary tasks.
13. Is test data protected and controlled:
14. Minimize use of personal information for test purposes
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15. If used the data should be depersonalized before use
16. Strict controls in place over access to a programs source library.
17. Data security function:
18. The function is staffed with sufficient personnel of appropriate expertise and experience. 
19. User and group profiles should be defined to reflect CIS and user department organization ensuring 

that appropriate segregation of duties is maintained.
20. Profile attributes and special authorities should reflect users’ business functions. 
21. Access to online editors which have capabilities to replace/modify file contents, internal storage 

areas or programs is limited through access control software or security profiles to system admin-
istrator or other authorized personnel

22. Audit trail of all changes is kept.
23. Direct editing is approved and fully documented.
24. Audit trails of changes to transaction files and master files are kept.

ds12 manage facilities

1. The building is locked down overnight (outside of business hours).
2. Building visitors are monitored by reception and security.
3. Restriction beyond the reception area is restricted via locks (i.e., proxy cards).
4. Access outside of business hours requires appropriate privileges or proxy cards.
5. Video/sensor monitors in place throughout the building.
6. Adequate procedures are in place for providing and terminating staff members’ physical access.
7. The server room is physically locked (i.e., proxy cards).
8. Access to the room is restricted to relevant staff (i.e., IT staff only).
9. Adequate procedures are in place for providing and terminating staff members’ physical access
10. Video cameras monitor the entry points to the server room.
11. The room is within sight of IT staff.
12. No other access risks (windows, etc.).
13. Is there a signing in procedure for visitors entering the computer facilities?
14. Are reviews conducted of the visitor registration logbook?
15. Is there a long-term plan for the facilities required to support the agency’s computing environ-

ment?
16. Are periodic reviews of access privileges and profiles conducted?
17. Adequate fire devices in place:

◦ Air conditioning unit.
◦ Humidity/temperature monitors.
◦ Fire/smoke alarms/sensors.
◦ Fire extinguishers.

18. Temperature and humidity is controlled and monitored (i.e., air conditioner unit, vesda system).
19. Is the server room adequately located? Consider:

◦ Other business operations nearby.
◦ Areas prone to natural disaster.
◦ The type of business conducted, that may pose risk of terrorism.
◦ Nearby water risks (i.e., running water pipes, etc.).
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20. Appropriate floors - antistatic.
21. Boxes are all racked and raised.
22. All components of the communication network under the organization’s control are physically 

secured.
23. Appropriate back-up or alternative routing for key elements in communication networks exist.
24. Access to terminals which may have network master terminal status is restricted.
25. All boxes feature uninterruptible power supply (UPS).
26. UPS are regularly tested.
27. Appropriate shutdown and battery time.

PO1 Define a Strategic Information Technology Plan

1. Minutes from IT planning/steering committee meetings reflect the planning process.
2. Relevant IT initiatives are included in the IT long- and short-range plans (i.e., hardware changes, 

capacity planning, information architecture, new system development or procurement, disaster 
recovery planning, installation of new processing platforms, etc.).

3. IT initiatives support the long- and short-range plans and consider requirements for research, 
training, staffing, facilities, hardware and software.

4. Consideration has been given to optimising current and future IT investments.
5. IT long- and short-range plans are consistent with the organization’s long- and short-range plans 

and organizational requirements.
6. Plans have been changed to reflect changing conditions.
7. IT long-range plans are periodically translated into short-range plans.
8. Tasks exist to implement the plans.

po8 Ensure compliance with External requirements

1. External requirements reviews are:
◦ Current, complete and comprehensive with respect to legal, government, and regulatory is-

sues.
◦ Result in prompt corrective action.

2. Reviews of safety and health are undertaken within the IT function to ensure compliance with 
external requirements.
◦ Problem areas which do not comply with the safety and health standards are rectified.

3. IT compliance with the documented privacy and security policies and procedures.
4. Existing contracts with electronic commerce trading partners adequately address the requirements 

specified in organizational policies and procedures.
5. Existing insurance contracts adequately address the requirements specified in organizational poli-

cies and procedures.
6. Actual electronic data interchange (EDI) processes being deployed by the organization ensure 

compliance with organizational policies and procedures, and compliance with the individual 
electronic commerce trading partner contracts (and the EDI vendor contract if applicable).
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ai6 manage changes

1. For a sample of changes, the following have been approved by management:
◦ Request for change.
◦ Specification of change.
◦ Access to source programme.
◦ Programmer completion of change.
◦ Request to move source into test environment.
◦ Completion of acceptance testing.
◦ Request for compilation and move into production.
◦ Overall and specific security impact has been determined and accepted.
◦ Distribution process has been developed.

2. Review of change control documentation for inclusion of:
◦ Date of requested change.
◦ Person(s) requesting.
◦ Approved for change request.
◦ Approval of change made — IT function.
◦ Approval of change made — users.
◦ Documentation update date.
◦ Move date into production.
◦ Quality assurance sign-off of change.
◦ Acceptance by operations.

3. Analyze types of changes made to system for identification of trends.
4. Evaluate adequacy of IT libraries and determine the existence of base line code levels to prevent 

error regression.
5. Code check-in and check-out procedures for changes exist.
6. Change control log ensures all changes on log were resolved to user satisfaction and that there 



  ���

Chapter VI
Comprehensive Architecture 

Rationalization and Engineering
Tony C. Shan

Bank of America, USA

Winnie W. Hua
CTS. Inc, USA

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.

abstract

This chapter defines a methodical approach, named Comprehensive Architecture Rationalization and 
Engineering (CARE), to effectively manage the complexity in architecture design and rationalize the 
architectural assets of IT application portfolios in a service-oriented paradigm. This comprehensive 
model comprises a prescriptive method to perform a systematic assessment of information systems ap-
plications in an application/project portfolio. The process is broken down to 5 interrelated steps: Data 
Collection, Reverse Engineering, Technology Assessment, Technical Recommendations, and Action 
Plan for Rationalization. The details and key artifacts are specified for each step in the overarching 
process. The outcome of the comprehensive analysis consists of a range of technical recommendations 
and a course of action, which are characterized along three dimensions: refactoring, reengineering, 
and rearchitecting. The holistic framework provides a multidisciplinary approach of portfolio analysis 
and service-oriented architecture planning. Practice guidelines and future trends are also articulated 
in the context. A case study in the finance industry is presented, to illustrate the use of this framework 
in real-world scenarios.
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introdcution

In today’s on-demand business world, the elec-
tronic business models demand increasingly 
higher performance of information technology 
(IT) systems. We must provide a higher level of 
services at a lower cost, for the business to com-
pete and succeed. This means that IT has to build 
more complex, flexible, scalable, extensible, and 
forward-thinking technical solutions, to meet the 
ever-growing business needs.

Many large organizations like worldwide finan-
cial institutions typically have very large portfolios 
consisting of a vast number of IT applications and 
systems built, acquired, or purchased in the past 
years to provide electronic services for external 
customers and internal employees, leveraging 
mixed technologies and platforms to meet diverse 
functional and nonfunctional requirements from 
distinct lines of business. In the finance industry, 
the business operations generally encompass dif-
ferent business divisions in consumer, commer-
cial, small business, wealth management, capital 
markets, brokerage, and investment. Products 
and services are delivered via different channels 
such as Automated Teller Machines (ATMs), 
Web browsers, interactive voice response, live 
agents, emails, pervasive devices, and so forth. 
For the sake of effective management of archi-
tecture assets and rationalization of architecture 
designs in such a heterogeneous environment, 
an discipline-driven engineering approach is of 
critical importance to abstract concerns, divide 
duties, mitigate risks, simplify the complexity, 
reverse-engineer established systems, discover 
revamping opportunities, overhaul old systems, 
and measure technology maturity, which leads 
to well-contemplated program recommendations 
and action plans for rationalization.

backGround

Prior work on the IT architecture has strived to ad-
dress the complexity issue in architecture design, 
which has grown exponentially as the computing 
paradigm has evolved from a monolithic structure 
to a service-oriented architecture. John Zachman 
(1987) pioneered a framework consisting of a 
logical structure for classifying and organizing 
the descriptive representations of an enterprise 
IT environment’s artifacts that are significant to 
the management of the organization as well as to 
the development of the enterprise’s information 
systems. Zachman Framework takes the form of 
a two-dimensional matrix, and has achieved a 
level of penetration in the business and informa-
tion systems architecture domains. Its primary 
usage is for planning and problem solving, but it 
tends to implicitly gear towards the data-driven 
and process-decomposition approach. It operates 
above and across the level of individual projects. 
Likewise, Extended Enterprise Architecture 
Framework (E2AF) (IEAD, 2004) uses a similar 
a 2-D matrix structure. Its scope contains busi-
ness, information, system, and infrastructure. 
E2AF is more technology-oriented than Zachman 
Framework. 

To overcome the deficiencies in the preceding 
two methods, Rational Unified Process (RUP) 
(Kruchten, 2003) attempted a use-case driven, 
object-oriented and component-based approach 
by means of  Unified Modeling Language (UML). 
In the concept of 4+1 views, the overall system 
structure is interpreted from multiple perspec-
tives. RUP tends to be more process-oriented, 
originated in a waterfall-like approach. It pays 
little attention to either system operations or 
software maintenance, and lacks a broad cover-
age on runtime topology and testing capabilities. 
Its main focus is on the individual project level. 
RUP has recently been expanded to Enterprise 
Unified Process (EUP) (Nalbone, Vizdos & 
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Ambler, 2005), and part of it has been ported to 
the public domain in the initiative of OpenUP 
(OpenUP, 2007).

The Open Group Architectural Framework 
(TOGAF) (Open Group, 2007) is another heavy-
weight approach, with a set of supporting tools 
for developing enterprise architecture to meet 
the business and information technology needs 
in an organization. TOGAF has three core parts: 
Architecture Development Method (ADM), En-
terprise Architecture Continuum, and TOGAF 
Resource Base. The scope of TOGAF covers 
Business Process Architecture, Applications 
Architecture, Data Architecture, and Technol-
ogy Architecture. TOGAF is characterized by 
the concerns of enterprise architecture instead 
of individual application architecture. 

All of the abovementioned approaches are 
heavyweight methodologies, so that the initial 
on-boarding activities can be time-consuming. 
On the other hand, Model-Driven Architecture 
(MDA) (OMG, 2007) takes an agile approach. The 
business/application logic is decoupled from the 
underlying platform technology in MDA. MDA 
constitutes the Platform-Independent Model 
(PIM) and Platform-Specific Model (PSM), result-
ing in greater portability and interoperability as 
well as increased productivity and eased mainte-
nance thanks to the model independency. MDA 
is primarily employed for the system-modeling 
phase in the development lifecycle.

The Information Technology Infrastructure 
Library (ITIL) (ITIL, 2007) specifies the organi-
zational structure and skillset requirements in an 
IT environment and a set of standard operational 
management procedures and practices for manag-
ing IT operations and associated infrastructure. 
The operational procedures and practices are 
vendor-agnostic and apply to prominent aspects 
within the IT Infrastructure. Version 3 comprises 
Service Strategy, Service Design, Service Transi-
tion, Service Operation, and Continual Service 
Improvement.

IEEE Standard 1003.0 (IEEE, 1995), also 
known as ISO/IEC 14252, is an architectural 
framework built on POSIX open systems stan-
dards. ANSI/IEEE 1471-2000 (IEEE, 2000) is 
recommended practice for architecture descrip-
tion of software-intensive systems. It provides 
definitions for the architecture description, 
asserts the multi-view nature of architecture 
descriptions, separates the notion of view from 
viewpoint, and captures rationale and inconsis-
tencies. IEEE 1471 has been recently accepted 
by ISO JTC1 as ISO/IEC 42010:2007. The ISO 
Reference Model for Open Distributed Process-
ing (RM-ODP) (Putman, 2001) is a coordinating 
framework for the standardization of distributed 
processing in heterogeneous environments. It 
creates a structure that integrates the support of 
distribution, interworking and portability, through 
five “viewpoints” and eight “transparencies”. 
Scenario-based Architecture Analysis Method 
(SAAM) (SEI, 2007) was designed to analyze 
the changeability of information systems but is 
useful to test nonfunctional aspects. Architectures 
are examined by SAAM via scenarios in terms 
of quality attributes. The Solution Architecture 
of N-Tier Applications (Shan, 2006) presents 
a multilayer and multipillar model for web ap-
plications.

Other related studies on IT architecture 
frameworks are for the most part targeted towards 
particular domains. They can become useful ref-
erences if a team plans to create their own model 
for their organization. The C4ISR Architecture 
Framework (DoD, 1997) provides comprehensive 
architectural guidance for the various Com-
mands, Services, and Agencies within the U.S. 
Department of Defense, so that interoperability 
and cost-effectiveness are ensured in the military 
systems. The Treasury Enterprise Architecture 
Framework (TEAF) (Treasury Department, 
2000) guides the planning and development of 
enterprise architecture in all bureaus and offices 
of the Treasury Department. The Federal Enter-
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prise Architecture (FEA) framework (Federal 
Office of Management and Budget, 2007) defines 
direction and guidance to U.S. federal agencies for 
structuring enterprise architecture. The Purdue 
Enterprise Reference Architecture (PERA) (Pur-
due University, 2007) is tailored to the computer 
integrated manufacturing.

A plethora of today’s real-world practices 
of information systems development are still 
manual, error-prone, and not well planned, which 
inevitably yields chaotic outcomes and failures in 
the execution. A Forrester report (Murphy, 2004) 
revealed that 73% of the IT spendings are allocated 
for existing applications. According to a recent 
survey (Standish Group, 2007), a vast majority of 
information systems projects are behind schedule, 
over budget, or canceled prior to completion. A 
lack of a systematic framework to objectively 
assess and rationalize the design artifacts is one 
of the major causes of this mishap.

A new model is proposed in the next section, 
with more detailed descriptions of the key char-
acteristics and features of the constituents in the 
section that follows. Afterwards a case study of 
applying the new framework in a real-life scenario 
is presented, followed by the best practice recom-
mendations and future trends. The conclusions 
are discussed in the last section.

comprEhEnsivE modEl

As discussed in the foregoing section, most of the 
previous methods reveal the architectural aspects 
of a software-intensive application to some extent 
from a single viewpoint or limited perspectives. 
A comprehensive approach to evaluating the 
end-to-end IT solution architectures is evidently 
necessary to establish a systematic disciplined 
process. A highly structured mechanism is thus 
designed in this article to satisfy this ever-growing 
need, and present a holistic assessment process 
for prominent architectural elements, components, 
knowledge, platforms, planning, and their depen-
dencies. Governance procedures may be set up 

accordingly in this approach as an overarching 
process to facilitate the creation, organization, 
management, and sunset of the architecture as-
sets and solution platforms at different levels in 
a large organization.

design tenets

The development of the disciplined mechanism 
followed a set of key design principles, part of 
which were adapted from (Open Group, 2007) but 
significantly modified/expanded to be tailored to 
the services-oriented architecting process.

Business Principles

• Primacy of principles: These principles of 
solution architecting apply to all organiza-
tions within the enterprise.

• Maximize benefit to the enterprise: Archi-
tecting management decisions are made to 
provide maximum benefit to the Enterprise 
as a whole.

• Architecting management is everybody’s 
Business: All organizations in the enterprise 
participate in architecting management 
decisions needed to accomplish business 
objectives.

• Business continuity: Enterprise operations 
are maintained in spite of system interrup-
tions.

• Common use applications: Development 
of applications used across the enterprise is 
preferred over the development of similar 
or duplicative applications which are only 
provided to a particular organization.

• Compliance with law: Enterprise architect-
ing management processes comply with all 
relevant laws, policies, and regulations.

• IT Responsibility: The IT organization is 
responsible for owning and implementing 
IT processes and infrastructure that enable 
solutions to meet user defined requirements 
for functionality, service levels, cost, and 
delivery timing.
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• Protection of intellectual property: The 
enterprise’s IP must be protected. This 
protection must be reflected in the IT Ar-
chitecture, Implementation, and Governance 
processes.

Technical Principles

• Control technical diversity: Technological 
diversity is controlled to minimize the non-
trivial cost of maintaining expertise in and 
connectivity between multiple processing 
environments.

• Interoperability: Software and hardware 
should conform to defined standards that 
promote interoperability for data, applica-
tions, services and technology.

Application Principles

• Technology independence: Applications 
are independent of specific technology 
choices and therefore can operate on a variety 
of technology platforms.

• Ease of use: Applications are easy to use. 
The underlying technology is transparent 
to users, so they can concentrate on tasks 
at hand.

Data Principles

• Data asset: Data is an asset that has value 
to the enterprise and is managed accord-
ingly.

• Data sharing: Users have access to the data 
necessary to perform their duties; therefore, 
data is shared across enterprise functions 
and organizations.

• Data accessibility: Data is accessible for 
users to perform their functions.

• Data Trustee: Each data element has a trustee 
accountable for data quality.

• Common vocabulary and data definitions: 
Data is defined consistently throughout the 

enterprise, and the definitions are under-
standable and available to all users.

• Data security: Data is protected from un-
authorized use and disclosure. In addition to 
the traditional aspects of national security 
classification, this includes, but is not limited 
to, protection of pre-decisional, sensitive, 
source selection sensitive, and proprietary 
information.

Change Management Principles

• Requirements-based change: Only in 
response to business needs are changes to 
applications and technology made.

• Responsive change management: Changes 
to the enterprise architecture/infrastructure 
environment are implemented in a timely 
manner. 

conceptual model

The Comprehensive Architecture Rationaliza-
tion and Engineering (CARE) framework is 
designed as a disciplined solution. It defines a 
comprehensive analysis method to objectively 
evaluate various aspects in information systems 
applications within a portfolio. The CARE model 
is a holistic framework to help analyze and opti-
mize the strategies, thought processes, methods, 
tradeoffs, and patterns in the information systems 
design. The focus of CARE is on the cross-ap-
plication technical assessment within a specific 
business domain. 

As shown in Figure 1, the analysis process 
consists of 5 interrelated steps:

• Step 1 – Data collection of current state
• Step 2 – Reverse-engineering to recreate 

high-level models
• Step 3 – Technology assessment
• Step 4 – Technical recommendations
• Step 5 – Action plan for rationalization
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carE framEwork

technology Grid for data collection

To start with, we need to fully comprehend the 
current state of an IT portfolio. A cross-application 
technology grid is therefore designed to capture 
the existing system data. The key aspects defined 
in the grid are scoped out in the categories of proj-
ect, architecture, technology, integration, system 
management, quality of services and nonfunc-
tional requirements. As illustrated in Table 1, the 
grid serves as a template to document the factual 
information consistently for each application and 
system in a portfolio. These aspects are further 
drilled down to define more granular details as 

individual attributes that characterize the respec-
tive aspect categories. The definitions of these 
detailed attributes are provided in the table.

reverse-Engineering

Due to historical reasons, a great many of existing 
applications are lack of sufficient documentation 
about the design and architecture model. In order 
to conduct apple-to-apple comparisons among 
applications in a portfolio, a consistent format is 
required to represent the architecture designs in 
a semi-standard fashion. The practice of reverse 
engineering is leveraged to recreate a series of 
architecture models that are absent in existing 
applications: conceptual, logical, physical, and 

Figure 1. Comprehensive architecture rationalization & engineering framework

Table 1. Technology grid

Scope Attribute Description App1 App2

Pr
oj

ec
t

Business context Business strategy, architecture, requirements and 
background, operations

Timeline Project plan and status, roadmap

Resources Point of contacts, roles and responsibilities

A
rc

hi
te

ct
ur

e

Conceptual A set of design principles, function blocks

Logical A blueprint of architectural layers, modules, 
components, and their interactions/relationships 

Physical Physical representation of logical architecture with 
platform selection, product mapping

Deployment The topologic layout and infrastructure intended to 
support the deployment of applications

Data (Storage) The structure of an organization’s logical and physical 
data assets and the associated data management 
resources

Capacity The amount work that a system is capable of 
completing in a given period of time

continued on following page
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Te
ch

no
lo

gy
Framework Semi-complete support structure in which a solution 

can be organized and developed

Component A system element offering a predefined service and 
able to communicate with other components

Utilities Toolkits and packages for system development

Business rules Rules for business logic processing

Workflow/ Process Process orchestration and workflow collaborations

UI design User interface specification and development

Navigation Flow and system site map

In
te

gr
at

io
n

Integration points System edges and boundary from an external 
viewpoint

Interfaces Interaction contract

Protocol Access methods

C o m m u n i c a t i o n 
mechanisms

Synchronous, asynchronous, batch, file transfer, 
email, etc

Dependency Matrix for upstream and downstream impacts

Sy
st

em
 

M
an

ag
em

en
t

Configurations System configurations

Monitoring Operations health, system status

Reporting User reports, system reports, notification

Backup Data, system, environment backup

Technology recovery Disaster recovery, failover, business continuity

Q
ua

lit
y 

of
 S

er
vi

ce
s

Availability The percentage of time when system is operational

Scalability The ability to handle growing amount of work

Usability The extent to which a product can be used by specified 
users to achieve specified goals

Inter-operability The capability to communicate, execute programs, or 
transfer data among various functional units

Portability The ability of a program to be ported from one 
platform to another

Reusability The likelihood a segment of code or service can be 
used again to add new functionalities with slight or 
no modification

Maintainability The ease with which a system or component can be 
modified to correct faults, improve performance, or 
other attributes, or adapt to a changed environment.

N
on

-f
un

ct
io

na
l 

R
eq

ui
re

m
en

ts

SLA Service-level agreement

Security Authentication, authorization, audit

Regulation Regulatory requirements and compliance

Standards Industry and enterprise standards conformance

Policies Governance policies and certification

Table 1. continued
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deployment architectures, as well as other com-
ponent architecture artifacts. Furthermore, addi-
tional architecture models may be reconstructed 
to capture the design decisions and constraints 
in large-scale complex systems, such as the use 
case model and system context model. Through 
this exercise, the tradeoff justifications and com-
promises made during the original analysis and 
designs, if not previously documented, are also 
uncovered.

technology assessment

Based on the data collected in the technology 
grid and the architecture models established 
in the reverse engineering efforts, a thorough 
assessment is conducted to fully analyze the 
applications in a systematic manner. Techniques 
like Strength-Weakness-Opportunities-Threats 
(SWOT) may be utilized to facilitate evaluations. 
A checklist is built as a set of criteria metrics 
to assess architectural artifacts in a domain, as 
shown in Table 2.

Table 2. Technology assessment checklist

Area Description

Business process Analyze the process capabilities, efficiency, quality, and 
implementation in business process management and modeling

System Assess the enterprise systems

Application Evaluate the solution at the application level

Data Examine the data, information, knowledge processing

Architecture Investigate the architecture designs and models

Technology Justify the technical options and decisions

Security Identify security requirements and solution designs

Infrastructure Appraise the fitness of the solutions in the infrastructure 
environment

Quality of services Trace the QoS attributes and design implementations 

Operations Review the run-time execution of the solutions (Dev, Test, Prod)

Testing Assess the testing coverage and requirement traceability

Integration Examine the integration points and mechanisms

System management Analyze the enterprise-wide administration of distributed 
computer systems 

Build and deployment Evaluate the software module packaging and installation

Configuration management Inspect the version control and component repository management 
tools

Gap analysis Conduct gap analysis to identify potential change areas

Tool selection Determine the selection rationales for tools

Methodology selection Justify the suitability and robustness of methodologies chosen

Process customization Analyze the end-to-end IT development lifecycle

Defect tracking Evaluate the bug handling procedure

Change control Assess the governance process for change control management

Code quality metrics Review the code quality control and metrics used
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technical recommendations

An array of technical recommendations is gener-
ated as a result of the comprehensive technology 
assessment. To effectively manage the enhance-
ment advice and justify necessary tradeoffs, 
the recommendations are categorized into three 
groups: refactoring, reengineering, and rearchi-
tecting.

Refactoring

Refactoring is useful to improve an existing 
application without drastic structural changes. 
It also helps reverse-engineer an application to 
restore the technical model, if it was not created 
in the forward engineering process, which is not 
uncommon in old systems that lacked disciplines 
in development. Some common refactoring prac-
tices are:

• Reorganize internal structure
• Restructure source code
• Rename variables, methods, classes and 

interfaces
• Rearrange the class hierarchy
• Move code into a separate method
• Consolidate methods
• Decompose methods and classes
• Improve program design and structure
• Enhance maintainability
• Eliminate bad practices code
• Compose methods
• Move features between objects
• Reorganize data
• Simplify conditional expressions
• Make method calls simpler
• Deal with generalization
• Maximize reuse
• Use refactoring tools
• Enforce naming conventions
• Establish coding style
• Create and utilize reusable components
• Promote loose coupling

• Apply encapsulation, inheritance, and poly-
morphism

• Rationalize class hierarchy
• Refine service granularity (coarse, medium, 

fine)
• Adjust service interface (chunky vs. chat-

ty)
• Leverage inversion of control
• Employ annotations

Reengineering

Reengineering is a viable solution to migrate an 
application to next-generation technologies with 
no major architectural restructuring. Reengineer-
ing is basically the examination and alteration 
of a system to reconstitute it in a new form. It is 
sometimes the most cost-effective way to remake 
legacy systems without having to throw away the 
investment spent in the past years. The following 
are recommended reengineering exercises:

• Revamp existing systems
• Exploit the most appropriate technologies
• Reengineer business process
• Alter software
• Reexamine data processing
• Modify application design
• Adjust methodology
• Plan transition
• Remodel system
• Define migration strategies
• Modernize access and integration
• Formulate transformation techniques
• Utilize wrapper technology
• Leverage service enabling techniques
• Consolidate systems
• Decompose applications and services
• Reverse-engineer key technical functions
• Ensure compatibility and interoperability
• Encapsulate legacy systems 
• Rationalize integration mechanisms
• Revise security considerations
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Rearchitecting

Rearchitecting is necessary if an application 
almost reaches the end of its lifecycle in terms 
of its technical model and architecture maturity. 
Rearchitecting involves a complete overhaul to re-
design a system. Replatforming is usually a major 
renovation, which falls in between Reengineering 
and Rearchitecting. Key design considerations in 
rearchitecting include: 

• Conduct business process analysis
• Devise conceptual model (service partition-

ing)
• Identify core services and aggregated ser-

vices
• Design process workflow and access mecha-

nism
• Develop process orchestration and business 

integration
• Specify logical architecture
• Define data architecture
• Plan physical architecture
• Formulate system topology
• Handle communications and integration
• Create service interface and definition
• Leverage application framework (MVC 

model)
• Reconsider component design
• Use design patterns
• Automate unit testing
• Manage build and deployment
• Align system management to SLA
• Exploit UI rendering techniques
• Unify data persistence mechanism
• Consider aspect-based specialized technol-

ogy: data caching, session management, 
performance tuning, and entitlement.

action plan for rationalization

With the technical recommendations generated, 
the action items are further rationalized and 
prioritized to create an action plan for execution. 

An action plan is a time-ordered activity schedule 
with deliverables to apply the change recom-
mendations. In this rationalization roadmap, 
milestones are defined, typically by quarter, and 
detailed working items are specified to progres-
sively transit the systems in a portfolio to another 
maturity level. Furthermore, the resources are 
allocated in a Gantt chart and necessary trainings 
are planned to retool the skillsets. Governance 
and project management are also placed to steer 
the overall rationalization implementation. Risk 
impacts are investigated and the funding model 
is established.

applying the framework in 
application portfolio management

To illustrate the use of this framework in real-
world scenarios, we will present a case study 
in the financial industry. The Check Clearing 
for the 21st Century Act (or Check 21 Act) is a 
United States federal law (public Law 108-100) 
enacted into law October 28, 2003. The law allows 
the recipient of a paper check to create a digital 
version, thereby eliminating the need for further 
handling of the physical document. Despite the 
lack of a grand industry road map, there still 
has been some notable progress around check 
electronification since Check 21 was adopted. 
Nowhere is this progress more evident than in the 
area of remote capture, in which clients digitize 
checks on their end and send them to their banks 
electronically to clear. Remote capture offers some 
definite revenue opportunities, and obvious cost 
savings. A large financial institution in the US 
has built several lines of check remote capture 
systems for various channels to further digitize 
the check-clearing process. However, due to a lack 
of standards in the industry, these systems were 
developed in silos at different times through the 
past few years.

The CARE framework was called upon to 
help evaluate and rationalize this remote capture 
portfolio. The objectives of using the CARE model 
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are to understand application interdependencies, 
discover duplications and crossovers in current 
applications, identify best options for application 
migrations or consolidations, and enable better 
technology decisions.

current-state data collection

The technology grid was used to collect the data 
of the current portfolio state. We interviewed each 
individual project team and key stakeholders to 
gather very detailed information and clarify the 
critical design artifacts for different projects. 
Moreover, several brainstorming sessions were 
organized to holistically walk through the business 
process, check processing, storing and retrieving 
in an end-to-end fashion. Key data elements were 
captured and validated in this exercise.

reverse-Engineering

High-level models were recreated in the reverse 
engineering efforts. Figure 2 is a conceptual model 
of the portfolio. We utilized the layering technique 
to document the functional blocks in the capture 
processing. There are five layers in the model 
– Client Layer, Transition Zone Layer, Land-
ing Zone Layer, Distributed Image Processing 
Layer, and Mainframe Image Processing Layer. 
Additionally, the Work Control & Management 
module coordinates various tasks and deals with 
administration.

In the Client Layer, several types of clients are 
supported in this portfolio: exchange with Fed-
eral Reserve Bank, interbank exchange via SVP 
CO appliance, Fiserv server, Thick/Thin/Smart 
clients, and Brach Image Capture system.
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Figure 3. Transition zone layer details

Figure 4. Landing zone layer details
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To analyze the artifacts in great detail, each 
layer is further drilled down to identify the pro-
cessing modules and functional blocks. The details 
of the Transition Zone, Landing Zone, and Image 
Processing Zone layers are illustrated in Figure 
3, 4, and 5, respectively.

technology assessment

Further in-depth investigation and evaluation were 
performed to objectively assess the design sound-
ness and identify possible duplicated functions in 
the portfolio. The in-depth analysis reveals some 
interesting findings in the Landing Zone Layer. 
Consequently, UML is leveraged to document 
the functional requirements and processing flow. 
Figure 6 is the use case diagram created. A num-
ber of actors are identified and several use cases 
are specified. The actor figures on the left side 
represent the existing interfacing applications in 
the production environment. The actors on the top 
symbolize the new channels under development, 

Figure 5. Image processing layer details

while the actors at the bottom stand for the future 
systems that are to be developed. Moreover, the 
pre-processing data logic is displayed in an activity 
diagram, depicted in Figure 7. Comparing Figure 
7 against Figure 4, it turns out that the similar 
preprocessing logic was implemented individu-
ally in five different systems in the portfolio – a 
significant amount of overlapping and redundancy 
in silo channels.

A topology diagram, shown in Figure 8, is 
generated as well, which reveals that functional 
redundancy exists at the server level in the port-
folio. The physical machines are dedicated to 
particular channels without resource sharing. 
The middleware for inter-server communications 
seems neither well planned nor optimized.

technology recommendations

Based on the assessment results, the following 
recommendations were made to improve the 
current portfolio.
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Figure 6. Use case diagram
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Refactoring

• Consolidate similar implementation codes/
logics into components

• Use a more efficient method for cross-site 
data replication, e.g. SRDF of AFS Report 
Manager data in the Image Processing 
Layer

• Enhance traffic load-balancing for the onTrac 
system

• Reuse the XML gateway appliance
• Clustering of MS SQL Servers in the Land-

ing Zone Layer
• Plan for the additional data center for 991 

and 992 environments
• Evaluate the roadmap of SVP CO for the 

support of XML web services at the TZ 
Layer

Reengineering

• Consolidate Web Services in Landing Zone 
Layer

• Build common services in Landing Zone 
Layer: channel support, format transforma-
tion, build transmittal, data validation, email 
notification, IQA

• Combine/Service-enable AFS and IBM 
products for IQA

• Define service interfaces in Landing Zone 
Layer (Design by Contract principle)

• Leverage XML appliance device for authen-
tication and authorization as well as web 
services security beyond Smart Client

• Consolidate the similar functionality imple-
mented in the Web Portal for Thin Client 
and the Unix Filter for SVP CO in the TZ 
Layer

Rearchitecting

• Focus on key technical areas: for example, 
WMQ upgrade, high availability, reliability, 
report services

• Identify future services and catalog common 
sharable services
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• Plan for on-demand resource sharing in 
place of silo servers

• Create a framework with generic services 
and processing logic

• Establish engineering patterns for channel-
specific needs

• Take advantage of design patterns in overall 
software design

• Standardize the web services interfaces and 
security mechanisms

• Migrate to the Service-Oriented Architec-
ture (SOA) design

• Make processing more loosely-coupled and 
increase reusability

• Coordinate with vendors and minimize 
overlapping of development efforts

• Align with business architecture and road-
map

• Evaluate more efficient approach for file 
transfers

• Investigate end-to-end performance tuning 
points

• Consolidate redundant function implemen-
tations

• Explore the workload management, grid 
computing and virtualization technologies 
to fully utilize the resources for on-demand 
optimization

Additionally, a new architecture model is 
proposed for rearchitecting, as illustrated in 
Figure 9. The interfacing layer with the client 
channels uses the front-controller pattern with an 
adapter structure. In this way, new channels can 
be supported by introducing new adapters in a 
plug-n-play way, without impact on other existing 
channels. A business processing layer is added for 
orchestration, workflow, and collaborations. The 
business and application services layer is design 
to construct shared services and reusable compo-
nents. Last but not least, the integration services 
layer makes use of the connector mechanism, 
providing flexibility and interoperability.
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action plan for rationalization

The strengths and weaknesses of different ratio-
nalization approaches are contrasted in Table 3. It 
provides head-to-head comparisons to assist deci-
sion-making as well as future project planning.

Each approach has its own pros and cons. 
Depending on the short-term tactical needs 
and long-term strategic goals, these approaches 
must be further justified and contemplated. The 
resources and budget availability also have a 
big influence on the tradeoff analysis. A hybrid 
approach in combination of multiple approaches 
may become a viable execution plan in reality. 
Additional recommendations for the action plan 
consist of:

• Justify different options to decide which 
approach to take next

• Consider a hybrid approach
• Allocate dedicated resources for future 

work
• Mitigate risks associated with changes

Table 3. Rationalization approach comparison

Approach Pros Cons

Unchanged • No impact on existing schedules 
or timelines

• No additional investment or 
resources needed

• Hard to maintain the existing silo 
channels

• Increased TCO & complexity for 
new channels

Refactoring •  Small changes
•  Low risk
•  Address immediate needs
•  Fast to implement

• Minor fixes
• Transient workarounds
•  Don’t cover architecture-level chal-

lenges/concerns

Reengineering • Incremental enhancements
•  Reasonable balance of cost, risk, 

impacts, and benefits
• More stable, reliable env.

• Some fundamental architectural and 
infrastructural issues remain.

• May impact current production 
operations

Rearchitect-
ing

• Migrate the overall architecture 
to a SOA paradigm

•  Take advantage of the latest 
advanced technologies

• New investments
• Extra resources needed to build 

new systems while maintaining the 
existing production environments

• Combine rationalization efforts with new-
channel activities

• Align end-state architecture with business 
architecture roadmap

• Adjust project development process to in-
corporate cross-domain architecture reviews 
and best practices

• Plan necessary training for retooling

Figure 10 summarizes the rationalization 
process, key artifacts, activities, and outcome 
results.

rEcommEndations and futurE 
trEnds

Despite promising efforts in the past few years, 
application/project portfolio management is still 
an evolving and immature space. Some of the 
key challenges in this area are how to standard-
ize the descriptions of architecture models, how 
to unify the notations, how to define a common 
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ontology with regard to the architectural attri-
butes, how to objectively assess the robustness 
of a system architecture model, how to conduct 
apple-to-apple comparative investigations be-
tween heterogeneous architecture models, and 
how to quantify the maturity of a portfolio. Ef-
fective portfolio rationalization methods tend to 
evolve and mature through continuing research 
and practitioners’ practices in the field. It can be 
foreseen that multiple disciplines will be incorpo-
rated and leveraged in the rationalization efforts, 
and various techniques will converge to formulate 
the integrated best practices in the future. The 
evolution in other related areas such as complex 
event processing and domain-specific modeling 
will accelerate the rate of consolidation and con-
vergence. Furthermore, qualitative approaches are 
expected to be united with quantitative analysis 

and formal methods, leveraging both scientific and 
engineering methodologies and processes.

conclusion

A methodical approach, named Comprehensive 
Architecture Rationalization and Engineering 
(CARE), is defined to effectively manage the 
complexity in architecture design and rational-
ize the architectural assets of IT application 
portfolios in a service-oriented paradigm. This 
comprehensive model comprises a prescriptive 
method to conduct a systematic assessment of 
information systems applications in an appli-
cation/project portfolio. The process is broken 
down to five interrelated steps: Data Collection, 
Reverse Engineering, Technology Assessment, 

Figure 10. Rationalization activities in CARE framework 
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Technical Recommendations, and Action Plan 
for Rationalization. The details and key artifacts 
are specified for each step in the overarching 
process. The outcome of the thorough analysis 
comprises a range of technical recommendations 
and action plans, which are characterized along 
three dimensions: refactoring, reengineering, 
and rearchitecting. The holistic framework pro-
vides a multidisciplinary approach for portfolio 
rationalization and service-oriented architecture 
planning. Practice guidelines and future trends 
are also articulated in the context. This systematic 
model can be directly used or customized, if not 
applied in its entirety, to analyze and revamp 
various types of information systems in different 
industries. A case study in the financial services 
industry is presented, to illustrate the use of this 
framework in real-world scenarios.
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abstract

Research has recently begun to place greater emphasis on the strategic application of IT in seeking to 
integrate firms’ IT infrastructures and business processes, thus boosting companies’ business values. 
In this context, efforts have been made to formulate workable structures for companies’ IT governance 
(ITG); however, little practical research has considered the effect of different forms of ITG in a range 
of domestic and multinational companies. This study undertakes a comparative case study analysis of 
the ITG setups of three large service sector firms in Korea. This research work sought to identify the 
activities, types, and determinants of firms' ITG decision making processes, and to suggest the basis 
on which forms of ITG may represent rational selections for given service companies. The study was 
based on in-depth interviews with representatives of three firms, analysis of in-house materials, and the 
application of multiple perspectives dealing with ITG domains. Case study analysis yielded a detailed 
picture of the characteristics of ITG related decision making within the firms, suggesting the validity 
of the proposed ITG framework. The proposed and partially validated ITG framework should be useful 
for further research and practice of ITG. 
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introduction

In an increasingly competitive global environ-
ment, information systems are becoming more 
and more critical, forcing firms to turn their atten-
tion to decision processes relating to information 
systems and information technologies (IS/IT). 
Further, as managers and stakeholders become 
aware of the potential uses of IT, an increasing 
number of companies are attempting to use IT 
as an important strategic tool in maximizing the 
value of firms’ resources and in delivering strate-
gic goals (ACADYDA, 2002; ITGI, 2006; Patel, 
2003). However, while firms have grasped the 
importance of IS/IT, many remain unsure which 
IT governance (ITG) structures and processes will 
enable them to get the most out of their consider-
able IT/IS expenditure (Posthumusa & Solms, 
1995; Shleifer & Vishny, 1997; Van Grembergen, 
2003). Companies face the challenge of having to 
proactively design structures and processes for 
the management of their information assets.

 In this regard, ITG aims to strengthen firms’ 
control over their IT resources. ITG deals with risk 
management in IT investment, with the design of 
control and performance management systems, 
and with the strategic management of interactions 
between IS/IT and other business processes and 
functions (ITGI, 2000). ITG has emerged as a 
defined and urgent business problem concerning 
the demarcation of clear lines of responsibility 
and accountability in IS/IT management (Weill 
& Woodham, 2002). 

Despite firms’ increasing awareness of ITG, 
however, very little academic literature addresses 
this emerging topic. Further, it is not simply pos-
sible to apply or cascade the characteristics of 
corporate governance onto ITG, as information 
resources have different features from other as-
sets (Lee, Lee & Ahn, 2006). Studies found that, 
while acknowledging the importance of ITG, 
CIOs are still searching for a comprehensive 
and applicable ITG framework in which they can 
deliver ITG (Lim, Lee, Rah, Yoon & Lee, 2004). 

The framework would link ITG to other processes 
and specify appropriate channels for information, 
reporting, decision-making and control.

 In characterizing ITG activities systemati-
cally, this chapter develops a comprehensive ITG 
framework through which it undertakes three case 
studies of service firms in Korea. In other words, 
this chapter offers a comparative case study ap-
plying a preliminarily identified ITG framework, 
exploring the following research questions:

1. What are the major decision areas in ITG? 
2. What are the key mechanisms for ITG?
3. How are ITG practices designed and imple-

mented within firms? 

The first two questions are partially answered 
by constructing an exploratory framework for 
ITG in Section 2 through a literature review and 
interviews with practitioners, and the third ques-
tion is partially answered through a comparison 
of the three firms’ internal governance structures 
and processes related to IS/IT.

thEorEtical backGround

As research and practice in the area of corporate 
governance precedes that in IS/IT, this section 
provides a brief overview of the literature on CG 
(Corporate Governance) and extends the review 
into IT governance topics.

corporate Governance

After the large-scale accounting frauds in the 
U.S. of Enron and WorldCom, many companies 
are making great efforts to improve their CG, 
seeking to monitor more effectively the rights 
and responsibilities of a range of stakeholders, 
including shareholders, management, and em-
ployees (Brown & Grant, 2005). According to 
the OECD Principles of Corporate Governance 
(2004), relationships between stakeholders, such 
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as the management, board of directors, and inves-
tors, are critical in CG both in boosting firms’ 
economic efficiency and in raising investor con-
fidence. Literature revealed that the scope of CG 
after Enron is defined much more broadly. Current 
definitions of CG take in, for instance, decisions 
on how a corporation sets its goals, goes about 
achieving them, and monitors and directs action 
plans throughout the implementation process 
(Kose & Senbet, 1998). Vives (2000) asserts that 
corporations are run by professional managers not 
directly responsible to investors, meaning that 
companies’ governance schemes must resolve 
issues of “adverse selection” and “moral hazard”. 
Vives (2000) defines CG as a tool facilitating the 
alignment of interest between entrepreneurs/man-
agers and external investors, overcoming these 
classical economics problems. Shleifer and Vishny 
(1997) offer a comparable definition of CG as a 
means for investors to secure a profit on their 
investment, adding that from an investor’s point 
of view, the term denotes the company structure 
and system of supervision calculated to maximize 
management performance.

  Good CG leads to the efficient distribution 
of resources and capital, maximizing profit and 
permitting shareholders to observe CEOs’ corpo-
rate management (Black, Jang, H. & Kim, 2003; 
Brown & Caylor, 2004). In other words, when CG 
is effectively set up, nonexecutive shareholders 
should be able to review the critical decisions 
of management and to provide feedback. In this 
sense, one element of good CG will be the timely 
release of information relevant to a firm’s future 
prospects. Vishwanath & Kaufmann (1999) define 
transparency as a timely flow of credible infor-
mation pertaining to the economic, social and 
political aspects of a firm’s future, while Bushman 
and Smith (2003) define CG as the widespread 
availability of relevant, reliable information vis-
à-vis the periodic performance, financial position, 
investment opportunities, governance, value, and 
risks of publicly traded firms (OECD, 2004). 

it Governance

Although the term, “IT governance,” was initially 
used in the early 1990’s by Loh and Venkatra-
man (1992) and by Henderson and Venkatraman 
(1993) to describe a series of mechanisms enabling 
corporations’ best use of their IT capabilities, the 
term has only recently begun to attract sustained 
academic attention. In recent years, ITG has been 
variously defined by a range of academics and 
practitioners, as pertaining to the locus of IT-re-
lated decision making (Brown & Magill, 1994); 
as the allocation of responsibilities between dif-
ferent authorities in IT-related decision making 
(Luftman, 1996), and as patterns of authority 
governing key IT activities (Sambamurthy & 
Zmud, 1999). The term ITG may also denote those 
organizational skills or capabilities developed 
jointly by IT teams and other business units in 
developing synergies (Van Grembergen, 2003), as 
well as those processes determining the sharing 
and monitoring of IT decision-making powers 
(Weill & Ross, 2004). The ITGI has expanded 
these definitions to refer to those organizational 
processes and structures supporting overarching 
systems for the fulfillment of broad corporate strat-
egies (ITGI, 2001). In this regard, ITG includes 
such activities as creating value through bringing 
about strategic alignments between IT and busi-
ness (ITGI, 2001); improving transparency and 
accountability in relation to IT activities (Weill 
& Vitale, 2002); increasing productivity through 
effective IT services and applications; devising 
decision-making systems for risk management, 
and setting up IT resources for accountabil-
ity. These diverse definitions and perspectives 
naturally lead academics to propose integrated 
frameworks for ITG.

Analyzing the field further, Weill (2004) 
identifies a number of IT decision-making areas 
related to ITG: (1) IT principles, (2) IT architec-
ture, (3) IT infrastructure strategies, (4) business 
application needs, and (5) IT investment and 
prioritization. Along with these areas, his work 
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defines six different ITG archetypes: business 
monarchy, IT monarchy, feudal arrangements, 
federal arrangements, IT duopoly, and anarchy. 
Weill aims to understand which ITG archetypes 
best fit the specific context of different corporate 
environments for each decision area. Moreover, 
his proposed framework presents a range of 
governance mechanisms in the form of a choice 
for companies of organizational structures, pro-
cedures, and forms of committee and policy to 
organize and implement effective ITG. Simonsson 
and Johnson (2006) identifies three dimensions 
of ITG: decision domains (e.g., types of decision 
making related to goals, processes, people, and 
technology); decision scope (e.g., levels of deci-
sions in terms of time-length and organization); 
and decision making processes (e.g., forms of con-
ceptualizing, making decisions and monitoring 
decisions’ effects in relation to firms' IT assets and 
their bearing on the real world). Webb, Pollard, and 
Ridley (2006) define ITG as the activities linking 
IT with business, such as (1) strategic alignment, 
(2) IT value transfers, (3) performance manage-
ment, (4) risk management, (5) regulations, and 
(6) responsibility delegation. Peterson (2004) 
views ITG as the delegation of responsibilities and 
decision-making power to various stakeholders 
within a corporation, suggesting that governance 
may be understood as the set of mechanisms and 
procedures supervising strategic decision-mak-
ing. Dahlberg and Kivijarvi (2006) view ITG as 
an integrated management system comprised of 
three different IT activities: planning, execution 
and evaluation, and feedback. COBIT (Control 
Objectivities for Information Related Technol-
ogy) has been recognized by the IT Governance 
Institute as a potential standard for such activi-
ties offering adaptable control guidelines for IT 
practitioners (ITGI, 2000). COBIT proposes 4 
domains with 32 processes. However, COBIT is 
limited in that it is expressed almost entirely in 
terms of process, focusing on how to govern but 
not what to govern.

 

previous itG case studies

Alongside the theoretical development of frame-
works, several studies introduce actual case 
analyses, applying exploratory frameworks as an 
analytical device. Park, Jung, Lee, and Jang (2006) 
list and analyze internal ITG activities related to 
IT standards-setting in a semi-conductor manu-
facturer. Their single case study describes how the 
company was able to leverage the productivity of 
its IT unit by generating and imposing standards 
and standardized outcomes, thereby optimizing 
the execution of related IT processes. They found 
standards setting provided by an internal audit 
process to be effective as a front-end activity of 
ITG. Jang and Lee (2005) examine a firm’s deci-
sion-making structure in the light of Weill’s ITG 
framework. Lee et al. (2006) examine the ITG of 
two Korean service companies in terms of the 
structures, processes and relational mechanisms 
proposed by Van Grembergen (2003). Similarly, 
Bhattacharjva and Chang (2006) conduct an ex-
ploratory study investigating Australian higher 
education institutions’ utilization of international 
standards such as COBIT, ITIL and ISO17799. 
Letsoalo, Brown, and Njenga (2006) examine a 
large South African enterprise, identifying 12 key 
factors enabling and inhibiting IT implementa-
tion. The enablers are senior management sup-
port for investment/projects, a project champion 
and external support, while the key inhibitors of 
successful implementation are a lack of clear IT 
processes, inadequate human resources and in-
adequate stakeholder involvement. Park, Lee and 
Lee (2007) examine ITG practices in the Korean 
service industry from the perspective of complex 
adaptive systems (CAS). Through analyzing the 
key issues relating to ITG complexity, the authors 
identify several governance principles. 

linking itG to cG

A number of scholars and practitioners have 
attempted to build on existing definitions and 
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frameworks in presenting architectures for use by 
businesses for use in their own specific environ-
ments. However, most proposed frameworks are 
limited insofar as they suppose a certain concep-
tion of ITG in relation to its CG attributes; further, 
frameworks tend as yet not to be validated by 
empirical research. Given, however, IT’s major 
impact on firms’ formulation and execution of 
their business strategies, there is a clear need for 
ITG frameworks that capture appropriate relation-
ships between ITG and wider CG, especially in 
terms of IT’s contribution to the planning stages 
of company action plans (Van Grembergen & De 
Haes, 2005). As a number of researchers have 
emphasised, IT resources are not to be regarded 
as independent, separate assets but rather as key 
elements of corporate resources. The optimal 
deployment of IT assets has the potential to im-
prove business processes maximising corporate 
return on investment (ROI). According to the 
ITGI (2001) and Weill and Ross (2004), in over-
seeing ITG, companies’ board of directors need 
to possess a strong level of insight into the pos-
sible roles of IT in general, and should in specific 
instances clarify the strategic goals and financial 
benefits accruing through the best use of IT. A 
recent survey conducted by the ITGI and PWC 
(2007) has shown that half the participants felt 
that their current ITG practices focused more on 
issues of compliance, control and “operational 
IT”, than on the delivery of strategy as overseen 
by (or necessarily involving) company boards. Yet 
the close relationship asserted by many authors 
between CG and ITG suggests that in designing 
ITG frameworks, it should be plausible to cascade 
general governance attributes to ITG, or otherwise 
to make IT processes and functions inherit such 
attributes. This chapter, through utilizing such 
inherited characteristics, will look to present 
an ITG framework that maximizes the benefits 
of a corporation’s ITG practices, offering firms 
strengthened capabilities of coordination and 
control. In this way it aims to yield more effective 
mechanisms for the structured governance of an 
IT organization. 

proposEd itG framEwork

This study develops an ITG framework integrating 
currently available designs. Specifically, it seeks 
to characterize an IT decision-making and control 
system capable of fulfilling corporate strategies 
and aims through rational IT principles. Imple-
menting such an ITG framework would allow a 
corporation to observe activities of efficiency, 
transparency and accountability in its corporate 
IT activities. Based on our literature review, this 
section presents a comprehensive treatment of 
a generic ITG scheme, aiming to remedy the 
insufficiencies of previous frameworks through 
incorporating all the essential elements of CG 
attributes, as shown in Figure 1. 

The proposed framework is presented in terms 
of three different dimensions: “ITG decision ar-
eas”, “IT activities”, “IT control”. Each of these 
areas is associated with the generic IT activities 
of a firm (planning, development, operation) 
specifying proposed governance structure and 
co-ordination and control mechanisms for gov-
ernance in each domain. Combining these three 
dimensions, the framework enables users to pair 
firms’ major ITG decision areas with appropriate 
key governance mechanisms and to determine an 
appropriate level of ITG practices incorporating 
CG attributes. 

itG decision areas

The framework presents five core decision-mak-
ing areas of ITG described by earlier studies as 
forming the core of the ITG decision domain 
(ITGI, 2004; Peterson, 2004). The term “strategic 
alignment” indicates an attempt to make firms’ 
IT strategy coincide with their corporate strat-
egy, usually through communicating between 
IT and other business units, so increasing the 
firm’s business value. IT resource management 
is concerned with the quality of firms’ overall 
IT services through the effective management of 
IT resources such as information, infrastructure, 
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IT architectures, applications, and so forth. As 
an area, IT investment management designates 
businesses’ efforts to improve the value of their IT 
assets through systemic and detailed evaluations 
and through monitoring the performance of their 
IT investments. Finally, IT risk management deals 
with the measures necessary to increase business 
consistency and security through establishing a 
risk-managing method and security system for IT 
resources. This area will include the production 
and maintenance of any firm information assets 
and comply with external regulations (ITGI, 2004; 
Peterson, 2004; Simonsson & Johnson, 2006). 

it activities

Each ITG decision area may be broken down 
into three stages of activity: IT planning, IT 
development and IT operations. In view of the 
IT management process suggested by Boynton 
Zmud, and Jacobs (1994) in studying the work 
processes of a leading company, as well as the 
COBIT framework proposed by the ITGI (2000), 
this study attempts to highlight specific activities 
through which companies can operationalise 
ITG plans. During the IT planning stage, firms 

will seek to understand all IT-related issues, in-
cluding requests made by each area of business, 
and will accordingly establish plans for an IT 
strategy, generating a schedule or structure of 
IT activities. Firms’ IT development stage will 
include all activities relating to these planned 
activities, carried out in terms of a development 
cycle stretching from planning to implementa-
tion, and integrally featuring project and change 
management. Lastly, the IT operational stage 
will concern various maintenance and IT support 
services, many of which will serve users (e.g., the 
help desk) as well as supporting continuous IT 
infraoperation processes, including monitoring 
and evaluation activities. 

it control

Previous studies have also advanced influential 
definitions of ITG as the allocation of IT deci-
sion-making rights and responsibilities among 
IT-related stakeholders, and integrally as the 
procedures and mechanisms involved in making 
and monitoring strategic IT decisions. ITG pays 
specific attention to questions of who makes IT 
decisions and how (Peterson, 2004). The pro-

Figure 1. Proposed IT governance framework
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posed framework classifies issues of the location 
and structure of IT control into three separate 
subfields: issues of organizational structure 
and activity, coordination mechanisms between 
business and IT, and control mechanisms. In the 
organisational domain, the proposed framework 
attempts to correlate decision-making and lead-
ership structures with certain types of company 
needs, clarifying various stakeholders’ rights and 
responsibilities. The next stage of our description 
designates channels through which IT and busi-
ness units can exchange opinions, devising in 
this respect appropriate coordination mechanisms 
(De Haes & Van Grembergen, 2006; Peterson 
& Fairchild, 2003). In terms of firms’ control 
mechanisms, the study attempts to analyse ITG 
efficiency, accountability and transparency as the 
ultimate goals of CG through applying four control 
measures as specified in the context of businesses’ 
integral ITG frameworks (or overarching forms 
of organizational control). The activities included 
under such a remit include IT supervision and 
monitoring, evaluation and compensation on the 
one hand, and internal controls (e.g., IT internal 
audit/supervision, policy regulation and adherence 
to operational IT guidelines) on the other.

casE study mEthodoloGy

This work uses a comparative case study as a 
method for eliciting particular firms’ ITG practices 
using the proposed framework. We selected three 
large enterprises in the Korean service industry 
of a similar firm size and business domains. Each 
firm understood their IT assets as competitive 
resources and operated in an industry which had 
invested comparatively heavily in IT. We chose 
three enterprises on the basis of the widely ac-
cepted thesis that the validity and reliability of 
quantitative studies increases when more than one 
case is placed under review (Benbasat, Goldstain 
& Mead, 1987; Yin, 1984). Further, case studies 
have a proven range of uses in helping researchers 

to formulate theories, in verifying theories, and 
in proving certain conditions across a number 
of different studies (Benbasat, 1987). Data from 
the three companies under review was collected 
through trustworthy institutions and various 
media, and in-depth interviews held with firm 
CIOs, IT team leaders, and other senior manag-
ers of business units of each company. A team of 
five researchers conducted each interview using 
a semi-structured format in periods of about two 
hours. Each case company provided additional 
documentation concerning their ITG practices 
(e.g., ISP, EA practices, ITSM/ITIL practices, IT 
BSC practices, information security practices, IT 
compliances organizational charts for the com-
pany and IT departments, project management 
guidelines, IT management process diagrams, IT 
ROI, etc.). Due to confidentiality reasons, we are 
unable to make company names public. Our case 
study design took particular efforts to make clear 
to companies the research question, that is, what 
procedures and governance mechanisms compa-
nies used to manage their ITG structures. Rather 
than focusing on the board level in investigating 
ITG practices, we made the decision to observe 
overall IT-related decisions as they were arrived 
at between business and IT units. It emerged that 
IT units were solely responsible for some aspects 
of IT decision making, since other business units 
were unfamiliar with the technical side of IT. In 
summary, then, this study adopted as its unit of 
analysis “ITG practices in the Korean IT based 
service sector.”

Table 1 provides background information on 
the case study companies. Company “A” is an IT-
based service provider, with a market-dominant 
position in Korea. Company “B” occupies third 
position in the same market as Company A, and is 
currently aiming to strengthen its competitiveness 
by increasing market share. The final case Com-
pany C holds second position in this marketplace, 
and is looking to make up the gap by offering new 
emerging technology-based products and services 
to customers. All three companies deploy a range 
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of 5 to 9 teams in an independent IT department 
of about 60 to 100 members, including an IT plan-
ning team, an IT technology team, and an IT risk 
management team. The Companies A and B also 
outsource system development and maintenance 
to a leading IT service companies in Korea, while 
Company C runs in-house IT development and 
maintenance, as shown in Table 1. 

analysis: comparativE casE 
study

This section compares the ITG related activities in 
the three companies against each other using the 
proposed framework. We have organized subsec-
tions of this analysis into five domains (dealing 
with strategic alignment, IT resource manage-
ment, IT investment management, IT performance 
management and IT risk management). In each 
of these five domains, the framework uses three 
phases of planning, development, and operation 
as structuring its analysis. 

strategic alignment

This decision area relates to firms’ strategic align-
ment activities, dealing with setting performance 
indicators for achieving firm’s strategic objectives 
and formulating and executing IT strategy. 

IT Planning Phase

In the planning stage for effecting strategic align-
ment between IT and business, firms take stock 
of their business direction, formulate goals and 
action plans and propose IT strategies optimally 
integrated with business strategies objectives. This 
process involves the identification and definition 
of all relevant IT-related activities and processes. 
In Company A, either a Relationship Manager 
(RM), IT manager, or the IT department typi-
cally propose IT strategies to an IT Investment 
Review Committee (IT IRC), which reviews and 
approves these. No separate control organiza-
tions exist for the auditing or supervision of the 
alignment process. However, an informal control 
structure links up between IT managers and other 
managers. IT manager consult extensively with 

Table 1. Case backgrounds

Company A Company B Company C

Annual Revenue
(KRW,billion)

10,651 3,943 6,507

% of IT Investment (2006. 12) 1.88% 0.76% 1.23%

No. of IT Teams 1 IT Unit/4 Teams 1 IT Unit/9 Teams 2 IT units/8 Teams

No. of IT Staff (excluding 
outsourced) 64 62 108

IT Org. Types Centralized Centralized Centralized

Outsourcing Types
(No. of People)

Outsourcing to family 
company
(150) 

Outsourcing to family 
company (140) In-sourcing

IT Management Tools ITSM/ITIL, EA, ISO 17799, 
CMM/CCMi,
SLA/SLM

ITSM/ITIL, EA, ISO 
17799,CMM/CMMi.
SLA/SLM, BSC

ITSM/ITIL, CMM/CMMi,
ISO 17799, 6 Sigma. BSC
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business managers before submitting a proposal 
to the IT IRC. 

Company B maintains a regular Junior Com-
mittee (JC) staffed by IT and senior managers, 
which assesses and passes proposals up to an IT 
IRC through the mediation of the company CIO 
and relevant team leaders. The CIO and team 
leaders participate in the JC meeting. The JC 
oversees the overall business conduct of the IT 
department, as well as involving itself with other 
business units in terms of strategic decisions at 
the interface of technology and other operations. 
The company’s IT IRC communicates strategic 
decisions and policy changes to corresponding 
business units and executives. This body also 
refers to Key Performance Indicators (KPIs) 
defined for IT strategy. Measurements of IT 
performance are reported to higher board-level 
bodies as feedback on management innovations. 
Both companies recognized ISP as an important 
tool for effecting strategic alignment and had 
implemented a formal ISP revision process. ISP 
outcomes are managed and revised on a regular 
basis by a team led by the IT department. 

Company C runs a dedicated team for BRM 
(Business Relationship Management) tasked 
with improving IT-business strategic alignment. 
In addition, an “Executive Steering Committee 
(otherwise known as the Value Improvement 
Committee: VIC)” oversees these alignments, 
discussing and making decisions on any IT re-
lated issues. The company has also established a 
number of KPIs for its IT organization aiming to 
improve strategic alignment by propagating the 
BRM guidelines throughout the enterprise.

IT Operational Phase

The IT operation phase in strategic alignment 
includes all activities designed to satisfy both 
the strategic and operational requirements of 
running optimized IT services in the context of 
cooperative decisions between IT and business 
units. Actions, for example, may include defin-

ing IT service levels or in providing firm-wide 
education on IT capabilities. 

In this regard, Company A has implemented 
an EA/ITA framework in order to encourage 
business/IT partnerships, though the framework 
has yet to be fully implemented across the com-
pany. The framework designates EA/ITA related 
activities and processes envisioning IT-business 
alignment. However, the firm restricts EA/ITA 
workshops to the context of exceptional change 
management.

In terms of building IT operations into a 
broader context of strategic alignment, Company 
B is also at an early stage, though it has put an 
IT Service Level Council in place. This council 
serves as a liaison between IT and business units. 
Both companies execute and operate a targeted 
service level under the responsibility of the IT 
technology team. However, existing alignment 
processes do not cover “over-the-horizon” issues 
but rather aim at improving operational efficiency. 
Company C, meanwhile, has set a number of KPIs 
for its IT service operations, without as yet defin-
ing any objectives related to strategic alignment 
in this process. 

it resource management

The decision area of IT resource management 
includes the management of corporate IT infra-
structure, system applications, invisible informa-
tion property and the implementation of EA/ITA 
and ITSM/ITIL. 

IT Planning Phase

During the IT planning for resource manage-
ment, companies define an IT architecture in 
accordance with company EA/ITA principles 
and standards. Companies then set an appropriate 
IT infrastrategy directing the efficient use of IT 
resources. In all three companies, the IT planning 
team and the IT technology team holds respon-
sibility for IT resource planning. Companies’ IT 
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IRC approve plans, and CIOs finalize decisions. 
Although companies are making efforts to align 
their IT resources through establishing EA/ITA 
and ITSM systems, these endeavors remain at 
an early stage. However, Company C has imple-
mented a BPM (Business Process Management) 
system governing IT resource management with 
coordinates an “Information Practices Council” 
with an up-and-running ITSM system to retrieve 
real-time IT operations data. 

IT Development Phase

This phase refers to all activities related to the 
processes of introducing and implementing new 
IT architectures, applications or infrastructures, 
as well as to maintenance performed during the 
development cycle. In Company A, RMs at the 
business units and/or IT planning teams gather 
suggestions from business units concerning the 
development of new systems. In other words, the 
RMs collaborate with IT teams to capture the 
system requirements for new systems or to justify 
IT investment decisions. They also write an in-
vestment proposal using cost and benefit analysis 
using given templates. The IT IRC then analyses 
all proposals making final investment decisions 
targeting optimized resource allocation. 

In company B, operations send their business 
requirements for new IT application development 
and report any operational IT issues via a Service 
Request System (SRS) sent to the IT department. 
The IT department critically reviews each request, 
determining whether service levels can be main-
tained by in-house corrective actions or whether 
separate projects need to be funded and launched. 
Proposed projects are passed up to the company 
IT IRC for consideration and approval, before the 
CIO makes the final investment decision. 

Company A and B have further developed and 
implemented an EA/ITA framework. Company ‘A’ 
primarily relies on a BA (Business Architecture) 
system in which the firm takes the role of planner 
and owner framing and formalising business re-

quirements. Company ‘B’ also intends to build up 
its EA/ITA from the perspective of the firm playing 
a role as designer and builder. While Companies 
A and B used EA/ITA frameworks to standardize 
development practices, Company C uses BRM 
to coordinate system development activities. 
In addition, a SR committee (called the SPEC 
Committee and specifying user requirements) 
operates as a governance mechanism in control-
ling IT resource issues. “System Development” 
specifications and “Maintenance & Operations” 
specifications are stored separately, while ITSM 
run-data is collected on a monthly basis. 

IT Operation Phase

The operational phase in IT resource management 
involves the oversight of architectures, standards, 
IT services and overall infra-operations. In the 
case of Company A, most resources management 
decisions are delegated to the IT department as 
it engages in IT infra-operations. The company 
carries out service management through for-
malized processes and procedural frameworks 
(e.g., ITSM/ITIL). While acknowledging service 
requests for IT operations at a corporate level, 
the company nevertheless takes any IT-related 
operational decisions through RMs and the IT 
IRC. Even though the planning of optimal IT 
architectures and related activities is still at an 
initial stage, the IT planning team seems com-
petent in managing current IT service operations 
and management. 

In Company B, the IT planning staff in IT 
department selects and monitors outsourcing 
partners, while the technical staff takes charge 
of overall IT service operations and management 
(e.g., ITSM/ITIL). An IT Service Level Council 
(SLC) holds IT infrastructure strategy meetings, 
guiding outsourcing partners are guided through 
revisions of Service Level Agreement (SLA). 

While both Company A and B outsource their 
operations to their family company, Company C 
coordinates its IT issues through a “Quality Im-
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provement Committee” responsible for overall IT 
resource management. All companies review any 
related IT operational issues through their IT IRCs, 
with CIOs making final allocation decisions.

it investment management

This decision area relates to firms’ investment 
management systems, dealing with whole invest-
ment portfolios and system-related activities.

IT Planning Phase

Although Company A justifies their investment 
decisions using a formalized IT ROI methodology, 
the reliability of their methodology and perfor-
mance indicators have yet to be validated and are 
not factored back into planning stages. However, 
Company C has systematically implemented an 
IT ROI methodology into their IT management 
system, though this is not fully automated with 
other system components. Firm business units 
define the KPIs for measuring IT ROI, with BRM 
measures of IT cost projected during pre-assess-
ment sessions before plans are finally decided by 
the IT IRC (or by the Executive Steering Commit-
tee if budgets come in over a certain amount). 

Similarly, Company B has also developed a 
comprehensive IT ROI methodology, as yet only 
partially implemented in practice. The firm’s IT 
ROI indicators remain ambiguous and have not 
been empirically validated. At present, the firm 
undertakes preliminary ROI analysis on a partial 
basis only for reasons of economic feasibility and 
validity (e.g., most IT cost evaluation proceeds 
through qualitative analysis). In all companies, 
the IT planning team takes charge of related IT 
activity as coordinated for control purpose by 
both business and IT units. 

IT Development Phase

Development activities occur during the IT project 
execution cycle and include such tasks as enter-
prises’ pre-evaluation of their investment, project 

management, and change management. The IT 
investment evaluation system of Company A relies 
on a portfolio method based on a classification 
of evaluation timing and types. Compared to a 
post-evaluation method, pre-evaluation is rela-
tively simple depending on measurements taken 
from each business department. However, these 
measurements’ credibility is low. In Company A, 
business and IT together take charge of invest-
ment proposals, carrying out detailed planning. 
Meanwhile, the IT IRC evaluates any proposi-
tion, reporting results to the senior executives 
through the central planning department. The 
planning department adjusts and finally decides 
the projects’ budget. However, the company’s 
CEO becomes involved in decision-making when 
budgets exceed a certain amount. As soon as 
projects’ implementation phase gets underway 
after final approval, the firm sets up a steering 
committee composed of managers and directors 
from the IT department. This committee secures 
sponsorship for change management, largely 
through progress reports rather than backing for 
short-term decisions. 

In Company B, new IT projects are proposed 
by either IT or current business units through a 
SRS. The initiating department conducts a pre-
evaluation study of the cost/benefit of the project. 
The CIO and relevant IT team leader determine 
investment priorities according to projects’ 
economic feasibility and fit with their strategic 
context. When project budgets exceed five thou-
sand billion Korean won, the JC will decide on 
the investment with the CIO retaining ultimate 
authority over most investment decisions. Without 
establishing any separate organisational unit, IT 
teams manage projects and determine projects’ 
human resource requirements. Although no sepa-
rate control mechanism regulates the investment 
process, management participates in investment 
review. In Company A. all the projects undergo 
this investment review, and in Company B, only 
projects above a certain budget size are controlled 
in this way.
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In Company B, projects are open to scrutiny in 
the sense that the management board exercises a 
passive checking over IT investment. Company C 
conducts a more detailed examination than Com-
panies A and B, submitting proposals to analysis 
through defined KPIs at the IT planning stage. 
The company’s governance mechanisms work 
in a similar way to Company A, where steering 
committees make decisions when IT budgets go 
over a certain amount.

IT Operational Phase

In operational stages, companies typically track 
the post-assessment of their implemented systems 
from an ROI perspective. In Companies A and 
C, IT planning teams assess IT ROI on the basis 
of a formalized methodology, reporting back to 
business units on an annual basis. Key IT ROI’s 
KPIs measure how projects have improved ROI 
and determine wider business impact by cross-
comparison with pre-assessment data. 

Company B’s IT planning team also takes 
responsibility for the postmanagement of all IT 
projects but is currently experiencing difficulties 
conducting this, since IT ROI’s KPIs are not well 
leveraged by other parts of the organization.

it performance management

This phase includes all activities planning for 
and managing an appropriate IT performance 
management methodology (e.g., IT BSC) for 
firms’ IT organization.

IT Planning Phases

In Company A, a range of different measurement 
sets support IT related activities including IT 
KPIs, Business KPIs, and Service Level Agree-
ment (SLA) performance indicators. However, 
research found that these indicators were not fully 
integrated with each other. This suboptimal situ-
ation may not improve overall IT performance, 

possibly resulting in less effective performance 
improvements. The company has explicitly mea-
sured performance indicators from the viewpoint 
of both senior managers in business and IT units, 
but has yet to formulate governance mechanisms 
such as the creation of a single oversight body for 
IT planning. This leads to confusion in the defini-
tion and use of performance indicators amongst 
the firm’s IT organizations.

In Companies B and C, the CIO and IT team 
leaders define KPIs, sharing these with the busi-
ness as an organized part of management in-
novation activity. In this regard, the CIO and IT 
team leaders set an annual target for IT activities 
updated according to business unit objectives. 
This creates a tight strategic linkage between at 
least two parties, with the KPIs serving as a com-
munication protocol supporting the improvement 
of business and IT performance. 

Company C specifically sets CSFs and KPIs 
for its IT unit under the BSC system, measuring, 
monitoring, and directing these through its busi-
ness unit (i.e., Performance Management Team), 
although it also lacks a formal governing mecha-
nism (committees/council). These indicators are, 
however, mostly operational, showing levels of IT 
maintenance and IT service satisfaction. 

IT Operational Phases

The IT planning team of Companies A and C is 
responsible for monitoring and evaluating IT per-
formance, and for managing overall operational 
processes. These teams also conduct performance 
evaluations on IT systems and subsystems, com-
municating results to corresponding departments. 
Company B has implemented an IT BSC, focusing 
mainly on internal efficiency. In the absence of 
integrated systems of performance management, 
each company executes a performance evaluation 
limited to the operational level as measured by 
stated indicators. However, Company B relates 
their IT KPIs to wider corporate level business 
indicators, periodically monitoring IT perfor-
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mance. Systemic performance management is not 
in place, and no overarching organization exists 
controlling performance evaluation.

it risk management

This decision area relates to firms’ risk manage-
ment, dealing with IT security and IT compliance 
activities.

IT Planning Phase

Risk management activities in the planning phase 
seek to identify and understand the risks that can 
occur throughout IT related processes. Planning 
identifies appropriate countermeasures, establish-
ing policies, systems and management schemes. 
In both Companies A and B, independent IT risk 
management teams are formally in place taking 
responsibility for security planning, risk moni-
toring and correspondence system management. 
Current business departments do not participate 
in these security management systems or security 
architectures. Both companies have implemented 
and operate the IT security management system 
proper to the information protection management 
system of the Korea Ministry of Information and 
Technology; systems also meet international se-
curity standards. However, Company C has also 
established a control center called “Risk Manage-
ment (RM)” center to coordinate any security and 
compliance issues raised by three different units: 
the Admin. Unit (managing risks connected with 
physical security), the CRM unit (managing the 
compliance of customer information with any 
external regulations), and the IT unit (managing 
any IT risks relating to applications and network 
security). All these units plan the firm’s security 
policy jointly, reporting to the RM center as part 
of governance arrangements for security issues 
including IT risks. 

IT Operational Phase

Activities in this phase entail the monitoring 
and evaluation of IT risks seeking to guarantee 
system security and business continuity over the 
IT operation process. The IT risk management 
team of Company A takes charge of this work, 
consulting about security-related issues through 
an IT security committee meeting monthly 
and quarterly. The firm runs a system security 
diagnosis process including an internal audit. 
In Company B, an IT Risk Management team 
sets up a security strategy, distributes a security 
check-list, and proposes security issues through 
the IT IRC under the coordination of the SRS. 
These security issues are mainly discussed with 
the IT Risk management team, with the CIO or 
IT security team finally formulating principles 
governing IT security. In respect of security, 
company ‘C’ operates two governing bodies: a 
standing IT security council and an IT security 
committee, which meets semiannually. The IT 
unit initials security principles, which are final-
ized in the RM center. 

comparativE analysis of 
thrEE companiEs

Table 2 compares out three case companies in 
terms of their ITG related processes and activi-
ties based on previous sections. The horizontal 
axis lists five core decision areas of ITG and 
three phases of planning, while development 
and operation are listed on the vertical axis. For 
each phase, three critical management schemes 
are identified and compared: a decision-making 
mechanism (D/M); a coordination mechanism 
(Co/M); and a control mechanism (C/M). The 
D/M is concerned with the origin of IT related 
proposals (input: I) and the final locus of deci-
sion-making (decision: D). Through the com-
parative study of the three companies as shown 



���  

A Comparative Case Study of Three Korean Firms

in Table 2, we can draw certain implications.  
First, all companies manage IT related decisions 
and activities through an IT IRC. Companies 
have clearly defined roles for Input and Decision 
as shown on Table 2, with the locus of decision 
rights in reviewing and approving IT projects 
and services being significantly centralized to 
CIOs in all cases. Those coordination and control 
mechanisms that the companies have established 
are more frequently found in investment and 
resource management domains than elsewhere, 
raising the level of accountability and transpar-
ency level in both domains.

All the companies need to spell out the division 
of roles and responsibilities between business units 
and the IT department in IT decisions. Companies 
B and C run a “JC” and “Value Improvement 
Committees” respectively, are responsible for the 
strategic assessment of IT projects and for oversee-
ing development through KPI measurement and 
subsequent action. However, for the core decision 
areas of ITG, centralized CIOs and IT depart-
ments (according to an IT monarchy in Weill’s 
terminology) make major decisions themselves. 
Reporting upwards is limited on account of the 
limited legacy role played by the IT department 
in the company in the past, leading to a lack of 
coordination and communication between IT and 
business units in particular at the higher level of 
organizations. In this regard, it seems necessary 
for companies to enhance their ITG mechanisms to 
fully reflect the requirements and demands made 
by business at both board and operational decision 
levels. Effectively creating these mechanisms 
depends on improving the understanding of IT 
across the company, and progressively inducing 
participation from business side units aligning 
IT with their activities.

In Companies A and B, project suggestions, 
maintenance requests, and ordinary operation 
management pass up proposals for IT initiatives 
to higher levels. However, coordination channels 
connecting IT development and the operation of 

strategic alignments is relatively weak from a 
control perspective. In addition, the business or the 
board level rarely gets involved in IT performance 
management areas, with ITG proceeding accord-
ing to an ‘IT Monarchy’. Although Companies B 
and Cuse a BSC framework as part of a corporate 
performance measurement tool, their focus level 
is primarily operational, not strategic. The com-
panies thus face a need to integrate their ITG with 
business areas not only in delivering requests, 
but in creating value through proactive coordina-
tion. Firms should aim to establish a formalized 
coordination mechanism between business and 
IT linking the entire corporation; these mecha-
nisms should work on a continuous, not project-
specific, basis. Although both companies claim 
to have implemented EA/ITA, these structures 
are controlled by strategic requirements, rather 
than integrated into day-to-day operational IT 
management. This partial implementation lowers 
the utility of such architectures.

From the perspective of IT control, firms need 
to put in place business alignment and control 
mechanisms to improve the transparency of IT 
investment management and IT risk management. 
While control mechanisms in other areas may 
simply be translated into internal IT controls by 
the IT IRC, IT investment controls have a con-
trol function in the form of the final decision on 
investment lying with the company boards (as 
supported by the advice of the CIO and IT team 
leaders; no separate organizational mechanism 
exists). All three companies are aware of the 
importance of compliance and security issues 
though companies act on these at different levels 
of ITG practices. Companies A and B are char-
acterized by an IT monarchy decision-making 
structure dominantly operated by IT units, while 
Company C takes account of a much wider scope 
of IT risks considered together with other types 
of risks through the RM center.
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Table 2. Comparing three cases using ITG framework
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conclusion

Our comparative case study conclusively found 
that the three companies make IT decisions inde-
pendently of any governance mechanisms other 
than firms’ IT Investment Review Committee. All 
three companies in our case need to design and 
implement more robust governance mechanisms 
in areas such as IT resource management (EA/ITA 
and IT Service Committee). Future discussion should 
focus on an optimal choice of organizational system, 
on coordination channels between business units 
and IT organization, and on control mechanisms 
serving objectives of transparency, efficiency, and 
accountability, promoting the optimization not just 
of IT, but of wider corporate performance. 

The aim for companies will be to develop an 
ITG framework capable of integrating IT and 
business activities. In this respect, it would be 
desirable to see further studies treating specific 
indicators e.g. of IT performance, as well as case 
studies offering benchmarks or reference models 
of ITG. More detailed studies could also help 
corporations to implement plans to improve their 
actual ITG performance.
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abstract

This chapter focuses upon the Australian Standard for the Corporate Governance of Information and 
Communication Technology (ICT) AS8015 (Standards Australia, 2005) and presents research findings 
that can be applied as recommendations to enhance the effective implementation of this Standard’s 
principles within an organization. These recommendations relating to the principles outlined within the 
Standard concern such factors as, identifying and addressing issues surrounding the implementation of 
this Standard and the actions that could be undertaken to improve the effectiveness of ICT governance 
by sharply focusing upon the governance aspects of ICT within business, as opposed to the management 
aspect of ICT. 

introduction 

This research investigates and identifies the orga-
nizational issues that surround the implementation 
of organizational governance of ICT, both within 
the business and in support of business strategies 

and goals, however before proceeding it is im-
portant to note that the terms “ICT governance” 
and “IT governance” are used interchangeably 
throughout this chapter, depending on the source 
being cited. Nevertheless, before investigating the 
issues that impact on organizational ICT gover-
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nance, we must establish its genesis in relation 
to corporate governance and development as an 
associated governance discipline that is coming 
under greater focus due to recent public failures 
that have brought into sharp focus the issues of 
organizational governance and accountability. 

Corporate governance is defined by the 
Organisation for Economic Cooperation and 
Development (OECD) as an activity which “in-
volves a set of relationships between a company’s 
management, its board, its shareholders and other 
stakeholders” (OECD, 2004), these recommenda-
tions were published in the OECD Principles of 
Corporate Governance (2004). These principles 
represent a common point of understanding 
between representative member countries and 
promote acceptable practices that assist business 
organizations to deliver transparent and informa-
tive reporting to shareholders and ensure boards 
of management are accountable for their actions 
(Witherell, 2004). The Australia Standard entitled 
Good Governance Principles AS8000 (2003) is 
heavily based on the OECD principles of corporate 
governance and reflects the Australian perspec-
tive of corporate governance as concerned with 
conduct and relationships between company 
stakeholders (Standards Australia, 2003). 

In relation to corporate governance, IT gov-
ernance is a subset defined as “specifying the 
decision rights and accountability framework 
to encourage desirable behaviour in using IT” 
(Weill & Ross, 2004) and therefore, IT governance 
focuses on the governance of IT use within the 
particular organization. Van Grembergen (2004) 
further links IT governance to corporate gover-
nance by indicating that today’s business and 
business strategies are now dependent to some 
extent on an underlaying IT infrastructure support. 
Therefore, corporate governance is responsible 
for setting high-level organizational strategies 
and controls, while IT governance provides the 
information and IT structure to facilitate strategic 
alignment and support of organizational goals. 
Furthermore, the linkage of IT governance and 

corporate governance is more apparent because 
of the increasing dependence upon and utilisation 
of IT to support business operations, which can 
potentially expose and impinge adversely upon 
the critical functionality of the IT infrastructure 
supporting the business. This suggests that poor 
application of IT governance can affect corporate 
governance through loss of business, harm to cor-
porate reputation and a weakening of competitive 
position (CPA, 2005).

This premise is supported by KPMG (2002) 
who found that IT failures accounted for 60% of 
all business interruptions in Australia, resulting 
in downtime, reduced income and loss of cus-
tomers. There have also been a number of other 
cases in Australia and around the world where a 
lack of IT governance has resulted in significant 
financial losses. A further example is the widely 
reported situation at the National Australia Bank 
(NAB), here it found that employees were able to 
request changes to the IT systems that enabled 
them to erase records of their transactions and 
resulted in notable financial losses for the bank 
(Mair, 2004). In response to this and other failures 
of IT governance, a new Australian Standard 
within the AS8000 series, namely the Corporate 
Governance of ICT AS8015 (Standards Australia, 
2005) was developed and released in early 2005. 
This standard consists of six principles applicable 
to the governance of ICT within a business or-
ganization and forms the initial reference point 
of this research. 

This research seeks to investigate and iden-
tify corporate attitudes towards IT governance 
implementation within their organizations and 
also in comparison, the opinions of two industry 
professionals regarding their own professional 
experiences and attitudes towards the implemen-
tation of IT governance based on the Corporate 
Governance of ICT AS8015 (Standards Australia, 
2005) standard. Initially, we will establish what 
IT or ICT governance specifically is and investi-
gate some of the existing frameworks applicable 
to implementing a governance structure across 
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an organization that takes into consideration IT, 
before progressing towards addressing IT gover-
nance in Australia and the Corporate Governance 
of ICT AS8015 (Standards Australia, 2005) 
standard itself. Then we will briefly outline the 
research questions and applied method of research, 
before providing a broad summation of our initial 
findings. With further elaboration regarding the 
specific recommendations that have arisen from 
our research concerning the implementation of IT 
governance and due diligence structures within 
Australian organizations, for which the findings 
may prove advantageous for those organizations 
considering future adoption of the Corporate 
Governance of ICT AS8015 (Standards Australia, 
2005) standard.

backGround

Depending on the business situation and the 
perceived interpretations, there are various defi-
nitions of IT governance, each of which subtly 
encompasses different areas of the topic. For 
example, Van Grembergan (2004) states that 
“IT Governance is the organizational capacity 
exercised by the board, executive management 
and IT management to control the formulation 
and implementation of IT strategy and in this 
way ensure the fusion of business and IT.” This 
definition highlights the role of the executive in 
ensuring governance of IT and the importance of 
ensuring alignment between business strategies 
set by the Board and the IT strategy itself.

Broadbent (2003) adopts a similar top-down 
focus for IT governance but proposes that good 
IT governance is the effective combination of 
three components: what decisions have to be 
made (leadership), who makes them (account-
ability) and how they are enacted (oversight). In 
this interpretation, the focus of accountability and 
decision making rights aligns closely to that of 
the Weill and Ross (2004) definition mentioned 
previously and is one of the more commonly 
adopted definitions within the literature.

The IT Governance Institute (ITGI) asserts 
that “IT governance is the responsibility of the 
Board of Directors and executive management 
and is an integral part of enterprise governance 
that consists of the leadership and organiza-
tional structures and processes that ensure that 
the organization’s IT sustains and extends the 
organization’s strategies and objectives” (ITGI, 
2003). This definition includes the role of the 
Board and again the need for the alignment of IT 
aspirations with the organization’s strategies and 
refers to leadership, organizational structures, and 
processes as a means of achieving this. 

These views interpret IT governance different-
ly, but commonality exists in the need to establish 
structure and processes that ensure appropriate 
leadership, accountability and oversight. We can 
now determine that IT governance leadership, 
relates to the setting of long term strategies for 
IT, and ensuring that goal alignment exists with 
those set by the organization that require frequent 
dialogue between the Board of Directors and the 
managers in the IT department (Alter, 2004). The 
accountability in IT governance, is the assigning 
of decision rights and creation of an accountability 
framework that encourages desirable behaviour 
in the use of the organization’s IT (Weill & 
Ross, 2004), which includes definitions of orga-
nizational rules and regulations, who sets them 
and how compliance is monitored (ACS, 2005). 
Furthermore, IT governance can be concerned 
with the appraisal and critical review of major 
IT projects, technology architecture decisions 
(FedEx, 2005), the measurement metrics that 
quantify the performance of IT (Weill, 2003) as 
well as encompassing the management of tech-
nology-related business risks and determination 
of the financial value returned by enterprises’ IT 
(ITGI, 2003).

Therefore, IT governance can be regarded as a 
business activity undertaken at high-level manage-
ment that ensures: alignment of IT strategies with 
those of the business; ensures the responsible use 
of IT; clearly defines roles and accountabilities 
and continually monitors IT assets and projects to 
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ensure they are performing effectively in support 
of the organization. However, the implementa-
tion of IT governance objectives and controls to 
address IT governance activities specifically, is 
not always immediately apparent, but there are a 
number of practical governance frameworks that 
can assist business organizations in the delivery 
of an effective governance structure that in-part 
incorporates IT governance.

currEnt it GovErnancE 
framEworks

Factors such as the increased organizational 
controls implemented after the introduction of the 
Sarbanes Oxley (SOX) Act in the United States 
(U.S.) and the pressure on IT departments to 
demonstrate their contribution to the organization, 
are influencing directors to consider the value of 
a framework for the governance of IT. The use 
of a framework enforces a consistent approach 
throughout the organization and this delivers the 
ability to develop reports and apply measurements 
to gauge performance (Worthen, 2005).

The two primary IT governance frameworks 
are the American-based Control Objectives for 
Information Technology (COBIT) and the Eng-
lish-based Information Technology Infrastruc-
ture Library (ITIL). Both COBIT and ITIL are 
utilised extensively in the implementation of an 
IT governance framework within organizations 
but their individual focus remains broadly differ-
ent. Generally, COBIT is utilized where there is 
a need for auditing functions, while the ITIL is 
better suited to operational process improvement 
(Alcyone Consulting, 2005).

cobit

The Information Systems Audit and Control 
Association (ISACA) also established the IT 
Governance Institute (ITGI) to serve as a “think 
tank” [sic] for principles and concepts of IT 

governance and instituted COBIT in 1998. This 
not-for-profit organization performed the original 
research on emergent IT governance issues and 
developed the COBIT framework that is globally 
recognised and adopted as a set of best practice 
and management guidelines for effective control 
of IT (Guldentops, 2004). 

COBIT consists of several documents includ-
ing an Executive Summary, Framework, Control 
Objectives, Audit Guidelines, Implementation 
Tool Set and Management Guidelines (ISACA, 
2005). The main document is the Framework, 
which consists of thirty-four high level IT 
processes that come under 4 different control 
domains: planning and organization controls; 
acquisition and implementation controls; delivery 
and support controls and monitoring controls 
(Barnett, n.d.). 

Each of these 34 organizational processes 
has a number of control objectives, with critical 
success factors that are required to successfully 
implement the process that incorporate specific 
numerical metrics that gauge improvements in 
quality and a maturity model to define the extent 
of business process automation. Altogether, these 
34 processes can be further broken down into 318 
specific control objectives for implementing the 
framework, including Key Goal Indicator and 
Key Performance Indicator measures as part of 
the continuous improvement cycle existing within 
the COBIT framework (Morency, 2005).

COBIT enables organizational wide imple-
mentation of IT governance through its strong 
top-down auditing and control perspective and 
has become particularly popular in the U.S. 
since the introduction of the SOX legislation, as 
its comprehensive framework now ensures SOX 
compliance-related regulations and legislations 
are adhered to within the organization (Symons, 
2005).

Recently a new version of COBIT has been 
developed, COBIT 4.1 (ISACA, 2007), the new 
version of COBIT keeps the same structure of the 
earlier version. The new core content is divided 
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according to the 34 IT processes. Each process 
is covered in four sections, combining to give a 
complete overview of how to control, manage and 
measure the process. The four sections for each 
process, in order, are (ISACA, 2007):

1.  The high-level control objective for the 
process, which includes:
•  A process description summarizing 

the process objectives;
•  A high-level control objective rep-

resented in a waterfall summarizing 
process goals, metrics and practices;

•  The mapping of the process to the 
process domains, information criteria, 
IT resources and IT governance focus 
areas.

2.  The detailed control objectives for the pro-
cess;

3.  Management guidelines: the process inputs 
and outputs, a RACI (Responsible, Account-
able, Consulted and/or Informed) chart, 
goals and metrics;

4.  The maturity model for the process.

The IT Governance areas have been expanded 
to cover the following areas (ISACA, 2007):

•  Strategic alignment focuses on ensuring the 
linkage of business and IT plans, on defin-
ing, maintaining and validating the IT value 
proposition, and on aligning IT operations 
with enterprise operations;

•  Value delivery is about executing the value 
proposition throughout the delivery cycle, 
ensuring that IT delivers the promised ben-
efits against the strategy, concentrating on 
optimizing costs and proving the intrinsic 
value of IT;

•  Resource management is about the optimal 
investment in, and the proper management 
of, critical IT resources: processes, people, 
applications, infrastructure and informa-
tion. Key issues relate to the optimization 
of knowledge and infrastructure;

•  Risk management requires risk aware-
ness by senior corporate officers, a clear 
understanding of the enterprise’s appetite 
for risk, transparency about the significant 
risks to the enterprise, and embedding of 
risk management responsibilities into the 
organization;

•  Performance measurement tracks and 
monitors strategy implementation, project 
completion, resource usage, process per-
formance and service delivery, using, for 
example, balanced scorecards that translate 
strategy into action to achieve goals measur-
able beyond conventional accounting.

However, with the updated version of COBIT 
it is still apparent that the governance practices 
are still directed towards maintaining and im-
posing governance from an organizational wide 
high-level perspective and less so on the lower 
level processes for delivering good governance 
practice. 

itil

Conversely, the ITIL is a collection of best prac-
tices with an IT operational focus first developed 
by the British government some 20 years ago and 
has become the most widely used best practice 
reference for IT Service Management. Having long 
been preferred in Europe, ITIL is now gaining 
acceptance in the U.S. and other countries (ITIL, 
2005), because ITIL delivers operational benefits 
to IT departments by enabling improved quality 
of service, reduced downtimes, swift resolution of 
problems and greater security (Worthen, 2005).

The ITIL framework consists of a series of 
eight books, each of which details a different 
aspect of the information framework required 
for implementation:

• Planning to Implement Service Management 
(Symons, 2005);

• The Business Perspective (Turbitt, 2005);
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• Software Asset Management (Software 
Management Network, 2005);

• Service Support (Symons, 2005);
• Service Delivery (Mercury, 2005);
• Security Management (TSO, n.d.);
• ICT Infrastructure Management (OGC, 

2005);
• Application Management (Symons, 2005).

ITIL is based upon the principles of service 
management and takes a bottom-up approach, 
while in comparison the COBIT focus is primar-
ily a top-down, high-level focus on audit and 
control. As a result, these two frameworks tend 
to compliment each other with COBIT providing 
managerial processes and objectives that are ap-
plicable from the Board level perspective; whilst 
the ITIL delivers operational best practice that 
can be applied from the help desk level upwards 
in the implementation of IT governance within 
an organization (Symons, 2005).

In 2007 IITL was updated to reflect best prac-
tice within the industry. The main development 
was that V3 took a lifecycle approach to guidance, 
as opposed to organizing in accordance to IT 
delivery sectors. The ITIL V3 (ITIL Refreshed) 
framework consists of a series of five books in 
regards to implementation (ITIL, 2007):

• Service Strategy;
• Service Design;
• Service Transition;
• Service Operation;
• Continual Service Improvement.

While the ITIL framework is widely accepted 
from a European perspective to address IT gov-
ernance issues, the Australian situation dictated 
that an alternative solution to addressing IT 
governance issues within business organizations 
should be managed with a different approach. 

it GovErnancE in australia

The corporate failure of OneTel is an example 
where despite having spent large amounts of 
money on IT; good quality management infor-
mation to support the business was not being 
produced. This highlights the fact that while IT 
can be functioning well on its own, a lack of goal 
alignment with the organizational strategic goals it 
is supporting is where problems can begin (Bush-
ell, 2002). In response to this and similar events, 
together with the recent focus on IT governance, 
Australia became the first country in 2005 to 
formulate and publish a Standard addressing the 
governance of ICT to meet the concerns of ICT 
and business managers (ACS, 2005).

The Corporate Governance of ICT AS8015 
(Standards Australia, 2005) standard is designed 
to be implemented in an organization of any size 
with the aim of providing guiding principles to 
Directors of such organizations to implement 
regarding the governance of their ICT. A “Direc-
tor” could be an owner, board member, director, 
partner, senior executive, or similar depending 
on the titles of the relevant positions within an 
organization and its size (Standards Australia, 
2005).

As described earlier in the chapter, ITIL and 
COBIT are two approaches that can be used to 
implement IT governance within organizations. 
The issues of such approaches is that they are 
generic and do not particularly suit the require-
ments of each individual country, the reason for 
developing ICT AS8015 is to target ICT gover-
nance with a uniquely Australian approach.

principles of the corporate 
Governance of ict as8015 standard

This Australian Standard consists of six principles 
for promoting good corporate governance of ICT. 
The application of these principles is applicable to 
any organization regardless of size; however the 
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implementation of them will differ slightly. The 
following list briefly outlines the six principles 
Standard (Standards Australia, 2005): 

• Principle 1—Establish clearly understood 
responsibilities for ICT. The first principle 
addresses the need for Directors to clearly 
define the roles of people in their organiza-
tion and ensure that they are responsible for 
their tasks as assigned.

• Principle 2—Plan ICT that best supports the 
organization. This principle relates to ensur-
ing ICT plans are in line with the corporate 
plans, strategies and goals of the business.

• Principle 3—Acquire ICT validly. This 
principle relates to the acquisition of ICT 
components and ensuring that purchases 
will always provide value to the organiza-
tion by following a defined process for each 
proposed acquisition.

• Principle 4—Ensure that ICT performs 
well, whenever required. This principle is 
concerned with the performance of ICT by 
ensuring user availability and that it supports 
the goals of the business.

• Principle 5—Ensure ICT conforms to formal 
rules. This principle addresses the issue of 
compliance with legislation, laws and indus-
try standards as well as ensuring adherence 
to internal policies of the organization.

• Principle 6—Ensure ICT use respects human 
factors. The final principle addresses the is-
sue of abiding by the needs of stakeholders 
within ICT process. 

Lewis (2005) believes that this Standard will 
assist Directors in performing their responsibili-
ties, through ensuring proper use of ICT, setting 
direction for IT specialists, allocating the re-
sources needed for ICT, checking to see that ICT is 
providing what the organization requires, and pro-
viding leadership for the successful introduction 
of changes brought about by ICT. The Australian 
Computer Society (ACS) (2005) agreed, further 

emphasising that the Standard is to assist business 
directors with asking the appropriate governance 
questions of their respective IT departments, 
contractors and vendors to ensure adherence to 
the organization’s governance values.

Therefore, in light of the introduction of the 
Australian Standard for the Corporate Governance 
of ICT (Standards Australia, 2005) this now 
presents a research opportunity to investigate 
the implementation of the ICT governance by 
Australian companies.

basic principlEs and 
rEcommEndations

The aim of this research is to develop a number 
of recommendations that will assist Australian 
organizations with the implementation of the 
Australian Standard for the Corporate Gover-
nance of ICT AS8015 (Standards Australia, 2005), 
based on the responses to the following research 
questions:

• Which aspects of the AS8015 Standard do 
organizations find most difficult to imple-
ment?

• Which areas are being implemented at pres-
ent?

• Which areas are being neglected?

In seeking answers to these questions the inten-
tion was to derive an understanding of the current 
situation and identify where improvements can 
assist with the implementation of the Corporate 
Governance of ICT AS8015 (Standards Australia, 
2005) standard within business organizations. 
The findings from these supporting questions are 
used to further progress the investigation into the 
primary research question:

• How can organizations improve their imple-
mentation of ICT governance principles as 
recommended by Standards Australia?
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In order to gather applicable research data, 
an attitudinal survey questionnaire and a set of 
targeted interviews would be the most appropriate 
approach to gather the information required to 
answer the research questions posed. The survey 
component of this research enabled the gather-
ing of a wide range of views from various sized 
organizations throughout Australia, thus enabling 
conceptual generalisations to be drawn from the 
data collection in regard the ICT governance 
traits of the chosen organizations and facilitate 
the development of a broader characterisation of 
the adoption issues surrounding ICT governance, 
as situated within Australia. 

The survey component consisted of two classes 
of organizational participants, namely SME’s 
(Small to Medium Enterprises) and large organi-
zations within Australia and from each of these 
two groups, 150 representatives were randomly 
chosen from the business directories within each 
class and forwarded the survey for completion. 
In return 37 responses were received equating to 
an overall survey response rate of 12.3% and of 
the 37 responses, only 10 identified themselves 
as SME’s with the remaining 27 being from large 
organizations. 

Following the survey a set of targeted in-
terviews gathered more in-depth experiential 
information, allowing greater discussion and also 
enabling the ability to digress outside the inter-
view structure to pursue subject perceptions more 
deeply. The interview subjects consisted of an IT 
governance software vendor representative and an 
IT professional body representative resulting in a 
total of 2 hours recorded interview material.

The interview research method chosen en-
abled that the anonymous information captured 
in the survey component could be utilised to 
enhance interview question content for deeper 
investigation during the interview process. This 
enabled a comparison of the various opinions of 
Australian organizations surveyed to those opin-
ions of the interviewees from the IT governance 
software vendor and the IT professional body 
respectively.

ovErviEw summary of 
rEsEarch findinGs

The following summaries of the research find-
ings give an overview of issues identified by the 
survey and the interview subjects in relation to 
the implementation of IT governance and indi-
cates where commonality existed between the 
respondent data of the survey questionnaires 
and interviews.

The survey indicated that most organizations 
had basic processes in place that addressed each 
of the six principles of the Corporate Governance 
of ICT AS8015 (2005) standard. However, this did 
not necessarily mean that they have effective IT 
governance, as most of the answers given were 
from a management perspective rather than a 
governance perspective. Thus, highlighting some 
confusion as to whether the Standard is either 
addressing management as well as governance, 
or is too high level, vague and can therefore be 
misinterpreted. The IT professional body repre-
sentative interviewee surmised that the difference 
between management and governance is the 
premise that it is the responsibility of governance 
to specify who the decision makers are, whilst it 
is management who actually take the decisions. 
The survey results indicated that some confusion 
between management and governance is common 
and that the contextual meaning of the terms is 
somewhat blurred. The IT governance software 
vendor interviewee indicated that this may be 
the result of the marketing campaigns for IT 
governance software tools, but also indicated in 
their interview that they do not necessarily see a 
difference between management and governance 
anyway.

However, as the majority of the survey ques-
tions were answered from a management perspec-
tive, the most informative IT governance question 
was the one which asked respondents, how they 
ensured that IT plans were in line with those of 
the organization? Whilst each respondent said 
that the business did have some kind of input 
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into the process, less than half of the respondents 
explicitly stated that an IT representative met with 
the business to discuss IT planning. 

Furthermore, the survey results also indicated 
a lack of interest or knowledge regarding IT 
governance from a SME perspective. There were 
few surveys returned from this demographic and 
those received, generally contained answers that 
either stated that such questions were irrelevant 
to them or that they did not have or need to have 
processes in place to address IT governance issues. 
This indicated that even though the Corporate 
Governance of ICT AS8015 (Standards Australia, 
2005) standard is for organizations of all sizes, 
ICT governance was not applicable from a SME 
perspective. This finding was further supported 
by the IT professional body interviewee and the 
IT governance software vendor interviewee, who 
both mentioned that they believed IT governance, 
was much more important in larger organiza-
tions, because IT from the SME perspective was 
regarded less as a strategic asset and more as a 
cost burden to the business. 

outcomE of intErviEw 
findinGs and comparison

In summarising the interview findings, both 
interviewees identified similar barriers to the 
implementation of IT governance in larger organi-
zations, with the main issue centring around that 
IT does not attract enough attention from senior 
management, which they thought was perhaps 
mostly due to their lack of education about IT. 
Therefore, without an understanding of how an 
investment in implementing IT governance can 
bring benefits to the organization, directors do 
not consider it a priority and will therefore invest 
time and funds elsewhere. The IT professional 
body interviewee also indicated that quite often 
there is no-one on the Board of Directors with 
sound IT expertise and therefore it becomes nec-
essary to countenance IT advice to address the 

board regularly. It can also be useful to bring in 
an external board member who can demonstrate 
the benefits of IT governance to the Board with 
examples from other organizations that indicate 
the benefits in language that they may understand 
and appreciate.

Another barrier identified was the apparent 
reliance of organizations on software and consul-
tants to impose and implement IT governance for 
the organization, rather than in consultation with 
it. Both interviewees said that without initially 
changing the attitudes and culture within the 
organization and putting processes into place to 
support change, any plans developed by a con-
sultant or software delivered would just sit on 
the shelf. These tools are part of the process, but 
cannot deliver the single answer to IT governance 
alone. The IT professional body interviewee said 
that software is very good at ensuring compliance, 
as it enables data tracking as proof of process 
adherence, but often lacks in the management 
performance area of IT governance. The software 
vendor interviewee believed that software could 
offer improvements in performance, but if atti-
tudes and cultural changes were not forthcoming 
that encouraged people to embrace IT governance 
properly, then the underlying IT governance 
processes to which the software was tailored, 
would not work.

Responses to the survey and interviews indi-
cated some problems with the Standard itself and 
highlighted the confusion often found between 
management and governance. The results of both 
the survey and interviews were further analysed 
for major findings and differences of opinion. 
These findings included the identification of a 
lack of knowledge surrounding IT governance, 
especially from a SME perspective. Another 
outcome was that getting the attention of the 
Board was a major barrier to championing IT 
governance, and that success depended on the 
changing of attitudes and culture within the or-
ganization, which consultants and software could 
not achieve alone.
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While these summaries represent an over-
view of the research findings, deeper analysis of 
the survey and interview results presented two 
general recommendations that organizations can 
adopt to assist in promoting and establishing IT 
governance within an organization. Additionally, 
a number of relevant recommendations were 
identified that will assist an organization with 
the implementation of IT governance in concert 
with the Corporate Governance of ICT AS8015 
(2005) standard.

it Governance General 
recommendations

The two general IT governance recommendations 
arising from this research study were that:

1. Organizations must regard IT as a strategic 
asset that is core to their business, to benefit 
commercially from the ICT Governance 
Standard principles;

2. When attempting to initiate cultural change 
in attitudes within the organization, this 
requires stakeholders’ acceptance of gover-
nance principles and cannot be solely driven 
by consultants or software.

The intention of the general recommendations 
is to assist with the general implementation of IT 
governance within an organization and while they 
do not relate specifically to any of the Corporate 
Governance of ICT AS8015 (2005) standard 
principles, these recommendations can be used 
in conjunction with the Standard to improve and 
prepare the organization for the effective imple-
mentation of IT governance.

General recommendation one

The survey responses revealed that in general 
terms SME businesses did not place a great focus 
on IT governance within their organizations and 

therefore did not regard IT as a strategic asset. 
Whilst these organizations may benefit from the 
implementation of an IT governance framework 
or the Corporate Governance of ICT AS8015 
(2005) standard, the cost of such a move may 
outweigh the benefit. SME’s generally rely on 
IT for the day-to-day operations of the business 
rather than leveraging major organizational plans 
and competitive strategies. This is principally due 
to their lack of financial resources and expertise 
in this area and even for simple implementations 
of IT governance, the diversion of funds without 
a foreseeable return on investment is inappro-
priate as this money could be better utilised in 
core areas such as customer service or product 
development. 

Conversely, in the majority of larger business 
organizations with a more complex IT archi-
tecture, there is often the budget, expertise and 
competitive pressure for IT to perform well and 
support organizational strategy as well as manage 
the day to day running of the business. 

General recommendation two

IT governance can only work if it is embraced by 
all staff within the organization as attempting to 
instigate major changes within the organization 
will be met with resistance or ignored if people 
cannot see the benefits that the changes will 
bring. By involving stakeholders in the process 
of implementing an IT governance framework 
including people from different levels within the 
organization that are passionate, then people will 
to make decisions to ensure that the IT governance 
processes are strategically appropriate, supported 
and that everyone understands the value of gover-
nance for IT goal alignment with organizational 
goals. This ensures that IT governance is more 
likely to be successful when adopted in this man-
ner rather than if new rules and processes are 
imposed upon staff by consultants or software 
products.
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ICT Governance Specific 
recommendations

After deeper analysis of the survey and interview 
results, several key points were identified that are 
listed as further specific recommendations that 
are designed to act as a companion to the stan-
dard principles to improve the effectiveness of 
their adoption and are discussed in further detail 
in relation to the six principles alluded to in the 
Corporate Governance of ICT AS8015 (Standards 
Australia, 2005) standard. 

Principle �—Establish Clearly 
Understood Responsibilities for ICT

Assigning decision rights accountabilities was 
identified by the IT professional body interviewee 
as one of the fundamental areas of IT governance 
and indicated that if this was followed through, 
then other areas such as goal alignment, compli-
ance and performance would also fall into line.

Recommendation: Clearly Define the Areas 
where Decisions should be Made

Prior to delegation of decision rights, the areas 
where decisions are required must be identified 
with boundaries established. Weill and Ross 
(2004) clearly identify the following areas in 
which IT decisions must be made: IT Principles; 
IT Infrastructure Strategies; IT Architecture; 
Business Application Needs, and IT investment 
and Prioritisation. These decision domains are 
applicable in most organizations; some modifica-
tions may be made where appropriate, as different 
sized organizations have different levels of focus 
upon IT. 

Recommendation: Discuss and Determine 
Who is Accountable for each Area of Decision 
Making

The research suggested that the best decisions 
about who should be accountable for each area 
were most effective when a group of the related 
stakeholders were able to hold passionate dis-
cussions raising any suggestions and develop 
a consensus decision that addresses the issues. 
Even though the ultimate decision lies with Di-
rectors, this consensus method was preferred, 
rather than having a delegated group of people 
dictate IT decisions, because the consensus deci-
sion management style drew on the knowledge 
and expertise of all decision area stakeholders as 
opposed to a few. 

Recommendation: Implement an Exception 
Process

After the identification of decision areas and 
the assignment of accountabilities, an exception 
process will enable dispute resolution and enable 
decisions where the current processes do not suit 
a particular problem. Having an exception process 
enhances the refinement of IT governance, ensur-
ing controlled flexibility and the opportunity to 
identify and address governance weaknesses and 
enhance the governance process.

Principle �—Plan ICT to Best Support 
the Organization

The survey result analysis indicated that the large 
organizations surveyed claimed that the business 
had an influence over the decisions made regarding 
IT. Most indicated that business plans dictated IT 
plans and generally IT plans had to go through 
an approval process before implementation. Al-
though many survey respondents said the business 
exerted control over IT, very few indicated from 
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what knowledge base their decision-makers had 
taken their technical decisions, thus casting doubt 
on the apparent level of IT knowledge, expertise, 
and understanding. 

Recommendation: Bring in External Board 
Members to Address Lack of IT Knowledge

The limited IT knowledge of some Board members 
or decision-makers can inhibit the adoption of 
IT governance, because they simply do not fully 
understand or comprehend the benefits that IT can 
offer their organization. Whilst IT representatives 
may have the opportunity to address the Board, 
they are unable to offer truly objective advice, 
as there is a perceived biased related to the IT 
departmental functions of their job. Seconding an 
external Board member or independent advisor 
with IT knowledge can address this issue in two 
ways. First the external person can bring advice, 
past experience and expertise to the business and 
offer examples of success that educate and inform 
the Board of Directors and secondly if there is no 
affiliation with the organization, they can offer 
truly independent advice without fear or favor. 

Recommendation: Allow IT Representatives 
to Address the Board Regularly

Whilst the CIO does not necessarily require a 
seat on the Board of Directors, the Board still 
needs to know what their IT department is do-
ing by ensuring that channels of communication 
are open, therefore a representative from the IT 
department of the organization should have a 
regular opportunity to update the board.

Principle �—Acquire ICT Validly

The data analysis revealed that this principle 
identified as a management issue rather than as 
a governance issue. The respondent from the IT 
professional body believed that whilst assigning 
a party to make decisions about the procure-

ment process is management, ensuring directive 
adherence is governance and the specification 
of a process for acquisition and enforcement of 
this is the job of IT manager. This research did 
not offer any additional recommendations for the 
implementation of this principle. 

Principle �—Ensure that ICT Performs 
Well, whenever Required

Ensuring that IT performs well is a management 
issue rather than a governance issue. For example, 
it is not the job of the Board of Directors to ensure 
that there is sufficient data storage space on the 
system or to identify that technical capabilities 
are not performing or need upgrading. However, 
it is their job to ensure that the people who are 
accountable for these decisions are making valued 
decisions and following the governance checks 
to continue making good decisions so that IT can 
perform well whenever it is required. 

Recommendation: Ensure that there are Tools 
that Provide Accurate Reporting on IT 
Performance

Whilst IT governance is an activity accompanied 
by changes in people and processes, measures 
must be in place to report and accurately appraise 
IT performance against the set performance 
indicators. Although directors are generally not 
interested in the lower level statistics, as it is the 
job of management to rectify these issues, being 
able to identify which areas are having problems 
enables them to see weaknesses in their decision-
making processes and address these to improve 
performance. The large organizations surveyed 
indicated that they found ensuring performance 
to be the most difficult aspect of the Corporate 
Governance of ICT AS8015 (2005) standard, as 
there is no performance criteria stipulated. How-
ever, by having sufficient monitoring in place, the 
identification of problem areas becomes easier, 
thus enabling organizations to decide how to 
address these issues.
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Principle �—Ensure ICT Conforms 
with Formal Rules

According to the IT professional body interviewee, 
IT governance is about two things: performing 
and conforming. This principle of the Corporate 
Governance of ICT AS8015 (Standards Australia, 
2005) standard deals with conforming, to internal 
business rules and external regulations. It is there-
fore essential that competent people are account-
able for each area in the IT governance framework 
as this recommendation expands upon.

Recommendation: Ensure that Decisions 
Follow the Specified Framework to Ensure 
Accountability

Once a decision-making framework is in place, 
it is important that there is adherence to respon-
sibly obligations and that careful consideration 
given to who are the most appropriate people to 
be accountable for each decision domain, failure 
to follow this may result in inexperienced people 
making poor decisions without having all the 
required knowledge. Additionally, enforcement 
of the decision-making processes within the or-
ganization can also reduce the risk of poor deci-
sions by performing a regular governance audit 
on the process. This aims to highlight variation 
from the decision framework and allow directors 
to look at reasons for this, redress the issue and 
make possible amendments to the governance 
framework to overcome this problem. 

principle 6—Ensure ict use 
respects human factors

The determination of appropriate recommenda-
tions related to this Corporate Governance of ICT 
AS8015 (Standards Australia, 2005) standard 
principle was not particularly forthcoming from 
the research conducted. However, as the inter-
viewee from the IT professional body pointed 
out, this is a strange principle to have on an IT 

governance standard, as it is more like a core 
value most organizations that should apply to 
everything, not just IT.

The recommendations developed from this 
research have yet to be tested; this would form 
the basis of future research. In an organization 
considering implementing the Standard, two ap-
proaches are applicable here: an experimental or 
action research approach. Experimental research 
can be utilised to compare results between two 
organizations implementing the Corporate Gover-
nance of ICT AS8015 (Standards Australia, 2005) 
standard, one which has the recommendations 
from this research to utilize as a guide, and one 
which does not. 

This kind of research could be useful to de-
termine and measure the true value of the recom-
mendations uncovered in this research. Utilising 
an action research approach would enable the 
refinement of these recommendations by having 
a researcher become involved in the implementa-
tion of the ICT governance Standard (Australian 
Standards, 2005) and following the effect of the 
recommendations drawn from this research. Any 
flaws discovered in the recommendations would 
be addressed through cyclical improvement until 
the IT governance structure is working effectively. 
Application of either of these approaches will 
determine the effectiveness of the recommenda-
tions developed in this research in a practical IT 
governance environment, but this element of the 
research still remains to be undertaken. 

conclusion

The major outcome of this research was a set of two 
general and seven specific principle recommenda-
tions to accompany the Corporate Governance of 
ICT AS8015 (Standards Australia, 2005) standard 
and improve its implementation. Originally it was 
planned that the recommendations would be de-
veloped for each of the six Corporate Governance 
of ICT AS8015 (Standards Australia, 2005) prin-
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ciples, however as this research progressed and 
greater understanding of the topic increased, it was 
realised that implementing certain recommenda-
tions would automatically result in improvement 
in the other principles being addressed.

The principles in the ICT Governance Standard 
(Australian Standards, 2005) have a high-level, 
top-down organizational focus and as the survey 
results indicated this can be easily misinterpreted. 
The recommendations developed in this study 
intentionally point an organization towards the 
important aspects of the topics that each of the 
governance principles addresses to ensure that 
the focus is on the governance of ICT rather than 
its operational management, to ensure maximum 
benefit.
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abstract

Acting upon the recommendations of a review of information and communications technology (ICT) 
governance and services at USQ, a major restructure was effected merging ICT units previously scattered 
across the university. The new Division of ICT Services embodies both CobiT and ITIL principles. To 
ensure the radical change was managed professionally, a change manager was seconded to the project. 
The value and importance of this role was underestimated and in retrospect it was removed too early. With 
the new structure now in place, a single service desk has been implemented and service level agreements 
have been formulated. This chapter describes the new reporting structure of the Division of ICT Services, 
the internal structure, the goals of the Division and how they align with the USQ corporate goals. Care 
was taken to ensure that the new ICT structure was logical and conducive to operational effectiveness, 
efficiency and sound ICT governance. The new structure provides pathways and opportunities for career 
progression, reflects a client focus and provides role delineation and functional accountability.



  ���

Improving ICT Governance

introduction

Recent corporate scandals such as HIH in Aus-
tralia, and Enron and Worldcom in the United 
States have raised the importance of corporate 
governance and prompted governments to pro-
vide guidelines to reduce risks to shareholders, 
employees and consumers (Holloway, 2004). 
In the United States, the Sarbanes-Oxley Act 
2002 introduced stringent corporate governance 
requirements. Organizations around the world 
are following the lead of the U.S. and focusing 
on corporate governance (Peterson, 2003). Or-
ganizations are establishing IT governance to 
ensure that IT is aligned with the objectives of the 
organization (Sledgianowski, Luftman & Reilly, 
2006). Recently, poor IT governance was blamed 
for three failed Australian IT projects at OneTel, 
Sydney Water and RMIT (Avison, Gregor & 
Wilson, 2006). IT governance includes leadership, 
organizational structures, and processes to ensure 
that the organization’s IT sustains and extends the 
organization’s strategy (Sallé, 2004). A sustain-
able IT governance implementation framework 
is proposed by De Haes and Van Grembergen 
(2005) focusing on structures, processes and 
relational mechanisms where structures involve 
the existence of responsible functions such as 
IT executives and a diversity of IT committees. 
Processes refer to strategic decision making and 
monitoring using tools such as the IT balanced 
scorecard. The relational mechanisms include 
business/IT participation, strategic dialogue, 
shared learning, and proper communication.

The importance of having the correct orga-
nizational structure has been stressed by many 
researchers (for example Csaszar & Clemons, 
2006). It is important to decide which form of 
structure is the most effective: centralised, fed-
eral, or decentralised (Peterson, 2003). Peterson 
claims the federal model offers the ‘‘best of both 
worlds’’ but can be difficult to implement as it 
“challenges managers in local business units to 
surrender control over certain business-specific 

IT domains for the well-being of the enterprise” 
(Peterson, 2003, p. 47).

Sustainable ICT governance also relies on 
effective communication and knowledge sharing 
which can be achieved by a good participative 
collaborative relationship between business and 
the IT department (Van Grembergen, De Haes 
& Guldentops, 2003). Furthermore, it is vital 
to align the ICT strategies, investments and 
activities with the objectives of the organization 
(Luftman, 2004).

The aim of this chapter is to provide a detailed 
account of the changes brought about in a large 
organization to improve ICT governance. This 
chapter firstly provides background information 
related to the University of Southern Queensland 
(USQ) and its ICT resources, and the findings of 
a recent ICT review. The review resulted in major 
changes which are then described. The outcomes 
and results to date are then summarized. The final 
section identifies future directions and provides a 
conclusion focusing on the critical success factors 
of the restructure.

backGround

In 2006, USQ reported a total number of 25,900 
student enrollments contributing to 12,249 equiva-
lent full-time student load (EFTSL). Of these, 
21,238 studied externally and 4,662 studied on-
campus. All students have access to online study 
materials and learning management systems. 
Enterprise Resource Planning systems include 
the Peoplesoft modules for Student Administra-
tion, Human Resources and Finance. In addition 
to the main Toowoomba campus, the University 
operates integrated satellite campuses at Spring-
field (Brisbane) and Fraser Coast. The complex 
network infrastructure operates on a high-speed 
optic fibre backbone, servicing approximately 
2600 PCs and 200 Macintosh staff and student 
laboratory computers from 250 servers, via 190 
network devices.
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An ICT Review Committee was established 
in May 2004 operating under broad terms of 
reference aimed at ensuring that the University’s 
ICT governance and services meet the needs 
of staff, students and all stakeholders to a high 
standard, while at the same time being cost effec-
tive. The ICT Review Committee found a clear 
need for significant change to USQ’s approach to 
ICT governance. An effective overarching ICT 
governance framework did not exist; decisions 
in ICT were not made strategically or linked 
with institutional strategy; effective planning 
and review processes were not in place; effective 
project and assets management were not practiced; 
the funding and procurement processes for ICT 
were seriously flawed; siloing, duplication, and 
general inefficiencies were clearly evident; and the 
relationship between some ICT staff in different 
sections of the University was strained. 

Based on its extensive analysis, the ICT Review 
Committee made a large number of recommen-
dations (53) aimed at establishing a sound ICT 
governance framework for USQ and reforming 
ICT services and practice. Many of the recommen-
dations carried with them resource implications. 
As ICT expenditure represents at least ten percent 
of USQ’s overall expenditure and ICT staffing 
costs represent around ten percent of USQ’s total 
salary budget, the negative impact of USQ lack-
ing an effective ICT governance framework, in 
terms of financial returns, operational efficiency 
and staff morale, is immense. The benefits of 
correcting this situation warranted the degree of 
change proposed.

Peterson defines IT Governance architecture 
as “the manner in which responsibilities and ac-
countabilities for the IT portfolio are organised 
and integrated” (2003, p. 61). As shown in Figure 
1, the ICT Strategy Committee is at the heart of 
USQ’s ICT governance architecture, performing 
the role of steering committee. Previous research 
by Karimi, Bhattacherjee, Gupta, and Somers 
(2000) indicates that IT management capability 
is enhanced by steering committees. They found 

that as well as giving visibility of IT initiatives, 
steering committees provide strategic direction, 
leadership and control of IT operations and 
management, resolve resource allocation deci-
sions, and ensure top management support for 
IT activities.

USQ’s ICT Strategy Committee is responsible 
for providing the strategic direction of information 
and communication technology (ICT) within the 
University, and ensuring the alignment of ICT 
and the University Strategic Plan. This committee 
coordinated and monitored the implementation of 
the recommendations of the ICT Review process, 
ensuring the establishment of good ICT strategic 
planning processes to secure alignment with 
the University’s strategic directions. It regularly 
monitors the alignment of the ICT Strategic Plan 
with the University Strategic Plan and provides 
advice, on an annual basis, to the Vice-Chancel-
lor on the funding for core ICT services to be 
allocated ‘‘off the top’’ of the University budget. 
The ICT Strategy Committee is chaired by the 
vice-chancellor, effectively the CEO of the or-
ganization. Raghunathan (1992) found that the 
CEO participation on the IT steering committee 
improves alignment with organizational plans, the 
perceived importance of IT, and its effectiveness. 
Other members of the ICT Strategy Committee 
include the most senior ranking executives of the 
University: chief information officer (CIO), deputy 
vice-chancellor (Scholarship), pro-vice-chancel-
lor (learning and teaching), pro-vice-chancel-
lor (planning and quality), pro-vice-chancellor 
(research), general manager university services, 
group manager finance and facilities, chief tech-
nology officer (CTO), a nominee from industry 
with ICT expertise. 

The ICT Business Advisory Committee 
(also shown in Figure 1) reports to the USQ ICT 
Strategy Committee and is the delegated body, 
representative of the USQ Community, and 
tasked with considering and providing advice on 
the appropriateness of ICT architectures and the 
adoption of ICT technologies.
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Figure 1. ICT governance structure at USQ
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The degree of change being proposed had 
the potential to generate concern and opposition 
from certain members of staff and change man-
agement needed to be handled with sensitivity. 
Part of the malaise in ICT governance at USQ 
related to the development of a dysfunctional 
culture which had become deeply entrenched 
over many years. Changing this culture was to 
be assisted by carefully managed changes to 
structures and frameworks, as well as to processes 
and paradigms. Staff were reassured throughout 
the process that changes would be managed in 
ways that were inclusive, fair, and sensitive to 
their concerns and needs.

A commitment was made by the University that 
there would be no direct job losses or redundancies 
resulting from the change process. The timetable 
for change had to be appropriately paced; requiring 
sustained effort over a three-to-five-year period 
to be fully realized. 

Key recommendations of the review included 
the creation of a common reporting structure for 
all core ICT staff through the establishment of a 
Division of ICT Services and the implementation 
of a formal ICT governance framework based 
around Control objectives for information and 
related Technology (CobiT) and the Information 
Technology Infrastructure Library (ITIL). A 
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formal change management process based on the 
principles of inclusion, consultation and openness 
commenced in August 2005. 

The USQ ICT Strategic Plan 2005 -2009 set 
the following key goals for ICT systems and 
services aligned to the USQ Strategic direction 
statement:

• Goal 1: To ensure ICT systems and services 
align with the University’s strategic and 
operational directions.

• Goal 2: To integrate ICT, in a strategically 
planned, systematically integrated and in-
stitutionally comprehensive manner, into 
all aspects of the learning and teaching 
environment.

• Goal 3: To support research activity via the 
use of ICT.

• Goal 4: To improve access to information 
via flexible, personalized and user-friendly 
ICT systems for staff, students and the wider 
community.

• Goal 5: To maintain and develop infrastruc-
ture and connectivity across all campuses 
and centres to ensure constant, robust and 
efficient access to ICT systems and services 
for all students and staff, irrespective of their 
location.

• Goal 6: To enhance the University’s role in 
the economic, social and cultural develop-
ment of its communities and regions through 
ICT-based activities.

• Goal 7: To assist the University to ensure that 
corporate knowledge is managed effectively, 
via the development and implementation 
of ICT-enabled systems which assist in the 
collection, maintenance, and sharing of the 
organization’s intellectual capital.

A consultation document outlining a proposed 
structure for the Division of ICT Services was re-
leased to the University community in November 
2005. The structure proposed the functional align-
ment of ICT disciplines to achieve client-focused 

service delivery. This included establishment of 
virtual support teams and their alignment with 
ICT products and services, levels of cross-unit 
accountability and delegation (matrix manage-
ment), establishment of service level agreements 
and the formalisation of existing project team 
environments within a formal project management 
framework. The proposed structure (Figure 2) 
was subsequently endorsed by the ICT Strategy 
Committee and the Vice-Chancellor’s Committee 
in December 2005.

The chief technology officer (CTO) is respon-
sible for providing leadership in developing and 
maintaining standardised ICT architecture and 
solutions for the University’s ICT infrastructure, to 
support the achievement of the University’s vision, 
mission, goals and business objectives through an 
all-of-institution approach to ICT provisioning. 
The CTO provides technical input on ICT infra-
structure and architecture for the University’s 
ICT strategic and operational plans, identifies 
future trends in technology and provides expert 
advice on the suitability of these technologies in 
addressing University business needs. As shown 
in Figure 2, the CTO also provides leadership of 
the management of the Division of ICT Services 
including staffing, financial and other resources, 
and holds responsibility for the quality of the 
Division’s performance.

The CTO reports to the chief information 
officer whose role has been integrated with the 
DVC Global Learning Services role to converge 
and encapsulate the information focus relating to 
the provision of ICT Infrastructure and support, 
Library and the Distance Education Centre (DeC). 
In mid 2006 the Library and DeC were merged 
into a single business unit called the Division of 
Academic Information Services. 

An ICT Charter based around four foundation 
pillars; managing and leadership, communication, 
knowing the clients, and resource management 
was developed and introduced in July 2006 under 
the banner “ICT - Supporting your success.” 
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actions takEn

To implement the ICT charter, USQ adopted a 
federal ICT management model bringing about 
significant cultural and organizational change. 
Barriers and technology silos have been broken 
down; ICT service delivery harmonised; the ICT 
service and support paradigm has been changed to 
one recognising the value and personal contribu-
tions of staff; service management is proactive, 
not reactive, self assessing and constantly seeking 
opportunities for improvement; effective com-
munication has been achieved, strengthening and 
maintaining partnerships. The end result is that 
client focus is the mantra and service delivery is 
aligned with business. This section details the 
actions taken to implement the new federal struc-
ture and the new measurement and management 
processes used. 

implementation of new structure

An ICT Communications Advisory Group was 
established to enable effective communication of 
information about the change process to staff. The 

group included representation from faculties and 
organizational units identified in the ICT Review, 
along with trade union representatives. Separate 
meetings were held with trade union representa-
tives and on-campus delegates from three trade 
unions. The chief technology officer (CTO), 
change manager and Human Resources were 
actively involved in ensuring all parties remained 
informed throughout the change process.

Four planning workshops were held to involve 
staff in the planning process. The workshops, 
attended by 116 staff, included the identification 
of values and attributes for the new Division, and 
the establishment of an outline of the functional 
service and system alignment required. A further 
two planning sessions were held with smaller 
groups of staff to progress development of the 
organizational structure for the Division.

A single University-wide service desk was 
established in May 2006 for ICT support adopting 
a highly visible Information Commons approach. 
The service desk provides the first line of staff and 
student help desk support (face-to-face, telephone, 
e-mail, and Web) for ICT related problems or que-
ries. A number of staff from within the Division 

Figure 2. Management positions in division of ICT services organisational structure
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of ICT Services are now located in faculties and 
operational units across the Toowoomba, Fraser 
Coast and Springfield campuses with ‘‘dotted 
line’’ reporting to respective faculty and organi-
zational unit managers to ensure user expectation 
is managed and service levels are met. An innova-
tive approach sees third year undergraduate ICT 
students employed as ‘‘ICT Support Daemons’’ 
to assist ICT Support Officers in ensuring the 
operational capability of computing laboratories 
and student access computers is maintained. 

To ensure stakeholder involvement from the 
academic community, the new Divisional struc-
ture includes two Principal Advisor positions 
reporting to the Chief Technology Officer. These 
are academic positions that are fractional and 
funded from within the ICT Divisional budget. 
The positions focus on research computing and 
the learning and teaching environment. These 
positions are filled on a fixed-term basis via sec-
ondments from within the University. Principal 
Advisors participate in Divisional planning exer-
cises and assist the Chief Technology Officer to 
develop strategies for the effective deployment of 
ICT within the research, learning, and teaching 
environments at USQ.

The Information Systems Delivery Unit 
provides support for enterprise ICT systems and 
services. The structure of this Unit provides clear 
delineation of service delivery across ICT disci-
plines to improve the efficiency of service delivery 
and increase accountability. A matrix manage-
ment model of service delivery is implemented, 
where virtual teams are assembled when and as 
required to enable effective functional service 
delivery based on the ICT disciplines required 
for the specific task.

measurement 

A capability maturity assessment using the CobiT 
methodology was carried out in late 2005 and 
resulted in USQ assessing itself at level 1 or 2 
on most criteria. Estimates were made using a 

“lowest common denominator” or “weakest link” 
approach. Various control objectives are almost at 
the next level and in many cases it will not require 
a great deal of effort to improve the maturity by 
one or two levels, hence equalling or bettering 
the international benchmark averages. 

The Performance Reporting and Investment 
Management Unit is now providing a strategic 
planning, performance analysis and monitoring, 
risk management, audit compliance and report-
ing function, along with ensuring the return on 
investment of ICT is maximised through effective 
procurement processes and lifecycle management. 
A dedicated Performance and Reporting Analyst 
was appointed to effectively analyse, monitor and 
report against all aspects of operational perfor-
mance of the Division. This includes operational 
and financial performance, compliance with ser-
vice level agreements and establishing activity-
based cost models and total cost of ownership 
for ICT functions, services and infrastructure. A 
project-based research function is also proposed 
within this area and this is expected to be filled 
by a postgraduate student or an academic.

The USQ staff performance planning and 
review system (BUILD) was implemented within 
the Division of ICT Services and commenced in 
March 2006 in concert with the appointment of 
staff to key management positions.

Three surveys were conducted during October 
and November 2005. A student ICT satisfaction 
online survey was conducted to give students an 
opportunity to rate their satisfaction with ICT 
services and provide an overall picture of ICT 
service provision and performance. This first 
survey will be used as a benchmark for future 
surveys to allow a process of continuous im-
provement in ICT at the university. In total, 953 
responses were received, representing 8% of the 
student population of 12,000 EFTSU. A staff ICT 
Satisfaction Survey was also carried out during 
this period. 371 usable responses were received, 
representing 26.5 percent of staff FTE population 
of 1400. A self assessment Skills Review Survey 
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was conducted with 135 surveys submitted by staff 
identified in the Review as having ICT respon-
sibilities. This information was used to inform 
the change process and to identify professional 
development requirements.

In addition to the two academic advisor posi-
tions established within the Division of ICT Ser-
vices, a student reference group will be established 
to provide advice to the chief technology officer. 
A focus group comprising undergraduate and 
postgraduate students with representation from 
on campus and off campus students (national 
and international) met during late 2006 provid-
ing student input into ICT planning and a direct 
feedback mechanism for user satisfaction. In 2007 
the focus group will transition into a formal refer-
ence group to be established under the auspice of 
the Dean of Students. 

management structure 

The structure of the Division of ICT Services 
was designed to create an organizational hierar-
chy which establishes clear role delineation and 
functional accountability, while also providing 
pathways for individual career progression. The 
structure is based on the functional alignment of 
ICT disciplines to achieve client focused service 
delivery and in this regard there remain a number 
of operational practicalities to be considered. 
These include establishment of virtual support 
teams and their alignment with ICT products and 
services, levels of cross-unit accountability and 
delegation, documentation of processes, establish-
ment of service level agreements and formaliza-
tion of existing project team environments that 
will take a number of months to fully implement. 
Implementation of the proposed structure ne-
cessitated transitional arrangements including 
adopting a phased approach to the integration of 
ICT support staff located in faculties, sections, 
and in project roles.

Direct reporting relationships have been 
established for each position with the aim of a 

maximum of six direct operational ICT reporting 
relationships to each line management position 
(excluding secretarial and administrative roles). 
Where there are a large number of operational 
support staff within a functional business unit, 
teams have been established with Team Leaders 
or Senior Support positions.

The virtual team approach adopted within 
the proposed structure offers the capability to 
develop a number of common position descrip-
tions for roles including analyst programmer 
and ICT support officer. This enables horizontal 
position portability across the structure and re-
duces the management workload associated with 
maintaining a large volume of individual position 
descriptions.

The ICT support function replaced the former 
desktop support model within ITS which segment-
ed staff and student support environments. ICT 
Support Officers now provide a single resource 
pool of ICT staff to support the computing envi-
ronment for staff and students. ICT support staff 
located within faculties and operational units can 
be backfilled and further supported when required 
from the central resource pool. ICT support offi-
cers are progressively rotated to ensure knowledge 
transfer of local environments. Responsibility for 
maintaining agreed service levels and coordina-
tion of service delivery is managed by dedicated 
ICT service delivery coordinators.

The former technical services team in the 
Distance and e-Learning Centre was an integral 
component to delivery of audio visual support 
services to lecture theatres, training and meet-
ing rooms across USQ campuses. ICT support 
staff within information technology services 
(ITS) and at remote campuses carried out various 
aspects of these services and also supported the 
computing, networking and video conferencing 
capabilities within each environment. The new 
structure merged the technical services team 
into the Division of ICT Services, integrating 
and aligning service delivery functions within 
the Client Delivery Unit.
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The Application Support and Development 
Unit operates as a virtual team of ICT support 
resources located across the Toowoomba, Spring-
field and Fraser Coast campuses, supporting core 
ICT applications across the University enterprise 
environment and participating in application 
development activities as members of formal 
project teams.

outcomEs and rEsults 

By October 2006, all management positions within 
the division had been filled and the majority of 
staff had moved into their new roles. Service 
level agreements (SLAs) have been signed with 
the Faculties of Arts, Sciences, Engineering and 
Surveying, Business and the Division of Informa-
tion and Academic Services.

Substantial progress had been achieved in a 
relatively short time frame:

• An executive management team comprising 
the principal managers and chief technol-
ogy officer has been established and meets 
on a weekly basis. An ICT management 
team comprising line managers meets on a 
monthly basis. 

• The positions of principal advisor learning 
and teaching and principal advisor research 
computing have been filled.

• The service desk has been colocated into 
a “One Stop Shop” with the Distance Edu-
cation Centre, Switchboard and Customer 
Relationship Management Centre.

• Client service training has been carried out 
for staff within the service desk and an ICT 
client charter launched.

• An internal marketing campaign has been 
initiated to raise the profile of the division 
of ICT services and initiatives such as the 
inaugural Indigenous Intensive ICT work-
shop successfully facilitated.

• A formal ICT project management methodol-
ogy has been developed and implemented, 
with the University using this as the basis for 
a whole of University project management 
methodology.

• ITIL Foundations training was completed by 
97 ICT staff from across the University. 17 
Senior Managers of the University attended 
a half day overview of the ITIL framework. 
An additional 29 staff who had ICT related 
jobs attended a one day overview of ITIL.

• The ICT Procurement and Asset man-
agement unit is in place and operational, 
assisting with the development and imple-
mentation of a new procurement model for 
USQ.

• The ICT governance framework has pro-
gressed to the point where User Reference 
Groups for core ICT systems are operational. 
Relationship managers are being identified 
within the division to function as the key 
liaison between faculties and departments as 
part of the implementation of SLAs. Figure 3 
shows how the various ICT service delivery 
interfaces link.

• As shown in Figure 1, the ICT Business 
Advisory Committee has been established. 
Technical working groups are progressing a 
University e-mail solution, printing strategy, 
standard operating environment (SOE) for 
hardware and software, and video conferenc-
ing and Internet collaboration. Technology 
roadmaps are being developed for core ICT 
systems and services.

• The USQ ICT Strategic Plan has been up-
dated for 2007 to 2011 and funding models 
implemented for infrastructure refresh 
programs and to meet recurrent expenditure 
associated with the nonsalary component of 
core ICT systems.

After the initial radical restructuring, the pace 
of change slowed. As at mid 2007, it is evident 
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that the ICT changes are positioning the Univer-
sity on the right footing but progress is slower 
than anticipated. ICT is now more visible and 
accountable through the introduction of the new 
ICT governance processes and organizational 
structure; the continued adoption of the project 
management methodology to inform business 
about project benefits before committing re-
sources; the linkage between client SLA agree-
ments and relationship management, supported 
by improvements in regular reporting to various 
levels of management. 

The ICT Strategy Committee is still coming 
to terms with its role and responsibilities. At the 
February meeting in 2007 it was agreed that the 
future focus would include:

1. Ensuring alignment with USQ strategy;
2. That ICT initiatives have business drivers;
3. Maximizing the value of ICT investment;
4. High level planning for ICT sustainabil-

ity;
5. Monitoring performance and audit compli-

ance.

Core ICT System Sponsors will be assigned 
increased accountability for the operational man-
agement of their respective systems.

The recent release of the Val IT framework 
is a valuable resource to assist the work of the 
ICT Strategy Committee. Successful delivery 
of ICT services is being achieved by recognis-
ing the assignment of operational accountability 
and decision making within the ICT governance 
framework to ensure effective and efficient man-
agement. Business ownership and involvement in 
ICT decision-making is critical in determining 
ICT priorities. This process is being assisted by the 
formation of User Reference Groups responsible 
for each core ICT service advising the USQ ICT 
governance committees regarding priorities and 
funding allocations. For too long business groups 
have ignored their responsibilities and expected 
ICT to provide all of the answers and input. 

The value and importance of the role and in-
volvement of change management in major organi-
zational changes before, during, and following the 
changes is critical and cannot be underestimated. 
For USQ, the removal of the change manager in 
April 2006 occurred too early with the last staff 

Figure 3. ICT service delivery interface
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not completing their transition to the new divi-
sion until January 1, 2007. Management and staff 
require constant support to ensure that all parties 
remain focussed on achieving the end goals. 

futurE dirEctions 

The ICT management team has just completed a 
one-year assessment of the operational effective-
ness of the structure to review the organization, 
recent initiatives and progress. A second assess-
ment and realignment will occur at 24 months. 
A formal review of the structure will be carried 
out after three years to assess the operational 
effectiveness and functional efficiency of the 
model and to ensure that service delivery remains 
aligned with University’s direction, and faculty, 
and operational unit requirements.

New service desk options and an ITIL-compli-
ant service desk package are being investigated 
that are aligned to the aims and objectives of the 
new division of ICT services, and will enable ICT 
to address the ITIL components of incident man-
agement, integrated service level management, 
asset and configuration management, change man-
agement, and problem management. A products 
and services catalogue is in the process of being 
finalised. The products and services catalogue is 
the starting point for configuration management 
and the further development of service level 
agreements between the division and its clients. 
Service level agreements are being progressively 
developed with generic SLA templates for prod-
ucts and services, faculties and departments, 
campuses (Fraser Coast and Springfield), global 
services (voice and data networks, e-mail, etc.) 
and external clients. 

In faculties and divisions where there is no 
existing ICT presence, a ‘‘Hot Desk’’ model is 
being negotiated. Desk space (full or part-time) 
is being established in client areas, with ICT 
support staff operating from the shared Hot 

Desk when working in the local environment to 
ensure regular presence and visibility. A number 
of student cadet positions are identified within 
the structure with one of these reserved for an 
indigenous student. It is proposed to commence 
the cadetship program in 2007 and to investigate 
creative funding models in partnership with the 
community and industry. Satisfaction surveys of 
staff and students were again undertaken at the 
end of 2006 to identify areas that have improved 
and to again prioritise efforts for improvement 
(DICTS, 2006a, 2006b). An evaluation and as-
sessment of the surveys has been forwarded to 
the ICT governance committees to assist manage-
ment address any deficiencies raised and identify 
opportunities for improvement.

The new divisional structure retained the 
ICT training function but moved this to a shared 
service model where University-wide training is 
coordinated through a virtual management envi-
ronment and delivered by the respective faculty or 
organizational unit. ICT is working in partnership 
with the Learning and Teaching Support Unit, 
Human Resources, the Library, and other business 
units which offer staff training, to develop a single 
online training management environment that 
will act as the central training interface for staff, 
providing a single University training calendar, 
consistent course registration, certification and 
recording of completed training.

The CobiT maturity assessment was conducted 
in early 2007 against CobiT version 3. As well 
as providing a current benchmark for ICT, the 
assessment helped determine a target for an 
achievable and reasonable level of maturity. The 
ICT division plans to move to CobiT version 4 
and implement Val IT for value management. A 
project plan and timeframe for achieving conver-
sion of processes and supporting documentation 
to support compliance targets with the framework 
is being developed.
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conclusion

In summary, an extensive review of ICT at USQ 
identified significant areas for improvement across 
the whole range of ICT functions and personnel. 
Radical changes were required and have now 
been implemented. However, the transformation 
to a federal model of management of ICT has not 
been without some difficulties. Nevertheless, 
critical factors that contributed to progress with 
the implementation were commitment from the 
senior executive, organizational change manage-
ment involving HR and trade unions, extensive 
communication about changes with ICT staff in 
USQ, governance guidance from CobiT and ITIL, 
and in particular, strong leadership from the CTO. 
The critical role of change management should 
not be underestimated. Evaluation of satisfaction 
with the change has begun and is now continuing. 
Anecdotal evidence suggests the perceptions will 
be positive both from within the ICT Division as 
well as the staff and students served.
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abstract

Security is a subprocess that affects all processes within an organization structure. The control frame-
works of CobiT and ITIL provide a mapping of organizational roles from the capital interest at the high-
est level, through to the implementation level in an enterprise system. Both control frameworks provide 
varying capability for control at different levels in an organization and leave the problem of making 
control functional to the managerial layer. In this chapter the security process is mapped from two con-
trol frameworks at the strategic layer and the issue of effective management tactics discussed from the 
theoretical structures within the problem area. No attempt is made to transgress theory into practice.

introduction

Security is a subprocess that impacts with different 
degrees on all processes within an organization 
structure. A security strategy is often described 
as defense in depth and conveys a metaphorical 
image of structured rigidity in the face of assessed 
risks. An effective business security strategy has 
elements of defense in depth theory but also other 
philosophical insights that include flexibility and 
rapid response. In the CobiT control framework 

security is defined as “Ensure Systems Security” 
(Delivery & Support (DS 5)) (ITGI, 2007a). The 
goal of security is to ensure systems security “to 
safe guard information against unauthorized use, 
disclosure or modification, damage or loss.” In 
the ITIL control framework security is described 
as “Security Management” and has three distinct 
roles associated with the management (van Bon,  
2004b). Its objective is to protect “the value of 
information in terms of confidentiality, integrity 
and availability”. Both of these control frame-
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works acknowledge defense in depth and in the 
ITIL security management guidelines an addi-
tional discussion of flexibility is found: “While 
it is important to protect information assets with 
traditional stronghold / fortress approaches it has 
become equally important to have a skirmish 
capability when it comes to skirmish events. … 
The organization must have the capability to 
rapidly put resources on the ground where trouble 
is before that trouble has a chance to spiral out of 
control” (van Bon, 2004a, pp. 181-183).

Protecting information strategically is conse-
quently more than establishing defense in depth 
and related to strategic positioning and reposi-
tioning. Positioning occurs within the enterprise 
subsystem and in relation to the enterprise system 
as a whole. In the control frameworks of CobiT 
and ITIL careful specification of the security 
process is made and elaboration of the interrela-
tion of the process to others. In CobiT the secu-
rity process (defined as DS 5; see ITGI, 2007a; 
2007b; 2007c) has three input processes, direct 
input to nine output processes, and influence on 
“other IT processes”. Similarly in the ITIL control 
framework security management has relation-
ships with eleven other management processes. 
The ITIL framework is more explicit as to the 
nature of the relationship and the consequence of 
the security process than is CobiT and the CobiT 
management guidelines. The importance of the 
security process is emphasized in both control 
frameworks in relation to the outcomes for the 
enterprise system. It would appear then that an 
understanding of process management for suc-
cessful process outputs is more than the systematic 
control of one process and as it is acknowledged 
in the literature, security management has an 
enterprise wide (across all processes) mandate 
(Siponen, 2000). It is contended that the current 
elaboration of the enterprise wide management 
is lacking in specification for variation in process 
relationships, variation in impacts, and guidelines 
for flexible positioning. Analysis and clarification 
of variation can add knowledge to what is already 

advocated in the control literature (ITGI, 2005a; 
Straub & Welke, 1998). 

At the strategic level sufficient detail is pro-
vided for enterprise planning and goal and objec-
tive setting for protecting information. However 
at the tactical (managerial) level the specification 
of the relationships between different processes 
is inadequate to adequately plan for effective 
defense of the information system (Von Solms 
& Von Solms, 2005). For example in the CobiT 
framework, of the three inputs to the security 
process (PO9, AI6, DS1) (van Bon, 2004a) two 
are inward looking (within process) and one 
considerate of the external environment. Effec-
tive planning for flexible defenses at the tactical 
level would expect both PO9 and AI6 would also 
be considerate of both the internal and external 
process environments. PO9 adequately considers 
the external risk context by stating the goal to be, 
“Assess risks to support management decisions … 
and responding to threats by increasing objectiv-
ity and identifying important decision factors” 
(van Bon, 2007). However, it would be expected 
that AI6 “Manage Changes” also had an outward 
consideration to define changing external factors 
and relationship weightings as well as the internal 
process concerns. The many-to-many relationship 
of security process to other processes has more 
variation and complexity than a good manager 
could be expected to control. The following sec-
tions define the problem area in greater detail and 
then consider possible scenarios where a manager 
may gain sufficient control that information pro-
tection may be assured.

control framEworks

Control frameworks attempt to provide a one-
stop-shop for business and systems managers. The 
differences between different control frameworks 
(for example, CobiT, ITIL, PRINCE2, PMBOK, 
and so on) are found in the evolutionary (histori-
cal) development, proprietry interests and also the 
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perspective each takes. CobiT for example was 
developed specifically for audit and the top-down 
perspective of an organization, whereas PMBOK 
took the specialized perspective of project man-
agement, and ITIL the perspective of service 
management. Such differences are important and 
lead to an understanding that one size does not 
fit all. In practice, the effective organizational 
adoption of a control framework may be achieved 
by adopting and implementing the mutually sup-
portive elements of different frameworks (Perry, 
1991). For example ITIL has proven robust in the 
service management areas of IT but tends to lose 
traction at the higher levels of organization. To the 
contrary, CobiT effectively addresses the concerns 
of shareholders and executives in an organization 
but again is less effective in the middle and lower 
business organizational layers.

In the following subsections the control 
frameworks of ITIL and CobiT are reviewed 
to identify the controls for security process and 
the relationships between security process and 
the other business processes as advocated in the 
frameworks. The concept of defense-in-depth 
is also reviewed to critique the frameworks as-
sumption regarding effective information systems 
protection. Defense in depth has been adopted as a 
sufficient strategy for protecting information sys-
tems and yet in many commercial occurrences it 
has been proven inadequate. The matters reviewed 
in these subsections introduce a problematic that 
has identifiable issues and problems for business 
managers who wish to control variation in infor-
mation system risk. 

defense in depth

Defense in depth is a strategy that requires the 
deployment of resources in a staggered network 
and over a regressive structure. It is a different 
strategy than the traditional “front line” defense. 
Defense in depth relies on the ability of a defender 
to delay and damage an attacker through succes-
sive engagements. In information security for 

example the defense in depth strategy deploys 
multiple techniques to help mitigate the risk of 
one component being compromised or circum-
vented (Forno & Baklarz, 1999). Hence, antivi-
rus software may be found on servers, firewalls 
and workstations within the same environment. 
Multiple vendor software may also be deployed 
on different vectors within the same system to 
optimize defense. The “honey pot” tactic is also 
consistent with a defense in depth strategy. An 
attacker (i.e., a hacker) enters a protected construct 
that offers high risk information in a staged and 
progressively more demanding environment. The 
hacker is enticed to disclose a footprint, a path, 
and a description during the engagement so that 
identification may occur. Once identified further 
malicious entry may be shut down and beneficial 
entries maintained.

A well-planned information systems defence 
in-depth strategy is effective against an attacker 
who breaches a small number of control points 
across the information system. It is also effective 
if the organization can afford to compromise some 
information. The defence will deploy protection 
in mutually supportive control points and in ap-
propriate roles so that a layered effect is created. 
Disclosure can then be forced from the attacker 
as successive layers are breached, extracting the 
highest price from an attacker. The strategy (see 
Hazlewood, 2006) provides three lines of defense. 
The first is is the people in the organisation who 
are to provide consistency across roles, policy 
performance, and awareness of requirements, so 
that a potential attacker may be stopped before 
breaching the first line of defense. In the case of 
a breach further layers are advocated behind the 
first line of defense to force disclosure from an at-
tacker. For example notification and esclation trees 
can align mutually supportative control points and 
knowledge be built to accelerate disclosure. The 
second line of defense (a fall back position) is the 
information systems network. This includes the 
use of security components (such as VPN and so 
on), security software (such as firewalls, detection 
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systems, and so on), and security frameworks 
(such as those to be discussed in the following 
sections). The third line of defense is the host 
(such as the routers, workstations, servers, and so 
on). This includes service controls, requirements 
audit, access controls, vulnerability detection and 
intervention, and configuration audit.

The disadvantages of defense in-depth strategy 
can be located at both the strategic and tactical 
layers. In the first instance it may be strategi-
cally unacceptable to allow the disclosure of any 
information of any type related to a brand. For 
example the leaking to the media of any informa-
tion—wheather it is true or false, by a hacker could 
be detrimental to the brand. Hence a honey pot 
defense or other defense in-depth tactics may be 
unacceptable to the brand owners. A solid front 
line defense where the majority of protective 
resources are positioned at the points of entry 
may be a better defense in this case. Similarly 
at the tactical layer the required rigididy of the 
structural design that allows defense in depth to 
proceed may be unresponsive to learning (about 
the attacker strategy and tactics) and yeild un-
necessary information in defense. Similarly 
rigidity in strategic design and defense in depth 
geometries may prevent better fit tactical solutions 
from being used. 

cobit security process

The CobiT security process is described in the 
process management domain of “Delivery and 
Support” as “Ensure Systems Security” (DS5). It 
has the goal to “protect all IT assets to minimize 
business impact of security vulnerabilities and 
incidents” (van Bon, 2007, p. 102), and in the 
CobiT Assurance Guide it has ten activities that 
are carried out in the security process. These are 
summarized in Table 1. The interrelation with 
other processes is discussed in subsection 2.4.

itil security process

The ITIL security process is described in the 
context of management and the safety of informa-
tion. Security management is integrated into the 
organization from the service provider’s perspec-
tive and the ISO 17799 standard (previously BS 
7799, and to become the ISO / IEC 27000 series) 
provides guidance for the operationalization of 
the security process (van Bon, 2004b, p. 181). The 
security process has input from the customer and 
in the service level agreement (SLA) the levels of 
security services are defined. The security process 
has seven activities that are described in Table 2. 
Underpinning the activities is a plan-do-check-act 

Activity Description

1 Management of IT Security so that security actions are in line with business requirements.

2 Translate business risk and compliance into an overall IT security plan.

3 Identity management that assures that all users are uniquely identifiable.

4 User account management and review.

5 Security testing, surveillance and monitoring.

6 Incident management.

7 Protection of the security technology.

8 Key management so that secure usage is possible.

9 Malicious software prevention, detection, and correction.

10 Network security.

Table 1. CobiT security activity description
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cycle adoption (similar to the CobiT adoption) and 
in the recently released up-date, a lifecycle. The 
interrelation with other processes is discussed in 
subsection 2.4.

security process linkages

In each of the control frameworks discussed the 
security process has an interrelatedness to other 
processes in the enterprise system (see Table 3). 
Both frameworks specify the connections between 
the security process and the related processes but 
it is contended in the next section that the actual 
properties of the connections are underspecified. 
An ambiguity also enters the literature as the 
frameworks have been upgraded and refreshed 
over time. In CobiT version 3 for example, the 
security process has three inputs and 10 output 
linkages with other processes (including an 
undefined “other processes” option), whereas in 

version 4 it has 5 inputs and 5 output linkages. 
To add to the variation a number of the processes 
the security process connects with are different 
between the versions. In the case where a manager 
wishes to operationalize a control framework, 
connection is not a strong enough term on which 
to base tactical decisions (Baskerville, 1993). 
A manager would demand to know the linkage 
between processes so that the relationship may 
be specified in terms of control and operational 
audit. In addition further information is required 
to know the balance of interaction between all the 
process for best practice and performance. The 
ITIL description is also less specific regarding 
the interconnectedness and uses terms such as 
“normal way” and “consultation” to specify the 
relationships. The embedded assumption is that 
the security process is distinct but is to perform 
in a similar fashion to all other processes.

Table 2. ITIL security activity description

Activity Description

1 SLA (security chapter) agreement between customer and provider.

2 Planning of SLAs, contract, operational level agreements (OLAs), and internal policies.

3 Implementation of security.

4 Evaluation of performance and audit.

5 Maintenance of cycle. 

6 Control functions.

7 Reporting according to the SLA.

Table 3. Framework security process connections

Connection ITIL CobiT

Input SLA security requirement; Policy documents; Ex-
ternal requirements; Security incidents; and so on.

PO2; PO3; PO9; AI2; DS1.

Output Reporting PO9; DS7; DS8; AI6; ME1.

Note: ITIL defines the interaction of security process as the Management of: Customer relationship; Service level; Cost; Avail-
ability; Capacity; Continuity; Configuration; Release; Incident Response; Help Desk; Problem; and Change.
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thE manaGErial problEm

Control frameworks communicate the interrela-
tionship of different business and IT processes 
for a context that is dynamic and changing. The 
framework itself defines a preferred way of view-
ing the enterprise system and choices for organiz-
ing the knowledge base. The assertion that one 
framework adequately fits all contexts often over 
generalizes specific and important points within 
and between contexts, and is often the result of 
author preferences, brand allegiances, and mission 
blindness. The underlying structures and interests 
within enterprise systems give variations that are 
often unresponsive to general controls (Song & 
Thakor, 2006). Natural variation for example al-
lows occurrences of non-control and equally the 
best planned system or structure is only effective 
within specified constraints. The management 
problem is hence the implementation of a control 
framework that minimizes variation around the 
control targets and yet allows sufficient natural 
variation to maximize cost efficiency. In the case 
of security the distribution of protection across all 
enterprise processes both horizontally and verti-
cally has complexities that may trade against each 
other and one occurrence place a system out of 
control, for example the disassociation of brand 
and form (Davenport, Eccles & Prusak, 1992).

The management problem is the value of dif-
ferent choices a manager may make (Weill & Aral, 
2006). The adoption of one control framework 
may enhance the operational performance on 
some objectives and still underperform, or not 
perform on others. The adoption of several control 
frameworks may increase complexity, ambigu-
ity, and critical paths to successful performance 
outcomes. The issue that arises is the capability 
of management to make decisions of high value in 
a competitive and often over represented market 
place (Weill & Ross, 2004). The pitch of software 
sales and managerial consultancy often over-state 
the effects of any product or service leaving value 
deficits for which managerial capability must 

compensate. In a similar sense the maturity of an 
organization has a direct influence on the value 
of a managerial decision. The higher the maturity 
rating the greater the number of controls in place 
and the higher the multiplier effect on good deci-
sions (ITPI, 2006).

The basis of decision-making is a manage-
rial assessment of beneficial effects that may be 
gained by choosing between a number of different 
control frameworks or a combination of several. 
The choice to implement a control framework 
must be based on the forecasted value that may 
be expected from the change. The performance 
of different control frameworks under different 
conditions, in varying circumstances (including 
scalability factors), and at different maturity levels 
all provide predictors from which an informed 
decision can be made. The trust that may be put 
in CobiT or ITIL to deliver high business values 
and to minimize costs can be assessed prior to 
implementation. The analysis of performance by 
context, the identification of conditions, and pre-
conditions, and the identifications of limitations 
all provide preparation for expected outcomes 
(Castlewood & Sir, 2001). The extent of orga-
nizational change also has to be factored into 
calculations to compensate for shift during the 
implementation processes. One size does not fit 
all. Control frameworks attempt to generalize from 
a particular perspective in the enterprise system 
and even from developer experience (Davenport 
et. al, 1992). Both perspectives fail to capture 
the variation at the extremities of the advocated 
control framework scope. CobiT for example 
struggles to grasp the particular of process level 
control, as does ITIL at the boardroom level.

The identified problems are present to differing 
degrees and to different extents with relation to 
the security process in both control frameworks. 
It is insufficient to dismiss the concerns as prob-
lems a good manager can solve and expect robust 
protection of information assets (Avison, Gregor 
& Wilson, 2006). Further analysis of the problem 
can lead to a definition of the different influences 
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different processes have into the security process, 
a definition of the different influences the security 
process exerts on other processes, and a summary 
of missing systems relationships not in the current 
control frameworks. Such analysis can lead to a 
better comprehension of the security process at 
the managerial (tactical) level and the elaboration 
of management guidelines that allow for flexible 
defense tactics that still retain the strength of 
defense in-depth strategies. 

workinG solutions

The strengths and weaknesses identified previ-
ously, inherent in the adoption of control frame-
works may be resolved into a range of pragmatic 
solutions. The manager is caught between the 
worlds of implementation particular and executive 
strategic generalizations. The managerial role is 
not only to provide controls that achieve perfor-
mance targets but also to communicate outcomes 
into two very different worlds. The literature on 
project success is clear that success is defined 
and interpreted differently by different stake-
holders (Campbell, Kay & Avison 2005; Young, 
2005). Success at the implementation layer may 
not translate in to success at the executive layer 
and both groups choose to use different ways 
of communicating outcomes. The alignment of 
objectives is a managerial task. Attempts in the 
control framework literature to minimize variation 
between business and IT objectives have largely 
been unsuccessful from the enterprise perspective 
(Young, 2005). The variation of control variable 
measures at the implementation layer simply be-
comes too wide in the CobiT framework and the 
breakdown of communication of implementation 
outputs controlled by the ITIL framework at the 
executive layer obscures the business value of the 
control objectives. 

A working solution is to take the strengths of 
the control frameworks CobiT and ITIL and to 
implement both control frameworks in the same 

enterprise system. The objective is to identify 
where a framework minimizes the variation of 
business and IT objectives in relation to the enter-
prise wide benefits gained (Campbell, 2005; Perry, 
1991). The mappings and published critiques to 
date (see for example Young, 2005; ITGI, 2005) 
suggest that commonalities exist between the 
frameworks and also differences. Young (2005) 
points out that no control framework has been 
successful on its own to solve the business ben-
efits problem. The advocacy is hence for a selec-
tion of control objectives from both frameworks 
based on an effectiveness evaluation of where the 
framework performs well. The evaluation may be 
context specific so that one organization chooses a 
particular set of objectives that relate specifically 
to the enterprise requirements and another a dif-
ferent or similar set. Such an approach also raises 
the issue of competency of those in an enterprise 
system to act in the best interest of the enterprise 
and capability of the enterprise to intelligently 
build a working solution to the IT business align-
ment problem (Grembergen, et al., 2003).

The problematic of implementing two control 
frameworks is a possible solution for consistency 
in business value communication and enterprise 
wide process control. The effective implemen-
tation of control objectives is mediated by the 
managerial layer. In the IS triangle (Alter, 2002) 
the management layer in an enterprise system is 
singular and described as being “flat” or “mini-
mal”. Management in this sense is still the mediator 
between the executive layer (sometimes tagged 
as the “C’s” layer) and implementation but the 
nature of mediation has changed. A manager is to 
communicate horizontally and vertically in two 
directions (compare with the industrial triangle) 
and to maintain control of the business processes 
(Crossman & Sorrenti, 1977). The communication 
role is to translate the different speak of imple-
menters; mediate with control objectives, and to 
report performance outcomes to the executive 
layer. The tipping point is what performances are 
reported. The ITIL control framework outputs 
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performance measures that are in keeping with 
the SLA’s and the relevant service level standards. 
Such data is critical input to the managerial pro-
cess. Similarly in the CobiT control framework, 
control objectives are delivered that are in keep-
ing with the shareholder business performance 
interest. The performance measures are similar in 
expectation but often very different in atomic size. 
A CobiT control objective becomes more and more 
specific as it resolves into activities and metrics 
but never directly engages the specific particles in 
IT process control. CobiT remains general at the 
atomic level. ITIL may be critiqued to be similar 
but effective at the atomic level.

 

manaGErial tactics

A holistic view of the enterprise system merges 
the system and its subsystems in an interactive 
dynamic that requires intelligent management 
tactics for effective strategy implementation 
(Nolan & McFarlan, 2005; Peploeski, 1998). The 
problem of difference within the enterprise system 
resolves into pragmatic solutions where differ-
ences become strengths and where appropriate 
communication and resource requirements are 
met by defining the required enterprise wide ef-
fect. The selection of control objectives is hence 
made by identifying the required effect and then 
by evaluating the performance of competing 
objectives from different control frameworks. 
The best performing objectives are selected and 
implemented. Others are rejected. Such strategy 
requires intelligent and experienced personnel 
to perform evaluation tasks and to maintain the 
effective systems operation. The discussion in the 
preceding section identified the business manager 
in the flat IS structure as the role to mediate and 
maintain control framework functionality. 

Managerial tactics can be developed for en-
terprise wide control functionality. The role of 
business manager resolves into one of transla-
tion where the various communication modes, 

process output reports, and structures intersect. 
A comprehensive view of the business processes 
and definitions are required to execute manage-
rial strategy. The selection of performing control 
objectives is required to be viewed from the 
different perspectives in the enterprise system 
and then objectively judged against the business 
plan. Such activity can be seen in the context of 
theories in competition literature and the decision 
making process one that is multiperspectival. 
The choice of control objectives from different 
proprietary frameworks over rides the preferred 
theory of evidence constructed by the framework 
designers to justify the preferred position. The act 
of deconstruction in this context is tactical. The 
deconstructive act allows the evaluation of the con-
trol objective against other competitors and from 
evidence that may be found outside of the preferred 
proprietary theory of evidence. The selection and 
justification of preferred control objectives hence 
then forms its own new theory base and allows a 
construct that may be justified by performance 
for the particular enterprise system.

The concerns raised in section 2.4 regarding 
the specification of security process linkages to 
other processes within the enterprise system can 
now be addressed. In the CobiT control frame-
work (version 3) the higher-level control objective 
“Ensure systems security” (DS5) was associated 
with three input controls and nine output controls 
and a general statement regarding influence on 
all other controls. In version 4 this was amended 
to 5 inputs, 5 outputs, and descriptive statements. 
In addition the “CobiT Management Guidelines” 
specify the use and application of the various 
tools. In brief the management guidelines ad-
dress the information criteria, and the delivery 
of business value against the key goal and per-
formance indicators (see ITGI, 2005a). Within 
the process the key output indicators that may 
guide a manager’s use of the control framework 
are available. However, the relationship between 
controls and the relevant indicators is weak (the 
more recent Cobit 4.1 and IT Assurance Guide 



  ���

Managing IT Security Relationships within Enterprise Control Frameworks

are explicit but still weak in this area). A similar 
analysis may be conducted on the ITIL security 
process and it may be argued that greater detail 
regarding management across processes in the 
context of IT service management is found. The 
ITIL control framework provides two levels for 
management. One that assures service support 
and the other assures service delivery. Security 
process is in the latter but has an influence on 
each of the former.

futurE dirEctions

The management of IT security relationships is 
a complex activity that converges at the business 
manager’s role. The obligation a business manager 
has to implement the business plan and to oversee 
the management of processes requires a developed 
tactic that considers the holistic implications of 
every activity. Security process has a part or an 
influence on every activity. Protecting information 
may occur within an adopted control framework, 
but the literature reviewed above suggests that 
any one-control framework lacks a compre-
hensive command of all the necessary elements 
of an enterprise wide control. It may also have 
irrelevant and debt relationships inherited from 
the developer or the proprietor. Similarly in the 
review of the defense in depth strategy, strategic 
and tactical limitations were identified with the 
adoption of a standard and often preferred security 
model. These concerns are not fully addressed in 
any control framework.

The advocacy for the enterprise-by-enterprise 
approach to adopting control objectives from 
different control frameworks provided a working 
solution for some of the problems and issues raised 
in the analysis. The potential for customizing 
a control framework from the best performing 
objectives in the specific enterprise entertains the 
possibility for responsible managerial action. One 
of the little discussed side effects of standardized 
control frameworks is the abdication of responsi-

bility for beneficial enterprise outcomes. Often the 
limits of the control framework are uncritically 
accepted and the performance measures consid-
ered the best from a constrained best practice. In 
theory responsibility can be passed up and down 
the IS triangle through plan-do-check-act cycles 
(the do step) but because of variation in processes, 
between processes and in the communication of 
outcomes errors can multiply. Personalization 
and customization may accentuate the appetite 
for risk but it also provides a counter balance in 
the corporate sense of ownership and personal 
sense of responsibility for beneficial outcomes. 
Customization (in the advocated tactic) also re-
quires experienced and knowledgeable managers. 
The purchase and retention of such managers is 
a challenge for the organization as a whole and a 
future direction for revaluing the enterprise human 
resource. A further challenge is for the enterprise 
system to benchmark against capability maturity 
levels and to move upwardly through the capability 
maturity levels (CMI, CMMI, and so on).

A flexible defense of the enterprise information 
system requires many of the elements discussed 
above. As the ITIL literature pointed out, “While 
it is important to protect information assets with 
traditional stronghold / fortress approaches it has 
become equally important to have a skirmish 
capability when it comes to skirmish events. … 
The organization must have the capability to 
rapidly put resources on the ground where trouble 
is before that trouble has a chance to spiral out of 
control”. However, the ensuing critique noted that 
one control framework does not fit all and the best 
effect may be gained by a tactical ploy of assess-
ing and choosing control objectives from differ-
ent control frameworks. This managerial tactic 
has potential for flexible yet robust information 
security whereby the hard structures of front line 
defense and defense in depth may be deployed in 
resource rich localized constructs. The unique-
ness and complexity of such configurations also 
adds to the defense capability. Furthermore the 
potential to effectively target mobile resources to 
events and exceptions is heightened.
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The future of secure protection is in the de-
velopment and retention of business managerial 
capability. The simple adoption of standardized 
control frameworks opens an enterprise system 
to generic attacks and common faults. The en-
hancement of managerial knowledge also actuates 
the appetite for risk. The future is to reestablish 
managerial loyalty to brand and to see manag-
ers as lifetime partners in the enterprise system 
growth. Capability maturity measures provide 
benchmarks on which an enterprise system can 
audit progress and also to value the expected return 
from any decision. The research reviewed above 
asserts to a strong relationship between maturity 
and performance and assess the likely hood of 
security breach as being lower in enterprise sys-
tems that have higher maturity levels. In addition 
greater returns on investment are achieved using 
fewer resources when more control objectives 
are implemented (see ITGI, 2006 for the top 27 
performing controls). 

conclusion

The premise that security is a sub process that af-
fects all processes within an organization structure 
provides a foundation on which to critique the 
claims of any control framework. Such a critique 
is looking for best practice, best business architec-
ture and strong information systems defense. An 
effective business security strategy has elements 
of defense in depth theory but also other philo-
sophical insights that include flexibility and rapid 
response. A business manager may take strength 
in the fact that no one control framework has all 
the necessary elements for an effective business 
security strategy, but that the highest performing 
businesses have the most number of implemented 
control objectives and the highest measures on 
the capability maturity assessment. 
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abstract

This chapter discusses the overall importance of both corporate and IT governance, and demonstrates 
that IT governance is a very important subcomponent of corporate governance. The authors present 
a framework, based upon a framework previously presented by Weill and Ross (2004), which should 
facilitate a strong understanding of the different factors and mechanisms that impact firm governance. 
A number of interesting empirical results relating to these governance mechanisms are presented within 
the context of the framework. Finally, the chapter presents a number of examples that link corporate 
and IT governance. In presenting those linkages, the authors identify a number of areas that should 
provide fruitful avenues for researchers to explore IT governance as it relates to corporate governance, 
and vice versa.

introduction

The attention given to the topic of corporate 
governance has increased substantially following 
a number of high-profile corporate accounting 

scandals which were uncovered between 2001 and 
2002 at companies such as Enron, WorldCom, and 
Tyco. The discovery of significant management 
malfeasance at multiple large U.S. corporations 
shook the confidence of investors in U.S. markets: 
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the S&P 500 fell 16% in the first six months of 
2002 while the tech-heavy NASDAQ fell 36% 
(Weill & Ross, 2004). There has been a good deal 
of academic research directed at identifying the 
effectiveness of corporate governance initiatives, 
much of which focuses on how corporate boards 
of directors (BODs) and audit committees carry 
out their duties to provide effective oversight of, 
and direction and control to, the organization. 
Corporate governance research in the accounting 
and finance literatures focuses on the governance 
mechanisms which can be instituted to ensure 
shareholder interest in financial assets.

Information technology (IT) has become an 
essential element for corporations as they carry 
out their day-to-day operations, a fact which is 
supported by corporate spending. IT expenditures 
exceed 50% of the total capital spending of many 
organizations (Weill & Ross, 2004). The develop-
ment and application of good principles to govern 
the IT function and assets is therefore critical. 
Unfortunately, there is a surprising dearth of re-
search focused on IT governance in the academic 
information systems (IS), accounting, or finance 
literatures. Much of the existing IS literature de-
voted to IT governance is focused on the rights 
and responsibilities for decisions related to IT 
activities (Sambamurthy & Zmud, 1999). A large 
gap therefore exists between the IT governance 
literature and corporate governance literature, 
which is primarily focused at the level of board 
oversight rather than at the operational level.

The objectives of this chapter are (1) to provide 
a framework which sheds light on the various 
factors and mechanisms which affect corporate 
governance and IT governance, (2) to discuss 
interesting empirical results relating to these 
governance mechanisms, and (3) to identify 
linkages between corporate and IT governance 
which we believe future academic research should 
explore further. The first section further reviews 
some of the governance collapses and account-
ing scandals which led to increased interest in 
corporate governance. In the second section, the 

authors provide a review of the current treatment 
of topics related to corporate governance and IT 
governance within the accounting, finance, and 
IT literatures. Weill and Ross (2004) recognize 
the similarities between the application of good 
governance principles to financial assets and to IT 
assets, and present a framework to link corporate 
and IT governance. An expanded version of Weill 
and Ross’s (2004) framework which considers 
additional external influences is provided. In the 
final section, the authors explore linkages between 
corporate governance and IT governance, and 
provides directions and recommendations for 
future research in the area of IT governance.

backGround on thE 
incrEasinG intErEst in 
GovErnancE

Researchers in accounting and finance have 
addressed topics related to the governance of 
corporations with increasing frequency for over 
30 years, but the topic achieved a much broader 
following in the mainstream media as a wave of 
accounting scandals were uncovered in 2001 and 
2002. The discovery of significant management 
malfeasance at multiple large U.S. corporations 
shook the confidence of investors in U.S. markets: 
the S&P 500 fell 16% in the first six months of 2002 
while the tech-heavy NASDAQ fell 36% (Weill & 
Ross, 2004). The collapse of energy giant Enron 
in the fall of 2001 is perhaps the most infamous 
case of financial malfeasance in U.S. history, and 
the indictment of Enron’s auditor, Andersen, led 
to the uncovering of a number of other high-pro-
file fraud cases, when accounting problems were 
revealed at several former Andersen clients under 
the scrutiny of the companies’ new auditors. The 
unprecedented number of high profile accounting 
scandals shook investor confidence and brought 
strong pressure to bear on the U.S. government. 
The government responded in July 2002 with 
the passage of the Sarbanes-Oxley Act of 2002 
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(“SOX”), designed to enhance financial reporting 
standards for U.S. public companies.

The accounting scandals, the failure of 
Andersen, and the U.S. government’s response 
with the passage of the SOX Act piqued public 
interest in the importance of strong corporate 
governance to the functionality of U.S. capital 
markets. Additionally, these events further pro-
pelled academic interest in corporate governance 
topics. There has been less academic interest in 
the application of governance mechanisms to the 
management of information technology assets, 
despite the increasing reliance on information 
technology for the achievement of firms’ strategic 
goals. The next section explores and builds upon 
an existing framework which links corporate and 
IT governance, and reviews some academic topics 
of interest within the framework bounds.

a framEwork for 
GovErnancE and 
litEraturE rEviEw

Weill and Ross (2004) recognize the similarities 
between the application of good governance to 
financial assets and to IT assets, and present a 
framework to link corporate and IT governance. 
In their framework, ultimate responsibility for 
the establishment of strong governance and the 
protection of shareholders and other stakeholders 
(employees, customers, creditors) rests with the 
board of directors. The senior executive team acts 
as the board’s agent in developing firm strategy 
and establishing a corporate culture which encour-
ages desirable behaviors. It is through the clear 
articulation of the firm’s strategy and behaviors 
consistent with the implementation of that strategy 
that senior executive teams may govern the use 
and management of six key assets: human as-
sets, financial assets, physical assets, intellectual 
property assets, information and IT assets, and 
internal and external relationship assets.

While Weill & Ross’s (2004) framework pro-
vides an excellent linkage between overall corpo-
rate governance and IT governance, it is important 
to recognize that corporate decision making is 
not shielded from influences external to the firm. 
Review of existing corporate governance research 
within accounting and finance literatures yields 
insight into a number of internal and external fac-
tors which impact the incentives and behaviors of 
the board of directors and management. The very 
need for effective corporate governance is largely 
described by Jensen and Meckling’s (1976) agency 
theory of the firm, which describes a misalign-
ment between the interests and incentives of firm 
managers and those of shareholders or creditors. 
The asymmetric nature of information regarding 
the firm’s prospects exacerbates these problems 
in manager’s dealings with providers of capital. 
A number of studies assert the existence of other 
factors which affect the incentives of board mem-
bers and managers in ensuring that shareholder 
and creditor interests are protected. For example, 
a manager’s consideration of potential future 
employment opportunities provides encourage-
ment for a manager to use firm resources wisely, 
especially considering the asymmetric nature of 
information related to the firm (i.e., other poten-
tial employers, as firm outsiders, cannot gauge 
the individual performance of the manager and 
must therefore base their opinions of the manag-
ers performance on overall firm performance). 
The existence or absence of alternative future 
employment opportunities, and their effect on the 
firm’s managers is described within the finance 
and accounting literatures as the labor market for 
managers. Other factors which may impact the 
efficacy of corporate governance measures include 
debt and equity capital markets, a labor market 
for directors, product markets, takeover markets, 
providers of services or information, laws and 
regulations, and political pressures. We expand 
upon Weill and Ross’s (2004) framework to con-
sider the implications of these additional factors 
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on the strength of overall corporate governance, 
and review existing theoretical and empirical 
results related to all the factors relevant to the 
discussion of corporate governance. As literally 
thousands of academic articles have been writ-
ten, the review does not intend to be exhaustive. 
Rather, the review is meant to give the reader a 
sense of the interesting interconnections between 
the factors within the framework by placing 
theoretical arguments and empirical results which 
have been especially interesting to the authors of 
this chapter within the framework.

intErnal GovErnancE 
mEchanisms

boards of directors

The board of directors is arguably the most im-
portant factor in the establishment of stronger or 
weaker corporate governance. The board serves 
in a fiduciary capacity to the shareholders, and 
is therefore charged with monitoring the actions 
of management. Fama and Jensen (1983) argue 
that when the specific knowledge relevant to firm 
decisions is diffuse among many agents within an 
organization, it becomes most efficient to separate 
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decision management from ownership, but that this 
separation results in agency problems that must 
be controlled by separating the decision-making 
functions of management from the decision-rati-
fying functions of a board of directors. Much of 
the literature which examines the effectiveness 
of the board in carrying out their oversight func-
tion focuses on an action which is predictable and 
observable: the replacement of poorly performing 
top management. Denis and Denis (1995) show 
evidence that although corporate boards are ef-
fective in replacing poorly performing CEO’s, 
evidenced by the fact that operating performance 
does improve markedly under the guiding hand of 
the replacement manager, forced resignations are 
a rare event which are often accompanied by some 
form of corporate control activity (e.g., takeover 
attempts, or blockholder pressure). Parrino, Sias, 
and Starks (2003) find evidence that boards are 
more likely to replace the CEO, and more likely 
to appoint an outside replacement, when declines 
in institutional ownership are observed. In a 
sample of large companies from 1992 to 2005, 
Kaplan and Minton (2006) show that boards are 
more likely to replace CEOs not only when firm 
performance is poor, but also when industry or 
market performance is poor overall, suggesting 
both that boards are monitoring more aggressively 
in recent years.

A great deal of research also attempts to exam-
ine how the organization of the board may impact 
its effectiveness. Rosenstein and Wyatt (1990) 
show that outside director appointments increase 
firm value, suggesting that outside directors are 
generally elected in the interests of shareholders. 
But the addition of outside directors to perform the 
monitoring function is at some point constrained, 
because Yermack (1996) shows that smaller boards 
are more effective, suggesting that coordination 
among large boards becomes difficult. Shivdasani 
& Yermack (1999) find that when the CEO is in-
volved in the nomination process, less effective 
directors are appointed and the market reacts less 
enthusiastically to the appointments.

Other research on board effectiveness ex-
amines the effect of outside pressures on board 
behavior. Harford (2003) shows that director 
incentives are misaligned with shareholder in-
terests at the critical juncture when a takeover 
bid is entertained: directors are unlikely to be 
retained when a merger is approved, and the net 
financial impact is negative for outside directors. 
Del Guercio, Seery, and Woidtke (2006) show 
that boards targeted by just vote no campaigns 
become substantially more likely to dismiss a 
poorly performing CEO, presumably to protect 
reputational capital in the labor market for direc-
tors and avoid missing out on lucrative future 
directorships. Further, that when boards targeted 
by shareholder vote no campaigns respond in 
accordance with the concerns of shareholder 
activists, either by firing the CEO or adopting a 
concurrent shareholder proposal, the target firms 
realize subsequent operating improvements.

Additionally, interesting research exists on 
bylaw and charter provisions that firms may adopt 
to protect board members from these external 
pressures. For example, Bebchuk and Cohen 
(2005) show that staggered boards, an antitakeover 
mechanism, are associated with a reduction in firm 
value. Further, that this effect is more pronounced 
for those firms which established the staggered 
board structure in their corporate charter than 
for firms which established the staggered board 
structure in their bylaws, which may be more 
easily amended than the charter.

senior Executive team

Literature describing the influence of manage-
ment on firm governance is generally focused 
on ways in which management incentives may 
be better aligned with shareholder interests. 
Naturally, many of these arguments involve 
CEO compensation arrangements. Jensen (1993) 
argues that managers and outside directors alike 
should be encouraged to hold significant owner-
ship in the firm to help align their interests with 
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those of the shareholders, suggesting that equity 
based compensation arrangement will encour-
age managers to maximize shareholder value. 
Demsetz and Lehn (1985), however, predict and 
find no linear relation between insider ownership 
and firm value. Subsequently, Morck, Shleifer, 
and Vishny (1988) show that there is a relation 
between firm value and inside equity ownership, 
but that it is nonlinear; they show that manager 
and shareholder interests appear to be aligned at 
high and low levels of ownership, but there exists 
a range between where management entrench-
ment is encouraged. There are also interesting 
research streams devoted to the appropriateness 
of CEO pay levels, as well as to management’s 
incentives to manage earnings. For example, 
Kaplan and Minton (2006) show that while CEO 
pay may be rising in recent years, so too are CEO 
turnover rates; further, that since factors such 
as market and industry performance which are 
out of the control of the CEO are determinants 
of CEO turnover, the increasing pay may help 
offset decreases in job security. Leuz, Nanda, 
and Wysocki (2003) propose and find support 
for the argument that earnings management is 
more prevalent in countries with poor shareholder 
protections because controlling shareholders in 
these environments have greater private benefits 
of control that they desire to hide from minority 
shareholders by managing earnings.

Given that executive compensation strategies 
are generally tied to firm performance, the value 
inherent in strategic use of IT assets should be 
of great interest to senior executives. Dedrick, 
Gurbaxani, and Kraemer (2003) review over 50 
empirical studies on the relationship between IT 
investment and productivity, and find that recent 
research shows significant and positive relations 
between IT investment and labor productivity 
at the firm level. Weill & Ross (2004) show the 
importance of effective IT governance to financial 
performance, finding that firms pursuing a specific 
business strategy with better than average IT 
governance exhibit ROAs over 20% higher than 

firms with low IT governance pursuing the same 
strategy. Weill & Aral (2006) find that financial 
results are significantly impacted by a firm’s level 
of IT savvy. Companies with high IT savvy earn 
higher net profits in years subsequent to invest-
ment, while companies with low IT savvy actu-
ally earn lower net profits. These topics, which 
support the financial import of a firm’s decisions 
related to IT, will be addressed at greater length 
in a later section.

Recent studies also suggest a growing rec-
ognition among executives in the importance of 
IT-driven functions such as supply chain manage-
ment activities to overall firm profitability. Ellram 
and Liu (2002) discuss a trend in results from 
a biennial study of compensation and financial 
accountability for Chief Purchasing Officers in 
manufacturing, general services and high tech 
sectors. The survey indicated that bonus or incen-
tive payments for CPOs were increasingly tied 
to the firm’s overall financial performance (from 
57% in 1999 to 75% in 2001). At the same time, 
the CPO’s compensation rewards were trending 
away from a more limited focus on the area long 
seen as supply chain management’s primary 
area of fiscal contribution, cost reduction. These 
results suggest that, in top management’s eyes, 
purchasing and supply management’s focus “has 
shifted from providing functional efficiency (cost 
reduction) to contributing to the organization’s 
overall financial effectiveness.” Recognizing that 
supply chain managers still need to be able to bet-
ter express the impact of their activities on overall 
firm financial performance, the authors present a 
mapping of procurement and supply management 
activities to elements of the financial statements 
and to financial performance ratio measures.

key asset Governance: Governance 
of financial assets

One of management’s roles in setting corporate 
strategy is to determine and pursue an appropri-
ate financing structure for the firm. Jensen and 
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Meckling (1976) develop an argument for the 
existence of an optimal capital structure using 
agency costs resulting from information asym-
metry. Debt holders cannot be sure what manag-
ers will do with their money, so the debt holders 
will charge higher interest, which is the agency 
cost. Similarly, prospective new shareholders will 
force a higher issuance price to compensate for 
their concern that an original owner-manager will 
expropriate wealth the new shareholders. Agency 
costs of equity will decrease in leverage while 
agency costs of debt will increase in leverage; 
the authors argue that the agency costs associated 
with debt will be balanced against the agency costs 
associated with new equity to produce an interior 
solution. The optimal solution results in a firm 
value which is obviously less, however, than the 
value which could be realized in a world without 
information asymmetries between manager/own-
ers and investors and the resultant agency costs. 
Demsetz and Lehn (1985) argue that corporate 
ownership structures do maximize firm value, 
in that shareholders will ultimately adopt the 
ownership pattern that maximizes expected 
return given the interplay of market forces affect-
ing a particular business enterprise. The authors 
provide empirical support for their argument, 
predicting and finding no linear relation between 
ownership structure and firm value. Morck et 
al. (1988), however, show that there is a relation 
between firm value and inside equity ownership, 
but that it is nonlinear; they show that manager 
and shareholder interests appear to be aligned 
at high and low levels of ownership, but there 
exists a range where between which encourages 
management entrenchment. Jensen’s (1986) free 
cash flow theory proposes that agency costs are 
more severe in firms with large free cash flows 
because investors worry that management will 
squander the excess cash, and argues that debt 
can be used to reduce these agency costs. By 
issuing debt and using the proceeds to buy back 
stock, management commits the firm to a steady 
stream of payments which serves to discipline 

management decisions. Myers and Majluf (1984) 
show how information asymmetry affects a firm’s 
issue-invest decisions and suggest explanations 
for some corporate financing choices “including 
the tendency to rely on internal sources of funds 
and to prefer debt to equity if external financing 
is required” as attempts by firms to avoid the 
underinvestment problem. Jung, Kim, and Stulz 
(1996) consider Myers and Majluf’s “pecking-or-
der” theory along with agency and timing models, 
and conclude that empirical results best support 
the agency model.

There is a good deal of international research 
with strong implications for capital structures 
around the world. Governance characteristics 
vary widely across countries. Thus, international 
research frequently offers opportunities to exam-
ine governance mechanisms in settings where the 
effects are likely to be especially pronounced. La 
Porta, Lopez-de-Silanes, Shleifer, and Vishny 
(1998) show that ownership concentration is in-
versely related to the level of investor protections 
offered within a country. Using a sample of East 
Asian firms, Claessens, Djankov, Fan, and Lang 
(2002) present evidence that firm value increases 
with cash flow rights consistent with positive in-
centive effects of ownership and decreases with 
separation of control rights from cash-flow rights, 
consistent with negative entrenchment effects, and 
that the entrenchment effects increase at higher 
levels of separation. Doidge, Karolyi, and Stulz 
(2004) argue that foreign firms choose to cross-
list in the U.S. when they have valuable growth 
opportunities which are worth relinquishing the 
benefits of private control, and find support for the 
theory by showing that growth opportunities are 
valued more highly for firms that cross-list. Yeh 
and Woidtke (2005) show that Taiwanese firms are 
more likely to choose directors and supervisors 
who are affiliated with a controlling shareholder 
when there is a greater divergence between con-
trol and cash flow rights and that board affilia-
tion and divergent ownership are more likely in 
family owned firms. Their findings suggest that 
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a firm’s board structure is a strong indicator of 
the strength or weakness of the firm’s corporate 
governance when ownership is concentrated, 
shareholder protections are weak, and ownership 
structure is difficult to determine. Durnev & Kim 
(2005) show that a firm’s ownership concentration 
affects the firm’s choice of governance practice, 
especially in firms in weaker investor protection 
legal regimes.

key asset Governance: 
Governance of it assets

Discussion of asset management is restricted 
here to the management of IT assets for two rea-
sons. One reason is that this chapter is primarily 
interested in exploring the relationship between 
corporate and IT governance. Another reason is 
that corporate governance topics in the finance 
and accounting literatures provide little attention 
to the management of assets. In fact, there is little 
research focused on the relationship between IT 
and corporate governance in the academic IS 
literature, a surprising result given the increasing 
reliance of many entities on IT for strategic and 
competitive advantages. As mentioned previously, 
much of the existing IS literature devoted to IT 
governance is focused on the rights and respon-
sibilities for decisions related to IT activities 
(Sambamurthy & Zmud, 1999) and on the types 
of organizational governance structures. 

There are three primary IT activities within 
an organization: (a) IT infrastructure manage-
ment, which consists of the selection of hardware, 
software, and network architecture the organiza-
tion will use and standards for procurement and 
deployment of IT assets; (b) IT use management, 
which consists of planning and prioritization deci-
sions as well as the provision of everyday service; 
and (c) project management, which consists of the 
skills necessary to effectively manage the devel-
opment of in-house solutions. The literature on 
IT governance focuses on the identification of the 
best organizational structure to facilitate decision 

making for the aforementioned IT activities. The 
organizational structures, sometimes referred to as 
IT governance modes, are centralized, decentral-
ized and federal (Sambamurthy & Zmud, 1999; 
Weill & Ross, 2004). The centralized mode calls 
for decision rights to be central to the corporate 
IT team, while the decentralized mode grants 
decision rights to divisional IT or line manage-
ment. The federal mode is a hybrid, where the 
decision rights for some corporate IT activities 
are held by corporate IT and others by divisional 
IT or line management.

Karake (1992) examines the relations between 
IT structure and corporate control in a study of 
72 large publicly-held firms. Karake shows that 
firms with higher levels of management owner-
ship are more likely to exhibit a centralized IT 
structure, allowing management greater control 
over firm operations, while firms with more dif-
fuse ownership structures exhibit more decen-
tralized IT structures, consistent with increased 
conflicts among managers and shareholders. 
Sambamurthy and Zmud (1999) recognize that 
a number of factors interact to simultaneously 
impact the optimal locus of decision rights, and 
identify three scenarios of the interaction of mul-
tiple contingencies: reinforcing, conflicting and 
dominating. They hypothesize that organizations 
facing dominating or reinforcing contingencies 
are more likely to select either a centralized or 
decentralized IT structure, while those facing 
conflicting contingencies are more likely to 
select a federalized structure, supporting their 
hypotheses with case study data from a set of 
eight firms. Broadbent and Weill (1997) argue 
that successful firms create business driven IT 
infrastructure. To do so a firm must establish 
an understanding of the firm’s strategic context, 
use this understanding to clearly articulate busi-
ness and IT maxims, and then use the maxims to 
identify “specific IT infrastructure services that 
meet a firm’s strategic context.” Meyer (2004) 
identifies five fundamental organizational sys-
tems which guide employees in daily decision 
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making: culture, structure, internal economy, 
methods and tools, and metrics are rewards. He 
argues that systemic governance practices may 
be implemented by overhauling one or more of 
the organizational systems as needed.

Several frameworks have been published to 
support managers in the implementation of better 
IT governance, including the Control Objectives 
for Information and Related Technology (COBIT) 
and the Information Technology Infrastructure Li-
brary (ITIL). COBIT is a framework developed by 
the Information Technology Governance Institute 
(ITGI) consisting of over 300 control objectives 
that are grouped into 34 processes which, in turn, 
are grouped into 4 domains (Campbell, 2005). The 
Information Technology Infrastructure Library 
(ITIL) is a series of documents which are used 
to help implement an efficient framework for IT 
service management (ITIL - IT Infrastructure 
Library, 2007). The ITIL documents were origi-
nally created by the United Kingdom’s Office of 
Government Commerce.

Whereas academic literature provides direc-
tion with respect to the optimal organizational 
structure of the IT function within the organiza-
tion, it largely fails to explore the responsibilities 
of various organizational roles (e.g., CIO, IT gov-
ernance committee, BOD) in providing direction 
of and control over IT assets, or to explore the 
effectiveness of specific IT governance mecha-
nisms or processes. A large gap therefore exists 
between the IT governance literature and cor-
porate governance literature, which is primarily 
focused on relations between boards, managers, 
shareholders, and creditors and other external 
stakeholders.

Such a gap is particularly troubling given docu-
mented evidence of the importance of investment 
in IT and its relation to financial performance of 
organizations. Dedrick et al. (2003) reviewed over 
50 empirical studies conducted between 1985 
and 2002 that examine the relationship between 
IT investment and economic performance. Early 
work in the area found no relationship between IT 

investment and productivity, but this lack of find-
ing was primarily attributable to research design 
flaws such as inadequate data on IT investment, 
small sample sizes, or tests conducted in indus-
tries where output measurement is difficult (e.g., 
banking or insurance). The counterintuitive nature 
of these early finding, dubbed the “productivity 
paradox,” encouraged additional research studies 
that used larger datasets and more refined research 
methods. This later research found significant 
and positive relations between IT investment and 
labor productivity at the firm level, and between 
IT investment and economic growth at the coun-
try level. The authors assert that the detection of 
a strong relationship which was not evident in 
earlier studies “may partly reflect the fact that the 
data was more recent, that levels of IT investment 
had increased, making it easier to distinguish 
its contributions, and that over time firms were 
learning to apply IT capital more productively” 
(Dedrick et al., 2003, p.7) Additionally, it may 
also “simply reflect better data sets and analytical 
tools that make it possible to isolate and measure 
the true impacts of IT investment” (Dedrick et 
al., 2003, p.7). 

Delivering business value through informa-
tion technology requires a great deal more than 
spending, however. Reviewing literature streams 
that assess the impact of IT on organizational 
performance, Melville, Kraemer, and Gurbaxani 
(2004) find that IT does add value, providing a 
wide-ranging set of benefits including flexibility, 
quality improvement, cost reduction, and produc-
tivity enhancement. The authors recognize that 
the mechanisms through which value is delivered 
are context-contingent and require “synergistic 
combinations of IT and other organizational re-
sources, including workplace practices, change 
initiatives, organizational structure, and financial 
condition” (Melville, Kraemer, & Gurbaxani, 
2004, p. 311). Kohli and Devaraj (2004) also 
recognize that the realization of value requires 
complementary investments and process changes, 
and present a framework to plan and implement 
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an IT investment, ensure creation of the comple-
mentary resources needed to realize value, and 
adequately measure the actual outcomes.

Weill and Ross (2004) also recognize that the 
value of IT requires more than investment in IT. 
Rather, it requires that decisions related to IT 
be comprehensively integrated within the firm 
so that the firm has strong IT decision-making 
processes. They assert that effective IT gover-
nance identifies the decisions that must be made 
to ensure effective management and use of IT, 
determines who should make these decisions, and 
how the decisions will be made and monitored. 
Additionally, among a set of for-profit firms stud-
ied, Weill and Ross quantified the fact that good 
IT governance provides financial returns. More 
specifically, they found that firms “pursuing a 
specific strategy (for example, customer intimacy 
or operational excellence) with above-average 
IT governance performance… had ROAs more 
than 20 percent higher than the firms with poorer 
governance pursuing the same strategy” (Weill 
& Ross, 2004, p. 14)

Weill and Aral (2006) provide further evi-
dence that obtaining bottom line results from IT 
requires more than investment in IT, even when 
the company uses IT portfolio management to 
regularly realign IT spending with strategic objec-
tives. They study 147 U.S. companies over five 
years, and find that companies “with a mutually 
reinforcing set of practices and capabilities” that 
the authors term “IT savvy” earn a significant 
premium return on their investments in IT in-
frastructure. The authors find that for each dollar 
invested in IT infrastructure, firms with high 
(low) IT savvy have $247 higher ($909 lower) 
net profits in the year following the expenditure. 
The authors define IT savvy as referring to “the 
planned, ongoing use of a set of interlocking busi-
ness practices and competencies that collectively 
derive superior value from IT investments” (Weill 
& Aral, 2006, p. 40).

ExtErnal GovErnancE 
mEchanisms 

legal Environment

Much of the literature on the legal environment 
depends on the perspective one takes. From a 
domestic perspective, some argue that U.S. laws 
will not, in and of themselves, constrain opportu-
nistic behavior by managers and directors. Others 
who argue from an international perspective, 
however, define U.S. law tradition as it relates to 
shareholders as being among the most protective 
in the world.

Jensen (1993) argues that the political, regu-
latory, and legal environment in the U.S. is an 
“unwieldy” and “blunt” mechanism, which is 
reactionary in nature; the system is therefore too 
slow to provide effective management discipline 
and worse yet, often misguided in direction (for 
example, having rendered the market for corporate 
control ineffective). Examples of legislation, which 
may be misguided, are laws designed to restrict 
the operation of the takeover mechanism. Coles 
and Hoi (2003) examine the effect of boards’ 
decisions as to whether to opt out of antitakeover 
protections afforded by Pennsylvania state law, 
and show evidence that both outside and inside 
directors who are in a majority presence on the 
board and therefore likely to meaningfully con-
tribute to a decision as to whether to accept or 
reject the protection of the antitakeover provisions, 
are rewarded in the directorial labor markets for a 
decision to reject some or all of the provisions.

La Porta et al. (1998) examine the origins of 
legal systems around the world, and show that 
legal origins affect quality of shareholder and 
creditor rights across countries, and that owner-
ship concentration is negatively related to the 
level of investor protection. The importance of 
investor protection is explored further in La Porta, 
Lopez-De-Silanes, Shleifer, and Vishny (1997), 
where the authors show that countries that protect 
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shareholders have larger and more valuable stock 
markets and more frequent initial public offerings 
than countries that fail to protect shareholders, 
and countries that protect creditors have larger 
credit markets. In their review paper, La Porta, 
Lopez-de-Silanes, Shleifer, and Vishny (2000) 
argue that their legal approach is a better way to 
understand corporate governance and its reform 
than the conventional distinction between bank-
centered and market-centered financial systems. 
Beck, Demirguc-Kunt, and Levine (2003) present 
an alternative argument, providing evidence that 
cross-country variability in financial intermediary 
and stock market development is more heavily 
influenced by whether European colonists found 
the locale more (less) hospitable and therefore set 
up institutions to protect property rights (extract 
resources). 

Variation in shareholder protection is found to 
impact many management behavior and owner-
ship structure in a number of ways. Leuz et al. 
(2003) show that earnings management is more 
prevalent in countries with poor shareholder 
protections, where controlling shareholders have 
greater private benefits of control that they desire 
to hide from minority shareholders by managing 
earnings. Kelley and Woidtke (2006) show that 
poor investor protection appears to attract foreign 
investment, and that U.S. multinationals appear to 
be motivated to invest in firms with weak inves-
tor protections due to comparative advantages 
arising from the ability to select better projects 
and better ability to raise debt and equity capital 
to take on these better projects.

There is evidence that firms may opt-in to 
more restrictive legal regimes, and thereby en-
hance their corporate governance. Doidge et al. 
(2004) show that there is a cross-listing premium 
for firms that cross-list in the U.S., and hypoth-
esize the reason that only some firms cross-list is 
because the firms that do have valuable growth 
opportunities which are worth relinquishing the 
benefits of private control. They find support for 
the theory by showing that growth opportunities 

are valued more highly for firms that cross-list 
and that the valuation premium is especially 
pronounced for firms from countries with weak 
shareholder protections. Lel and Miller (2006) 
show that CEO turnover is more sensitive to 
performance at firms that crosslist on major U.S. 
exchanges, a result which suggests that firms can 
improve corporate governance by opting-in to a 
more restrictive legal environment.

capital markets

In addition to the effects of corporate governance 
on management decisions to raise capital in the 
external debt and equity markets, discussed in a 
previous section, governance quality can effect 
relations with influential shareholders subsequent 
to debt or equity issuances.

In the U.S., large portions of publicly traded 
companies are owned by large institutional 
shareholders. Through their large holdings, 
these investors have both the means and incen-
tives to monitor the actions of management, but 
any relations they may have with management 
may impact institutional shareholders’ incen-
tives. For example, Brickley, Lease, and Smith 
(1988) show that outside blockholders that do 
not have business ties to management promote 
shareholder interests in voting against antitake-
over amendments, while outside institutions that 
have existing or potential business with existing 
management may be subject to management 
influence when they cast their votes. Shivdisani 
(1993) strengthens this result, showing that the 
presence of blockholders that are not affiliated 
with management increases the likelihood of 
a takeover while higher managerial ownership 
decreases this risk, suggesting that unaffiliated 
blockholders and takeovers are complementary 
mechanisms for corporate control.

Differing incentives also play a large role in 
the likelihood of large institutional investors to 
engage in shareholder activist efforts to elicit 
desired changes from management or boards 
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of directors. Karpoff, Malatesta, and Walkling 
(1996) show that while poorly performing firms are 
more likely to attract proposals from shareholder 
activists, the proposal have little effect on share-
holder value or firm policies, and only persistent 
shareholder pressure prompts beneficial operating 
change. Using a private data set obtained from 
TIAA-CREF, Carleton, Nelson, and Weisbach 
(1998) show that institutional shareholders are in 
fact highly effective in affecting changes at target 
firms, a fact that had been understated in prior 
studies due to the private nature of negotiations 
between large institutional investors and target 
firms. Del Guercio and Hawkins (1999) recognize 
the heterogeneity among pension fund objectives 
and strategies, and show that not only are share-
holder proposals effective in promoting change, 
but that pension fund activism is not inconsistent 
with value maximization and can therefore be 
considered an effective corporate governance 
mechanism. In treating private and public pension 
funds separately, Woidtke (2002) finds results 
consistent with arguments that performance-
based compensation structures common among 
private pension fund administrators help to align 
their incentives with other shareholders, while 
public pension fund administrators appear to be 
motivated more by political and social influences 
which may lead them to take actions which hurt 
other shareholders.

Many smaller firms in the U.S. also raise capital 
through private equity, and the relationships be-
tween firms and private equity sources are unique 
in some ways from public equity issuances. Hertzel 
and Smith (1993) examine why private investors 
require and firms accept deep discounts on private 
equity placements, and why the market reacts 
positively to private equity placements, a reaction 
in stark contrast to the general negative reaction to 
public issuance. They find results consistent with 
the supposition that private equity placements are 
another answer to the Myers and Majluf (1984) 
underinvestment problem discussed in the previ-
ous section; discounts are attributed to information 

costs incurred by the private investors (as well 
as compensation for forthcoming monitoring 
services), and the willingness of private investors 
to commit funds serves as a positive signal to the 
market regarding the firm’s prospects. To further 
examine this issue, Hertzel, Lemmon, Linck, and 
Rees (2002)show that firms issuing private equity 
exhibit poor operating performance leading up to 
and earn poor stock market returns subsequent to 
the placement. Such evidence refutes the idea that 
the issuance is a positive signal to the market that 
the firm is undervalued (since the firm is shown to 
be overvalued), as well as hypotheses that suggest 
investors are overly optimistic upon issuance and 
subsequently underreact to negative information. 
By considering several heterogeneities (affiliated 
vs. unaffiliated investors, financially distressed 
vs. nondistressed firms, net returns to private 
investors vs. other shareholders), Krishnamurthy, 
Spindt, Subramaniam, and Woidtke (2005) show 
that private investors do earn abnormal returns, 
and while unaffiliated investors receive steeper 
discounts than affiliated investors (consistent with 
disparate information costs) both earn post-issu-
ance returns on par with the market.

takeover market

Although the takeover market has been severely 
restricted since the early 1990’s, the suggestion 
that the takeover market was an extremely effec-
tive tool in motivating corporate management to 
maximize firm value on behalf of the shareholders 
is a generally accepted notion within the finance 
literature. Very interesting theoretical work ex-
amines when the takeover market was and was 
not likely to be effective. Grossman and Hart 
(1980) argue that, due to the free-rider problem, 
the takeover bid mechanism is not an effective 
mechanism unless initial shareholders voluntary 
dilute their property rights by including in the 
corporate charter permissions for the raider to ex-
clude minority shareholders from benefiting from 
improvements the raider makes. Jensen’s (1986) 
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free cash flow theory, discussed in the previous 
section, predicts that large firms with low growth 
prospects and substantial free cash flows will be 
desirable targets for takeover and that increased 
leverage will serve to force the firm to reorganize 
into a more efficient organization. Jensen (1993) 
argues that the market for corporate control, in 
fact, was until around 1990 the most efficient 
mechanism for early intervention to eliminate 
excess capacity and promote disciplined manage-
ment behavior. Jensen explains, however, that the 
market for corporate control was shut down in 
the early 1990’s “through court decisions, state 
antitakeover amendments, and regulatory restric-
tions on the availability of financing.”

labor markets for directors 
and managers

Fama (1980) presented the “ex-post settling up” 
hypothesis, which argues that the only way the 
markets for managerial or directorial services have 
to evaluate talent is based on current firm perfor-
mance, which will encourage these individuals to 
manage and monitor in a manner consistent with 
shareholder wealth maximization. According 
to Fama, the discipline imposed by managerial 
and directorial labor markets does a better job of 
resolving potential incentive problems resulting 
from the separation of ownership and control 
than does direct control of management by risk 
bearers or the threat of outside takeover. Fama 
and Jensen (1983) argue that outside directors 
have incentives to develop reputations as good 
corporate monitors of management decisions. 
Harford (2003) finds that directors at takeover 
targets often lose their board seat at the target, 
and that independent directors of poorly perform-
ing firms who act outside shareholder interests to 
block offers receive fewer outside directorships 
in the future while those who approve mergers 
are not subsequently penalized. Coles and Hoi 
(2003) examine the effect of boards’ decisions as 
to whether to opt out of antitakeover protections 

afforded by Pennsylvania state law, and show evi-
dence that both internal and external labor markets 
for directors exist and function. Their results are 
strengthened by their finding that rewards only 
hold for inside or outside directors who are in a 
majority presence on the board (and therefore 
likely to meaningfully contribute to a decision 
as to whether to accept or reject the protection 
of the antitakeover provisions).

product markets

One obvious source of discipline for managers 
is the product market. If managers fail to guide 
the firm to produce products that are desired 
in the product markets, then the firm will fail. 
Kaplan and Minton (2006) show that boards are 
more likely to replace CEOs when industry or 
market performance is poor overall, suggesting 
that it is sometimes efficient to bring in a new 
CEO to respond to changing industry or market 
conditions. Product market discipline is not ideal, 
however. Jensen (1993) argues that product and 
factor markets can serve to correct overcapacity 
in the economy, but are not timely as corrective 
measures; they are the inevitable crises which 
result when no other disciplinary measure steps 
in first.

auditors

Auditing studies tend primarily to rely upon one 
of two methodological approaches, archival and 
behavioral. Archival research in auditing tends to 
rely heavily on economic and financial theories 
which suggest that individuals are economically 
rational in their decision making such that the 
aggregation of individual decisions results in 
capital markets which are highly efficient. Be-
havioral research in auditing relies more heavily 
upon psychological and sociological theories 
which allow for the existence of biases which 
may result in individual decisions which are not 
always economically rational choices.
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Behavioral research in auditing is primarily 
employed in the study of auditors’ judgment and 
decision making (JDM). Nelson and Tan (2005) 
provide an excellent review of the JDM literature 
from 1980 through 2005, asserting that much of 
this literature may be classified into three broad 
tasks: (1) the audit task, (2) the auditor and his/
her attributes, and (3) interaction between audi-
tor and other stakeholders in task performance.  
These three features are integral features of the 
auditing setting, because auditors must perform 
a variety of tasks to form an overall opinion, 
personal attributes of the auditor influence the 
outcome, and auditors interact with other audi-
tors and stakeholders of the firm. Most research 
activity on audit tasks relates to risk assessments, 
analytical procedures and evidence evaluation, 
auditors’ decisions regarding whether to require 
clients to book proposed AJEs, and going concern 
judgments. Because auditing involves professional 
judgment, and as auditors approach an audit task 
they are subject to individual characteristics and 
cognitive limitations which leave them susceptible 
to judgmental biases, it is of both theoretical and 
practical interest to investigate the effects of at-
tributes on auditor JDM. Research on the auditor 
and the auditor’s attributes generally focuses on 
auditor knowledge and expertise, other individual 
characteristics, cognitive limitations, and decision 
aids designed to improve auditor performance. 
Much of the published research focuses on the 
JDM of individual auditors. Because auditors do 
not work in isolation, however, it is important to 
understand how the people auditors interact with 
influence their performance. Paper examining 
the auditors’ relationships with other stakehold-
ers generally focus on the interactions between 
auditors and other auditors, auditors and their 
clients, and auditors and other participants in the 
financial reporting process.

DeFond and Francis (2005) provide an exami-
nation of archival research in auditing, although 
it is primarily focused on the effects of the Sar-
banes-Oxley Act of 2002. The authors note that 

the profession has come under intense scrutiny in 
the wake of the accounting scandals of the early 
millennium, that such criticism “essentially boils 
down to issues of audit quality, and audit quality 
in turn is affected by a number of basic economic 
institutions that define the basic nature of auditing 
practices.” In the course of their arguments, the 
authors discuss empirical results related to several 
factors which impact audit quality, including the 
legal environment and characteristics of the audit 
engagement, the audit firm, and companies’ audit 
committees. Literature which examines the effect 
of the legal environment on auditor incentives 
focuses on the auditor’s civil liability and criminal 
enforcement. One of the more interesting streams 
of research which focus on engagement-specific 
characteristics examines the impact on audit 
quality of the auditor’s fees for auditing and/or 
consulting, as large fees may economically bond 
the auditor to the client, thereby reducing the 
auditor’s objectivity and independence. Other 
interesting streams related to the impairment of 
auditor independence relate to auditor tenure and 
to the “revolving door policy” in which “account-
ing firm alumni take positions at clients.” A good 
deal of research investigates characteristics which 
may promote or curtail the effectiveness of the 
Audit Committee to whom the audit firm reports. 
Interesting work examines whether audit com-
mittee effectiveness is impacted by size, financial 
expertise, or the proportion of independent audit 
committee members. Additional interesting work 
examines whether or not larger accounting firms 
produce higher quality audits. 

bridGinG thE Gap bEtwEEn 
corporatE and it 
GovErnancE rEsEarch

We view IT governance as an important subset of 
overall corporate governance, which is important 
to the overall health of a firm. Strong IT gover-
nance assures the board and other stakeholders 
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that investments in IT will generate business value 
and that the firm’s control risks related to IT will 
be minimized. This view is consistent with an 
excellent definition of IT governance provided 
by the IT Governance Institute’s Board Briefing 
on IT Governance (Institute, 2003):

IT governance is the responsibility of the board 
of directors and executive management. It is an 
integral part of enterprise governance and consists 
of the leadership and organizational structures 
and processes that ensure that the organization’s 
IT sustains and extends the organization’s strate-
gies and objectives.

Yet we show clearly in the second section that 
the governance of IT assets is largely overlooked 
in the corporate governance literature, in spite of 
the increasing importance of these assets to the 
achievement of strategic corporate objectives.

In our discussion of corporate governance 
mechanisms in the second section, we touch on 
several important linkages between corporate and 
IT governance which provide strong opportunities 
for fruitful research. We show a clear connection 
between executive and board incentives and the 
alignment of IT objectives and priorities with 
business objectives and priorities. We also show 
a strong linkage between financial asset gover-
nance and IT asset governance. Finally, we feel 
that research into the importance of IT controls 
in the financial statement audit is an important 
topic that is ripe for exploration. 

We have discussed the increasing reliance on 
incentive based compensation structures in man-
agement contracts, such that achieving high levels 
of profitability is obviously a strong motivator for 
management action. To recognize the gains inher-
ent in the proper governance and management of 
IT requires proper alignment of IT and business 
strategies. This is an essential requirement in se-
curing high levels of return on investments ROI), 
specifically IT investments, and not necessarily 
in the traditional sense of the term ROI. Weill 

and Aral (2006) provide one such measure of the 
appropriate alignment of business practices and 
competencies with their examination of the “IT 
savvy” of 147 U.S. companies based using survey 
instrument measures, but we encourage the devel-
opment of additional methodologies to measure 
the degree of strength with which a company’s 
IT objectives are aligned with corporate objec-
tives. We also encourage research to identify the 
impact of other corporate governance factors on 
this alignment, such as board composition. For 
example, international studies could show whether 
this alignment becomes more or less important 
to firm value in alternate settings. Many coun-
tries around the world lack the strong regulatory 
oversight of the capital markets that is enjoyed 
by U.S. shareholders, and therefore exhibit more 
highly concentrated ownership. Does a stronger 
alignment between corporate and IT strategies 
encourage greater minority shareholding in those 
countries, thereby promoting greater economic 
development? Do firms which intend to subject 
themselves to more rigorous legal oversight by 
crosslisting on U.S. exchanges take action to align 
their corporate and IT strategies beforehand?

We also discussed the existence of a strong 
linkage between financial asset management and 
IT asset management. First, literature in finance 
suggests that management should undertake all 
positive NPV projects. Measurement of the value 
of investment in IT is particularly difficult, be-
cause the value of well planned and implemented 
IT projects is frequently realized throughout the 
organization in benefits which are tangible in some 
areas and intangible in others. The resistance with 
which the concept of IT value has been met, at least 
in practice, encourages continued research into the 
value of the planning and implementation of IT 
projects. We also call for additional research into 
the measurable benefits (inclusive of and beyond 
cost reduction) of IT in its complementary role 
to corporate functions (e.g., such as supply chain 
management, managing external relationships, 
interorganizational citizenship behavior). Several 
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questions researchers can consider include, but 
are not limited to, the following:

• How do financial auditors become com-
fortable with the results of the systems 
review?

• How has this level of comfort with the results 
of the systems review changed when compar-
ing the period immediately preceding SOX 
and the post-SOX era?

• What is the nature of the relationship between 
the strength of firms’ ITGC and the results 
of their financial audits?

• What combination of the frameworks used 
for conducting financial audits and infor-
mation systems audit tend to be better than 
others?

• How has the choice of internal control frame-
works and IT control frameworks changed 
since the enactment SOX?

• What role does the quality and effectiveness 
of internal and IT controls play in decisions 
to enter into interorganizational partnerships 
(e.g., outsourcing specific functions, merg-
ing with other firms)?

• What is the nature of the linkage between 
the effective governance of IT assets and 
the CIO reporting structure in organizations 
where CEO and BOD Chairman is a joint 
position?

• What is the nature of the linkage between 
the effective governance of IT assets and 
the CIO reporting structure in organizations 
where CEO and BOD Chairman is not a joint 
position?

• What is the nature of the relationship between 
effective governance of financial assets and 
the CIO’s presence at and participation in 
executive business meetings (including BOD 
meetings)?

• To what degree does the CIO’s relationships 
with other members of a firms’ governing 
body influence governance impact on firm 
performance?

• What’s the relationship between a firm’s 
reissuing of financial statements after SOX 
and the IT control framework(s) adopted by 
the organization?

Finally, we call for research into the role of 
IT controls in financial statement audits. Infor-
mation systems, and their associated controls, 
tremendously affect a vast amount of the informa-
tion reviewed by financial statement auditors in 
the conduct of their examination. If the system 
controls are weak and the information produced 
by various systems (e.g., ledger or subledger 
systems, asset management systems, revenue or 
inventory tracking systems) is not reliable, then 
examination of the information output from these 
systems is futile. The Big 4 and many other large 
accounting firms tend to separate, to some degree, 
their examination of the financial records and 
the examination of the underlying information 
systems. Since the reliability of the financial re-
cords depends on the information system’s ability 
to produce information that is timely, accurate, 
and reliable, the audit firm’s information systems 
auditors normally conduct their inspection prior 
to fieldwork for the financial audit. While this 
makes obvious sense, it is important to consider 
the strength of communication between the two 
teams. This is an area which is ripe for judgment 
and decision making (JDM) research in audit-
ing. Furthermore, we encourage researchers to 
work towards the identification of a proxy for 
the strength of IT general controls (ITGC), IT 
controls which apply enterprise-wide as opposed 
to system-specific controls.

chaptEr summary

This chapter has discussed the overall importance 
of both corporate and IT governance, and has 
demonstrated that IT governance is a very impor-
tant subcomponent of corporate governance. We 
presented a framework, based on the framework 
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previously presented by Weill and Ross (2004), 
which should facilitate a strong understanding 
of the different factors and mechanisms that 
impact firms’ governance. Finally, we presented 
a number of examples that link corporate and 
IT governance. In presenting those linkages, we 
identified a number of areas that we believe pro-
vide fruitful avenues for researchers to explore IT 
governance as it relates to corporate governance, 
and vice versa.
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abstract

This document summarizes the initial findings of the I-Fit research project that started in August 2006 
as a joint activity of a regional ICT consultancy and a university research center. The main goal of the 
project is to help the consultants to improve alignment between business and IT in the client organizations. 
The I-Fit project takes the perspective of the business manager: how a business manager can influence 
and increase the value of the IT services that he receives. Based on the literature on strategic alignment 
and Information quality, we develop the I-Fit model. The model assumes causal relationships between IT 
governance, Strategic Alignment, Information Quality, and Business Performance in an organization. 
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introduction to i-fit projEct 
and its objEctivEs

The I-Fit research project is a joint effort between 
KZA and Tilburg University and aims to further 
develop the alignment model. 

The objectives of the I-Fit project are: To predict 
the impact of the business environment on the IT 
function in an organization, and to identify and 
manage the factors that influence the Information 
services in an organization.

The starting point of both the I-Fit project 
(and this chapter) is the well-known Strategic 
Alignment Model (Parker, Benson, & Trainer, 
1989; Henderson & Venkatraman, 1991). Strategic 
alignment, or “business-IT alignment,” intends 
to support the integration of IT into business 
strategy. The classic “Strategic Alignment Model” 
distinguishes between the business domain (busi-
ness strategy and business processes) and the 
technology domain (information strategy and IT 
processes, including systems development and 
maintenance) in an organization. 

The I-Fit project focuses on three issues: iden-
tifying the key alignment processes, identifying 
performance indicators for alignment processes, 
and developing methods to improve alignment. 

The deliverables of the I-Fit project include 
instruments or tools:

1. To provide insight for business managers 
in the IT consequences of decisions on 
Information services,

2. To support business managers to control 
Information services , based on alignment 
processes, and

3. To design strategies for the IT domain in 
order to maximize IT value added for the 
business, and (possibly) for benefits manage-
ment.

This chapter summarizes the first three build-
ing blocks (Information Quality1, alignment, and 
Business Performance (Figure 1)) for the creation 

of these tools. We briefly discuss two case studies 
within the project, and conclude with a generic 
framework addressing the relations between IT 
governance, Alignment Processes, Information 
Quality, and Business Performance. We also 
discuss the next steps of this I-Fit project for 
interested readers.

litEraturE rEviEw

information Quality

Our work is based on Roest (1988), Van der Pijl 
(1994a, 1994b), and Vermeer (1999) and denotes 
a typical Dutch or European perspective on in-
formation management. In this perspective, the 
quality of information (coming from informa-
tion systems) is the key issue to explain business 
success. The USA approach differs since it aims 
to explain business success not by focusing on 
information, but on information technology and 
information systems.

The well-accepted definition of information 
quality is “the degree to which information is fit 
for use” or “fitness for purpose” (Klobas, 1995). 
Therefore, information quality on the highest 
level can simply be determined by asking for user 

Figure 1. Building blocks for the I-Fit project

Note: The arrows indicate some possible relations between 
alignment, information quality and business performance
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satisfaction. However, this does not provide insight 
into the origins of quality failures. To analyze the 
origins, information Quality can be determined in 
two distinct ways, also known as the teleological 
and the causal perspective (Van der Pijl, 1994a) 
(Figure 2 shows these two perspectives). In the 
I-Fit project we use these two perspectives to 
determine the quality of information.

teleological perspective

In the teleological perspective, information quality 
is the degree to which the information (data) that 
is delivered to the business fulfils the business 
needs. In the teleological model the quality of 
information is determined by the objective for 
which the information is intended to be used. 
Van der Pijl (1994a) argues that information 
depends on personal objectives that in their turn 
(partly) depend on organizational objectives. The 
importance of the teleological model is that it 
introduces organizational and business process 
objectives next to personal (e.g., user) objectives 
in the concept of information quality. From the te-

leological point of view the quality of information 
is seen as the degree to which it satisfies “stated 
or implicit needs,” derived from the situation in 
which it is used. 

Typical indicators for Information quality in 
the teleological perspective (Van der Pijl, 1994a) 
are: timeliness, accurateness, relevance, avail-
ability, and completeness2. Also, the flexibility 
of information (services) is important: how fast 
can Information services be changed in case of 
changes in the business needs? Note that, for in-
stance, faster management reporting can relate to 
administrative requirements (“boekhoudkundige 
tijdigheid”) and improved logistics of information 
processing.

causal perspective

Another perspective on Information quality is 
found in the causal model. In this perspective, 
Information quality is the degree to which the 
information that is delivered to the business is the 
result of a clear and correct chain of activities. 
These activities can be grouped in two phases: 

Figure 2. Causal and teleological perspectives on quality of information
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the information system development phase and 
the information system operation phase. The 
importance of the causal model of Information 
quality is that it is not possible to measure all as-
pects of the quality of information only from the 
information itself. The reliability of information 
also depends on the measures that are taken in 
the IS development and operational phase. 

From the causal perspective, the quality of 
information is seen as the result of the quality of 
the processes in which it is produced. The first step 
in these processes is information analysis. Dur-
ing this stage the link between the organization’s 
needs and the information systems is established. 
First the information policy is formulated and then 
the more detailed information needs are derived. 
The essence of the causal point of view in ex-post 
quality assessments is that not all aspects of the 
quality of information can be measured from 
that information itself. For some features it is 
necessary to look at one or more of the steps of 
the production process.

Typical indicators for Information quality 
from the causal perspective (Van der Pijl, 1994a) 
are “the information is provided according to the 
existing service level arrangements,” “the infor-

mation creation process is accountable for and 
transparent,” and “it is SOX compliant.” 

Interestingly, the variety of Information quality 
indicators from the two perspectives create the 
need for business managers to balance between 
timeliness, completeness, accurateness, and the 
flexibility of information services . Aiming for the 
maximum performance on all quality indicators 
leads to high costs for information services.

strategic alignment

Three concepts are important to determine the 
impact of IT on information quality (previous 
section) and Business Performance (final section). 
In this section we define alignment, fit, and IT 
governance.

Henderson and Venkatraman (1993) intro-
duced “business-IT alignment,” in short “align-
ment,” intended to support the integration of IT 
into business strategy. They distinguish in their 
classic “Strategic Alignment Model” (Figure 3) 
between the business domain (consisting of “busi-
ness strategy” and “business processes”) and the 
technology domain (consisting of “IT strategy” 
and “IT processes,” including systems develop-
ment and maintenance) in an organization.

Figure 3. The Strategic Alignment Model (based on Henderson and Venkatraman (1993) and Parker, 
Benson & Trainor (1988))
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Since 1990, various changes have been pro-
posed to the Strategic Alignment Model, refocus-
ing IT strategy into Information Systems Strategy 
(Strategic Information Systems Planning) and 
Information Strategy, showing more focus on 
business relations.

Information strategy is a complex phenom-
enon. In many organizations and in much of 
the information systems (IS) literature different 
terminologies are used. We define information 
strategy as: “a complex of implicit or explicit 
goals, visions, guidelines and plans with respect 
to the supply and demand of formal information 
in an organization, sanctioned by management, 
intended in the long run to support the objectives 
of the organization and adjusted to the environ-
ment.”

Operationally expressed, information strategy 
is an instrument to manage Information services 
and technology in an organization. A frequently 
used term, related to information strategy, is 
strategic information systems planning (SISP) 
(Earl, 1993; Galliers, 1991; King, 1988; Lederer 
& Sethi, 1988; Ward, Griffiths & Whitmore, 
1990). SISP is defined as “the process of deciding 
the objectives for organizational computing and 
identifying potential computer applications which 
the organization should implement” (Lederer & 
Sethi, 1988). The two definitions look very simi-
lar, but a strict comparison shows that the SISP 
definition tends to focus on explicit objectives and 
on applications and technology. Our definition 
concentrates on the use and the importance of 
information in an organization, starting with the 
planning of information (in the end influencing 
IT, as well as influenced by IT). We preferred this 
definition as a starting point to investigate how 
contemporary organizations deal with their needs 
for information and the planning of IT.

Strategic alignment is pursued along two di-
mensions in Figure 3: strategic fit: the (vertical) fit 
between strategies (business and IT) and internal 
infrastructures and processes, and functional 
integration: the (horizontal) fit between the busi-

ness and the technology domain) (Henderson & 
Venkatraman, 1993).

Alignment is an elusive concept (Chan, 2002). 
Definitions of alignment range from high level, 
broadly encompassing definitions such as: 

The fit between an organization and its strategy, 
structure, processes, technology, and environ-
ment.

A more focussed definition is: 

The convergent intention, shared understanding 
and coordinated procedures. 

Well-received views are that IS alignment 
is:

the degree to which the IT mission, objectives, and 
plans support and are supported by the business 
mission, objectives and plans (Chan, 2002), and 
alignment is not a state, but a journey – one that is 
not always predictable, rational, or tightly planned 
(Ciborra, 1991; Sauer & Yetton, 1997).

Chan (2002) defines IS alignment as:

• IS alignment: The “bringing in line” of the 
IS function’s strategy, structure, technology, 
and processes with those of the business 
unit, so that IS personnel and their business 
partners are working toward the same goals 
while using their respective competencies.

• IS strategic alignment: The subset of IS 
alignment that concerns IS strategy and 
Business Unit Strategy. This component 
includes both strategy and processes.

• IS structural alignment: The subset of IS 
alignment that concerns the formal struc-
ture of the IS function and the business unit 
structure.

In the remaining discussion on this topic in 
this chapter, we focus on two aspects of align-
ment: (1) alignment as a process consisting of 



���  

I-Fit

driver, levers, and impact, aiming to improve 
fit and (2) alignment as the degree of strategic 
fit and functional integration. Additionally, IT 
governance is introduced as the control structure 
in an organization to realize effective alignment 
processes.

IT Governance Defined

IT governance is defined as the way in which IT 
in an organization is controlled and coordinated 
(Brown 1997; Sambamurthy & Zmud 1999). 
More precisely, IT governance is about the focus 
of IT decision-making authority (centralized vs. 
decentralized control) and the processes that are 
in place to communicate IT decisions (Peterson, 
2002). 

Effective IT Governance Leads to 
Successful Alignment Processes

Governance comes from “kybernan” (Greek) and 
is related to “cybernetics” (Wiener, 1948), mean-
ing “to steer” and “keeping a ship on its course in 
the midst of unexpected changing circumstances” 
(Peterson, 2002). Governance can be regarded as 
“control” in a broad perspective, meaning that 
governance includes the total set of controlling 
activities that keep the system (ship, organization) 
on the right (chosen) course (Malone & Crowston, 
1994). Governance is a purposeful intervention in 
order to achieve a desired output, and describes 
a subsystem of decision-making units for direct-
ing and coordinating operational subsystems. 

The governance paradigm is based on a general 
systems approach of organizations (Ashby, 1956). 
Control is governance in a limited perspective, 
related to directing one subsystem.

Traditionally, three configurations have been 
distinguished for IT governance (Sambamurthy & 
Zmud, 1999). In each configuration, stakeholder 
constituencies take different lead roles and re-
sponsibilities for IT decision making:

• Centralized: In this configuration, corpo-
rate IT management has IT decision-mak-
ing authority concerning infrastructure, 
applications, and development. 

• Decentralized: In this configuration, divi-
sion IT management and business-unit man-
agement have authority for infrastructure, 
applications, and development. 

• Federal: In this configuration (a hybrid 
configuration of centralization and decen-
tralization), corporate IT has authority over 
infrastructure, and division IT and business-
units have authority over applications and 
development. 

In general, it is argued that centralization pro-
vides greater efficiency and standardization, while 
decentralization improves business ownership and 
responsiveness (Brown 1997). Table 1 shows eight 
types of IT governance, varying from centralized 
to decentralized decision making. 

Peterson (2001) indicated that as companies 
experience increased uncertainty and complexity, 
and adopt multifocused strategies, IT governance 

Table 1. Hybrid configurations for IT governance
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designs are more hybrid with increased coordi-
nation needs. Figure 4 shows how the strategic 
(business) context influences the type of gover-
nance design and the integration mechanisms for 
IT governance, ultimately influencing IT perfor-
mance. Peterson showed that for organizations in a 
dynamic strategic context, the best IT governance 
structure is decentralized decision making, com-
bined with rich integration mechanisms. 

For I-Fit, it is shown later in this chapter that 
we have added two types of governance (infor-
mation system (IS) and information (I)) to the 
classic IT governance definitions (e.g. the ISACA 
definition: “IT governance is the responsibility of 
executives and the board of directors, and con-
sists of the leadership, organizational structures 
and processes that ensure that the enterprise’s IT 
sustains and extends the organisation’s strategies 
and objectives” (COBIT 4.0, www.itgi.org)).

business performance

Melville, Kraemer, and Gurbaxani (2004) re-
viewed the literature on IT and Organizational 
Performance and developed an integrative model 
of IT Business value (Figure 5). The term IT 
business value is commonly used to refer to the 
organizational performance impacts of IT, in-
cluding productivity enhancement, profitability 

improvement, cost reduction, competitive advan-
tage, inventory reduction, and other measures of 
performance. 

The core of the model shows the impact of IT 
and complementary organizational resources on 
business processes and business process perfor-
mance. Mediating variables are trading partner 
resources, industry characteristics, and country 
characteristics. The term performance is used to 
denote both intermediate business process level 
measures (also indicated as first order effects) 
as well as organizational measures (indicated as 
higher level variables, such as market share).

The IT business value literature does not 
provide a convention regarding the incorporation 
of costs of system development and implementa-
tion.

issuEs and solutions for 
i-fit projEct

addressing information Quality

Issue: Linking Information Quality to 
Business Objectives

In both perspectives, the quality of information 
relates to the degree to which information supports 

Figure 4.  IT governance design (Peterson, 2001)
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the goals (strategies, objectives) of the organiza-
tion in which it is used. We outline these goal 
categories below (Van der Pijl, 1994b):

• The organizational goals. Almost every 
organization is characterized by the fact 
that its members come together to realize 
some kind of common goal. This common 
or organizational goal reflects the expecta-
tions, ambitions and aspirations of those 
who depend on the organization. At the 
level of the organization as a whole, orga-
nizational goals have to be translated into 
strategies that describe how these goals can 
be reached. Strategies arise in an interaction 
between structure, culture and goals of the 
organization. Traditionally we suppose that 
information has to support the organization’s 
strategies. Recently we see, however, that 
information systems can also be used to 
shape, instead of support, organizational 

strategies and that they make it possible to 
aim for new goals.

• The business process goals. The existing 
division of labour in the organization is the 
basis for translating organizational goals and 
strategies into targets for each business pro-
cess, department and individual within the 
organization. The degree of detail to which 
these targets have to be described when 
studying the quality of information depends 
on the organizational level that is chosen 
as a starting point for the analysis. Some 
organizations have explicit mechanisms for 
adjusting organizational goals and business 
process targets for different processes and 
hierarchical levels, while others do not. In 
some organizations there even is no strictly 
hierarchical relationship between goals and 
targets at all levels (operations, managerial, 
and strategic).

Focal firm
B us iness V alue  G eneration P rocess

Industry C harac te ris tics

IT  R esources
(techno logy& hum an)

C om plem enta ry 
O rgan iza tional

R esources

C ountry C harac te ris tics

C om petitive 
E nvironm ent

M acro 
E nvironm ent

O rgan iza tional
P erfo rm ance

B us iness
P rocesses

B us iness
P rocess

P erfo rm ance

Trad ing partner resourses
& business  p rocesses

Figure 5. The IT business value model indicating the effect of IT resources on business processes, busi-
ness process performance and organizational performance (Melville et al., 2004)
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• The personal interests. Each individual in 
the organization also has its own individual 
interests. Status, power, responsibility, pres-
tige and money are well known examples 
of personal aims, which can be influenced 
by background, experience and knowledge. 
Since the information needs of a person in 
a certain function in the organization are 
influenced by both business process tar-
gets and personal interests, a judgement of 
the quality of information available to the 
individual has to take both elements into 
account.

• The user’s targets and the provider’s 
targets. Goals and targets can not only be 
subdivided according to levels in the orga-
nization but also into targets of those who 
are using information and targets of those 
who are providing others with information. 
A difference in position may lead to differ-
ences of opinion on the quality features and 
characteristics of the information received 
or provided.

Judging the teleological aspects of the quality 
of information in an organization means assessing 
the degree to which the information systems in 
the organization contribute to each of the goals 
and targets listed previously. 

It is also possible to take only a subset of 
goals and targets into consideration. If we look 
at individual systems at the level of user’s or 
provider’s targets, we can study in detail which 
quality features and characteristics determine the 
contribution of systems to reaching the targets and 
how well the systems do so for each of these. If 
we look at the configuration of systems available 
to the organization as a whole, we take a much 
more global view. In that case we ask ourselves 
which functional contribution the systems make 
to the goals and targets of the organization without 
specifying detailed quality characteristics. Thus 
the detailed view of quality is replaced by a more 
global view in which quality of information in 

the organization is understood as the degree of 
fit between the goals and targets of the organiza-
tion and the information systems that support the 
organization.

The causal and the teleological point of view 
are combined in Figure 2. At the bottom of the 
figure we see the steps of the process that has to 
be studied in the causal approach. On the upper 
right-hand side of the figure the set of goals and 
targets are shown, to be considered in the teleo-
logical approach. The vertical lines indicate the 
correspondence between the different levels of 
goals and targets and the hierarchical levels of the 
organization depicted on the left-hand side. 

solution: measuring 
information Quality

We see two opportunities or tools to measure the 
quality of information. 

The first tool is the INK Information Mirror 
(in Dutch “informatiespiegel”), published in “Per-
fect Information Services (in Dutch: Excellente 
Informatievoorziening. Luiten, www.ink.nl). The 
Information Mirror consists of 25 questions from 
both the causal and the teleological perspectives. 
Answering the questions on a four-point Likert 
scale leads to a total score indicating the quality 
of Information services . Note that this tool aims 
to determine the quality of Information services 
and not –only- the quality of information that is 
the result of the services.

The second tool is the method by Van der Pijl 
(1994b, pp. 119-124), adapted from Bedell (1985), 
and focusing on the teleological perspective. 
The method consists of 12 steps, starting with 
(1) describing the objectives of the organization, 
the process, and the individuals involved, and (2) 
describing the information systems in the organi-
zation. In the next step the information systems 
are related to the business processes and process 
objectives per process. Then the relative impact 
of each information system to each objective and 
process is estimated. By adding the scores for 
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all information systems and business processes, 
the total value of all IS for the organization is 
calculated. Note that this tool aims to determine 
the quality of (the functionality of) information 
systems, and not the quality of information! 

addressing strategic alignment 

Issue: Alignment as a Process: 
Driver, Lever, and Impact

Henderson and Venkatraman described four types 
of alignment. Two alignment types are driven by 
business needs: (1) Strategic execution: business 
strategy drives organizational infrastructure and 
processes, ultimately influencing IS infrastructure 
and processes, and (2) Technology transformation: 
business strategy drives IT strategy, ultimately 
influencing IT processes. 

Two other alignment types are driven by IT op-
portunities: (3) Competitive potential: information 
strategy influences business strategy, ultimately 
influencing organizational infrastructure and pro-
cesses, and (4) Service level: information strategy 
influences IT infrastructure and processes, ulti-
mately influencing organizational infrastructure 
and processes.

Luftman (1996) found empirical evidence that 
alignment can be seen as a process with a typical 
sequence of activities. Each alignment process 
has three major components that form a complete 
pattern of strategic change: a driver, a lever, and 
an impact (see also Hsiao & Ormerod, 1998). 
In the first perspective the business strategy is 
the driver for business processes or information 
strategy (called “levers”), ultimately affecting 
the IT processes (“impact”). Analysis of driver-
lever-impact sequences can be found in Smits and 
Huisman (2007) and Alt and Smits (2007).

Similar refinements of the original alignment 
model can be found in Hsiao and Ormerod (1998) 
and Sauer and Yetton (1994), who also analyzed 
the relationships and different patterns of influ-
ence (different sequences of drivers, levers, and 

impacts) between strategy, structure, technology, 
and management. 

Chan (2002) and Sauer and Yetton (1994, 
1997) acknowledge that alignment is not a state 
(a situation of equilibrium between the domains 
that an organization can reach), but a journey (‘a 
continuous managerial effort, not always predict-
able, rational, or tightly planned’). 

This journey and process perspective on align-
ment is fully in accordance with our definitions of 
information quality and the gap between informa-
tion services and information needs: 

• Alignment is a process in an organization 
that aims to reduce the gaps between the 
business domain and the technology domain, 
and between strategies and processes, and, 
ultimately the gap between information 
needs and information services.

solution: alignment and 
organizational Effectiveness

The IS literature has repeatedly outlined the 
fundamental importance of alignment for orga-
nizational effectiveness and several attempts have 
been made to define the alignment concept more 
precisely and to develop the strategic alignment 
model into more concrete managerial guidelines 
and tools (Chan, 2002). Based on a review of 
literature and practice, alignment is defined by 
Chan as a multidimensional phenomenon, and as 
“a superset of multiple, simultaneous component 
alignments that bring together an organization’s 
structure, strategy, and culture at multiple levels 
(IT, business unit, and corporate) with all their 
inherent demands”

Cragg et al. (2002) aimed to focus on the re-
lationship between alignment and organisational 
performance, based on the argument that strategic 
fit has performance implications. Generally spo-
ken: the better the fit, the better the performance 
(Fry & Killing, 1989). More specifically, the study 
wished to focus on one aspect of IT alignment, 
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that is, the alignment between business strategy 
and IT strategy (Henderson & Venkatraman, 
1989). In the Cragg et al. (2000) study, IT align-
ment was viewed as the fit between business 
strategy and IT strategy, similar to Chan et al. 
(1997). Two approaches were modelled—fit as 
“matching” and fit as “moderation”3 which both 
rely on the close correspondence between the nine 
IT strategy items and the nine business strategy 
items. Fit as matching was based on the differ-
ence between each of two pairs of related items. 
Fit as moderation was modelled as the interaction 
between each business strategy and the related 
IT strategy. Thus, a gap analysis is created as to 
the closeness of fit to purpose. 

This concept of “alignment” or “fit” expresses 
an idea that the object of design, e.g. an organ-
isation’s structure or its information systems, 
must match its context in order to be effective 
(Iivari, 1992). Parsons (1983) was one of the first 
to argue that IT can affect a firm’s ability to ex-
ecute their business strategy. Since then, many 
others have emphasised the need to develop a fit 
between information technology strategies and 
business strategies (Chan et al., 1997; Galliers, 
1991; Henderson & Venkatraman, 1993; Venka-
traman, 1989).

addressing business performance
 

Issue: Frameworks for Organizational, 
Process, and Network Performance

The Operations Research and Management 
Science disciplines have provided guidelines 
to measure Business Performance of individual 
companies as well as the performance of business 
networks and supply chains (SC). A well-known 
example is the Balanced Scorecard (Kaplan & 
Norton, 1992), distinguishing between perfor-
mance in four domains: financial, customer, 
process, and innovation. 

The Supply Chain Operations Reference model 
(SCOR) for supply chain process benchmarking 

and performance measurement within as well as 
across firms, is based on five distinct management 
processes: plan, source, make, deliver, and the 
return process (Supply Chain Council, 2005). 
The SCOR model shows that performance can 
be evaluated in many ways, for example, higher 
flexibility, customer orientation, customization, 
flexibility and better cost-effectiveness. Gunasek-
aran et al. (2004) use the SCOR perspective and 
conclude that supply chain performance refers to 
meeting the end customer requirements, including 
product availability, on-time delivery, and all the 
necessary inventory and capacity in the supply 
chain to deliver that performance in a responsive 
matter. So, performance can be regarded “good” 
when the performance objectives are achieved on 
all levels and as set by all managers and organi-
zations involved. Obviously, matching all these 
objectives is not an easy task (Hausman, 2002). 

Kleijnen and Smits (2003) investigated the 
metrics used by organizations to evaluate Busi-
ness Performance in a SC. Starting point is the set 
of five classic SC performance metrics reported 
in SC literature and practice from a single com-
pany perspective: (1) Fill rate (the percentage of 
orders delivered “on time”; that is, no later than 
the delivery day requested by the customer); (2) 
Confirmed fill rate (the percentage of orders de-
livered no later than the day agreed between the 
customer and the supplier); (3) Response delay 
(the difference between the requested delivery 
day and the negotiated day); (4) Delay (actual 
delivery day minus confirmed delivery day); (5) 
Stock (total Work in Process (WIP)). Kleijnen 
and Smits (2003) conclude that organizations now 
often use multiple metrics (balanced scorecard) 
because a single measure does not suffice. 

Recently, SCOR related frameworks have 
become available to evaluate multiple metrics 
across organizations in a supply chain to support 
supply chain integration: 

• Lambert and Pohlen (2001) present a 
framework in which Customer Relation-
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ship Management and Supplier Relation-
ship Management are the two processes 
that capture the overall performance of a 
SC. The two processes must be analyzed 
in every supplier-customer link in a multi-
tiered network to provide the supply chain 
metrics. 

• Gunasekaran et al. (2004) developed a 
framework for SC performance measure-
ment distinguishing between twelve metric 
types based on three management levels 
or responsibilities (strategic, tactical, and 
operational) and –per level- the four major 
SC activities (Plan, Source, Make, Deliver). 
Gunasekaran lists 44 examples of different 
metrics, for instance, “supplier delivery 
performance” is a metric for “sourcing” at 
the “tactical level.” 

Fairchild, Ribbers, and Nooteboom (2004) 
distinguish seven success indicators for busi-
ness networks. Four indicators relate to market 
context and three to market processes. Market 
context success indicators can be summarized as 
(1) a high number, high volume, high variability, 
and high frequency of the transactions, (2) low 
complexity, low specificity, and high value of the 
product, (3) convergence of stakeholder motives, 
and (4) the presence of government regulations. 
Market process success indicators can be sum-
marized as (1) low learning costs and low entry 
barriers, (2) availability of multiple transaction 
mechanisms, (3) trust, based on neutrality of the 
market, partnership with domain experts, high 
quality of product- and trading partner informa-
tion, security of information, and a local focus.

Solution: From Alignment to Performance
Chan et al. (1997) use a well-accepted model 

to link Business Strategic Orientation and IS 
Strategic Orientation to IS Strategic Alignment, 
Business Performance and IS Effectiveness.

Chan et al (1997) define IS Strategic Align-
ment as “the alignment between Business Unit 
Strategic Orientation and IS Strategic Orienta-

tion” and calculate IS Strategic Alignment as the 
degree to which a company employs the systems 
that supported the strategic orientation. Note that 
this is only part of the total alignment processes 
represented in the strategic alignment model.

Chan et al. (1997) examined whether the impact 
of IT on performance may not be a direct one, but 
intermediated by other factors, such as the align-
ment between Business Strategy and IT Strategy. 
They modified the well-known STROBE model 
(STRategic Orientation of Business Enterprises) 
of Venkatraman to include performance at the 
IS level as well as at the business unit level. The 
constructs are defined in Table 2.

i-fit modEl: combinEd 
buildinG blocks

This document has summarized the three build-
ing blocks Information quality, Alignment, and 
Business Performance for the creation of tools:

• To provide insight for business managers 
in the IT consequences of decisions on 
information services,

• To support business managers to control 
I services, based on alignment processes, 
and

• To design strategies for the IT domain in 
order to maximize IT value added for the 
business, and (possibly) for benefits manage-
ment.

Information Quality can be determined in 
two perspectives: the quality of the informa-
tion that is provided to the business (the causal 
perspective) and the quality of the information 
that is needed by the business (the teleological 
perspective). The difference between the two 
quality indicators illustrates the “gap” showing 
a certain degree of (miss-) fit. We aim to qualify 
the gap by distinguishing between four types of 
information, following the balanced score card 
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perspectives: financial, process, customer, and 
innovation related information.

Strategic Alignment5 in an organization 
can be determined by analyzing the alignment 
processes that occur in an organization (from 
driver, to lever, and impact) and to assess the IT 
governance structure and integration mechanisms 
in an organization aiming to manage alignment 
and to reduce the gap between information needs 
and Information services.

Business Process Performance in an organiza-
tion can be determined by assessing performance 
at the business process level using balanced 
scorecard like performance indicators.

For the I-Fit project, based on the literature 
review in the previous sections, we propose the 
I-Fit model (Figure 6), to analyze alignment (the 
current situation IST) in an organization. Key 
hypothesis in Figure 6 is that “good alignment 
(effective driver-lever-impact processes and good 
IT governance) leads to good information quality 
(good fit between causal and teleological qual-
ity indicators), ultimately improving Business 
Performance.”

Key questions for analysis of the current situ-
ation (IST) in an organization are:

• How is IT governance implemented in the 
organization?

• How do alignment processes exist in the 
organization?

• Are existing information systems aligned 
with the business strategy in the organiza-
tion

• Do the Information services fit with the 
information needs in the organization?

• How mature is the IT and business organiza-
tion? (similar to the concept of CMMi?)

Answering these questions means that there 
is a “FIT” between the four circles in Figure 6. 
If there is no “fit,” a new situation should be de-
signed (SOLL), by changing one or more circles. 
This design process would be a joint effort of 
consultants and the client organization: the ef-
fort can be considered successful if insight in 
the IST situation has increased, and if a shared 
basis for implementation of improvements has 
been accomplished.

Table 2. Dimensions to assess IS strategic alignment and business performance

Key Construct Indicators Key informants

STROBE (Strategic Orienta-
tion of Business Enterprises)(= 
Realized Business Strategy)

Company analysis, Company internal defensiveness, 
Company external defensiveness, Company futurity, Com-
pany proactiveness, Company Risk Aversion, Company 
Innovativeness

Chief Executive 
Officers

Business Performance4 Market Growth, Financial Performance, Product-Service 
Innovation, Company Reputation

Chief Financial Of-
ficers

IS Effectiveness (i.e., Current 
Value and Business Contribu-
tion of IS)

Satisfaction with IS staff and services; Satisfaction with 
the Information product; satisfaction with End User 
Knowledge and Involvement
IS Contributions to Operational Efficiency, Managerial 
Effectiveness, Establishment of Market Linkages, Creation 
and Enhancement of Products and Services.

Vice Presidents of 
end-user, mission 
critical departments

STROEPS (Strategic Orienta-
tion of the Existing Portfolio of 
IS applications)(= Realized IS 
Strategy)

IS Supports for Aggressiveness, Analysis, Internal Defen-
siveness, External Defensiveness, Futurity, Proactiveness, 
Risk Aversion, Innovativeness

Executives familiar 
with the information 
systems used in the 
business unit (Chief 
Information Officers)

IS Strategic Alignment This construct is calculated from the scores on STROBE 
and STROEPS
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cases to be assessed in the 
i-fit project

The primary vertical focus of our initial cases is 
the financial industry in continental Europe. Both 
banks discussed here have their names withheld 
for privacy reasons.

Bank “A”: Within Bank A”s IT and change 
organization, there are a significant number of 
improvement initiatives, which currently driven 
by business process improvement (BPI) metrics. 
These include not only process improvement, 
but also compliance. Both budget allocation and 
required cost cutting measures currently take place 
based on business process improvement (BPI) 
metrics. This is not a very transparent process 
for the client internally.

This bank’s business model is transforming 
from a traditional insurance company towards 
an “issuance factory”. The factory model is a 
shared service center for insurance companies. 
BPI is responsible for the transition. This means, 
in practice, that the regular business gets little 
attention from BPI.

In this context, we are introducing I-Fit to 
make things transparent and give insight in the 
consequences of the current state of alignment.

Bank “B”: Bank “B” is a cooperation that 
has recently centralized the IT function (“Group 
ICT”) and is now outsourcing portions of this 
organization. Within Bank “B”, its international 
organization has its own IT function (IS&D). 
Nevertheless it also uses of “Group ICT” in 
some areas. Sometimes the international busi-
ness contacts Group ICT directly; sometimes an 
internal intermediary handles the responsibility. 
Therefore, the consequences are:

• Miscommunication;
• No clear picture of who is responsible for 

what;
• Internal politics, along with;
• Internal bureaucracy.

We believe that the introduction of I-Fit will 
play a role in making the problem transparent, 
as well as give insight in the impact of certain 
problems.
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Figure 6. The I-FIT model: A framework for tools to analyze alignment in an organization
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conclusion: futurE rEsEarch 
dirEction

The tools for I-Fit are in development between 
the two organizations. We propose to continue 
this research with:

• Further defining the tools for assessing fit, 
information quality, alignment, and business 
performance.

• Validating the tools by applying them in 
some business situations (case analysis).

• Assessment of the validity of the hypothesis 
in qualitative and quantitative research.

The next step for each of the building blocks 
is outlined below.

next steps to determine information 
Quality

The two tools that are available from theory do 
not completely match our needs. Therefore we 
aim to define a tool that helps us to define and 
determine the quality of the information that is 
provided (causal perspective) and confront this 
with the quality of the information that is needed 
(teleological perspective).

A possible approach to assess the quality of 
information as the gap between (or the fit of) in-
formation needs and Information services in an 
organization. Information needs are determined 
by surveying a set of business managers and group-
ing their information needs on the four dimensions 
of the balanced scorecard (financial information, 
information on business processes, information 
on customers, and information on business dy-
namics and innovation). Information services are 
determined by analyzing the information output 
in the (main) management reports. Comparison 
of the needs (in four balanced scorecard perspec-
tives) and services (in the same perspectives) 
shows the gaps in financial, customer, process, 
and innovation perspectives.

We expect always to find a discrepancy (gap) 
between the information provided and the in-
formation needed, showing a certain degree of 
(miss-) fit. Key questions are: 

• How much fit is there now? 
• Is the gap acceptable?
• How dynamic are the business needs? 
• Can fit remain when the business needs are 

changing?

One approach to determining the gap between 
information services and information needs in the 
current situation and the future situation is based 
on making an inventory of information needs 
and information services. We aim to distinguish 
between four types of information, following 
the balanced score card perspectives: financial, 
process, customer, and innovation related infor-
mation.

next steps to determine alignment 
and Governance

In order to analyze alignment in an organization, 
we aim to select tools

• To assess the alignment processes that occur 
in an organization: describe examples of 
alignment (from driver, to lever and impact), 
and

• To assess the IT governance design and in-
tegration mechanisms (Peterson, 2001) in an 
organization, aiming to manage alignment 
processes and to reduce the gap between in-
formation needs and information services.

Instead of focusing on IT governance, we 
might prefer to develop tools for assessing IS 
governance, or maybe even better information 
governance because this might fit best our focus 
on Information quality.

In the previous sections we have addressed 
“IT governance,” “alignment processes,” and 
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“information quality.” In the next section we ad-
dress “business performance.”

next steps to determine business 
performance

Summarizing, Business Performance should be 
measured by using multiple metrics per organiza-
tion, and by using the same metrics on the supply 
chain level to avoid suboptimization. In practice, 
performance metrics vary across supply chains, 
across organizations in a supply chain, and depend 
on the strategic drivers for the actors involved. 
This implies that supply chain performance can 
be successful according to one actor and a failure 
when evaluated by others.

To be included in the tools to assess Business 
Performance are topics such as:

• Six Sigma
• How we address stakeholder perspective 

and types of metrics depends on the types 
of firms assessed and the industries they 
participate in.
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1 Note that we focus on (ex post) information 
for organizational or management control, 
that is, not for strategic control or operational 
control.

2 See Chan et al. (1997) for balancing between 
information that is correct and 10% too late 
or 10% incomplete. See also the work of 
Davenport and Prusak (1997) on excess of 
information (information overload).

3 For six perspectives of fit: see Venkatraman 
(1989): The concept of fit in strategy research: 
toward verbal and statistical correspond-
ence. Academy of Management Review, 
14(3), 423-444.

4  Note that this construct differs from Busi-
ness Process Performance, as defined by 
Davenport etal in the 1990s, and Hammer 
and Champy (see also Figure 4).

5 Note that we might decide to focus on IS 
strategic alignment, thereby focusing on 
the left sections of the strategic alignment 
model.
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abstract

This chapter articulates the knowledge and skills required by IT professionals in young Internet-based 
firms. Building on the general IT governance principle of aligning business and IT, it introduces an 
adequate competence model, outlines its dimensions, and suggests a framework for modeling the ef-
fects of factors internal and external to the firm on the value propositions of the different dimensions. 
The authors hope that a comprehensive understanding of the role of IT-related competence will assist 
founders not only in finding suitable partners, but also in aligning e-business strategy and information 
technology in Internet-based ventures.

introduction

The growing relevance of information technol-
ogy (IT) and, in particular, the proliferation of 
the Internet, has resulted in a new economic 
dimension that is characterized by new possibili-
ties of creating value (Lumpkin & Dess, 2004). 
The so-called Net Economy inevitably facilitates 

various possibilities for developing innovative 
business concepts and realizing them by founding 
a new company (Kollmann, 2006; Kollmann & 
Häsel, 2006). In newly found ventures, founder 
competence represents a significant preceding 
indicator for success (Baum, Locke & Smith, 
2001; Chandler & Jansen, 1992). Internet-based 
ventures are mostly established by heterogeneous 
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teams of founders incorporating knowledge and 
skills from both the areas of business adminis-
tration and information technology (Kollmann, 
2006; Kollmann & Häsel, 2007). In particular, 
the founding team usually comprises at least one 
partner with a business background and one IT 
professional, as obtaining the required competence 
from external market participants is oftentimes 
unfeasible due to a lack of financial resources.

From an IT governance perspective, the choices 
regarding the acquisition, training and develop-
ment of the individual competencies required 
to effectively manage and operate the IT infra-
structure are of particular interest (Henderson & 
Venkatraman, 1999; Van Grembergen, De Haas & 
Guldentops, 2004). In fact, one important element 
of IT governance is the governance of human IT 
resources, that is, the knowledge and skills held 
by the IT employees of the firm (Gottschalk, 2006; 
Weill & Ross, 2004). Although the definitions of 
IT governance differ on some aspects, they are 
all focused on the link between business and IT 
(Van Grembergen et al., 2004). Within the Net 
Economy, IT governance is more complex than 
the traditional alignment of business and IT, as 
IT is integrated into business activity and thus 
the technological, managerial and organizational 
influences of e-business need to be understood 
(Patel, 2004). Accordingly, to explain success-
ful venturing activities in the Net Economy, a 
comprehensive understanding of the various 
competencies involved is required. In practice, 
a deeper competence understanding could assist 
founders not only in finding suitable partners, but 
also in aligning e-business strategy and informa-
tion technology.

From a researcher’s perspective, the com-
petence of IT professionals in Internet-based 
ventures is largely unexplored. Although entre-
preneurship scholars have intensively explored 
the concept of competence among entrepreneurs 
and its various dimensions (Chandler & Jansen, 
1992; Chandler & Hanks, 1994; Man, 2002), 
these competence concepts fail to describe the 

various fields of professional knowledge required 
by IT professionals in Internet-based ventures. 
In a broader context, information systems (IS) 
literature has widely elaborated on IT/IS-related 
competence concepts, including the skills and 
knowledge required by IS professionals (Lee, 
Trauth & Farwell, 1995), the business competence 
of IT professionals (Bassellier & Benbasat, 2004), 
the IT competence of business managers (Bassel-
lier, Benbasat & Reich, 2003), the competence of 
CIOs (Earl & Feeny, 1994) as well as the core IS 
capabilities on an organizational level (Feeny & 
Willcocks, 1998). However, studies such as these 
display on a more general approach of describing 
IT/IS-related competence and fail in capturing 
the particularities that IT professionals experi-
ence in Net Economy founding teams. In this 
regard, a number of authors point out that there 
is a lack of studies on the competencies that are 
required in e-business environments (Matlay, 
2004; Sgobbi, 2002).

Similarly, questions of IT governance in the 
context of Internet-based ventures have not been 
answered yet (Peterson, 2004). In particular, 
despite the fact that Internet-based businesses 
are highly dependent on information technology, 
the value proposition of IT-related competencies 
remains unclear. While the strategic role of the 
CIO is widely recognized in IS literature (Hen-
derson & Venkatraman, 1999; Sambamurthy, 
Bharadwaj & Grover, 2003), this is not the case 
for IT professionals engaged in co-founding 
Internet-based ventures. Human capital theory 
suggests that the potential value contribution of 
a partner depends on her competence to solve 
the tasks and problems that are connected with 
her job profile (Youndt, Snell, Dean, Jr. & Lepak, 
1996). In this connection, a matter of particular 
interest is how business and IT people actually 
contribute to value creation and how they perceive 
the contribution of their distinct competencies, as 
in practice – despite the fact that both business 
and IT people contribute essential competence to 
the firm (Kollmann & Häsel, 2007) – an unequal 
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distribution of shares can be observed in many 
Internet-based ventures. In this particular context, 
a missing awareness of critical competencies may 
lead to disturbances in venture performance if 
partners perceive their individual remuneration 
as inappropriate.

Despite its potential value for both academics 
and practitioners, a detailed framework for explor-
ing the relevance of the various fields of IT-related 
knowledge that make up the competence of IT 
professionals in the Net Economy has not been 
developed up to now. Building on the general IT 
governance principle of aligning business and 
IT (Henderson & Venkatraman, 1999; Luftman 
& Brier, 1999), this chapter aims to establish the 
theoretical foundations required to fill this gap. 
Within this particular context, two research ques-
tions are addressed:

1. What are the areas of knowledge and skills 
that represent the required competence of IT 
professionals in Internet-based ventures?

2. What are the factors that determine the value 
of IT competence in the context of founding 
Internet-based businesses?

More specifically, this chapter articulates the 
concept of IT-related competence in Internet-
based ventures, outlines its dimensions, and 
suggests a framework for modeling the effects 
of factors internal and external to the firm on 
the actual and perceived value propositions of 
the different dimensions.

backGround

In an Internet-based venture, the IT professional 
is usually responsible for implementing the Web 
platform and may take the role of the CIO at a 
later stage. In the classical sense, the CIO of a 
firm is responsible for the business and IT vision, 
the design of the IT architecture and the delivery 
of IT services (Earl & Feeny, 1994; Feeny & 

Willcocks, 1998). However, in an Internet-based 
venture that generates revenue and profits through 
a Web-based platform independent from a physical 
value chain (Amit & Zott, 2001; Lumpkin & Dess, 
2004; Weiber & Kollmann, 1998), the role of the 
CIO seems to be fairly different from its classi-
cal definition as IT-related issues of strategy are 
elevated from inward focused support functions 
to critical success factors (Bauer, 2001). Instead 
of designing the firm-wide IT infrastructure and 
delivering internal IT services, the CIO is mainly 
responsible for implementing, maintaining and 
enhancing the venture’s Web platform, that is, 
the technological basis of the firm’s value creation 
processes (Kollmann, 2006; Kollmann & Häsel, 
2006). This unique position of IT professionals 
in Internet-based ventures suggests that their role 
demands a special set of knowledge and skills.

Basically, there are three alternatives to de-
velop a competence construct (Lee et al., 1995). 
While a first approach is to empirically derive 
perceived competence dimensions, a second way 
is to define the dimensions a priori using an exist-
ing theory. A third alternative is to semantically 
classify a critical set of competencies utilizing 
existing studies that have identified and verified 
respective dimensions. The majority of studies 
use this third approach for reasons of validity and 
simplicity (Lee et al., 1995). It is not appropriate 
for exploring the competence of IT professionals 
in Internet-based ventures, as there are a number 
of contextual particularities such as scare financial 
resources, small entrepreneurial teams (Koll-
mann, 2006), the need for practical experience 
in developing Web-based systems (Murugesan, 
Deshpande, Hansen & Ginige, 2001), and the 
need for agility and proactiveness to cope with 
the fast-paced environment of the Net Economy 
(Bhandari, Bliemel, Harold & Hassanein, 2003; 
Highsmith, 2002; Sharma & Gupta, 2004). In order 
to avoid an intuitional and heuristic extension of 
existing models, a theoretical frame of reference is 
required to classify, adapt und extent the constitu-
tive dimensions describing the competence of IT 
professionals in Internet-based ventures.
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One may speak of competence only where there 
exists an agreement or fit between knowledge and 
a task (Von Krogh & Roos, 1995), that is, compe-
tence is based on knowledge, but manifests itself 
only in a specific context, enabling an individual 
to adequately solve new problems in unknown 
situations. Consequently, when developing com-
petence models, a multidimensional perspective 
integrating the epistemological dimensions of 
theoretical knowledge and practical experience 
is required (Bassellier & Benbasat, 2004; Sgobbi, 
2002). The majority of existing studies apply a 
taxonomy proposed by Polanyi (1967), distin-
guishing between explicit and tacit knowledge. 
While explicit knowledge may be verbalized, is 
uniquely communicable and may thus be taught, 
read and explained, tacit knowledge cannot be 
fully verbalized (Polanyi, 1967) and enables an 
individual to modify its actions as a result of the 
experience gathered in prior actions. Moreover, 
tacit knowledge covers cognitive aspects such as 
vision and business acumen (Nonaka, 1994).

Besides defining competence on an epistemo-
logical level, competence may also be defined on 
a functional or disciplinary level, differentiating 
between professional and managerial know-
how (Sveiby & Lloyd, 1990). With respect to IT 
professionals, scholars agree that specialized IT 
knowledge must be accompanied by competen-
cies that are not directly related to IT or computer 
science (Bassellier & Benbasat, 2004; Medlin, 
Dave & Vannoy, 2001; Tang, Koh & Lee, 2001). 
In particular, these non-IT competencies include 
conceptual knowledge on the potential problem 
solving areas and business knowledge, since the 
development of information systems always has 
to meet economic requirements (Bassellier & 
Benbasat, 2004).

Competence of IT professionals may thus be 
conceptualized as a dualism of IT and business 
knowledge. On an epistemological level, both 
areas apparently include both explicit and tacit 
knowledge. However, it may be argued that many 
problems that IT professionals are confronted 

with cannot be solved by the mere existence of 
functional or disciplinary (i.e., IT and business) 
knowledge. These transdisciplinary problems 
require knowledge on how to integrate disciplin-
ary knowledge (Horlick-Jones & Sime, 2004). 
Transdisciplinary knowledge therefore enables 
IT professionals to combine their functional 
knowledge on instruments and methods, as it is 
required in the respective context, facilitating a 
“higher-order thinking about technical and mana-
gerial issues in a holistic manner” (Dalal, 1994, p. 
26). The need for transdisciplinary competence is 
reflected in the 2003 curricula recommendation 
of the ACM, considering “technology-enabled 
business development” (Gorgone, Davis, Valac-
ich, Topi, Feinstein  & Longenecker, 2003, p. 13) 
as an intersection of the disciplinary fields that 
have been introduced in previous versions of the 
ACM recommendation (Couger, Davis, Dologite, 
Feinstein, Gorgone & Jenkins, 1995).

Besides the ACM recommendations, a number 
of researchers underline the interplay of special-
ized IT knowledge and general business knowl-
edge. In an early study, Nelson (1991) explores the 
knowledge and abilities required by IT personnel. 
He identifies six dimensions of competence that 
describe both organizational and IT knowledge, 
but also highlights the transdisciplinary ability 
to sense the potential of IT in an organizational 
context. In a study surveying business managers, 
IT managers and IT consultants, Lee et al. (1995) 
find that IT professionals need to understand the 
business context and possess interpersonal and 
management knowledge/skills. Moreover, they 
need to possess technology management knowl-
edge which is “concerned with where and how 
to deploy information technologies effectively 
and profitably for meeting strategic business 
objectives” (Lee et al., 1995, p. 323). Similarly, 
Fang, Lee, and Koh (2005) find that entry-level 
IS professionals need to possess both techni-
cally-oriented and business-oriented knowledge 
and skills, while the latter particularly includes 
knowledge and visions on how to use technology 
trends in a competitive environment.
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In a survey of job advertisements for program-
mers, system analysts and IS managers Todd, Mc-
Keen, and Gallupe (1995) ascertain that all there 
job profiles require technical knowledge, systems 
knowledge and business knowledge. Similarly, 
Medlin et al. (2001) explore two technical and 
two non-technical skill sets among IS students, 
while Bailey and Stefaniak (2001) classify the 
skills of programmers as technical, soft and busi-
ness concepts. The non-technical competence 
of IT professionals is investigated in detail by 
Bassellier & Benbasat (2004), who differentiate 
between organization-specific knowledge and in-
terpersonal/management knowledge. The former 
includes knowledge of IT-business integration that 
enables IT professionals to understand synergies 
and interdependencies between IT and business 
activities. In line with this survey on the business 
competence of IT professionals, Bassellier, Reich, 
and Benbasat (2001) explore the IT competence 
of business managers, comprising five areas of 
explicit IT knowledge as well as tacit knowledge 
such as experience in IT projects and vision for 
the role of IT.

it compEtEnciEs in thE 
contExt of intErnEt-basEd 
vEnturEs

The literature review in the preceding section 
reveals that the competence of IT professionals 
invariably covers a technical/methodical and a 
business/social dimension: “The perception exists 
that a successful IS professional blends techni-
cal knowledge with a sound understanding of 
the business while commanding effective inter-
personal skills” (Todd et al., 1995, pp. 1-2). The 
literature review also highlights the importance 
of transdisciplinary knowledge that enables IT 
professionals to integrate the technical/methodical 
and business/social competence dimensions, that 
is, effectively applying specialized knowledge 
in a higher-order business context. However, the 

competence models described in the existing 
literature are not able to fully capture the role 
of IT professionals in Internet-based ventures, 
as young businesses in the Net Economy entail 
a multitude of contextual particularities. These 
particularities will be discussed in the following 
sections in order to derive a competence model 
for IT professionals in the Net Economy.

contextual particularities of young 
businesses in the net Economy

In the last years, the platforms of Internet-based 
ventures have become complex software systems 
that should be referred to as Web applications 
rather than Websites (Ginige & Murugesan, 2001). 
In the Net Economy, Web applications implement 
the primary value creation activities of electronic 
businesses, forming the basis of electronic prod-
ucts and important interfaces to customers and 
cooperation partners (Kollmann, 2006; Kollmann 
& Häsel, 2007). It is especially the development 
of such interfaces that traditional IT governance 
has not had to deal with (Patel, 2004). Web ap-
plications in the context of the Net Economy are 
therefore considerably different from traditional 
enterprise applications, which have a supporting 
function with respect to value creation activities 
and are mostly used for internal purposes. Conse-
quently, IT professionals are not required to act as 
an internal service provider (Farwell, Kuramoto, 
Lee, Trauth & Winslow, 1992), but take a central 
role in product development, requiring sound 
knowledge in the fundamental areas of computer 
science, such as databases, programming, com-
puter graphics, analysis, and design as well as the 
management of software projects (Taylor, 2006). 
In contrast to traditional software projects, the 
development of Web applications for electronic 
businesses comprises a larger amount of standards, 
technologies and development tools, resulting in 
highly complex projects (Ginige & Murugesan, 
2001; Taylor, England & Gresty, 2001). Moreover, 
unlike established technologies, Web technologies 
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are characterized by a higher volatility (Reifer, 
2002) that demands software developers to con-
tinuously upgrade their specialized IT knowledge 
(Sgobbi, 2002; Taylor et al., 2001).

Besides technological particularities, the de-
velopment of electronic products entails several 
managerial issues that indirectly affect the com-
petence requirements of IT professionals. Mostly, 
these issues result from the aforementioned tech-
nological volatility, as new technologies enable 
new business models as well as new forms of 
collaboration and competition (Bhandari et al., 
2003). As the Web facilitates worldwide com-
parability, the implementation of new business 
models is associated with a substantial pressure of 
competition. Fierce competition also results from 
low chances of differentiation, a higher geographi-
cal reach of the single market participants, lower 
switching costs, lower entry barriers and new 
substitutive products (Porter, 2001). In particular, 
the turbulence of the Net Economy leads to the 
fact that electronic products are characterized by 
a very short time-to-market (Cash, Yoong & Huff, 
2004). Consequently, the primary goal is not to 
produce high-quality products at a low cost, but 
rather launch high-quality products to the market 
as quickly as possible (Reifer, 2002). In many 
cases, there are radically new business models, 
which are as a result of interaction with customers, 
partners and competitors, not fully outlined until 
the cause of the development project or even after 
introducing the product to the market (Highsmith, 
2002). As a result, electronic businesses need to 
gather practical experiences and market feedback 
as soon as possible in order to adapt their strategy. 
This is supported by empirical studies showing 
that product development processes in the Net 
Economy should focus “on getting an early (and 
by definition, incomplete) version of the product 
into customers’ hands at first opportunity” (Mac-
Cormack, Verganti & Iansiti, 2001, p. 144).

In the light of continuously changing market 
requirements, flexibility and rapid response are 
the key to success in the Net Economy (Shi & 

Daniels, 2003; Sharma & Gupta, 2004). Flex-
ibility can be considered at three dimensions that 
include processes, products and people (Meso & 
Jain, 2006). On the process level, software devel-
opment processes need to correspond to the fact 
that Web applications change and grow rapidly 
during their life cycle (Ginige & Murugesan 2001; 
Highsmith, 2002). Processes need to facilitate a 
continuous evolvement and maintenance of the 
electronic product, resulting in “perpetual beta” 
(O’Reilly, 2005) products that are released early 
and released often, treating users as co-develop-
ers. On the product level, flexibility is associated 
with the extensibility, scalability, maintainability, 
compatibility, interoperability, and security of 
the Web application. Only flexible system archi-
tectures can be adapted according to the volatile 
requirements in a timely and cost-effective man-
ner (MacCormack et al., 2001; Shi & Daniels, 
2003). On the people level, flexibility calls for IT 
professionals that understand the interdependen-
cies between market and technology – and thus 
are able to anticipate upcoming requirements and 
transfer them into new products and functionali-
ties. This requires intensified interpersonal skills, 
as informal planning and incremental develop-
ment activities imply an effective interaction with 
interdisciplinary teams consisting of both business 
and IT people (Cash et al., 2004). In many Internet-
based ventures, however, holding up flexibility 
may be impeded by a lack of financial resources 
(Kollmann, 2006) that precludes an enlargement 
of the team by hiring additional development 
expertise. Consequently, both development proc-
esses and application architectures heavily rely 
on the explicit and tacit knowledge of a small 
group of developers, or even on the individual 
development practices of a single IT professional 
(Ginige & Murugesan, 2001). In the context of IT 
governance, which focuses on transforming and 
positioning IT for meeting future business chal-
lenges (Peterson, 2004), the competence profile 
of the respective IT professional is thus critical 
with respect to enforcing fast and flexible proc-
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esses, while at the same time developing flexible 
products of a high quality.

a competence model for it 
professionals in the net Economy

Building on the various constructs identified 
in the IS literature as well as the previously 
discussed contextual particularities of Internet-
based ventures, three competence dimensions 
may be derived, which include IT competence, 
business competence and transdisciplinary 
competence. According to their epistemological 
and functional/disciplinary characteristics, these 
dimensions may be further subdivided (see Figure 
1). The resulting dimensions will be discussed in 
the following paragraphs.

IT competence: The aforementioned complex-
ity and volatility of the knowledge required for 
Web application development renders an in-depth 
modelling of IT competence almost impossible. 
However, explicit IT knowledge may be roughly 
divided into two areas. One of these areas includes 
knowledge on available technologies that the IT 
professional may fall back on when implementing 
the electronic platform. Technology knowledge 

should be rather broad than deep (Cash et al., 
2004). Especially with respect to Web technolo-
gies, there exist a number of reusable standards and 
components that IT professionals need to be aware 
of (Bailey & Stefaniak, 2001). IT competence, 
though, must also cover knowledge on the formal 
methods and abstract concepts that the computer 
science discipline provides independently from 
concrete problems or technologies. This second 
area of IT competence, which should be referred 
to as conceptual knowledge, enables IT profes-
sionals to design flexible software architectures 
and implement high-quality electronic products. A 
taxonomy that differentiates between technology 
knowledge and conceptual knowledge is able to 
cover the explicit knowledge of the computer sci-
ence discipline in an acceptable manner. However, 
it does not suffice to fully describe IT competence 
since tacit knowledge is not included. The miss-
ing tacit part of IT competence results from the 
practical use of Web technologies and computer 
science concepts. Practical experience, though, is 
always connected with the assimilation of further 
explicit knowledge, such as how to access external 
knowledge resources with the help of search en-
gines (Bassellier et al., 2001; Taylor et al., 2001). 

Figure 1. Competence model for IT professionals in Internet-based ventures

Fu
nc

tio
na

l/d
is

ci
pl

in
ar

y 
le

ve
l

IT
co

m
pe

te
nc

e
Bu

si
ne

ss

 

co
m

pe
te

nc
e

T ac it know ledgeE xp lic it k now ledge

E p istem o log ica l leve l

R ea liza tion
com petence

Techno logy 
know ledge

C oncep tua l
know ledge

In te rpe rsona l 
com petence

B usiness 
m anagem ent

know ledge

E n trep reneu ria l
com petence

N e t E conom y c om pe tence IT /B usiness
v is ion

Tr
an

sd
is

ci
pl

in
ar

y
co

m
pe

te
nc

e

Fu
nc

tio
na

l/d
is

ci
pl

in
ar

y 
le

ve
l

IT
co

m
pe

te
nc

e
Bu

si
ne

ss

 

co
m

pe
te

nc
e

T ac it know ledgeE xp lic it k now ledge

E p istem o log ica l leve l

R ea liza tion
com petence

Techno logy 
know ledge

C oncep tua l
know ledge

R ea liza tion
com petence

Techno logy 
know ledge

C oncep tua l
know ledge

In te rpe rsona l 
com petence

B usiness 
m anagem ent

know ledge

E n trep reneu ria l
com petence

In te rpe rsona l 
com petence

B usiness 
m anagem ent

know ledge

E n trep reneu ria l
com petence

N e t E conom y c om pe tence IT /B usiness
v is ion

Tr
an

sd
is

ci
pl

in
ar

y
co

m
pe

te
nc

e



���  

Competence of Information Technology Professionals in Internet-Based Ventures

As a third subdimension, realization competence 
therefore enables IT professionals to apply their 
own explicit IT knowledge by enhancing it with 
both explicit and tacit experience components.

Business competence: Important enablers of 
alignment of business and IT are that IT people 
understand the business and demonstrate leader-
ship (Luftman & Brier, 1999). Rather than being 
technical experts, they need to be business problem 
solvers (Venkatraman, 1999). Consequently, in or-
der to actively participate in formulating strategy 
and processes of the venture as suggested by the 
basic principles of IT governance, IT profession-
als need a sound understanding of the business. 
Furthermore, business competence increases the 
intention of IT professionals to collaboratively 
work with their business partners (Bassellier & 
Benbasat, 2004). As IT professionals in Internet-
based ventures need to implement entirely new 
business processes, they need to understand the 
respective operational use cases and have to be able 
to interpret managerial problems (Lee et al., 1995; 
Cash et al., 2004). Moreover, the software devel-
opment processes themselves have to match eco-
nomic requirements, which makes fundamental 
business management knowledge indispensable 
for IT professionals (Bassellier & Benbasat, 2004; 
Todd et al., 1995). This knowledge is related to 
the entrepreneurial competence which comprises 
the IT professional’s experience in founding new 
businesses, as well as explicit knowledge resulting 
from entrepreneurship literature and/or teachings. 
As a third subdimension, business competence 
includes interpersonal competence, covering the 
abovementioned communication and leadership 
abilities (Bassellier & Benbasat, 2004), the abil-
ity to work with others, project management and 
customer relations skills (Lee et al., 1995). Various 
frictions in teams result from a lack of leadership 
and unrealistic expectations, which are therefore 
a major risk in Internet projects (Reifer, 2002). It 
is thus crucial that IT professionals become expert 
knowledge providers within their team and are 
able to explain technical issues to their partners 
(Cash et al., 2004).

Transdisciplinary competence: Alignment 
in e-business environments requires business 
visionaries that understand both the fundamen-
tal laws of the Net Economy and the technical 
foundations driving success in this arena (Bauer, 
2001). As the IT professional is responsible for 
the technological aspects of the overall electronic 
product, a solid Net Economy competence is 
crucial. This competence dimension includes 
explicit knowledge on electronic value creation 
processes, electronic payment methods, legal 
aspects of electronic business as well as existing 
platforms and business models (Kollmann, 2006; 
Taylor et al., 2001). Moreover, Net Economy 
competence covers an experience component, i.e. 
tacit knowledge on operational problem-solving 
processes that cannot be classified as either IT- or 
business-related. From a strategic perspective, 
the IT professional needs to anticipate implica-
tions of external change and relate them to the 
venture’s platform. This requires a holistic view 
on market and technology trends, and the own 
business and its Web application, incorporating 
both critical and creative thinking (Cash et al., 
2004; Dalal, 1994; Fang et al., 2005; Tang et al., 
2001; ). The respective IT-Business vision is highly 
characterized by tacit knowledge and enables the 
IT professional to make intelligent decisions with 
respect to the product development processes and 
the architecture of the Web application. Modeling 
this dimension is reasonable since IT governance 
relies on the capability of all management team 
members to formulate strategy and understand 
the long-term interplay between business and IT 
(Peterson, 2004).

Factors Influencing the Value 
propositions of the competence 
dimensions

While in the preceding subsections the constitutive 
dimensions of competence of IT professionals in 
the Net Economy have been identified, the differ-
ent dimensions will now be analyzed in regard 
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to their relevance. The following paragraphs 
will discuss potential factors that influence the 
value proposition of specific IT-related skills and 
knowledge areas in an Internet-based venture. 
Two kinds of influencing factors can be identified, 
including factors that have an effect on the actual 
value proposition of a competence dimension and 
factors that influence the perception of the value 
proposition by the partners. The perceived value 
proposition of a competence dimension results 
from the founder’s interpretation of the actual 
value proposition of that competence, that is, a 
moderating effect of the respective factors can be 
constituted (Figure 2). In order to understand to 
what extent business and IT people contribute to 
value creation and how they perceive the contribu-
tion of each other’s distinct competencies, both 
kinds of influencing factors need to be consid-
ered. In the following, supposable dependencies 
will be exemplarily discussed for each kind of 
influencing factor.

Factors influencing actual value proposi-
tions: Important factors influencing the actual 
relevance of the competence dimensions result 
from the characteristics of a venture’s business 
model and its electronic products, as these char-
acteristics directly affect the resource require-

ments of the software development process. On 
the one hand, this includes the complexity of the 
venture’s platform, that is, the degree of difficulty 
in analysis, design and implementation of the 
software (Zhang, Windsor & Pavur, 2003). Com-
plexity depends on functional requirements such 
as interactive elements and personalized content 
as well as non-functional requirements such as 
performance, availability, usability, security or 
maintainability (Bass, Clements & Kazman, 
2003; Deshpande, Murugesan, Ginige, Hansen, 
Schwabe & Gaedke, 2002). Another important 
product characteristic is its degree of innovative-
ness, that is, the newness of the technology itself 
or in the newness of applications the technology 
offers to the customer. For instance, launching 
an E-Shop (Kollmann, 2006) can be expected to 
require low development efforts, because there 
exists a variety of ready-made Web applications 
for this business model. By contrast, newly found 
businesses with highly innovative platforms 
(such as Google with respect to their search 
technology) will initially focus on the perfec-
tion of their technology rather than on aspects of 
commercialization and generating revenues. In 
particular, technical problems at the beginning of 
business operations can be expected to give way 

Figure 2. Factors influencing the perceived value proposition of a competence dimension
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to environmental, commercial and competitive 
problems in later development phases (MacInnes, 
2005). Consequently, a shift from IT competence 
to business and transdisciplinary competence can 
be postulated with the passing of time. Moreover, 
as resource availability and thus the number of 
IT personnel can be expected to increase during 
the growth of the young firm (Kollmann, 2006), 
a shift from operational to strategic tasks can be 
presumed (Sgobbi, 2002). While at an early stage, 
IT professionals need to posses entrepreneurial 
competence, an efficient programming style and 
sound technology knowledge, the later CIO is 
required to additionally possess business manage-
ment knowledge and interpersonal competence in 
order to delegate operational development tasks to 
her IT staff. Similarly, the relevance of possessing 
conceptual IT knowledge and having an IT/Busi-
ness vision can be expected to increase over time, 
as the focus moves from a short-term realization 
to a long-term intensification and diversification 
of the initial business idea (Kollmann, 2006). The 
aspect of changing requirements particularly ap-
plies to Web 2.0 platforms whose business models 
and Web applications are vague at the beginning, 
but evolve over time (Highsmith, 2002; O’Reilly, 
2005). In this regard, another factor influencing 
the value propositions of IT-related competencies 
is the volatility of the IT/Business environment, 
as it necessitates software enhancement activities 
such as adding, changing, and deleting software 
functionality in response to new and evolving 
business requirements (Banker & Slaughter, 2000; 
Zhang et al., 2003).

Factors influencing value perception: In gen-
eral, a respondent’s temperament determines that 
respondent’s view of knowledge, while knowledge 
views of technologists and managers are likely to 
diverge (Dueck, 2001). A first important moderator 
is thus the respondent’s functional role, that is, the 
question whether the respondent is responsible for 
IT-related or business-related tasks. For instance, 
IT professionals tend to think rather conceptual 
than pragmatic, while they ascribe less importance 

to interpersonal relationships. Besides personality, 
views on knowledge depend on the respondent’s 
knowledge itself, including practical experience 
in an area where the respective knowledge is 
required. It can be argued that value perception 
is distorted depending on the configuration of 
the respondent’s competence profile, as social 
psychology suggests that individuals rate other 
people more positively the more similar they are 
to themselves (Byrne, 1971; Jackson, Brett, Sessa, 
Cooper, Julin & Peyronnin, 1991). In addition, 
business managers are often not aware of the mul-
tidimensionality of IT competence (Nakayama & 
Sutcliffe, 2003), while inexperienced IT profes-
sionals might underestimate the importance of 
their business competence. In contrast, shared do-
main knowledge between IT and business people 
positively affects a correct understanding of each 
other’s contribution to the firm (Reich & Benbasat, 
2000). Furthermore, shared domain knowledge 
positively affects the degree of IT/Business align-
ment within the founding team which “refers to 
the state in which business and IT executives 
understand and are committed to the business 
and IT mission, objectives, and plans” (Reich & 
Benbasat, 2000, p. 81). In this context, alignment 
itself can be expected to clarify the value percep-
tion of the competence dimensions critical to IT 
professionals. Misalignment, in contrast, is likely 
to distort the respondents’ perceptions.

futurE trEnds

As the IT/Business environment of the Net Econ-
omy will continue to evolve and remain volatile 
in the future, also the role of the IT professional, 
respectively, of the CIO in Internet-based ventures 
can be expected to change further on. In particu-
lar, current Web 2.0 concepts redefine the roles 
of both Web users and Web developers, requir-
ing Internet-based businesses to deliver services 
rather than software products and trust their cus-
tomers as co-developers (O’Reilly, 2005). Some 
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of the resulting competency changes have been 
discussed in this chapter. However, the impact of 
Web 2.0 on the core competency requirements of 
Internet-based firms will further increase in the 
future. Furthermore, the prospective convergence 
of Web 2.0 and the Semantic Web (Wahlster & 
Dengel, 2006) will even more dramatically change 
the IT/Business environment of the Net Economy 
which will be characterized by intelligent search 
agents and semantic Web services in the future 
(Sheth, Verma & Gomadam, 2006). From an IT 
governance point of view, these changes will 
inevitably entail a need for IT professionals who 
understand the technology trends and the resulting 
managerial implications, as well as a well-aligned 
team of founders incorporating the wide range 
of skills and knowledge required for operating a 
business in the Net Economy.

The framework presented in this chapter sets 
up the theoretical foundations for understanding 
the IT-related competence requirements and com-
petence perceptions within the founding teams of 
Internet-based ventures. With respect to future 
research activities, dependencies between factors 
influencing the actual value, factors influencing 
value perception and the perceived value of the 
individual competence dimensions need to be 
modelled and tested on an empirical basis.

conclusion

Drawing upon the general IT governance prin-
ciple of aligning business and IT, this chapter 
articulated the concept of IT-related competence 
in young firms of the Net Economy, outlined 
its dimensions and suggested a framework for 
modeling effects on the value propositions of the 
different dimensions as perceived by the partners. 
The proposed competence model comprises three 
dimensions, including IT competence, business 
(i.e., non-IT) competence, and transdisciplinary 
competence. According to their epistemological 
and functional/disciplinary characteristics, these 

dimensions have been subdivided in order to 
meet the contextual particularities of Net Econ-
omy ventures, resulting in eight subdimensions 
(technology knowledge, conceptual knowledge, 
realization competence, business management 
knowledge, entrepreneurial competence, inter-
personal competence, Net Economy competence, 
and IT/Business vision). With respect to exploring 
the value propositions of these dimensions, two 
kinds of influencing factors have been identified: 
factors that have an effect on the actual value 
proposition of a competence dimension (such as 
business model, development phase, resource 
availability, and environmental dynamism), and 
factors that influence the perception of the value 
proposition by the partners (such as the respec-
tive partner’s functional role and competence 
profile, and the degree of IT/Business alignment 
within the team). In order to understand to what 
extent business and IT people contribute to value 
creation and how they perceive the contribution 
of each other’s distinct competencies, possible 
dependencies have exemplarily been illustrated for 
both kinds of influencing factors. Further explor-
ing these dependencies and relating them to IT 
governance principles is crucial to comprehend 
the complex competence requirements of Inter-
net-based ventures and the mutual understand-
ing of the founders’ value contributions within 
heterogeneous teams.
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abstract

This chapter assesses what role maturity models can play in enterprise IT governance. Frameworks 
that are well known in the IT industry, such as the Capability Maturity Model, make it possible to assess 
maturity in key areas. The author describes additional maturity models that have no formal association 
with a comprehensive framework, the application of which represent significantly less overhead than 
the larger frameworks that include a maturity model component. The author seeks to present a broad 
perspective on maturity models that enterprises can use as a preliminary means of evaluating what tools 
are available to them. As such, this overview of maturity models is intended to facilitate the selection of 
a model that can bring about improved IT governance in one or more focus areas. 

introduction

Organizations have a number of tools and tech-
niques at their disposal to facilitate governance 
of the enterprise, and one of their chief areas of 
focus continues to be how best to govern infor-
mation technology (IT). Although the corporate 

scandals of recent years have invited greater 
scrutiny over enterprise business practices, it has 
been clear for quite some time that there is a need 
for greater oversight via corporate governance, 
and by extension, IT governance. During the mid-
1980’s, when the application of enterprise-wide 
IT to business problems was still a relatively new 
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phenomenon, it was already becoming apparent 
to some industry leaders that there was a need 
for greater oversight over IT activities. As noted 
by McGovern, Ambler, Stevens, Linn, Sharan, 
and Jo  (2004), one of the outcomes of that need 
for greater oversight was the development of the 
Capability Maturity Model (CMM) at Carnegie 
Mellon University’s Software Engineering Insti-
tute (SEI) (2006). Since the introduction of the 
CMM, numerous variations of the original model 
have emerged, culminating with the merger of 
several of those models as the Capability Matu-
rity Model Integration, or CMMI. Meanwhile, 
numerous other frameworks have emerged that 
include a capability maturity model component, 
as well as specialized maturity models that are 
not part of a formal framework. The purpose of 
this chapter is to introduce the most significant 
maturity models, to compare those models, and 
to assess the extent to which the various models 
can facilitate IT governance activities in the 
corporations of today and tomorrow. 

literature review

Although a detailed treatment of corporate gover-
nance is beyond the scope of this chapter, a brief 
introduction to the topic is necessary to place IT 
governance within the larger governance context. 
Gottschalk (2006) suggests that it is necessary 
to consider three distinct views of the enterprise 
when preparing to assess and implement corpo-
rate governance and IT governance practices. 
According to what he calls the “resource-based 
view”, differences in enterprise performance are 
directly attributable to differences in resources 
and capabilities, while the activity-based and 
value configuration-based views focus on enter-
prise performance in terms of measurement of 
resource flows within activities and measurement 
of business processes in terms of the creation of 
business value for customers, respectively. By 
way of contrast, Cingula (2006) diverges from 

what he sees as the standard view of corporate 
governance where the focus is typically on finan-
cial regulations or decision making frameworks 
driven by legal considerations, instead changing 
the focus to the most important processes in the 
enterprise. Cingula goes on to suggest that some 
of the most important processes from a corporate 
governance perspective include strategic plan-
ning, financial reporting, controlling, and public 
relations processes. 

Even if  IT governance were not the focus of this 
volume, no discussion of corporate governance is 
complete without mention of IT governance. In 
a 2005 study completed by the United Kingdom 
Office of Government Commerce (OGC), the IT 
Governance Institute (ITGI), and the IT Service 
Management Forum (itSMF), the authors iden-
tify numerous business reasons for defining and 
following IT best practices. Examples of these 
business reasons include greater interest in and 
oversight over IT spending and return on invest-
ment, a growing body of regulatory and compli-
ance instruments in industries such as finance, 
pharmaceuticals, and health care, and the need 
to exercise great care when selecting business 
partners such as those who specialize in service 
acquisition and outsourcing.

Because IT governance activities are typically 
broad in scope, it can be helpful to conceptualize 
the application of IT governance to an organiza-
tion’s day-to-day activities in terms of business 
processes. Betz (2007) describes what he considers 
the three most important process frameworks, 
which, in addition to the aforementioned CMMI, 
are the ITGI’s Control Objectives for Information 
and related Technology (COBIT), and the OGC’s 
Information Technology Infrastructure Library 
(ITIL), in particular, the two ITIL volumes that 
focus on IT Service Management (ITSM). What 
follows is an introduction to maturity models in 
general, followed by an overview of these three 
key maturity model frameworks.
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overview of key frameworks

The central concept behind a maturity model is 
the notion that it is possible to evaluate the matu-
rity of various processes based on a hierarchical 
scale. Although numerous maturity models exist, 
a few of which have already been mentioned, and 
others that will be mentioned later in this chapter, 
what they have in common is the idea that it is 
possible to view organizational development as a 
continuum of stages (or levels) that organizations 
pass through as they go from process immaturity 
to process maturity. Despite minor differences in 
terminology, all models begin with a Level Zero 
(process nonexistent) or Level One (initial pro-
cess), continuing on with Level Two (repeatable 
process), Level Three (defined process), Level 
Four (managed process), and Level Five (opti-
mized process). De Haes and Van Grembergen 
(2004) thus see the value of a maturity model as 
a “tool [that] offers an easy-to-understand way 
to determine the ‘as is’ and ‘to be’ positions and 
enables the organization to benchmark itself 
against best practices and standard guidelines. 
In this way, gaps can be identified and specific 
actions can be defined to move toward the desired 
level of strategic alignment/governance maturity” 
(IT Alignment/Governance Maturity Models 
section, ¶ 1). 

CMMI (and its predecessor models) focuses 
heavily on processes related to software devel-
opment. Hass (2003) summarizes the distinction 
that the SEI makes between what CMMI calls 
capability and maturity levels. That is, the CMMI 
has six capability levels that can measure an 
organization’s process improvement achievement 
relative to a generic goal and a set of practices as-
sociated with that goal. By way of contrast, for each 
of the five CMMI maturity levels, a predefined 
set of process areas and goals serves as a means 
of measuring organizational maturity. To use the 
SEI’s own terminology (2006), capability levels 
are seen as a type of “continuous representation,” 
in that process improvement is seen as a continuing 

effort that should allow for working on different 
problems at different rates. For instance, applying 
capability levels can facilitate working on either a 
single problematic area associated with a particu-
lar process, or instead work could move forward 
on simultaneously improving several areas that 
might align well with an organization’s strategic 
goals and objectives. With “staged representa-
tion,” which is based on maturity levels, process 
improvement proceeds through one stage at a 
time, with the improvement that takes place at 
each level intended to provide a foundation for 
the stage that comes next.

With COBIT, the focus shifts to process con-
trol, that is, COBIT sees itself as a methodology 
that can enable organizations to manage IT gov-
ernance processes, and in particular, to conduct 
audits. Lankhorst et al. (2006) characterize COBIT 
as a set of control objectives and management 
guidelines that organizations can apply to any 
of the 34 IT processes that the IT Governance 
Institute has identified. In addition to the control 
objectives, COBIT also features critical success 
factors, as well as a six-level maturity model that 
organizations can use to enable IT governance 
functions. As stated by the ITGI (2005) in its 
COBIT 4.0 documentation, determining what 
the desired state is for the maturity of any of the 
IT process areas depends primarily on the return 
on investment that a given enterprise seeks – that 
is, how decision makers manage and implement a 
particular capability in an IT environment is driven 
by cost-benefit considerations. In slight contrast to 
the capability and maturity levels that are central 
to the CMMI, in COBIT, there are three facets 
of maturity (capability, maturity, and control), all 
three of which need to be addressed in order to 
provide the requisite level of IT governance.

The OGC takes a different approach to assess-
ing organizational maturity and performance. As 
Lankhorst points out, the key OGC objective in 
releasing a set of best practices that has grown 
to nine volumes was and is to develop and make 
known best practices for IT Service Management 
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(ITSM). Betz sees the origins of the OGC approach 
in the IBM “Yellow Books,” and to Betz, the real 
focus of ITIL in general, and ITSM specifically, 
is “the concept of ‘service,’ a business-intelligible 
manifestation of the IT capability that represents 
value-adding functionality, from the business 
perspective” (Betz, 2007, pp. 38-39). Both Betz 
and Lankhorst observe that the Service Delivery 
and Service Support ITIL volumes are the most 
critical components of the larger library, such 
that service delivery includes processes such as 
service-level management, availability manage-
ment, and financial management associated with 
the delivery of IT services, while service support 
includes processes such as problem management, 
incident management, configuration management, 
and release management. For the purposes of this 

paper, arguably the most significant difference 
when comparing ITSM to CMMI and COBIT is 
that while the OGC does not include an integrated 
maturity model as a component of its ITSM (or 
ITIL, for that matter), both CMMI and COBIT 
provide formal mechanisms for measuring process 
maturity. Ultimately the selection of a maturity 
model requires a careful assessment of the mod-
els themselves and the organizational context to 
which they are to be applied.

To facilitate a very general comparison of 
the three frameworks, Table 1 shows selected 
processes from each framework. Because Betz 
and others have suggested that service delivery 
and service support are arguably the strongest 
areas of the ITIL framework, some of the ITIL 
process areas related to service delivery and ser-

Table 1. Comparison of selected ITIL, COBIT, and CMMI processes

ITIL Process COBIT Process CMMI Process

Establish service portfolio DS1 Define and manage service 
levels

Organizational Process Definition (OPD)

Develop service plans DS4 Ensure continuous service Organizational Process Focus (OPF)

Manage service provision AI1 Identify automated solutions Organizational Process Performance 
(OPP)

Establish service reporting policy P04 Define IT processes, organiza-
tion, and relationships

Organizational Process Definition (OPD)

Create service management vision DS1 Define and manage service 
levels
DS2 Manage third-party services

Organizational Process Definition (OPD)
Supplier Agreement Management (SAM)

Establish appropriate policies and 
standards

P06 Communicate management 
aims and direction

Organizational Process Definition (OPD)

Evaluate current organizational 
position – benchmarking/maturity 
assessment

M1 Monitor and evaluate IT perfor-
mance

Measurement and Analysis (MA)

Report on delivery – progress moni-
toring and process improvements

M1 Monitor and evaluate IT perfor-
mance

Measurement and Analysis (MA)

Review benefits and revise service 
improvement plans

DS1 Define and manage service 
levels

Measurement and Analysis (MA)
Supplier Agreement Management (SAM)

Review underpinning contracts and 
OLAs

DS1 Define and manage service 
levels

Supplier Agreement Management (SAM)

Identify and record problems DS10 Manage problems Causal Analysis and Resolution (CAR)

Undertake configuration management 
planning

DS9 Manage the configuration Configuration Management (CM)

Establish change approach, advisory 
board and procedures

AI6 Manage changes Integrated Project Management (IPM)
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vice support are shown in Table 1, with related 
process areas from COBIT and CMMI shown in 
the corresponding row. Note that all references 
are to ITIL Version 2, COBIT Version 4.0, and 
CMMI for Development Version 1.2.

basElinE taxonomy of 
maturity modEls

By focusing on key processes, as Cingula suggests, 
and by identifying the most influential process 
frameworks (of which capability maturity mod-
els are a part), as Betz has done, it is possible to 
propose a baseline taxonomy for maturity models 
that can serve as an organizational scheme for a 
brief assessment of additional maturity models. 
Table 2 shows five categories that can serve as a 
metaphor for the maturity models that have been 
discussed, as well as maturity models associated 
with each of the five categories, some of which 
are briefly described below. Items shown in pa-
rentheses are models or frameworks with which 
the maturity model is associated, if the maturity 
model is not formally associated with a particular 
framework. It is important to emphasize that this 
is a very brief summary of some of the maturity 
models that exist—there are many others (most of 
which are described in the next section), and there 
are still more process frameworks for which no 
particular maturity model has been developed.

As previously mentioned, ITIL does not in-
clude a formal maturity model. That being the 
case, maturity models that are unique to IT service 

management have emerged. One of those is the IT 
Service Capability Maturity Model (IT Service 
CMM), which originated with two research proj-
ects that were sponsored by the Dutch Ministry of 
Economic Affairs, along with other Dutch govern-
ment and research institutions. Much like ITIL’s 
focus on the two pillars of service delivery and 
service support, Niessink, Clerc, Tijdink, and van 
Vliet (2005) have structured the IT Service CMM 
such that it focuses on what they call service level 
management and service process management, 
with service level agreements (SLAs) serving as 
a linkage between the two.

Although a description of Enterprise Archi-
tecture (EA) in general, and of EA frameworks in 
particular (such as The Open Group Architecture 
Framework [TOGAF]), are beyond the scope 
of this chapter, there are important reasons for 
EA to receive its share of corporate attention. 
Lankhorst maintains that one of the reasons for 
an organization’s EA to be well understood and 
well documented is that doing so makes it easier 
for business and IT stakeholders to be in align-
ment. That is to say, when thinking of business 
strategy, it is vitally important to consider the 
type of IT infrastructure that can best support 
that strategy, and the converse is also true. It is 
based on this background understanding, then, 
that the value of employing a maturity model 
approach to EA could be a valuable practice in 
many corporations, and in 2003, the National 
Association of State Chief Information Officers 
(NASCIO) released their Enterprise Architecture 
Maturity Model for that purpose.

Table 2. Baseline maturity model taxonomy

Maturity Model Categories

IT Governance Enterprise 
Architecture

Security Design/ 
Development

Service 
Management

Maturity Model 
Examples

 
COBIT 

 
EAMM (CMMI/ 

TOGAF)

 
ISM3

(ISO9001:2000)

 
CMMI

IT Service CMM 
(ITIL/Software 

CMM)
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A detailed discussion of Information Security 
issues, like a discussion about EA issues, is beyond 
the scope of this chapter. One of the things that is 
most notable about the Information Security arena 
is that given the great extent to which numerous 
sectors, such as government and finance, devote 
considerable resources to information protection, 
numerous regulations and guidelines exist that 
apply to this area. As such, the introduction of 
the Information Security Management Maturity 
Model (ISM3) (2007) to what is a complex area for 
organizations to manage serves as an additional 
IT governance resource. To briefly summarize, 
ISM3 consists of various processes, metrics, 
certification requirements, and an information 
security process model, all of which are intended 
to make it possible to apply ISO 9001 concepts 
in an information security context.  

ExtEndEd taxonomy of 
maturity modEls

In part because most of the maturity models in 
the previous section are a component of a larger 
process improvement framework, and as such 
require a significant amount of effort to apply 
to existing business processes, for the most part 
those models are adopted only in larger enterprise 
contexts. The maturity model concept has also 
proven to have considerable appeal as a construct 
for assessing the maturity of additional business 
processes. Because it is possible to develop a 
maturity model with no formal association with 
a larger process improvement framework, in re-
cent years, many companies, organizations, and 
individuals have proposed maturity models of 
their own. Table 3 shows the initial set of maturity 
models from the previous section, referred to as 
“baseline maturity models,” along with “extended 
maturity models” that have been proposed over 
the past ten years.

issuEs, controvErsiEs, 
problEms

Perhaps the most significant challenge facing 
organizations, and likely one of the greatest frus-
trations of individuals external to an organization 
who happen to have either a personal interest in 
it (for example, how it performs on various social 
issues) or a vested interest in it (for example, how 
it performs financially), is that there are many 
who see the pursuit of corporate governance as 
an unnecessary diversion of resources away from 
activities that further the fundamental interests 
of the corporation. Davies (2006) suggests that 
much of the focus to date has been on the structure 
and processes of corporations. Instead, he would 
like to see greater focus on the strategic goals and 
objectives of corporations—and not only in areas 
such as risk management, but also in a broader 
strategic sense. 

At a more tactical level, the adoption of pro-
cess-centric approaches in the majority of organi-
zational contexts typically meets with resistance, 
particularly when management does not take 
the time to clearly articulate the potential gains 
associated with the approach they have chosen 
to take. It is too often the case that what might 
seem like a very sound business decision at the 
most senior levels of management is lost on those 
who are directly impacted by initiatives such as 
business process improvement, because the key 
factors driving the decision are not necessarily 
communicated broadly across the enterprise. 

A challenge that this paper illustrates par-
ticularly well is the potentially daunting variety 
of maturity models and process frameworks. 
Given this assortment of options, having a clear 
mandate from management on exactly what ap-
proach is to be used is especially important. In 
the absence of consistent and well-understood 
IT governance principles and practices, the IT 
practitioner typically follows whatever internal 
guidance might existence for the IT pratitioner’s 
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team or business unit, which in practice often 
means that there are significant differences in 
practice across the enterprise, be it configura-
tion management, release management, or any 
of the other activities described by the process 
frameworks and maturity models that have been 
mentioned in this chapter. In short, IT governance 
lacks a widely accepted, consistent set of practices 
and the means through which to leverage those 

practices to achieve improved business results, 
as observed by Peterson (2004).

solutions and 
rEcommEndations

Arguably the greatest driver for the development 
and application of maturity models is the growing 

Table 3. Extended maturity model taxonomy

Maturity Model Categories

IT  
Governance/
Program- 
Project-Port-
folio Manage-
ment

Data  
Architecture/
Storage Man-
agement

Enterprise  
Architecture

Security/ 
Security Ar-
chitecture

Design/ 
Development/ 
Application 
Architecture

QA/Testing/ 
Support

Service Man-
age-ment/ 
Configura-
tion Manage-
ment

Baseline 
Maturity 
Models

 
COBIT     EAMM

 
ISM3

 
CMMI

 
IT Service 

CMM 

Extended 
Maturity 
Models

Knowledge 
Management 
Maturity 
Model

Database 
Administra-
tion Maturity 
Model

EA Assess-
ment Frame-
work 

Capabilities 
Maturity Model 
for Security

Enterprise 
Service Orien-
tation Maturity 
Model 

Software 
Maintenance 
Maturity 
Model 

CA Services 
Level Man-
age-ment Ma-
turity Model

Organiza-
tional Project 
Management 
Maturity 
Model (OPM3)

Information 
Lifecycle 
Management 
Maturity 
Model

Enterprise 
Architecture 
Management 
Maturity 
Framework 
(EAMMF)

Information 
Security Matu-
rity Assessment 
(derived from 
COBIT)

Open Source 
Maturity 
Model

Testing Ma-
turity Model 
(TMM)

Configura-tion 
Manage-ment 
Maturity 
Model

Portfolio, 
Programme 
& Project 
Management 
Maturity 
Model (P3M3)

Information 
Maturity 
Model

Extended 
Enterprise 
Architecture 
Maturity 
Model

Security Matu-
rity Model

Service 
Integration 
Maturity 
Model 

The Testing 
Maturity Mod-
el (TMMi)

Tideway 
Configura-tion 
Manage-ment 
Maturity 
Levels

Extended 
Maturity 
Models 
(continued)

PRINCE2 Ma-
turity Model

Meta Data 
Management 
Maturity 
Model

SOA Maturity 
Model *

Maturity Mod-
el for Data 
Integration

Usability Ma-
turity Model

Web Services 
Maturity  
Model 

Note: Multiple instances of maturity models that include the term Service Oriented Architecture exist
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amount of corporate oversight, which has been 
a direct result of numerous factors, including 
corporate accounting scandals, greater scrutiny 
in highly regulated industries such as health 
care, pharmaceuticals, and finance, and growing 
demand for improved information protection and 
information security controls. It is clear, therefore, 
that the more regulated the enterprise, the easier 
it tends to be to make a business case for busi-
ness process management and business process 
improvement, as well as putting in place various 
types of controls to facilitate corporate governance 
and IT governance. 

Corporations, for their part, no matter what 
industry they are in, are most definitely influenced 
by public relations considerations. As more has 
become known to the public about corporate prac-
tices, and as voluntary codes of best practices have 
been introduced, not to mention formal legislation 
and statutory regulations, as Fasterling (2006) 
observes, corporations tend to gravitate toward 
practices that are receiving a great deal of atten-
tion, and therefore a set of practices gains greater 
authority merely because more corporations are 
willing to adopt it. In the UK, for example, Davies 
(2006) sees the Operating and Financial Report 
(OFR), a component of the proposed Companies 
Act, as a driver for greater focus on business per-
formance as some organizations retool or refocus 
their governance efforts. 

It is also important to distinguish between 
IT management and IT governance. Gottschalk 
argues that the proper role for IT management is 
in the areas of IT operations management and the 
effective delivery of IT services, while governance 
not only contributes to day-to-day performance 
and operations, as IT management does, IT gov-
ernance must also play a transformational role so 
that IT can meet future business challenges. 

The decision on whether to formally evaluate 
maturity in a particular business process area, 
and which maturity model is best suited to the 
purpose, should be based on a number of dif-
ferent considerations. Most importantly, anyone 

contemplating an assessment of process maturity 
should identify a business problem that needs to 
be solved and formulate a set of clear, measurable 
goals that facilitate improvement in the desired 
area. Equally significant, an understanding of 
organizational cultural is critical, as is senior 
management support. For instance, in small- to 
–medium-sized organizations, it is unlikely that 
a process framework such as CMMI would be 
appropriate. Furthermore, it is difficult (and 
generally not advisable) to decouple a maturity 
model from the larger framework with which it is 
associated. In such situations, one of the maturity 
models that has no formal association with a larger 
framework might be a suitable alternative to help 
bring about improvement in the desired area.

futurE trEnds

In 2005, the ITGI contracted with Price Water-
house Coopers to conduct its second survey report 
based on its findings related to awareness and 
use of IT governance practices and frameworks 
(the first such survey report was in 2003). Given 
that ITGI was sponsoring the research, to some 
extent there was an effort to understand the use of 
COBIT in particular, but there was also a greater 
effort to determine how much awareness exists 
about other frameworks. 

The findings of the IT Governance Global 
Status Report, which was published in 2006, are 
instructive. For instance, there are significant 
differences from one industry sector to another, 
such that in the financial and IT/telecom sectors, 
performance on IT governance in general was 
better than in sectors such as retail and manufac-
turing. Another important finding, and one that 
should come as little surprise to IT practitioners, 
is that it takes time to introduce solid IT gover-
nance practices, and that there is no such thing 
as a “one size fits all” approach (customization is 
always needed). What this means in real terms is 
that there has to be a lasting commitment from 
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senior management to IT governance, because 
not only is it non-trivial to put IT governance 
practices in place, it requires ongoing assessment 
and communication to ensure that the governance 
measures are achieving the desired result.   

In closing, there will continue to be a need 
for organizations of various sizes to assess their 
process maturity. Organizations that assess their 
business processes and take steps to improve 
those processes can realize significant benefits, 
regardless of which framework or methodology 
they choose to employ. As Betz (2007) points out, 
“Businesses are about activities, and optimizing 
these activities is a primary challenge… Framing 
IT activities in terms of business process leads to 
increased credibility with business stakeholders… 
Even if the business customer is unfamiliar with 
the particulars of IT process, the overall concepts 
of process improvement will resonate more suc-
cessfully than any technical jargon” (p. 105).
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abstract

Governance is the exercise of control and direction over a subject such as a society, an organization, 
processes, or artifacts, by using laws and policies that are defined, deployed, and executed. In this 
chapter we develop this definition into a formal conceptual model that can be applied to a variety of 
governance domains. At the heart of this model lies the concept of the governance solution and its life-
cycle. The governance solution embodies the set of mechanisms—decision rights, policies, controls, and 
measurements—applied to a governance scope in order to achieve some governance goals. As part of 
the lifecycle, the effectiveness of the governance solution is measured, and corrections and alignments 
are made as necessary. We demonstrate how this model can be applied to multiple governance domains 
by providing examples from IT governance as well as software-development governance. We conclude 
by providing a detailed scenario in the software-development governance space, which looks at large 
software organizations undergoing transition to agile development methodology. We further demonstrate 
how the governance model is instantiated and evolved in the context of this scenario. 
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introduction

The field of information technology (IT) gover-
nance has garnered an increased amount of atten-
tion in recent years. However, it is still struggling 
to provide a universally agreed-upon definition 
and a complete model for IT governance, along 
with the required tools and techniques.

The definitions of IT governance that can be 
found in the literature from Broadbent (1998), 
Chulani, Clay, Yaeli, Wegman, and Cantor (2006), 
Van Grembergen and De Haes (2004), Weill and 
Ross (2004), and Williams (2005) and they all 
share common ideas, such as the need to increase 
the value of IT to the organization while reducing 
risk. For example, Weill and Ross (2004) focus 
on decision rights and define IT governance as 
“specifying the decision rights and accountability 
framework to encourage desirable behavior in 
the use of IT” (p. 8). Van Grembergen and De 
Haes (2004) address the alignment of the IT or-
ganization with the business needs, and define IT 
governance as “the leadership and organizational 
structures, processes, and relational mechanisms 
that ensure that the organization’s IT sustains and 
extends the organization’s strategy and objec-
tives” (p. 1).

Chulani et al. (2006) include both decision 
rights and the alignment with business needs: 
“Within IBM, a widely accepted definition for 
IT governance is: 

• Governance that pertains to an organiza-
tion’s information technology activities and 
the way those activities support the goals of 
the business

• Decision making rights associated with 
IT as well as the mechanisms and policies 
used to measure and control the way IT 
decisions are made and carried out within 
the organization” (p. 10).

In recent years, several IT governance and 
control frameworks, such as CobiT1, ITIL2, ISO-

177993 have been developed. These frameworks 
help business management, IT management, 
quality practitioners, and auditors understand 
what needs to be done; yet they are far from being 
complete. Dahlberg and Kivijärvi (2006) outline 
the limitations of CobiT as a process-centric 
framework and suggest a new framework that 
takes an integrated process and structural ap-
proach, and links into corporate governance.

Another limitation stems from the fact that 
CobiT is a high-level framework targeted at IT 
organizations that support a business unit or a 
business organization. CobiT considers software 
development activities only within the context of 
providing a supporting service in a value chain 
for another business unit, rather than as a central 
business activity in itself. Software development 
activities are briefly described in CobiT as part of 
the high-level control objective AI2, “Acquire and 
Maintain Application Software.” CobiT thus lacks 
a description of governance mechanisms that are 
appropriate for organizations with a large focus on 
software development. To that end, organizations 
need to refer to other standards and frameworks 
that focus more on software development and 
control of software development activities.  

This chapter is aimed at bridging the gap 
between high-level IT governance and software 
development governance. We first present a model 
for governance in general, and then use the model 
to describe IT and software development domain-
specific governance. The model is built based on 
a review of the literature and a set of scenarios, as 
explained in the next section. We use the process 
of transition to agile software development (Beck 
& Andres, 2004; Dubinsky, Hazzan, Talby, & 
Keren, 2006; Highsmith, 2002) to demonstrate 
the domain-specific governance schemes. 

The agile approach to software development 
has emerged over the last decade, becoming 
mainstream as more and more organizations adopt 
agile practices (Barnett, 2006). The approach is 
based on a manifesto4 that emphasizes the indi-
viduals involved in the software development, 
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collaboration with the customer, and the need 
to provide testable working software. Several 
principles and methods (Highsmith, 2002) are 
used by software teams in different capacities 
(Ambler, 2007). As agile software development 
becomes more common, software organizations 
are becoming more interested in governing the 
transition to an agile approach. 

We present data from the first author’s involve-
ment in two software-development projects that 
were carried out at two different organizations that 
underwent the transition to agile. The first project 
was developed by the IT department of a financial 
organization. The second project was developed 
by the software group of an international product 
provider. The action research method (Lewin, 
1948) is used in this field of transition to agile 
processes, where the researchers plan an action, 
execute it while collecting data, analyze the data 
and reflect on it, and then define the next action 
by refining their role. The data emerged from 
their participation in planning sessions, guiding 
retrospective processes, involvement in refining 
the process and product measures, and consulting 
to higher management on the adoption of agile 
methodologies into the work procedures.

GovErnancE modEl 

This section presents a model for governance. The 
purpose of the model is to uniformly represent the 
main concepts involved in a governing process 
and their interrelationships. The development of 
this model started with a literature review, and 
built upon existing work using a set of scenarios 
that relate to project management, software engi-
neering, and development processes. The litera-
ture review included CobiT; Val IT5; ISO 17799; 
OCEG Foundation6; CMMI7; SWEBOK8; Weill 
and Ross (2004); and Abrams, von Känel, Muel-
ler, Pfitzmann, and Ruschka-Taylor (2006). The 
set of scenarios is based on our field experience 
as well as experiences of other practitioners and 

researchers with whom we collaborate. The model 
attempts to abstract the elements of governance 
found in the various references and domains. We 
therefore start with the dictionary definitions of 
the word governance rather than with one of the 
many domain governance definitions that exist 
in previous works.

We begin by examining the general meaning of 
governance and incrementally introduce elements 
of the model that stem from that basic definition. 
The model reflects our view of how governance 
and governance processes should be organized 
and may require modifications to describe some 
existing situations.

The word govern is defined9 as “to exercise 
continuous sovereign authority over; especially 
to control and direct the making and administra-
tion of policy in” and also “to control, direct, or 
strongly influence the actions and conduct of.” 
The first part of the definition implies that

• Governance is an ongoing process;
• There must exist an entity with legitimate 

rights to exercise authority over the things 
that are subject to governance;

• Governance is concerned with controlling 
the way policies and laws are established.

The second part of the definition suggests that 
the purpose of governance is to influence or affect 
the activities, state, or behavior of the subjects 
being governed. Hence, governance affects and 
regulates its subjects through the administration 
of policies. 

scoping authority over subjects

The definition of governance specifies that gov-
ernance exercises legitimate authority over the 
subjects being administered. We need a way 
to describe the boundaries of the subjects and 
activities being governed, as well as the bound-
aries of the area of jurisdiction over which the 
governing entity will have legitimate authority. 
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Furthermore, we know that people are subject to 
multiple governing bodies, such as national and 
local governments, as well as the organizations 
where they work. It is therefore necessary to 
describe multiple authority hierarchies and the 
relationships across these levels.

A governance scope represents a set of enti-
ties and relationships that are subject to acts of 
governance. Governance scope is hierarchically 
decomposable so that it can capture the hierarchi-
cal nature of society and business organizations. 
However, in order to represent multiple overlap-
ping hierarchies, a governance scope can belong 
to more than a single hierarchy. In principle, a 
scope can identify organizations, suborganiza-
tions, processes, activities, roles, and artifacts; 
it can then establish the boundaries over the 
entities that are governed. In the context of cor-
porate governance, the scope would be the entire 
organization and its activities. In the case of IT 
governance, the scope would be the IT organiza-
tion, processes, activities, roles, and resources. 
According to Cantor and Sanders (2007), it is 
often useful to express the scope of governance 
in terms of processes within organizations, since 
there are many existing standards that consistently 
decompose the entire activities of organizations 
into processes and activities. Examples of such 
standards include CobiT and ITIL.

A governing body, sometime referred to as the 
government, represents the set of roles that have 
the right to exercise authority over the governance 
scope. Within social and business organizations, it 
is common to find multiple governing bodies, each 

of which focuses on different kinds of scopes and 
is concerned with different governance needs. It 
is therefore useful to think about the arrangement 
of governing bodies in hierarchies and to align 
them with the hierarchies of governance scopes. 
By doing so, we can express the delegation of 
legitimate authority between governing bodies 
across the organization hierarchy, and the fact 
that legislation enacted by one governing body 
needs to conform, or at least not conflict with, 
legislation done by another governing body higher 
in the governing hierarchy chain. For example, 
a local government cannot create laws that vio-
late national and federal laws. Within business 
organizations, it is common to find a hierarchy 
of governing bodies based on an organizational 
structure. We also consider process owners as 
governing bodies who are given authority to ex-
ercise control and legislation within the scope of 
their processes. Figure 1 illustrates the hierarchical 
nature of governance scopes and the relationships 
between these and the governing bodies.

There is a large body of political science litera-
ture that talks about types of governments (e.g., 
democracy, monarchy), how they are established, 
and the accountability of the governors to their 
constituents. The current version of our model 
does not address those elements of political models 
of governments.

 
Goals of Governance

According to the second part of the definition, 
the purpose of governance is to influence the 

Figure 1. Modeling governance scopes and governing bodies
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activities, state, or behavior of the subjects being 
governed. The need to influence the subjects in the 
first place often stems from external forces that 
place constraints or requirements on the activi-
ties within the governance scope. For example, 
state government regulations place constraints on 
organizations that do business within the juris-
diction of the state. Another example is the need 
to establish or update service delivery policies 
based on new security policies established by 
the larger organization. A final example is an IT 
organization that needs to control costs or improve 
performance based on business needs.

Hence, the context represents the overall situ-
ation and set of internal and external relationships 
in which a governance scope exists and in which 
its activities take place. The context sometimes 
acts as the driver or source of requirements for 
the act of governance.

A governance goal represents the desired 
state that the initiative or act of governance is 
trying to achieve within the governance scope. 
A goal needs to be measurable and provide a 
clear indication of how success and failure will 
be assessed. Governance goals are hierarchically 
decomposable, allowing the nesting of sub-goals. 
In this case, the success criteria of a high-level 
goal can be expressed as functions of the success 
criteria of the sub-goals. An example of a gover-
nance goal in business organizations is “ensuring 
that the organization performs effectively and 
efficiently against the requirements and impera-
tives coming from its context, and to ensure the 
delivery of the expected outcome.” It is useful to 
express the governance goals in the terminology 
of the context; this enhances the communication 
between different stakeholders by providing a 
common vocabulary.

 
Governance mechanisms

 
Based on our governance definition, governance 
requires the means to “control, direct, or strongly 
influence the actions and conduct” of the governed 

subjects. A governance mechanism represents 
an abstraction of the possible mechanisms that 
can be used to regulate, influence, or control 
the actions and conduct of elements described 
within the governance scope in order to achieve 
some governance goal. There are many kinds 
of governance mechanisms that have been sug-
gested and categorized by academia, industry 
standards, and vendors. Weill and Ross (2004) 
highlight three categories of mechanisms: deci-
sion-making structures, process alignment, and 
communication mechanisms. CobiT focuses on 
mechanisms to control processes, and identifies 
policies, procedures, practices, and organizational 
structures as means of control. IBM identifies two 
major groups of mechanisms that are established 
in the governance process (Chulani et al., 2006; 
Ericsson, 2007):

• Static mechanisms: Chains of responsibil-
ity, authority, and communication (decision 
rights);

• Dynamic mechanisms: Measurement, pol-
icy, standards, and control mechanisms.

All these definitions are compatible and cover 
more or less the same types of mechanisms, al-
though the organization and focus are sometimes 
different. The following are several examples of 
these mechanisms and how they influence the 
governance scope:

• Decision rights mechanisms are the means 
through which an organization can establish, 
charter, and communicate the roles and 
responsibilities for particular management 
and decision-making processes. Typically, 
the decision rights are documented and 
communicated in a policy, such as a spend-
ing policy that allows a first-line manager 
to approve spending up to $3000 without a 
senior manager’s signature. A RACI matrix 
(Hallows, 2001) is an example of a structured 
way to describe decision rights.
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• Policies, procedures, guidelines, practices, 
and standards mechanisms all instruct the 
subjects under governance at varying level 
of formalism and strictness of the desired 
behavior or how to conduct their activi-
ties. Controls, measurements, and decision 
authority are often documented and com-
municated in policies and procedures.

• Control and measurement mechanisms 
provide the means for people with deci-
sion-making rights to control and monitor 
the activities for which they are responsible. 
Decision checkpoints, incentives, and policy 
assertions are examples of controls. For ex-
ample, a project funding approval checkpoint 
is a control in the project funding process. 
An ROI measurement is a mechanism used 
to measure the return of investment in an 
asset. Another example is the measurement 
of estimated versus actual development 
time for software development tasks. Note 
that measurement has a dual role: it enables 
monitoring but also acts as an influencing 
mechanism that drives the behavior of the 
subjects. 

The governance mechanism should provide a 
clear statement of its desired effect on the gover-
nance scope via one or more governance goals. 
Furthermore, governance mechanisms can be 
hierarchical, allowing governance goals to be 

met by a hierarchy of governance mechanisms. 
Figure 2 shows the part of the model that describes 
governance goals, scopes, and mechanisms. A 
governance mechanism affects a governance 
scope to realize a governance goal. In addition, a 
hierarchy of governance mechanisms can realize 
a hierarchy of governance goals.

Governance points and observables

In order for a governance mechanism to control 
and monitor an activity within the governance 
scope, it is necessary to identify the exact situation 
in the governance scope and the exact condition 
under which the governance mechanism should 
operate. This identification also serves as the 
specification for how to implement and deploy 
the governance mechanism. A governance point 
represents a specified location and situation within 
the governance scope to which a governance 
mechanism should be applied. For example, a 
policy that enables a first-line manager to approve 
vacations that do not exceed two consecutive 
weeks creates a governance point. This point is 
the set of situations in which first-line manag-
ers in the governance scope should decide upon 
vacation approvals. 

From an operational perspective, it is useful 
to express governance points in the context of 
artifact lifecycles, where events, activities, and 

Figure 2. Modeling governance scopes, mechanisms, and goals
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state transitions of the artifacts act as potential 
points to which governance mechanisms can be 
applied. This creates a common structure for 
the definition of governance points. It also sup-
ports the implementation and integration of the 
governance mechanism into the processes and 
software automation of the activities described 
in the governance scope.

A governance observable represents a metric, 
event, piece of information, or artifact metadata 
that can be observed by a governance mechanism 
at a governance point. This provides the means to 
characterize the behavior of the governance scope 
by identifying observable information that could 
be used to help achieve the governance goals. It 
also allows the identification of specific properties 
within the governance scope that are relevant to 
achieving a governance goal. For example, such 
properties may include an event or attribute that 
are used for calculating a metric. 

Governance solutions and the 
Governance process

So far we have shown how governance mecha-
nisms can be associated with governance scopes 
to achieve governance goals. Often, sets of mecha-
nisms, scopes, and goals collectively have some 
significance from the perspective of an organi-
zation, process, or initiative. In such cases, it is 
useful to refer to them as a group. A governance 
solution represents the collection of governance 
mechanisms applied to a set of governance scopes 
to achieve a set of related governance goals. For 
example, an IT governance solution is the set of 
governance mechanisms that are applied in the 
scope of an IT organization, its processes, and 
activities, to achieve the IT governance goals. Note 
that the term governance solution is commonly 
used (e.g., Cantor & Sanders, 2007) to denote 
the specification of the mechanisms, scopes, and 
goals. However, as we discuss next, a governance 
solution has its own lifecycle and it is necessary 
to discuss the state of the solution at specification 

time as well as at other phases of its lifecycle. 
As presented in the definition, governance 

is an ongoing process. In fact, it is an iterative 
process through which the governance solution is 
established and evolved. In Figure 3, we present 
the lifecycle of that process and typical activities 
that are likely to take place in each phase of the 
lifecycle. Among different lifecycle views, such 
as the plan–do–study–act (PDSA) cycle (Tague, 
2004), we have chosen to adapt the approach of 
Cantor and Sanders (2007) to governance lifecycle. 
This approach emphasizes the separation between 
activities to establish and evolve a governance 
solution, and those relating to the execution of 
the governance solution.

The governance process has four major 
phases:

1. Assess: The current governance solution 
is evaluated and new requirements for 
the governance solution are analyzed and 
planned. This includes measuring gover-
nance effectiveness metrics, assessing key 
performance indicators against previously 
defined governance goals, and planning how 
to address new governance needs arising 
from the context, such as new regulations.

2. Define: The governance solution is defined. 
The governance goals are captured and 
governance effectiveness measurements are 
defined. The scopes to bring under gover-
nance are determined and the governance 
mechanisms are specified.

3. Implement: This phase includes all the steps 
necessary to realize the defined governance 
specification and prepare it for execution by 
the organization. This phase could include 
process reengineering, automation and tool 
support, education, infrastructure deploy-
ment, policy announcement, and so forth. 
The governance model presented here does 
not focus on the artifacts generated in this 
phase. 
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4. Execute: The solution has already been 
deployed in the organization and manage-
ment is expected to execute the governance 
solution. Managers and other specified roles 
are exercising their decision rights and play-
ing a role in controlling and monitoring the 
scopes under their responsibility.

 
The governance lifecycle shows a clear sepa-

ration between activities done to establish and 
evolve a governance solution and those that are 
done while executing a governance solution. This 
observation can be useful for understanding the 
relationships between the roles of governors and 
managers. It can be said that governors are re-
sponsible for establishing a governance solution 
while managers are responsible for executing the 
governance solution. Moreover, a governing body 
will sometimes assign decision rights to itself; 
in those cases, the governing body is also an ac-
tor in the execution of the governance solution. 
Similarly, some managers may sit in governing 
bodies; in those cases, they assume multiple roles 
of both governor and manager.

The governance solution can be viewed as 
having states that correspond to the governance 
process phases. It is interesting to note that there is 
always some version of a governance solution that 
is in the state of “executing” for any given scope. 
In each iteration of the lifecycle, the governance 
process can modify an executing governance 
solution by defining, implementing, and deploy-
ing a new version of that solution. Furthermore, 
some steps of the Assess phase of the governance 
lifecycle may also be running continuously by 
monitoring the executing governance solution.

A governance execution result represents the 
result of applying a governance mechanism at a 
particular time. It is a measurement that relates to 
the governance scope, but is used in the context 
of the governance assessment phase. Examples of 
such measurements might be compliance records/
status or governance performance indicators.

Figure 4 illustrates the model of the governance 
solution. A governance mechanism can be used to 
affect some behavior within a governance scope 
to realize some governance goal. The governance 
mechanism can be applied at specific governance 

Figure 3. The governance lifecycle (adapted from Cantor & Sanders, 2007; used with permission)



���  

Governance of Software Development

points within the governance scope to affect or 
observe some behavior within the scope. The 
result of applying the mechanisms is stored in a 
governance execution result that is produced by 
the mechanism. 

systems of Governance solutions

We are seeing a proliferation of governance solu-
tions established by multiple governing bodies to 
cover a wide range of governance scopes. How 
are governance solutions related and how can 
the solutions be orchestrated to scale up when 
governing a large organization? 

To answer this question, we make the follow-
ing observations:

• There are multiple governance processes 
that are executed asynchronously by dif-
ferent governing bodies. Each has its own 
lifecycle and the governance solution of 
different governing bodies can be in dif-
ferent states. Furthermore, the cycle time 
may not be the same in all governance pro-

cesses. Some processes may have a one-year 
cycle, while others have a quarterly cycle, 
depending on how adaptive and responsive 
the governance should be to the changing 
scope and context.

• Governance solutions have relationships. For 
example, governance decisions made by the 
large organization will have an effect on the 
governance solutions established for smaller 
organization scopes. In fact, the former 
can be viewed as part of the context of the 
latter. For example, a larger organization 
can define a policy stating that all sub-or-
ganizations should be ISO-certified within 
two years. This imposes a requirement for 
each organization to initiate a governance 
solution focusing on ISO certification.

• Governance solutions can be defined for 
varying granularities of scope. For example, 
governance solutions that are established by 
the board of directors and apply to an entire 
organization may coexist with a governance 
solution that focuses on development policies 
for a 30-person agile project. 

Figure 4. Modeling the governance solution
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To summarize, while the governance solution 
can autonomously execute for any given scope and 
goal, it can also link to other governance solutions 
either through the context or by establishing gov-
ernance mechanisms that affect other governance 
solutions. These two characteristics ensure the 
scalability of the governance model.

transition to aGilE scEnario: 
a GovErnancE pErspEctivE

In this section, we present some of the data that 
was gathered in two different organizations that 
underwent a transition to agile development. The 
first (denoted by A) is a financial organization us-
ing software developed by an agile team, which 
is part of the organization’s IT department. The 
team actually works for another organization 
(denoted by Â) and is outsourced to organization 
A to develop and maintain its software products. 
The second organization (denoted by B) is a 
global company that manufactures devices with 
embedded software. Several distributed teams, 
one of which has started to use agile methods, 
develop the software. The data was gathered by 
observations in planning sessions and develop-
ment activities, consultation to higher manage-
ment, and by guiding the retrospective process 
of the agile team.

We use the governance concepts described 
in the previous section to present the case of 
software development governance and analyze 

the transition-to-agile processes in the two or-
ganizations. 

Governance scope. In both organizations, 
the transition to agile development began with 
one project. The management of organization Â 
decided to improve the delivery time of software 
projects and selected the project in organization 
A as an experiment for the agile approach. The 
intention of the management of organization Â 
was to extend use of the agile approach to more of 
its software projects. Examining the governance 
scope in this case, we denote by GS1 the scope 
that contains the project team and its activities. 
Figure 5 schematically shows GS1 as an inner 
scope in the two different hierarchies of organi-
zations A and Â. In organization A, GS1 is part 
of the IT governance; in organization Â, GS1 is 
part of the software development governance. The 
teammates are the employees of organization Â 
outsourced to A. 

In organization B, the project team and its 
activities are defined as the governance scope, 
which is within the hierarchy of the software 
development governance in this organization. In 
this case, the project manager together with his 
team leaders learned about the agile approach and 
decided to start the transition in their jurisdiction. 
In parallel, they started the process of convincing 
their upper management that it was worthwhile. 
This was different from organization Â, where 
the direction of governance is top-down.

Governing body. The governing body in the 
case of GS1 included governors from both orga-

Figure 5. Hierarchy of governance scopes in organizations A and Â
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nizations A and Â. The governors from organiza-
tion A were the CIO and the domain expert that 
served as the onsite customer. This expert was 
responsible for directing the team according to the 
release vision, giving them the requirements for 
each iteration, and prioritizing the requirements. 
The CIO and the domain expert could delegate 
authority to others in organization A, such as 
the people responsible for the infrastructure and 
those who tested the system as end users. The 
governors from organization Â continuously 
monitored this process in order to learn about its 
benefits and drawbacks. They worked together 
with the governors of organization A, who agreed 
to cooperate in implementing a new approach to 
software development. 

In organization B, the project manager and 
team leaders served as the governing body. As 
part of the transition process, the role of method-
ologist was suggested. This person was in charge 
of maintaining and enhancing the methodology 
(Dubinsky & Hazzan, 2006). Although other 
roles that are concerned with the transition (e.g., 
tracker) were rotated among teammates, the per-
son who performed this role did it consistently 
and continued to learn about agile methods. She 
also took upon herself to educate other teams in 
the organization about agile concepts. As a result, 
she naturally joined the governing body and is 
involved in every decision this body makes. 

Governance goals. The governance goals of 
organization A are different from the governance 
goals of organization Â. Though they share the 
same scope, the context is different. The governing 
body of organization A is concerned with the needs 
of the IT users inside the organization and who use 
the software to support the business activities of 
this organization. In contrast, the governing body 
of organization Â is concerned with the kind of 
contracts it signs with its customers (in this case, 
organization A) and how these can be improved to 
increase business benefits as well as provide high 
quality products. This difference in governance 
goals on the same scope requires special attention 

when dealing with the mechanisms that should 
be used in this compound solution. 

In organization B, the governance goals were 
derived from previous experience of the govern-
ing body in running software projects in this 
and other organizations. The goals refer on the 
one hand to the professional aspects of software 
production and on the other hand to the way the 
project is viewed in the context of the organization. 
Hence, one goal is to improve the way software 
requirements are dealt with and to shorten the 
time-to-market. Another goal is to follow the 
software development process used in this orga-
nization and published in an internal handbook. 
The decision to implement the agile approach to 
cope with the first goal implied that the governing 
body should communicate to higher management 
the changes caused by the agile implementation, 
especially these that do not fit existing procedures. 
They would also need to reconcile the governance 
solutions used inside the team and in its relations 
with the rest of the organization.

Governance mechanisms. The adoption of 
an agile approach implied several governance 
mechanisms. The most conspicuous was the work 
procedure that required short development itera-
tions. In both organizations A and B, a release 
contains about eight iterations of two weeks each. 
When uncertainty increased, usually towards the 
end of the release, the iterations were shortened 
to one week. An iteration of two weeks was com-
posed of one day of presentations and planning, 
and nine days of development. During the day 
of presentations and planning, the team presents 
the artifacts of the previous iteration to the cus-
tomer and, together with the customer, plans the 
functionality to be developed in the next iteration. 
During the nine days of development, the team 
develops the required functionality and no new 
requirements are accommodated.

Another example of a mechanism that was 
derived from the agile approach is the policy that 
states who the customer is and the definition of 
this role. In both organizations A and B, before 
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the transition-to-agile process, the project man-
ager played the role of the customer in setting 
the functionality developed by the team, along 
with the priorities and schedule. This behavior 
caused an on-going negotiation between the proj-
ect manager and the real customer. The project 
manager generally refused to change requests 
that the real customer prioritized as important 
and continued to distribute work to the team as 
seemed necessary. The agile approach set the rules 
clearly: the customer is the one who provides the 
software requirements, decides what the team 
will develop in every iteration, and the priorities 
of these requirements. Of course, the customer 
can and should receive all the professional ad-
vice the team and the project manager can give. 
The customers should commit themselves to the 
process of development, be available during the 
iteration, particularly in the presentations where 
they gave feedback and in planning sessions 
where they reviewed the progress. The project 
manager should manage the development process 
and people so that a high quality software product 
will be developed.    

The agile metrics are used in both organiza-
tions as the measurements of the process and 
product. Each team contains a tracker who is 
responsible for collecting the data required by the 
metrics and for communicating them at the end of 
the presentation of the iteration artifacts. The agile 
metrics can be used as governance observables. 
One measurement that was used by both teams 
is the calculation of estimated time of completed 
tasks versus the actual time that was invested 
to develop them. Next, we present governance 
observables that illustrate this measurement.

Governance points and observables as 
part of the governance lifecycle. The notions of 
governance scope, governing body, governance 
goals, and mechanisms are part of the Define and 
Implement phases of the governance lifecycle (see 
Figure 3). The governance points and observables 
exist in the Execute phase. The following are 
two kinds of governance mechanisms that are 

found in both organizations and that provide 
observables data:

• The measurement of estimated time of daily-
completed tasks versus the actual time that 
was invested to develop them. 

• The policy of conducting one-hour retro-
spectives at every iteration (Talby, Hazzan, 
Dubinsky & Keren, 2006). 

These mechanisms belong to specific goals that 
are common in processes of transition to agile in 
general and were specifically set as goals also in 
our two cases. 

• The first goal was to shorten delivery time. 
One of the mechanisms that serve this goal 
is measuring team velocity, which can be 
perceived as the amount of productive work 
units per iteration (Beck & Fowler, 2000). 
The agile approach recommends small 
releases of two to three months, each of 
which consists of short iterations of two to 
four weeks. Measuring team velocity per 
iteration enables ongoing visibility of the 
progress information as well as the ability 
to make decisions on how to continue.

• The second goal was to continuously im-
prove the process by gradually adopting 
agile practices. One of the mechanisms that 
serve this goal is when teammates reflect on 
their activities (Hazzan, 2002; Kerth, 2001; 
Schön, 1983) after every iteration, before 
they start planning the next iteration. This 
is done as part of a retrospective process that 
enables individuals and teams to share ideas 
about the major issues that emerge in their 
software development environments, think 
about ways to improve, and make decisions 
to support these improvements. 

The data on team velocity and retrospective 
processes can be presented as governance observ-
ables that emerged in the Execute phase and are 
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used as part of the Assess phase of the governance 
lifecycle. We present these observables in the fol-
lowing sections. We note that there are further 
issues that are relevant to the transition to agile 
scenario, such as testing and quality assurance, 
simplicity as a concept, and the role scheme, which 
are not addressed here. 

team velocity

The first governance observable is the graph of 
estimated time of completed tasks versus the 
actual time that was invested to develop them. 
One associated governance point occurs every 
development day when the tracker displays the 
graph during the stand-up-meeting that starts the 
team’s workday. This is done in order to trace the 
team’s daily progress. Another governance point 
that uses the same observable occurs every two 
weeks in the presentation of the iteration artifacts. 
This is done in order to trace the team’s iteration 
progress. The daily progress is measured against 
the iteration commitment. The iteration progress 
is measured against the release commitment. 
We used this data to better understand the agile 
process. From the governance perspective, we 
can decide if this mechanism can assist us in the 

Assess phase to follow up on the performance of 
the governance solution. 

Each day, in each of the teams, the tracker 
added two new points to the graph. The “total 
estimated” point represented the cumulative es-
timations of all tasks that were completed by the 
previous day and the “total done” point represented 
the cumulative actual time devoted to those tasks. 
A completed task was counted when the developer 
in charge completed the coding, unit testing, and 
integration with the entire developed system. 

Figure 6 shows the graphs of estimations versus 
actual time in the third iteration for the team in 
organization A. The third (linear) line provides 
the expected pace according to available time. As 
can be observed, there is a significant difference 
between the time that is available for development 
and the time that is actually used for development. 
This phenomenon also happened in the case of 
the team in organization B. There are several 
reasons that may cause this behavior. Firstly, only 
completed tasks are calculated. Although some 
teammates had invested time in other tasks, this 
time was not taken into consideration if the task 
was not complete before the end of the iteration. 
Secondly, there is often time invested in urgent 
tasks that come up, such as support service for end 

Figure 6. Estimation vs. actual development time in iteration 3 (team A)
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users who work with modules that are in produc-
tion. Thirdly, some developers, whose time was 
taken into account, may have been absent.  

Figure 7 shows the graphs of estimations versus 
actual time in the second (Figure 7a) and forth 
(Figure 7b) iterations of the team in organization 
B. The Expected Pace line is the ratio between the 
total working hours of all teammates in the itera-
tion and the number of days in the iteration. 

We observe that at the end of the second it-
eration (Figure 7a), the amount of time actually 
spent on completed tasks (159 hours) was 30% 

less than the available time according to the ex-
pected pace (229 hours). This can be explained 
by the fact that tasks in progress that were not 
completed in this iteration were not counted. In 
the fourth iteration (Figure 7b), however, all tasks 
were completed. In such cases the total-expected 
point unites with the expected pace point since 
this was the amount of hours that was considered 
in the work planning.

We further observe that in both iterations, the 
distribution into tasks was reasonably good. Too 
many dependencies between tasks can delay their 

Figure 7. Estimation vs. actual development time in iterations 2 and 4 (team B)
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completion, causing a nearly flat total-done line 
until close to the end of the iteration and then a 
sudden increase when many tasks are completed 
together.

Figure 8 summarizes the estimation versus 
actual times and the expected pace for each of 
the first four iterations for this team. We observe 
that estimates are too high in the first three itera-
tions: 14% in the first (167 hours estimate vs. 144 
actual) and second iterations (184 hours estimate 
vs. 159 actual) and 20% in the third (92 hours 
estimate vs. 74 actual). In the fourth iteration, in 
contrast, estimates were low by 4% (174 hours 
estimate vs. 180 actual).

In the three first iterations, the total-done 
time was less than the expected pace. In the 
first two iterations, the gap was 30% (144 
hours vs. 207 and 159 hours vs. 229), and in 
the third iteration the gap was 48% (74 hours 
vs. 144). In the fourth iteration, the gap was  
–4% (180 hours vs. 174), which implies a certain 
improvement in the quality of the estimations.

Another issue that affected these measure-
ments was the variability in team size. The rea-
sons for the drop in the expected pace in the third 
iteration are personnel changes, travel of several 
teammates, and sick leave for two teammates.

retrospective process

The second governance point that we present 
concerns the retrospective process that guides 
the software development process. The agile ap-
proach use reflection sessions and a retrospective 
process as an internal practice (Beck & Andres, 
2004; Salo, 2005; Talby et al., 2006). The teams 
in organizations A and B adopted the practice of 
one-hour reflection between the presentation of the 
artifacts of the previous iteration and the planning 
of the next iteration (Talby et al., 2006).

A reflection session was conducted in orga-
nization A between the first two releases of the 
transition-to-agile process. Teammates filled out 
an anonymous individual questionnaire contain-
ing questions mainly about the characteristics of 
the previous release and the expectations from the 
next one. We review some of the data that was 
collected during the discussion that followed. 
Reflecting on “the best thing that happened in 
the first release,” these were the teammates’ 
comments:

• “Focus on the goal with the customer’s global 
view”

• “Cooperation”

Figure 8. Estimation vs. actual development time in the first 4 iterations (team B)
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• “It takes less time to develop tasks compared 
with the previous method”

• “End to end [development] shortens pro-
cesses and integration”

• “A platform to talk about problem was cre-
ated, sit together and hear problems”

• “Good communication between team and 
customers, there is someone to approach 
with questions”

• “People started new things, like modules”
• “Setting priorities gives focus” 

Reflecting on “what can be changed in the next 
release,” teammates generated a list and then voted 
for the following as the most important:

• Improve the integration process
• Adopt the methodology into the QA pro-

cess
• Perform better follow-up 

One of the first reflection sessions in organiza-
tion B was dedicated to the relationships between 
the team and the organization. Teammates filled 
out an anonymous individual questionnaire con-
taining questions about the organization’s goals 
and values, existing policies, and the way the 
team could contribute to the organization and vice 
versa. One of the questions asked them to rate 
their level of agreement with several statements 
on the organization’s existing policy on software 
quality. Table 1 shows the teammates’ answers; 
the number in each cell represents the number of 
people who gave that answer. Based on this and 

similar data, we suggest that the reflection sessions 
can be considered as a governance mechanism 
that is activated in the Execute phase and feeds 
the Assess phase of the governance lifecycle.

In a broader perspective, the data that emerges 
from the retrospective process, together with other 
governance observables, can assist the governance 
follow-up in the Assess phase. During the Assess 
phase, a complete perspective on the governance 
solution lifecycle is gained. Specifically, we can 
follow up the transition-to-agile process and 
continuously steer it according to the governance 
information.

conclusion and futurE 
dirEctions

Starting from a comprehensive definition of 
governance and its components, we presented 
a high-level governance model, which includes 
the main components and the relationships be-
tween them. To validate the model framework, 
we showed how to conceptually instantiate it for 
both IT governance and software development 
governance, in the context of transition-to-agile 
software development in large organizations.

We are now developing a governance lifecycle 
platform based on the model presented here. It 
should serve as a single point of administration for 
the governance of software development activities. 
The main parts of the governance solution platform 
are the governance module, the data module, the 
scheduler, and the user interface. 

Table 1. Teammates reflection on the organizational policy on software quality (majority is marked with 
grey)

Statement
1

Strongly 
disagree

2 3 4 5
Strongly 

agree
No answer

I’m familiar with the policy 2 1 4 5

I follow the policy in my project 1 6 3 2

Most projects in the organization follow the policy 3 2 4 3



���  

Governance of Software Development

In brief, the governance module manages the 
governance lifecycle by supporting the govern-
ing body and relevant roles. The data module 
contains a data adapter that mediates between 
the application and the database. The database 
includes all the information from the different 
data sources available in software development 
environments:

• Software development artifacts such as code, 
test, specifications, models, and bug list

• Software management artifacts such as task 
plans and estimation graphs;

• Activity indicators that capture the state of 
the activities and tasks being performed; 
and

• Governance observables such as measures, 
policies, decision rights, and roles

The scheduler is responsible for scheduling 
tasks for governance mechanisms that are used 
within the governance solution. The user interface 
presents views appropriate to each of the dif-
ferent roles that are involved in the governance 
process. 

In light of the development of the governance 
lifecycle platform, we suggest extending the 
development component of existing governance 
tools according to our model. This way, the model 
presented in this chapter can be used to augment 
existing IT governance models (e.g., CobiT and 
ITIL) to close the gap between the IT governance 
model and the governance of software develop-
ment activities. 
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abstract

This chapter considers the governance issues raised by the increasing use of external parties to sup-
ply IT resources (including packaged enterprise software). The chapter briefly reviews existing formal 
governance frameworks and their treatment of IT outsourcing, then introduces an analytical model for 
considering outsourcing benefits and risks. The chapter then goes on to highlight some strategic IT 
governance issues that become critical once a firm outsources a significant proportion of its IT services. 
The aim of the chapter is to alert decision makers to the fact that outsourcing IT incorporates residual 
risks even when widely recommended operational controls are implemented. It concludes that effective 
control processes are necessary, but not sufficient for good corporate governance and suggests that those 
responsible for corporate governance ensure that both operational and strategic governance issues are 
considered when IT is substantially outsourced.

introduction

Despite ongoing debate about outsourcing’s risks 
and benefits, more and more firms are choosing 
to outsource significant proportions of their infor-
mation technology (IT) and information systems. 
Several general frameworks and principles have 
been proposed for governing outsourced IT ar-
rangements and, more recently, formal IT gover-

nance frameworks have begun addressing issues 
associated with outsourced IT services. Yet, while 
these guidelines help address some of the inher-
ent complexity of an outsourcing undertaking, 
in some ways they can obscure the need to think 
through the long-term IT governance implications 
of an IT outsourcing strategy. 

This chapter explores the governance issues 
raised by the increasing use of external parties 
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to supply IT resources (including packaged en-
terprise software) and argues that the reliance by 
firms on external vendors for IT services raises 
more fundamental governance issues than just 
operational control of vendors – effective control 
processes are necessary, but not sufficient for good 
governance. The chapter briefly reviews existing 
formal governance frameworks and their treat-
ment of IT outsourcing, then introduces an ana-
lytical model for considering outsourcing benefits 
and risks. The chapter goes on to highlight some 
strategic IT governance issues that become critical 
once a firm outsources a substantial proportion 
of its IT services. 

The basis of the chapter is a program of 10 
years’ study into IT outsourcing beginning with 
the author’s PhD studies and extended by the 
work of Rouse and Corbitt (2001; 2003; 2007; 
see reference list). Studies by these authors have 
included a series of longitudinal IT outsourcing 
cases (in both the public and private sectors); a 
number of focus groups (with n=55 informants 
from vendors and purchasers of IT outsourcing), 
two case studies of business process outsourcing 
purchasers, and a survey of large IT outsourcing 
purchasers in both the pubic and private sectors 
(n=240). 

backGround

The effective management, control, and align-
ment (with business needs) of IT resources have 
been a topic of interest to the information sys-
tems discipline for decades (e.g., see Earl, 1988). 
However, it is generally only since the 1990’s 
(Loh & Venkatranam, 1992) that the term “IT 
Governance” has been used to describe this re-
sponsibility. Typically IT governance is seen as 
a subset of the corporate governance framework, 
which defines the institutional structures and 
processes for directing and controlling the firm in 
a way that encourages management to maximize 
the welfare of shareholders and other stakeholders 

(Tirole, 2001; Weill & Ross, 2004). Governance 
is understood to encompass authority, account-
ability, stewardship, leadership, direction, control, 
and, importantly, management of corporate risks 
(ASX, 2003; Tirole, 2001). 

IT Governance focuses particularly on getting 
value from the firm’s substantial investments in 
information resources and systems, including their 
performance, efficiency, and value for money. IT 
Governance also focuses on identifying, reducing, 
and managing the significant risks that IT and in-
formation systems pose to a firm. IT Governance 
occurs at different levels within an organization 
and so is part strategy (enabling value by integrat-
ing risk consideration into strategic IT decision 
making) and part tactical/operational, where it 
is concerned with effective IT management and 
minimizing identified risks (including risk of 
compliance failure). 

At the operational level, largely the respon-
sibility of the CIO, governance is characterized 
by use of specific policies and procedures to im-
prove IT performance, effectiveness and control. 
Operational IT governance is often reflected in 
application portfolio, infrastructure portfolio, 
project portfolio and sourcing portfolio policies 
and procedures. At a strategic level, governance is 
the concern of Board members and their delegates 
(e.g. Board subcommittees). Strategic governance 
addresses the context of specific IT governance 
processes and procedures, and the creation of an 
organizational environment where governance 
processes can be operated. Strategic governance 
thus needs to address interdependencies between 
the various actors, and the allocation of decision 
rights within the organization (Weill & Ross, 
2004). Strategic level governance is also charac-
terized by a substantially longer time frame than 
operational (or tactical) governance. Strategic 
governance affects operational governance largely 
indirectly, by the creation of context and clear 
goals, and by the allocation of specific responsi-
bilities. Once these are defined at a strategic level, 
operational processes that might seem problematic 
can be more easily managed. 
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A central message of this chapter is that while 
IT outsourcing is addressed by some IT gover-
nance standards at an operational level, in view of 
the corporate risks associated with IT outsourcing 
IT governance also needs to be addressed at the 
strategic level.

The notion of corporate governance (and 
hence IT Governance) has received substantial 
attention over the last few years following highly 
publicised corporate collapses like those of Arthur 
Andersen, WorldCom, Enron, and Tyco; and, in 
Australia, HIH and One-Tel (Clarke, Dean & 
Oliver, 2003). These failures alerted sharehold-
ers, regulators, and governments that the risks of 
malfeasance and poor management were much 
higher than was generally recognized. Partly as 
a reaction to this recognition, legislation such as 
the 2002 US Sarbanes-Oxley Act; European and 
Australian data privacy laws, the international 
banking framework, Basel II; and, in Australia, 
the Australian Corporate Law Economic Reform 
Program (CLERP9) now impose tougher regula-
tory conditions on firms to ensure accountability 
and adequate management of corporate resources 
and risks. One consequence of these more stringent 
frameworks is that individual officers responsible 
for firm governance now have substantially higher 
obligations than previously, and they are seeking 
to acquit these obligations by instituting effective 
governance structures. 

it GovErnancE

Because of the nature of IT, and its pervasive 
impact in modern organizations, the governance 
challenges for IT are complex (Weill & Ross, 
2004). Both the size of IT investments and the 
risks associated with corruption, theft, or loss of 
information resources, demand particular atten-
tion on the part of organizations. 

These services are usually now supplied by a 
mix of internal and external providers, but gov-
ernance responsibility cannot be delegated to an 
external vendor. The US Sarbanes-Oxley legisla-

tion (and related legislation elsewhere) requires 
that purchasing firms have demonstrable programs 
in place to manage the operations, systems and 
risks associated with any outsourced process or 
function. This obligation is particularly important 
in relation to outsourced IT functions, because 
information systems themselves serve to embody 
many of the firms’ business control and gover-
nance processes. Under these new more stringent 
conditions, firms which have outsourced their 
information systems and IT are still responsible 
for protecting information resources, and for ad-
equately controlling any outsourced arrangement 
(Coates, 2007).

When IT activities are outsourced, control of 
IT resources moves from internal, hierarchical 
structures and processes (including day to day 
supervision) to contract-based controls (Mylott, 
1995). These controls rely largely on the formal 
specification of outcomes and standards to be 
achieved, supported by detailed performance 
monitoring and regular market testing or bench-
marking. The control of IT activities in this way 
calls upon quite different skills, and demands a 
substantially higher level of discipline on the part 
of purchasing firms. The costs of these controls 
are high, and often unplanned when the initial 
positive “business case” for outsourcing IT ser-
vices is developed. Furthermore, the formality 
of this form of control can introduce unexpected 
side effects (such as increased complexity and 
bureaucracy), which can sometimes impede line 
business activities. 

There are many academic and trade publi-
cations outlining actions firms should take to 
effectively manage IT outsourcing, yet few of 
these recommendations have been subject to 
empirical test as to their practicality, and impacts. 
There is strong commonality amongst most of the 
recommendations for how firms should govern 
their outsourced arrangement, both in the wider 
literature, and, more recently, formal standards. 
However, in practical terms many common 
recommendations for successfully managing 
outsourcing, while plausible, are fundamentally 
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unhelpful. Some common and apparently sensible 
recommendations are found in IT Governance 
guidelines, and many can be found in the trade 
literature to which corporate governance officers 
are exposed. While firms will not necessarily 
come to harm in following such recommendations, 
they may be left with a false sense of security that 
their outsourcing arrangements are consequently 
adequately managed and controlled. 

The research underpinning this chapter sug-
gests that many of the recommended processes 
for managing outsourcing are in real life difficult 
to do ─ such as choosing which IT services are 
“core” to a firm’s business and which are not. 
Many others often have unintended consequences. 
An example of the latter—reported by Rouse 
(2002)—occurs when firms follow advice to keep 
outsourcing contracts short. While managing 
some risks, this also has the effects of increasing 
vendor’s and purchaser’s transaction costs, and 
in particular, of reducing a vendor’s capacity to 
recoup its initial bidding costs. As a consequence, 
short outsourcing contracts often discourage good 
vendors from bidding. The true costs of short 
contracts to both vendor and client are substan-
tially higher than might at first be recognized. 
Furthermore, because transaction costs and non-
bids are not easy to discern, the higher costs may 
not be visible, particularly to the purchaser, for 
some time. Despite this, the notion that to have 
shorter contracts involves no trade offs, and is 
“good management practice” has taken root in 
the business community (Rouse, 2002). The 
unintended consequences of apparently sensible 
recommended practices form part of a significant 
set of risks associated with outsourcing that need 
to be considered as part of IT governance.

it outsourcinG risks

Outsourcing involves potential benefits, and 
also risks. In their study of empirical (rather 
than theoretical risks) Rouse and Corbitt (2003) 

categorized IT outsourcing risks into two types 
common risks (high probability but medium to low 
impact) and catastrophic risks (low probability, 
but high impact)– the latter, while very damag-
ing, are hard to scope because they are rare, and 
often difficult to discern. Rouse and Corbitt found 
the incidence of common IT outsourcing risks 
(mostly related to unexpected costs, or failure to 
reap expected benefits) were much higher than the 
literature would suggest. Because they occur so 
rarely, and their consequences are often so dif-
ficult to observe, Rouse and Corbitt were unable 
to quantify the incidence of catastrophic risks, 
although in many cases if these risks eventuated, 
they would have far more fundamental effects on 
a firm’s overall performance. 

As an example of a potentially catastrophic 
risk, many of Rouse’s (2002) informants suggested 
that a real, but downplayed outsourcing risk is the 
loss of intimate knowledge of the organization’s 
business and the way the IT systems support 
this—highlighted by Earl (1996) and repeatedly 
mentioned in the academic and trade outsourcing 
literature. It is this organizational knowledge that 
enables firms to create innovative and strategic 
value from existing IT and information resources. 
While firms hope that they will still have access to 
this capability through their outsourcing vendor, 
they misunderstand the fundamental business of 
selling IT services (and in particular the risks to 
vendors of developing solutions that are “asset spe-
cific” to only one customer – see Fink, Edelman, 
Hatten & James, 2006). Vendor staff will rarely 
pursue an opportunity to use IT in novel ways to 
increase innovation in one particular customer 
firm, as they are rewarded for innovations that will 
appeal to (and be paid for by) a large number of 
customers. As a result, firms that outsource their 
IT usually lose the capacity to tailor innovative 
IT solutions to the firm’s own particular needs 
and priorities. While this capacity might not be 
important to some firms, its loss generally has 
significant longer-term implications. 
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Another downplayed risk of outsourcing 
IT-related services is the theft or exposure of 
confidential customer records, a risk that recent 
events suggest is much less rare than vendors 
and consultants admit (Musaji, 2005). Theft of 
confidential records not only exposes officers of 
the firm to litigation or sanctions; it can have a 
substantial impact on customer trust, which is 
difficult to regain. After-the-fact remedies (such 
as litigation, or moving to an alternative vendor) 
will rarely address the losses, and will inevita-
bly involve substantial costs and organizational 
resources. Firms that rely on contractual provi-
sions to protect their customers’ data often fail to 
recognize that if the data is held in foreign juris-
dictions (an increasing practice), particularly if 
these are countries with high levels of corruption; 
legal contracts or threats to vendor reputation are 
likely to provide little protection. 

One of the problems decision makers face is 
that there is limited existing research into the 
outcomes of outsourcing IT, and most claims 
for benefits (and low risks) for the strategy are 
based on theory or cases which are, necessarily, 
unrepresentative. What research into outcomes 
and risks of outsourcing that does exist sug-
gests that while following sensible management 
practices will reduce some risks by encouraging 
firms to identify, scope, and plan for these, there 
will still remain a number of residual risks to the 
purchasing firm when IT services are outsourced 
(Rouse & Corbitt, 2007). The true costs of a firm’s 
exposure to these residual, and often less concrete 
risks, can sometimes be substantially higher than 
recognized. 

GovErnancE mEthods and 
modEls

A range of methodologies have been promulgated 
for ensuring IT governance, in addition to more 
general approaches such as those developed by 
researchers such as Weill and Ross (2004) and 

Willcocks and Feeny (1998). The Australian stan-
dard for corporate Governance of ICT (AS8015) 
provides a framework for strategic IT governance 
by firm Directors (Standards Australia, 2005). 

Examples of formal methodologies aimed at 
the operational and tactical levels of governance 
include CoBIT (Lainhart, 2000) a set of standards 
and recommended activities developed by the 
American based IT Governance Institute (ITGI); 
and ITIL (the IT Infrastructure Library), devel-
oped by the UK Office of Government Commerce. 
These operational governance methodologies can 
be quite detailed, defining how the IT function 
should be organized and identifying key control 
processes. More recently ─ ITIL Version 3 (OGC, 
2007) and ITGI’s “Governance of [IT] Outsourc-
ing” (ITGI, 2005) ─ these tactical guidelines have 
begun recognizing that IT is now sometimes 
outsourced, although they do not yet recognize 
that outsourced service delivery (including the 
use of packaged software, where the development 
has been outsourced) is becoming the dominant 
form of IT delivery in many firms. 

Although most of these frameworks and 
methodologies include some recommended pro-
cesses and actions to be taken when IT services 
are outsourced, at this stage these are largely 
concerned with tactical/operational governance. 
Consequently recommendations tend to miss 
many of the larger strategic governance issues 
introduced once a substantial part of the IT pro-
cesses performed in a firm are sourced externally. 
Existing governance frameworks also tend to 
fail to recognize that many recommendations 
have downsides. For example, seemingly sen-
sible control practices ─ such as renegotiating 
an outsourcing contract 12 to 14 months into the 
contract, as suggested by ITGI (2005) ─ are likely 
to be resisted by most vendors, unless the client 
has particular importance to the vendor. Other 
recommended processes (such as benchmarking 
vendor performance and costs) while desirable, 
may be impractical for all but basic commodity 
services. The ITGI (2005) has observed that most 
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of approximately 200 firms it surveyed (around 
three quarters) failed to put in place what it saw 
as basic IT governance outsourcing controls. This 
is likely to be the case because many “good prac-
tices” have hidden downsides that are preventing 
their widespread adoption. 

assEssinG outsourcinG 
dEcisions

Figure 1, adapted from that developed by Rouse 
and Corbitt (2007) and based partly on the analy-
ses of Aubert, Patry, and Rivard (2005), can be 
used to more rigorously assess the net benefits of 
outsourcing. Figure 1 articulates the factors that 
lead to net benefits, and is based on determining 
residual risks after good management practices 
(as suggested by governance standards) have 
been introduced. 

On the benefits side, benefits incorporate the 
production cost savings enabled by the arrange-
ment, plus the verified financial impact of other 
benefits, often described as “strategic” (such as 
access to the latest technology which might lead 
to new business capabilities). As Rouse and Cor-
bitt have suggested, production costs are easy to 
discern (though often overstated by vendors and 
other proponents of an outsourcing arrangement). 
The value of other strategic benefits is often much 
harder to discern, and again, often overstated by 
proponents, who fail to acknowledge that most 
“strategic” benefits from outsourcing (business 
flexibility, access to evolving technologies and 
skills, etc.) are rarely obtained unless specifi-
cally contracted for, usually at a substantial cost 
premium. 

Figure 1 also illustrates that outsourcing ben-
efits need to be discounted by the transaction costs 
associated with moving to an external, contract-
based arrangement (c.f. Ang & Straub, 1998). 
Transaction costs include the costs of finding, 
choosing, and contracting with the vendor. These 

are usually substantial, and are rarely taken into 
account in reports of outsourcing “savings” (Rouse 
& Corbitt, 2007). Sometimes market-search and 
contracting costs are treated as sunk costs (and 
so ignored), even though these costs tend to oc-
cur whenever a contract is renegotiated. Search 
and negotiation costs are magnified if the firm 
changes vendors or decides to reinsource (Whit-
ten & Leidner, 2006) and in this case transition 
(switching) costs can be sizeable, sometimes to 
the extent of countering all the earlier production 
cost savings. Transaction costs also include the 
costs of monitoring and continually evaluating 
the vendor’s performance, including regular 
benchmarking and market testing. Unfortunately, 
unless the IT services contracted for are generic, 
obtaining effective benchmarks is difficult and 
expensive, but without a check on vendor op-
portunism, almost certainly arrangements that 
are not market-tested will end up costing sub-
stantially more than market (or even in-house 
delivery) rates. 

As shown in Figure 1, the expected benefits 
also need to be discounted by the increased risk 
exposure (Aubert et al., 2005) associated with out-
sourcing IT services. Risk exposure is a function of 

Figure 1. Net benefits of outsourcing taking into 
account transaction and risk exposure costs
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the costs incurred if a risk was to eventuate, mul-
tiplied by the likelihood of this happening. Risk 
exposure includes exposure costs for common 
risks (such as expected production cost savings 
being eaten up by changes to the contract, or the 
purchasing firm finding no alternative bidders at 
the end of a contract) as well as exposure to rarer, 
but potential major risks (such as theft or loss of 
critical records, or inability to adapt to changing 
business conditions because the knowledge of 
how to quickly redirect the firm’s IT resources 
has been lost) which Rouse and Corbitt (2007) 
labelled “catastrophic” risks. 

thE widEr it GovErnancE 
implications of outsourcinG 

Existing IT Governance standards (e.g., COBIT, 
ITIL) tend to concentrate on established pro-
cesses for controlling individual IT outsourcing 
arrangements (such as formal tendering and 
evaluation, elicitation and agreement of service 
level standards, budget/timeframe/functionality 
management and benchmarking of costs and 
performance). These are important to successful 
outsourcing, and should be treated by purchas-
ers as minimal management expectations. They 
should also be budgeted for, because some controls 
(particularly related to articulating service levels 
and to benchmarking performance) are costly. 
However, the empirical studies conducted by the 
author have revealed that outsourcing IT services 
on a large scale raises several more strategic issues 
that at this stage are not fully addressed by these 
processes. These issues relate both to threats to 
the expected value of IT outsourcing, and longer-
term strategic risks that are often ignored in the 
early days of outsourcing when purchasers and 
vendors alike are hoping their arrangements will 
be productive and satisfactory. 

outsourcing outcomes almost 
always involve trade-offs

While academic research has tended to talk about 
“IT outsourcing success” (Grover, Cheon & Teng, 
1996) as a single concept, the empirical evidence 
indicates that firms tend to seek multiple, usually 
contradictory, benefits from outsourcing. Despite 
suggestions to the contrary (e.g., Seddon, Cullen 
& Willcocks, 2002), most firms seek substantial 
efficiencies (cost savings) from outsourcing, at 
the same time that they seek improved levels of 
service, more sophisticated IT and high quality 
strategic advice (Willcocks & Lacity, 1998). There 
are inherent tensions here because vendors cannot 
easily provide both, even though many appear 
to suggest this is possible in their precontract 
marketing. In addition, purchasing firms tend 
to expect to gain greater business flexibility 
from outsourced IT, particularly the flexibility 
to quickly increase and decrease demand for 
services, as well as to change requirements to 
accommodate new business conditions. However, 
while most outsourcing contracts allow for some 
changes to demand within a narrow range, large-
scale changes in requirements (known as contract 
variations) are expensive for the vendor to service, 
and will normally attract a high financial penalty. 
The governance implications are that if firms are 
seeking cost savings, they should recognize that 
these normally come at the expense of customized 
service, and of, at least in the short term, business 
flexibility and adaptability.

many business cases supporting 
the outsourcing decision are 
inadequate

Once an IT outsourcing arrangement has been 
entered into, it is usually difficult to reverse the 
decision, because the costs, organizational atten-
tion, and time needed to re-insource the service 
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are substantial. In at least two of the cases studied 
by the author, the purchasers became aware that 
the vendor’s prices were substantially higher than 
market rates, yet only one of these was able to 
address the problem by reinsourcing (at an ex-
pected transition cost of $3.5 million). The other 
was forced to remain with the existing vendor 
for several more years because of the absence 
of alternative bidders, and was able to sever the 
arrangement only by breaking up the contract 
amongst smaller vendors, at a substantial increase 
in transaction costs. Other cases studied by the 
author where the firm changed vendors were 
able to find at least one other bidder, but even 
if an alternative vendor is found, the additional 
transaction costs, and the costs of transition, are 
substantial for all but commodity IT services. 

Given the high cost of unsatisfactory ar-
rangements, it is critical that the initial business 
case (the financial analysis used to support the 
decision to outsource) be carefully scrutinized, 
as the costs of getting out of an arrangement 
(switching costs) are typically so high. Rouse and 
Corbitt (2003) reported several IT cases where the 
original outsourcing business case was subject to 
external audit. In three of the four audited firms, 
the auditor determined that expected cost sav-
ings (the increased “value” that the arrangements 
would supposedly bring) would never eventuate. 
Furthermore, because many millions of dollars 
had been spent in going to market (a transaction 
cost) the three outsourcing arrangements that had 
gone ahead had actually cost these firms substan-
tially more than in-house delivery. Unfortunately 
for these firms, they too were unable to bring the 
services back in house and in one case the firm re-
ceived only a single bidder (the incumbent) for the 
follow-on contract. Unsurprisingly, this new bid 
involved a substantial increase in costs. The other 
two firms were forced to break up their contracts 
amongst a number of smaller, and ultimately far 
more expensive, “best of breed” contracts. 

Many business cases include overoptimistic 
assumptions about likely savings from outsourc-

ing IT. The evidence from a number of studies 
is that outsourcing IT onshore leads typically to 
only modest savings of between -22% (i.e., a loss) 
and 9-11%. These savings do not take into account 
ongoing management costs, switching costs, nor 
the initial transaction costs for locating, selecting, 
and negotiating with the vendor (see Rouse & 
Corbitt’s (2007) meta analysis of reported sav-
ings). Possibly as a result, many firms are now 
seeking to outsource offshore in the belief that 
they will get better outcomes, though the evidence 
for sustainable long-term savings from offshoring 
is not yet available. Those charged with govern-
ing IT services need to treat projected savings 
sceptically, because the history of outsourcing is 
replete with examples of what Leslie Willcocks 
has described as “voodoo” economics (Willcocks 
& Graser, 2001, p. 187). 

At a minimum an outsourcing business case 
needs to justify in detail the source of expected 
savings, particularly those associated with econo-
mies of scale, or future improvements in technol-
ogy, because existing research suggests that only 
a minority of purchasers report obtaining such 
benefits (Rouse & Corbitt, 2003). The business 
case should also allow for transaction costs, in-
cluding the costs associated with risk management 
practices recommended by governance models 
like COBIT and ITIL (such as early renegotiation 
of contracts, and ongoing benchmarking). These 
costs can be high, and once they and other trans-
action costs are included in the business case the 
attractiveness of the outsourced option is often 
substantially reduced. Another cost that should 
be incorporated into the business case is that for 
conducting an early evaluation of whether both 
the estimated benefits and levels of risks were 
accurate, and if they were not, what this implies. 
While such a review will be expensive, it may 
save firms millions of dollars in the longer term. 
Finally, costing models on which outsourcing 
decisions are made should be subject to detailed 
sensitivity analysis, as most are dependent on 
assumptions where values can vary considerably. 
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Anecdotal evidence obtained by the author is that 
this rarely occurs.

many purchaser firms 
underestimate the impact of 
loss of knowledge and Expertise

Since the mid-1990’s, academics have warned 
that one downside of outsourcing is the potential 
loss of knowledge and capabilities once IT staff 
leave the firm. Even if staff initially move to the 
vendor, skills and knowledge will not necessar-
ily be available to the purchaser. However, the 
level of tacit knowledge held by staff is rarely 
apparent, and is often taken for granted until it 
is lost. Two important consequences occur with 
this loss of corporate knowledge and skill. The 
first is that the purchasing firm loses its source of 
strategic IT advice, as purchasers cannot rely on 
existing vendors to provide disinterested advice 
because of potential conflicts of interests and 
priorities. While advice can be purchased from 
alternative vendors, this is expensive and often 
unsatisfactory, as outsiders lack knowledge of 
both the firm’s business and its IT environment. 
After substantial outsourcing, purchasers often 
find that they no longer provide an environment 
where the sophisticated skills required can be 
grown and rewarded, and where skilled staff can 
be retained. Second, a finding revealed by Rouse’s 
(2002) focus groups and case studies is that an 
additional, and usually unexpected, increase in 
consulting fees tends to accompany outsourcing 
of IT. These costs are associated with the need 
to externally access capabilities like independent 
strategic IT advice. 

firms must identify, and plan 
to avoid “vendor lock in”

The issue of long-term dependence on vendors 
is one of the most intractable and difficult-to-
evaluate downsides of outsourcing IT. The current 
industry-based solution – that firms manage their 

risks by contracting with multiple vendors – is not 
practical for many IT services, and results in much 
higher transaction costs (both those associated 
with contracting, and those associated with solv-
ing problems that fall “between vendors”). Other 
recommended solutions, such as to create a “risk-
sharing” mutually interdependent relationship 
with vendor(s) are possible only for the handful 
of purchasers who have unique capabilities that 
the vendors themselves need. And while careful 
tendering and vendor evaluation processes are 
crucial for minimising the risks of dependence 
on an inadequate vendor, these practices do not 
negate the need to allow for the substantial switch-
ing costs that would be incurred if an arrangement 
proved unsatisfactory. Current empirical evidence 
suggests that unsatisfactory arrangements are a 
relatively frequent outcome (Kern & Willcocks, 
2000; Rouse & Corbitt, 2003; Whitten & Leidner, 
2006). Realistic switching costs should be esti-
mated when initial outsourcing arrangements are 
entered into, and incorporated as “risk exposure” 
into the costing model, because once a sourcing 
arrangement is in place, without such a risk “re-
serve” of funds, options for the purchasing firm 
are limited. Given the widespread dependency 
of firms on IT-based business processes, IT out-
sourcing arrangement should be entered into as 
carefully and with as much preparation as a joint 
venture or takeover, because like those arrange-
ments, the likelihood of failure is high, and the 
consequences substantial. 

futurE trEnds

Given the increasing adoption of IT outsourc-
ing, as well as quasi-outsourcing in the form of 
packaged enterprise software and application 
service providers (ASPs), it is likely that formal 
IT governance frameworks will continue to be 
adapted to the purchaser-vendor delivery model. 
They will also begin to address the additional risks 
associated with offshore outsourcing. However, 
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in future, IT governance frameworks will need 
to adapt to the fact that outsourcing IT usually 
involves residual risks that will not easily be man-
aged by established control processes. 

In future, it is hoped that IT governance frame-
works will also begin to treat outsourcing in a 
more integrated way, reflecting the growing (and 
largely irreversible) dominance of the purchaser-
vendor form of delivery. This is already happen-
ing, as indicated by the growing recognition of 
outsourcing in the most recent ITIL standards 
(OCG, 2007). In contrast to trade writers, many 
academic authors have adopted a more cautious 
view of outsourcing, and have warned that assump-
tions about outsourcing are often not supported 
by empirical data. Governance frameworks, in 
particular, will need to acknowledge that good 
control practices are expensive, and so reduce 
the cost-benefits of outsourcing arrangements. 
They should also acknowledge that many control 
practices have downsides as well as desirable 
consequences. However, it is unlikely that specific 
governance guidelines will be able to address the 
more intractable difficulties of outsourcing, and it 
is here that individual officers charged with firms’ 
governance will need to become more informed, 
and to adopt a more critical view of the benefits 
and risks of outsourcing IT. 

Future corporate governance committees will 
probably highlight to a much greater extent the 
need to avoid being locked into unsatisfactory 
arrangements, by providing for switching costs as 
an integral, and foreseeable, cost of outsourcing. 
However, governance officers will also need to 
address the issue of ensuring independent access 
to knowledgeable technical advice for planning 
IT investments and longer term IT strategy, and 
for specifying contract requirements. This too 
will add substantially to the transaction costs 
of outsourcing. It will also be up to governance 
officers within firms to ensure the firm does not 
heavily rely on a small number of vendors whose 
interests will only partly overlap those of their 
purchasers. Unless there is a large and competi-

tive market of vendors, firms risk having only 
one bidder in future, i.e. the incumbent, as many 
vendors are deterred from bidding against an 
incumbent vendor, whose risks are much lower 
because of prior experiences with the purchaser. 
Governance committees will also need to ensure 
higher quality business case development, and 
more critical analysis of underlying assumptions 
associated with outsourcing. 

conclusion

The last 15 years of research into IT outsourcing 
(including the author’s own research) have resulted 
in several key principles that should inform IT 
governance when IT is outsourced. 

The first is that most outsourcing arrangements 
are poorly thought through, and only superficially 
analysed. Many decisions to outsource rest on 
unexamined assumptions (for example, that the 
vendor can get economies of scale unavailable 
to the client, and will pass these on in the form 
of lower costs). The qualitative outsourcing re-
search suggests that, overwhelmingly, unexam-
ined estimates of benefits and cost savings are 
strongly overoptimistic. The nebulous nature of 
known risks of outsourcing (hidden costs, loss 
of innovative capacity, risk of vendor lock in, 
security threats to data and intellectual property) 
must compete with seemingly “hard” estimates 
of large financial benefits (which in real life may 
never be attained). Because to emphasise risks 
is often portrayed as negative, these known risks 
then get left out of the outsourcing business case, 
leading to further unrealistic inflation of expected 
benefits.

The second observation is that many “good 
outsourcing practices” (including governance 
practices) have substantial downsides, including, 
but not always restricted to, unforeseen costs. In 
a large number of the cases reported above, the 
transaction costs associated with good practice 
had invalidated the increased value supplied by the 
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outsourcing arrangements. Because, once entered 
into, an IT outsourcing arrangement is difficult to 
reverse, purchaser firms do not have incentives to 
later institute expensive controls that may worsen 
a difficult purchaser-vendor relationship, and add 
to the costs of the arrangement, particularly if 
these controls may reveal a poor initial decision. 
So, unless these practices are allowed for in the 
costing model before the arrangement, they are 
not likely to be adopted. 

The third observation is that many firms fail 
to think through where they will get independent 
strategic advice about their IT services once 
they have outsourced their skilled IT staff, and 
how this advice will be incorporated into the IT 
governance framework. The costs of seeking 
this service from an external consulting group 
are likely to be high (and should be factored in 
as a further transaction cost). Related issues are 
how external advisors unfamiliar with the firm’s 
business, culture and processes will gain this fa-
miliarity so as to give valuable advice, and how 
these advisors will be integrated with the firm 
and its network of IT vendors. 

The final observation is that recognizing, 
and costing the risk exposure of outsourcing ar-
rangements is critical to effective IT governance, 
particularly when higher risk variations, such as 
business process outsourcing (BPO) and offshore 
outsourcing, are adopted. Firms should obviously 
attempt to reduce as many risks as possible, but 
need to recognize that, except for commodity 
services, even well managed IT outsourcing ar-
rangements incorporate high levels of risk. As 
with other risky ventures, the risk exposure as-
sociated with both common and catastrophic risks 
should be calculated, and assumptions about risk 
exposure, benefits, and transaction costs tested 
through sensitivity analyses before any substantial 
IT outsourcing arrangement is entered into. 
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abstract

This chapter is intended primarily for managers who are preparing to implement portfolio manage-
ment concepts in an organization and students of IT Project Management courses at the Masters level, 
who wish to understand the difference between Project and Portfolio Management. As IT Governance 
is gaining importance, the IT department should not be surprised if they are given a mandate from the 
senior management to implement a Governance framework. Portfolio Management principles are the 
foundations of building an effective governance. While there is literature available discussing portfolio 
management at the conceptual level, there is not enough available which translates these concepts 
into tactical implementation. This could be because implementation differs between organizations and 
there is no one size fits all solution. However, practitioners can benefit from discussing implementation 
approaches that can be tailored to suit individual needs. This chapter shows one of the many ways to 
implement a portfolio management framework. 

introduction

The chapter is divided into four sections.
The chapter commences with a hypothetical 

case study designed to illustrate that perceptions 
and personal preferences dominate IT Investment 
decisions. The case study highlights the need for 

structured decision making. This section also 
introduces IT Governance and portfolio manage-
ment concepts.

The next section introduces a portfolio man-
agement life cycle consisting of three phases: 
evaluation, monitoring, and benefits realiza-
tion. The section analyses the processes and 
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techniques in each phase. This section provides 
guidance in the application of portfolio manage-
ment concepts.

The third section consists of a real life case 
study; an application of one phase in the portfolio 
management life cycle, viz, evaluation, in a cross-
government environment. The study analyses the 
“investment evaluation framework” proposed by 
the office of chief information officer (OCIO) in 
the Government of South Australia. The purpose is 
to show the application of a portfolio management 
framework in an organization and the associated 
challenges.

The final section summarizes the chapter 
and analyses the future trends in IT Portfolio 
Management.

it portfolio manaGEmEnt 
concEpts

opening case

Robert Malcolm felt the need to make an important 
decision for IT Governance meeting the following 
day. Three different departments were fighting for 
already stretched funds to initiate new projects 
into their departments. The operations manager, 
Julie, wanted to replace an ageing infrastructure; 
Raj, the marketing manager, was arguing a case 
for a new CRM system; and Darren wanted to 
enhance a functionality of the pay-roll system.

Robert knew he could not fund all the three 
projects. He could empathize with Julie, as he had 
been performing her role previously, before he 
was promoted to CIO. But he also knew that Raj 
would put a very convincing case, which could 
impress the CEO. Robert did not know much 
about the payroll system, so it is out-of-question 
for now, he thought. Well, not really, as the CFO 
might throw his weight behind Darren.

Robert wished he had a clear evaluation process 
to decide between these competing projects. He 
knew that if one of the on-going projects were 

stopped, that would free up some additional 
money. But, in his organization, once a project 
was approved, there was no way it could be ter-
minated mid way. 

It was not that Robert was facing issues only 
with the new projects. He was having some issues 
from previous projects also. The organization 
had developed a Website that would increase the 
online revenue from one of their products. But 
by monitoring the Web statistics he realized that 
it did not attract enough visitors. He was aware 
that the organization had changed its strategy and 
gave higher priority to another product. However, 
Robert still incurred expenditure to maintain the 
Website. Terminating the Website had been on his 
to do list for the past six months, but he did not 
have time to execute the decision.

Robert knew what to do as a short term fix. He 
would play the political game and give his sup-
port to the CEO’s favourite project. At the same 
time, he decided to explore the available process 
methodologies that would help him to solve the 
real problem. 

need for it Governance

For many enterprises managing Information 
Technology (IT) has always been a challenge. It 
is critical to a business that the IT investments 
are managed effectively. Research shows that 
top-performing enterprises generate returns on 
their IT investments up to 40% greater than their 
competitors (Weill, 2004). IT Governance ensures 
that IT investments are prioritized and monitored 
throughout their life cycle.

Another driver for IT Governance in the wake 
of corporate scandals like Enron and Worldcom 
is the renewed interest in Corporate Governance. 
As IT cuts across all the organizational func-
tions, Corporate Governance cannot be complete 
without IT Governance. The scandals also pushed 
regulators in the US to introduce the Sarbane-
Oxely act requiring new levels of accountability 
and traceability (Maizlish & Handler, 2005)
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The IT Governance Institute (ITGI) (IT Gov-
ernance Institute, n.d.) is one of the organizations 
that promote Governance standards. The institute 
has developed Control Objectives for Informa-
tion and related Technology (COBIT®) and Val 
IT™ framework. Val IT (Val IT, 2006, p. 10), 
states that “there is an increasing demand from 
board and executive management for generally 
accepted guidelines for decision making and 
benefits realisation related to IT-enabled business 
investments”. The need for transparency in IT 
investments is reflected in the following industry 
reports (Val IT, 2006, p. 10):

• A 2002 Gartner publication claimed that 
20 percent all expenditure on IT is wasted, 
representing on a global basis, annual value 
destruction of US $600 billion.

• A 2004 IBM survey of Fortune 1000 CIOs 
reported that, on average, 40 percent of 
all IT spending brought no return to their 
organisations.

• A 2004 Standish report found that only 29 
percent of all IT projects succeeded while 
the remainder were either challenged or 
failed.

In summary, we need IT Governance be-
cause:

• It is a critical component of Corporate Gov-
ernance.

• Well managed IT investments create more 
business value.

• A lack of perceived transparency in IT 
investments by the senior management.

Defining it Governance 

COBIT® defines IT Governance as follows:

IT Governance is the responsibility of executives 
and the board of directors and consists of the lead-
ership, organisational structures and processes 
that ensure that the enterprise’s IT sustains and 

extends the organisation’s strategies and objec-
tives. (COBIT 4.1, 2007, p. 5)

Peter Weill (Weill, 2004, p. 8) defines IT Gov-
ernance as “specifying the decision rights and 
accountability framework to encourage desirable 
behaviour in the use of IT.”

Combining these definitions we can say that 
IT Governance is about structured decision mak-
ing on IT Investments by the right people. Val IT 
expands the IT Investment decisions as “Four 
Ares” (Val IT, 2006, p. 9) as follows:

• Are we doing the right things?
• Are we doing them the right way?
• Are we getting them done well?
• Are we getting the benefits?

Figure 1 shows the “Four Ares” model pro-
posed by Val IT™ (Val IT, 2006, p. 9).

how do the methodologies fit?

The industry frameworks and best practices are 
mapped against the Four Ares in Table 1.

As we can see, many frameworks focus on 
the delivery aspect of IT, but very little on stra-
tegic alignment, architecture and value aspect 
of IT. It is because, as an evolving field, IT has 
been plagued with delivery issues. The industry 
methodologies and best practices tried to enforce 
a discipline in developing and implementing IT 
solutions. Now, the business stakeholders are 
asking the other Four Ares questions. We need 
a framework that addresses the entire life cycle 
of an IT investment. Portfolio Management is 
a concept that deals from choosing the right IT 
investment, monitoring the implementation and 
capturing the business benefits.

it portfolio management: concept

The concept of IT portfolio management is derived 
from the financial portfolio investment model. 
As shares are evaluated before investing, the IT 
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Figure 1 Val IT™ “Four Ares” Framework. Source: Val IT © 2006 IT Governance Institute. All rights 
reserved. Used with permission. 

portfolio management model proposes the evalu-
ation of any IT investment before it is initiated. 
The high growth, risky shares (riskier IT projects), 
need to be balanced against low risk, low return 
(low risk maintenance IT projects). IT Portfolio 
management aims to provide a holistic view of 
IT Investment across the enterprise so that the 
management can take informed decisions. 

In shares investment, share prices are moni-
tored through out an investment. Decisions to 
hold, buy or sell are taken depending upon a 
share’s performance. IT portfolio management 
is similar. IT Investments need to be monitored 
throughout their life cycle. Decisions to continue, 
modify or stop an investment need to be taken 
throughout its life cycle.

Portfolio Management: Definition

The Project Management Body of Knowledge 
defines project, program, and portfolio manage-
ment as follows (PMBOK®, 2000):

Project management is the application of knowl-
edge, skills, tools and techniques to project activi-
ties to meet project requirements. 

A program is a group of related projects managed 
in a coordinated way to obtain benefits and control 
not available from managing them individually.

Portfolio is a collection of projects or programs 
and other work that are grouped together to 
facilitated effective management of that work to 

 

Four Ares Methodologies

Are we doing the right things? Val IT

Are we doing them the right way? The Open Group Architecture Framework (TOGAF), COBIT

Are we getting them done well? COBIT, ITIL, CMMI, ISO/IEC 20000, Six Sigma, PRINCE2, 
PMBOK

Are we getting the benefits? Val IT

Table 1. Industry frameworks alignment with Four Ares
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meet strategic business objectives. The projects 
or programs in the portfolio may not necessarily 
be interdependent or directly related.

Val IT states: “The goal of portfolio management 
is to ensure that an organisation’s overall portfo-
lio of IT-enabled investments is aligned with and 
contributing optimal value to the organisations 
strategic objectives…” (2006, p. 14).

Portfolio management is strategic in nature. It 
is concerned more about doing the right projects 
than executing the projects correctly. In fact, 
Portfolio Management can terminate a project, 
which is being executed efficiently, if the project’s 
benefits are no longer aligned with the strategic 
objectives of the organization.

illustration of portfolio management

Portfolio Management enables senior manage-
ment to better track the business benefits of a 
project, not only when the project was initiated but 
throughout its life cycle. For example, consider a 
company that specializes in building high-speed 
passenger catamarans. They have decided to build 
a new catamaran, in order to introduce a new 
service across a river.

The portfolio board has approved the construc-
tion of the catamaran, and project is progressing on 
time and, within budget. The project manager has 
announced that they have across a new technology 
which will make the catamaran operations cost 
effective. From the project management point of 
view, it will be a successful project.

During the portfolio management review, the 
senior management noted that the Government 
has sanctioned construction of a bridge across 
the river. If this bridge were constructed, it would 
reduce the catamaran traffic drastically. So the 
senior management decided no longer to invest 
in construction of the catamaran.

How many times has a successful IT project 
been terminated in your organization because the 
organization’s strategic direction has changed?

portfolio manaGEmEnt lifE 
cyclE

This section deals with implementing a portfo-
lio management framework in an organization. 
The portfolio management life cycle has three 
phases

1. Evaluation of IT Investments.
2. Monitoring the progress of IT invest-

ments.
3. Benefits realisation.

We will present a method to develop evaluation 
criteria for an IT Investment. It will be followed 
by a discussion on monitoring the progress of IT 
investments by establishing interface with project 
management structures. The benefits realisation 
process will be explained with an example.

Evaluation of it investments

It is very important for a business to have con-
sistent evaluation while making decisions on 
IT investments. The evaluation criteria need to 
ensure that investment is aligned with strategic 
direction of the business and risks associated with 
the investments are clearly understood. 

Developing an Evaluation Criteria

Developing evaluation criteria is the first step in 
IT Investment decision making. The evaluation 
should consider balancing the risks and rewards. 
There is no single way of developing the evalua-
tion framework. We will explore one of the ways 
to develop a criterion.
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In our approach, a business case will be re-
warded if it is aligned with the strategic direction 
of the organization and it is financially sound. 
The reward score will be balanced against the 
risk score.

Overall Score = Reward Score / Risk Score

where

Reward Score = Strategic Direction Alignment 
* Financial Worth

such that

Overall Score = Strategic Direction * Financial 
Worth / Risk Score.
 
This evaluation scores can be used to create a 
portfolio view of all the IT Projects in an organi-
zation. The portfolio view will give an idea about 
the risk profile of the organization and potential 
improvement opportunities. Figure 3 illustrates 
a portfolio view based on risk and reward.

We will examine the individual scoring of 
each of the components that determine the overall 
score.

Strategic Alignment

Strategic alignment deals with an assessment of 
the degree of alignment that a proposal demon-
strates against a business’s strategic direction. An 
organization can have many business objectives 
that are aligned with the vision of the organiza-
tion. When a new IT investment is proposed, it 
is important that stakeholders understand how 
the investment will impact on business objec-
tives. Figure 2 illustrates the traceability between 
the IT Initiatives and the strategic vision of an 
organization.

It should be noted that one initiative could 
be aligned to more than one business objective. 
Also, it may be difficult for some objectives to 
demonstrate the alignment to strategic objectives. 
In Figure 2, IT Initiative-1 is aligned with busi-
ness objectives 1 and 2. IT Initiatives 2 and 3 are 
aligned with business objective 3. IT Initiative 4 
is not aligned with any of the business objectives. 

HighHigh

Figure 2. Portfolio view based on risk and reward
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Similarly, business objective-4 does not have any 
IT initiatives that are supporting it. 

It does not mean that an IT Initiative cannot 
be undertaken by the organization if it is not 
aligned with any of the business objectives. In a 
dynamic business environment, a decision can be 
taken to implement an initiative based on many 
other factors. However, portfolio management 
processes ensure that senior management is mak-
ing informed decisions.

Table 2 shows a generic scoring guideline that 
scores a business case from 1 to 4 by evaluating 
the alignment against a business objective.

Financial Worth

The next step in determining a reward score is 
to evaluate an initiative from financial point of 
view. The Net Present Value (NPV) of an invest-
ment is a simple criterion for deciding whether 
or not to undertake an investment (Ross, 2002). 
NPV answers the question of how much cash an 
investor would need to have today as a substitute 
for making an investment. If the net present value 
is negative, taking on an investment today is not 
financially justified.

The NPV can be translated to a scoring range 
of 1 to 4. An example is shown in Table 3. Each 
organization needs to tailor how financial benefits 
translate to individual scores.

Table 2. Scoring guideline

Score Interpretation

1 Business case addresses some components of a business objective

2 Business case address all the components of a business objective

3 Business initiative is applicable to a subsection of organization

4 Business initiative is applicable across the entire organization

Vision 

Business 
Objective-1 

Business 
Objective-2 

Business 
Objective-4 

Business 
Objective-3 

IT 
Initiative-1 

IT 
Initiative-4 

IT 
Initiative-3 

IT 
Initiative-2 

Figure 3. Strategic alignmentWe will examine the individual scoring of 
each of the components that determine the overall 
score.

Strategic Alignment

Strategic alignment deals with an assessment of 
the degree of alignment that a proposal demon-
strates against a business’s strategic direction. An 
organization can have many business objectives 
that are aligned with the vision of the organiza-
tion. When a new IT investment is proposed, it 
is important that stakeholders understand how 
the investment will impact on business objec-
tives. Figure 2 illustrates the traceability between 
the IT Initiatives and the strategic vision of an 
organization.

It should be noted that one initiative could 
be aligned to more than one business objective. 
Also, it may be difficult for some objectives to 
demonstrate the alignment to strategic objectives. 
In Figure 2, IT Initiative-1 is aligned with busi-
ness objectives 1 and 2. IT Initiatives 2 and 3 are 
aligned with business objective 3. IT Initiative 4 
is not aligned with any of the business objectives. 

HighHigh
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Score NPV Value

1 Negative

2 < $5000

3 $5001 <$10000

4 $10,001 <$50,000

Table 3. Financial worth scoring example

While the NPV concept is widely used in 
the financial world, in IT investment decisions 
it is rarely used. One of the main reasons is that 
practitioners find it difficult to quantity benefits 
in financial terms because most IT Initiatives 
are viewed as a technical challenge without 
analysing the problems from business/financial 
perspective. 

Risks Assessment

One of the “Four Ares” is “Are we doing them 
the right way?” (Val IT, 2006, p. 9). This is an 
architecture question that ensures the proposed 
business investment is:

• In line with the organization’s enterprise 
architecture.

• Consistent with the organization’s architec-
tural principle.

• Contributing to the population of the archi-
tecture.

• In line with other initiatives.

If a solution is not aligned with the architecture, 
then it is a risk to the business. For example, the 
business cost of maintenance can become high or 
the solution can become a security risk.

The IT Architecture is the organising logic for 
data, applications, and infrastructure, captured 
in a set of policies, relationships and technical 
choices to achieve desired business and technical 
standardisation and integration (Weill & Ross, 
2004, p. 30).

Enterprise Architecture is the description of 
the current and/or future structure and behavior of 
an organization’s processes, information systems, 
personnel and organizational subunits, aligned 
with the organization’s core goals and strategic 
direction. (Enterprise Architecture-Wikipedia, 
n.d.). As the technology changes are faster than 
ever, if the standards are not set, technology 
integration and business process alignment will 
become a critical issue often affecting the op-
erational costs.

If an organization does not have enterprise 
architecture defined, at least technical standards 
need to be documented and followed. For example, 
an organization can state that it will follow Mi-
crosoft platform for sales and support and UNIX 
platforms for technical development area. If a new 
business case is proposing to introduce a UNIX 
platform for a sales team, then the scoring for 
architecture risk will be high. The risk score will 
flag that the maintenance costs of a nonstandard 
technology will be high. This will enable the 

Architecture Risk 
Score 

Evaluation criteria

1 Fully aligned with the existing enterprise architecture

2 Alignment with most of the architecture; the nonalignment areas are not 
considered as a security threat

3 No alignment with existing standard, but a potential candidate for inclusion in 
the architecture library

4 No alignment with existing standards and not a candidate for inclusion in the 
architecture library

Table 4. Architecture risk scoring example
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organization’s governance to take an informed 
decision about the investment.

An example of architectural risk evaluation 
scoring is shown in Table 4.

Investment Evaluation: Summary

Investment prioritisation is one of the difficult pro-
cesses to implement in portfolio management. It 
might require a cultural change in the organization 
if it is not used to formal decision making already. 
If the process is properly implemented, it will take 
away the political games and lobbying. 

An investment evaluation assumes there is a 
Governance framework and decision making body 
responsible for IT investment decision making. 
The decision making body should be represented 
by the senior management and should have suf-
ficient financial authority to take decision. The 
business should have commitment to make the 
formal decision making process happen.

ITIL® (Best Practice for Service Delivery, 
2001, p. 59) states:

“Why does the IT organisation budget have be 
so large?”

“How much will it cost to implement and run this 
new system?”
..
These are examples of the questions asked inside 
and outside an IT organisation, often in emotive 
situations, such as project over-runs or during 
periods of loss of critical services. The answer 
is often: “We are doing the best we can with the 
money that we have”; but….is that true?

Is that true? This is an introspective question 
to the IT community. To answer it IT practitioners 
need to show the business that IT investments are 
aligned with the business direction and generate 
positive returns. 

monitoring the progress of it 
investments

Once the IT Investment decisions are made, 
the implementations need to be managed as 
projects. 

The progress monitoring can be built into 
the project management methodology. One of 
the widely used project methodology, Projects 
in Control Environments (PRINCE2), proposes 
that the projects need to be governed by a Project 
Board (Prince2.org.uk, 2007). The project board 
will review the business cases at regular intervals 
to ensure that the projects are still relevant to the 
strategic needs of the organization. Figure 3 shows 
the project board structure hierarchy.

If an organization has already implemented 
a project board structure, similar to Prince2, it 
will be easier to implement an IT Investment 
monitoring process. However, it should be noted 
that Project Board cannot fulfil all the Portfolio 
Management monitoring requirements. There 

Project Board 

Project Manager 

Project Team 

Figure 4. Hierarchical project structure Source: 
Adapted from Managing Successful projects with 
Prince2 (1998, p. 18)
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need to be a body at a higher level that oversees all 
the projects across the portfolio. Figure 4 shows a 
typical Portfolio Management board structure.

The role of the Portfolio Management board is 
to supervise the performance of the project board 
and advise the project, if there are any changes 
in the strategic direction of the organization. The 
Portfolio Management board need representation 
from the senior management of the organization. 
It should have the authority to terminate a project, 
if needed.

The Portfolio Management board should not 
duplicate the Project Board function. Prince2 
(1998, pp. 22-23) defines  the project board func-
tions as follows:

• Provide overall direction and management 
of the project

• Accountable for the success of the project
• Approves all major plans and authorizes any 

deviations
• Authorizes the next stage of the project
• Ensures required resources are committed

The Portfolio board sits one step above the proj-
ect board. The Portfolio board functions are:

• Receive progress reports from all the project 
boards

• Receive self assessment health-check reports 
from all the projects, through the boards

• Advise the project boards, if any changes in 
the strategic direction of the organization

• Advise the project boards, if any new projects 
are initiated in the organization

• Advise the project boards, if any changes 
in the budget allocation

• Advise the project boards, if any projects 
are terminated in the organization

• Advise any technology changes 

investment monitoring: summary

The investment monitoring process is built on the 
foundations of project management. The invest-
ment monitoring process oversees the project 
execution of an IT investment. The investment 
monitoring ensures that the approved IT project 

 

Project Board 

Project Manager 

Project Team 

Project Board 

Project Manager 

Project Team 

Project Board 

Project Manager 

Project Team 

Figure 5. Portfolio board structure
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is aligned with business objectives throughout 
the implementation. 

Ideally, the investment monitoring authority 
should be able to terminate an IT investment when 
it is no longer aligned with the business objectives. 
In order to deliver this mandate, it is important that 
the organization body responsible for investment 
monitoring has sufficient authority to terminate 
or change the scope of an investment.

Benefits Realization

Once the IT Initiative is delivered, it is important 
to monitor the benefits and compare with what 
had been promised in the initial business case. If 
this process, is omitted then business cases fall 
into the trap of over promising and under deliver-
ing. The organization will also gain knowledge 
on the reasons for not achieving the estimated 
benefits.

Like other portfolio management processes, 
there is no single way to implement the benefits 
monitoring. We will analyse a practical implemen-
tation of an Australian Government agency.

The New South Wales Government’s Chief 
Information Office (http://www.gcio.nsw.gov.
au/library/guidelines/769) proposes a Benefits 
realisation register (Appendix A) to track the 
benefits. The register contains the following:

 
• A description of the benef it to be 

achieved; 
• The person responsible for realizing the 

benefit; 
• A description of the current situation or 

performance measure of the business pro-
cess; 

• The current cost or performance measure 
of the business process; 

• The target cost or performance measure 
of the business process after the planned 
change; 

• The target date for the benefit to be real-
ized; 

• The trigger or event that will cause the benefit 
to be realized; 

• The type of contribution to the business; 
• The assessed value of the benefit or sav-

ing; 
• Comments about the assessed value of the 

benefit or saving; 
• State which strategic and corporate objec-

tives and Results and Services Plan (RSP) 
outcomes are supported by the benefit; 

• State how the benefit contributes to achiev-
ing strategic and corporate objectives and 
RSP outcomes; 

• The value of the benefit realized and the 
date this is achieved. 

Benefits Realization: Summary

Benefits realization ensures that the IT Invest-
ment delivers the benefit as stated in the business 
case. Some of the challenges in implementing the 
benefits monitoring process are:

• Lack of ownership of benefits realisation, as 
the IT project would have been completed 
before the realisation commences

• Difficulty in identifying the benefits
• Difficulty in isolating the benefits of a single 

project
• Political reasons that prevent one from 

admitting that the project did not achieve 
what was promised 

casE study: south 
australian it invEstmEnt, 
planninG and portfolio 
GovErnancE framEworks

This is an independent case study prepared by 
the author. The views expressed in the case study 
do not represent the views of the Office of the 
Chief Information Officer or the South Australian 
Government. 
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When the new role of chief information of-
ficer (CIO) was created in the South Australian 
Government, the Government knew that it would 
be an uphill task for the CIO to bring the neces-
sary culture change. Some of his priorities were 
to set a direction for IT investment prioritization 
and to improve and coordinate IT planning across 
government. The CIO would be responsible for 
streamlining the IT Investment decision-making 
process across the South Australian Govern-
ment. This would be a challenging task, due to a 
number of factors, including a generally negative 
perception on IT’s ability to deliver the required 
outcomes, the wide variety of existing agency 
and whole of Government processes, competing 
priorities for funding, diversity in IT investment 
needs, the Government’s focus on transparency 
of decision making and audit comments. 

The South Australian Government spends 
approximately $500 million on IT, or around 7 
percent of the State’s total budget per annum. 
Despite the significance of this expenditure across 
Government, IT planning is not as mature as plan-
ning for others functional areas, such as finance 
and HR. (ICT1 Planning Framework, 2006, p. 4). 
So, it was not really a surprise when the South 
Australian Government’s Auditor General Report 
in 2003, (Auditor Report, 2003) was quite critical 
on IT investment decision making and project 
execution. However, the Government of South 
Australia took this report seriously and decided 
to address these issues in a systematic way. 

Creation of Office of cio

The office of CIO (OCIO) was created to coor-
dinate the whole of Government ICT planning 
and investment. The CIO reports directly to the 
minister for infrastructure. 

The OCIO stipulates that the planning, ex-
ecution and reporting of the ICT Projects are a 
business responsibility. The OCIO facilitates the 
coordination of ICT investment across agencies 
by publishing a suite of frameworks that set the 

minimum requirements to be complied with by 
all the South Australian Government agencies.

The OCIO Website (OCIO, n.d.) states the 
following key responsibilities:

ICT planning and investment

• Whole of Government strategic planning 
and prioritisation of ICT investment for 
business needs 

• Guidance of strategic procurement process 
across Government 

• Promotion of best practice ICT planning 
across agencies 

• Use of ICT innovation to transform service 
delivery 

Program Coordination

• Oversight of programs in alignment with 
across Government ICT strategy 

• Oversight of the development and manage-
ment of common ICT applications across 
Government, where appropriate 

• Promotion of integrated service delivery 
and business integration initiatives across 
Government 

Advice 

• Provision of advice to the Minister for 
Infrastructure, Cabinet, Chief Executives 
and Senior Management on the value of 
ICT to business, the management of ICT 
investments and the effective use of ICT as 
a business tool 

• Participation in a number of senior cross-
government and cross-jurisdictional com-
mittees 

ict portfolio Governance life cycle

The South Australian Government’s ICT Gov-
ernance framework (ICT Planning Framework, 
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2006) covers the entire life cycle of the ICT Invest-
ments. It has five distinct phases listed below:

• Strategic business and ICT planning
• Investment prioritisation and budgeting
• Projects and program portfolio manage-

ment
• ICT operation and maintenance
• ICT asset renewal, replacement or retire-

ment

Among these life cycle processes, we will 
examine “Investment Prioritisation and Budget-
ing” as an example of implementing the portfolio 
management framework discussed in chapter 3.

investment prioritisation 
and budgeting

This is the first process area to be deployed by 
the OCIO as it was considered as a high prior-
ity need. The investment prioritisation is a key 
aspect of IT Governance on how the investment 
decisions are made. To effectively prioritize in-
vestments and ensure a balanced portfolio, each 
investment proposal needs to address a consistent 
set of criteria.

The OCIO’s investment evaluation (ICT 
Investment Prioritisation Framework, 2005) in-
cludes assessing and considering the comparative 
weight of three dimensions in addition to cost:

• Strategic alignment: the degree of align-
ment that the business proposal demonstrates 
against an agency’s strategies

• Value: the degree of business improvement 
that will be achieved

• Risk Evaluation: evaluation of business 
risks, delivery risks and benefits realisation 
risks

The introduction of business criteria for ICT 
investment evaluation provided a way for deci-
sion makers, who are largely not ICT experts, to 

understand the value proposition, contribution and 
scope of ICT proposals. Each of the dimensions 
has it’s own practical challenges.

Strategic Alignment

All new South Australian Government ICT Initia-
tives should be aligned with the State strategic 
directions as set out in the SA Strategic Plan (SA 
Strategic Plan, n.d.) and with whole of Govern-
ment policies and standards

For example, agencies need to demonstrate that 
their ICT initiatives are contributing to the specific 
targets for each of the six strategic objectives, 
outlined in South Australia’s strategic plan:

• Growing prosperity
• Improving well being
• Attaining sustainability
• Fostering creativity
• Building communities
• Expanding opportunity

While value and risk are rated numerically, 
based on a preset evaluation scale, alignment 
with strategic direction is difficult to quantify. 
How does one determine the degree of strategic 
alignment for an IT infrastructure upgrade?

Initiatives are thus profiled into different cat-
egories, ranging from strategic to infrastructure. 
Each of these profiles will have different properties 
and strategic initiatives are expected to show a 
higher degree of strategic alignment than infra-
structure or hardware replacement initiatives.

For example, an “ICT Infrastructure upgrade” 
business case that can not show a high degree of 
alignment with any of the strategic initiatives, 
will not be rejected, provided it meets all other 
criteria. In the end, the purpose of evaluation is not 
to “score” high ratings in all the three dimensions 
but to balance the risk and benefits of different 
investment types to create a balanced portfolio.
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Value Assessment

The criteria for evaluating the business value of 
the proposal are (ICT Investment Prioritisation 
Framework, p. 9):

• Business improvement value
• Systems improvement value
• Organizational improvement value
• Other business benefits
• Financial value

Each of the criteria has detailed scoring guide-
lines so that there is consistency in the evaluation. 
For major business cases, the agencies need to 
complete Net Present Value (NPV) to demonstrate 
the financial worth of the ICT Initiative.

Risk Evaluation

The risks are assessed against the following cri-
teria (ICT Investment Prioritisation Framework, 
p. 9):

• Business risk
• Benefits realisation risk
• Architectural alignment risk
• Project Management risk

Benefits realisation is one of the challenging 
areas to track as intended benefits need to be stated 
clearly before investment and measured after 
implementation of an initiative. Many businesses 
find it hard to quantify or express the business 
benefits of an IT initiative and to have measure-
ment systems in place, to track the benefits once 
the project is completed.

case study: summary

OCIO has made progress in the development 
and deployment of its IT portfolio governance 
frameworks. Experience from implementation 
and agency feedback will now be used to update 

the frameworks and progress towards future 
stages of maturity.

Some of the “lessons learnt” are:

• Do not force “alignment” to the evaluation 
criteria

• Make it clear that getting “high score’ is not 
the purpose of evaluation

• Educate the business leaders in evaluation 
process; Show that the evaluation criteria, 
will guide decision making thought pro-
cess

• Provide feedback to agencies, especially if 
the business case is rejected, clearly iden-
tifying the improvement opportunities

OCIO plays only a facilitator role in the de-
ployment of the process. For example, the OCIO 
cannot create a “full portfolio” view across Gov-
ernment, as not all the investments go through 
the cabinet submission. In future, the agencies 
need to create their own ICT portfolio views and 
feed that information to the OCIO so that the “big 
picture” across south Australian government can 
be developed.

The main benefit of the Investment Evaluation 
framework is the transparency it provides across 
Government IT investments. Before implemen-
tation of the framework, there would have no 
visibility on the spending of the allocated IT 
budget by the agencies. The Investment Evalua-
tion provides this visibility, which is a key step 
in achieving good Governance.

summary and futurE trEnds

We started the chapter with a hypothetical case 
study. If Robert had read the chapter he would have 
realized that, his organization lacked evaluation, 
monitoring and benefits realisation processes. 

According to Garter (2007, p. 1), the project and 
portfolio management (PPM) has grown rapidly 
and morphed since mid-2006. It also states “even 
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as large enterprises seek expanded IT planning 
and control with PPM as a key enabler, PPM 
value has become apparent to organisations of 
all sizes… “. It also warns that before choosing 
software for implementation, the organization 
should spend effort in changing roles, developing 
skills and implementing processes. The reports 
predict that integration of project portfolio, IT 
service and application life cycle management 
(ALM) into a coherent IT planning and Control 
(ITPC) offering is under way.

The industry methodologies also respond to the 
needs of the market. As pointed out in the intro-
duction the IT Governance Institute has developed 
COBIT and Val IT methodologies that supports 
end-to-end IT investment lifecycle. Information 
Technology Infrastructure Library (ITIL) version 
3 covers the entire life cycle of IT services, includ-
ing service strategy, design, transition, operation 
and continual service improvement. According 
to the Office of Government Commerce (OGC) 
(OGC, n.d.), ITIL version 3, emphasizes Business 
and IT integration and Value Network Integra-
tion, which are essentially portfolio management 
concepts. 

In summary we can conclude that the tools are 
maturing in portfolio management market space. 
Industry methodologies, processes are being 
developed that support portfolio management. 
However the real challenge is, people, especially 
senior decision makers, accepting the structured 
way of evaluating, monitoring, and realizing the 
benefits of an IT investment. If this acceptance 
does not happen, the portfolio management will 
be just another bureaucratic overhead.

rEfErEncEs

Auditor Report (2003). Retrieved May 15, 2008, 
from http://www.audit.sa.gov.au/02-03/itrep/sum-
mary.html

COBIT 4.1 (2007). COBIT 4.1 excerpt: Execu-
tive summary and framework. IT Governance 
Institute

Enterprise Architecture – Wikipedia (n.d.). Re-
trieved May 15, 2008, from http://en.wikipedia.
org/wiki/Enterprise_Architecture

Gartner (2007). Magic quadrant for IT project 
and portfolio management 2007, Gartner RAS 
core research note G00149082, Matt Light, 
Daniel B, Stang 

ICT Investment Prioritisation Framework (2005). 
ICT investment prioritisation framework-Version 
1.0. Government of South Australia

ICT Planning Framework (2006). SA government 
ICT planning framework. Government of South 
Australia

IT Governance Institute (n.d.). Retrieved May 15, 
2008 from http://www.itgi.org

ITIL® (2001). Best practice for service delivery. 
United Kingdom: Office of Government Com-
merce.

Luftman, J., Bullen, C., Liao, D., Nash, E., & 
Nuewmann, C. (2004). Managing the informa-
tion technology resource: Leadership in the in-
formation age. Upper Saddle River, NJ: Pearson 
Education Inc.

NSW Government Chief Information Office 
Benefits Register (n.d.). Retrieved May 15, 2008 
from http://www.gcio.nsw.gov.au/documents/
Sample%20Benefits_register.pdf

Office of Government Commerce (n.d.). Retrieved 
May 15, 2008, from http://www.best-manage-
ment-practice.com/Online-Bookshop/IT-Ser-
vice-Management-ITIL/ITIL-Version-3/

OGC PRINCE2 (n.d.). Retrieved May 15, 2008 
from http://www.ogc.gov.uk/methods_prince_
2.asp



���  

IT Portfolio Management

PRINCE2 (1998). Managing successful projects 
with PRINCE2. London: The Stationery Office.

SA Strategic Plan (n.d.). Retrieved May 15, 2008, 
from http://www.stateplan.sa.gov.au/ 

South Australia Office of CIO (n.d.). Retrieved 
May 15, 2008, from http://www.cio.sa.gov.au/

Val IT (2006). Enterprise value: Governance of 
IT investments. IT Governance Institute 

appEndix: it bEnEfits rEGistEr

Weill, P. & Ross, J. W. (2004). IT governance: 
How top performers manage IT decision rights 
for superior results. Boston: Harvard Business 
School Press.

EndnotE

1 ICT: information and communication tech-
nology; In this case study the abbreviations 
IT and ICT will be used interchangeably



  ���

Chapter XVIII
Applying Organizational 

Theories to Realize Adaptive 
IT Governance and Service 

Management
Andrew Dowse

Department of Defense, Australia

Edward Lewis
Australian Defence Force Academy, Australia

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.

abstract

With the cost, complexity and risk associated with IT systems, the approach to IT governance and service 
management in many organizations is to centralize and standardize. Often executives pursue a generic 
approach to the management of information technology, without consideration of their organizational 
context. This chapter examines the adaptation of IT governance arrangements through the lens of or-
ganizational theory. It uses concepts from systems theory, differentiation, value chains and structural 
contingency theory to give an appreciation of the factors that influence how IT can best support an 
organization’s business.

introduction

The articulation of processes for the control of IT 
services in standards (such as AS 8015 and AS 
ISO/IEC 20000) over the past decade has estab-
lished a common integrated framework for the 

management of IT assets and the efficient delivery 
of services, regardless of the sector in which the 
organization operates. Many organizations are 
adopting such standards in pursuit of potential 
improvements in the quality of an organization’s 
information systems; however the prescription of 
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these standards needs to be in the context of the 
organization: what works well in one environment 
may need to be modified in others. 

As will be explained in this chapter, there is 
evidence that many implementations of IT gov-
ernance and service management have focused 
internally on the IT function and have been 
driven by a rationalist approach to consolidat-
ing and standardising resources. While this may 
be a reasonable strategy in certain situations 
(when there are clear inefficiencies or barriers to 
interoperability in the way that the organization 
has managed IT), focusing only on consolidation 
can detract from the organization’s effective use 
of technology. The adoption of IT governance 
and service management process frameworks in 
many organizations often occurs within a shift 
towards centralisation and a reduction in business-
IT alignment (Dowse & Lewis, 2006). 

The organizational science literature is relevant 
to the consideration of appropriate IT manage-
ment arrangements, in the same way that an 
organization’s structure can be modified to suit 
its environment. Applying environmental contexts 
to IT management arrangements in this way is 

not new. Several noted researchers have applied 
contingency approaches to IT governance in as-
sessing situations in which centralized, federal or 
decentralized modes may be preferred (Peterson, 
O’Callaghan & Ribbers, 2000; Peterson, Parker & 
Ribbers, 2002; Sambamurthy & Zmud, 1999). 

The purpose of this chapter is to help business 
and information managers to adapt IT manage-
ment arrangements to suit the organizational 
context by examining the issues associated with 
alignment of IT governance and service manage-
ment, identifying contingencies and developing 
a framework. We will begin by examining the 
requirements for IT governance, then consider the 
organization as a system and look at competing 
needs for integration and differentiation within the 
organization. The emerging concept of informa-
tion systems as a contributor of value will also be 
discussed before developing the framework.

thE risE of it GovErnancE

Governance is concerned with the effective, ef-
ficient and acceptable use of an organization’s 

Figure 1. Model for IT governance (from AS 8015)
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resources. Governance provides a means by which 
objectives, as well as the means of attaining those 
objectives and monitoring performance, are de-
termined (OECD, 2004). The three key elements 
of governance are setting objectives and perfor-
mance expectations, assigning those expectations 
to subordinates and ensuring they are being met 
(Carver, 2006). Whereas governance normally is 
associated with the apex of the organization (i.e., 
the activities of boards), there is no reason why 
this approach to systematic goal setting, delega-
tion and control could not be applied throughout 
the hierarchy.

With the spate of corporate failures raising 
questions of executive management, the focus 
of the term governance has shifted to concern 
matters of corporate ethics, as evidenced in the 
Cadbury and Sarbanes-Oxley reports in the UK 
and US respectively. This common interpretation 
of governance thus relates to the accountability 
of the organizational executive to its owners or 
shareholders. 

Similarly, whereas IT governance is concerned 
with the direction and control of current and 
future use of information technology (Standards 
Australia, 2005), it has come to be widely as-
sociated with ensuring accountability of invest-
ments in information technology to owners and 
shareholders. To some extent, efforts to imple-
ment IT governance mechanisms have suffered 
due to the definitional confusion (Keyes-Pearce, 
2002; Webb, Pollard & Ridley, 2006). Critically, 
IT governance needs to be accountable not only 
to owners and shareholders, but to the business 
functions and users within the organization. Only 
then will IT governance be able to maximize 
business value through alignment of technology 
with business.

The Australian standard for IT governance 
(AS 8015) identifies six principles underlying the 
need for conformance and performance, as well 
as three main tasks for directors to govern IT (to 
evaluate, direct and monitor), as shown at Figure 
1. A fourth task, implicit in this diagram, is the 

need for the board to engage with stakeholders, 
including business units, to determine needs 
and pressures relevant to IT. Whereas the model 
suggests a singular cyclic process, it would be 
reasonable to suggest that a hierarchy of evalu-
ate-direct-monitor processes may be employed, 
particularly in large, complex organizations. 
Standards Australia recognizes this hierarchy 
in its intended development of standards for the 
governance of business programs involving IT 
investment and for the operation of IT operations, 
including service management as a subset.

A common structure reflecting the hierarchy of 
governance and managerial decision-making is:

 
• Strategic management: Development of 

policies and longer term plans involving the 
whole enterprise and all of its objectives, 
including portfolio management (Thorpe, 
2003);

• Tactical management: Development of 
processes and capabilities to meet the expec-
tations for IT services, including programme 
management; and

• Operations management: Oversight of 
the provision of services and associated 
support. 

Using the processes described by the UK 
Office of Government Commerce (OGC, 2004) 
provides a standardized framework for IT gov-
ernance that involves a hierarchy of direction, 
development and delivery activities as shown 
at Figure 2. The delivery component comprises 
the function of IT service management, which 
is commonly implemented using the IT Infra-
structure Library (ITIL). Figure 2 reflects the 
original ITIL structure in which service delivery 
processes establish the levels of service whilst 
service support processes maintain those levels 
(in the recently released version 3 of ITIL, these 
processes are restructured as a cycle of service 
design, transition and operation). Whilst the 
cyclic approach to service provision continues 
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to be used in ITIL, the Australian standard (AS 
ISO/IEC 20000) presents an integrated framework 
comprising service delivery, relationship, control, 
release and resolution processes. 

Notwithstanding the importance of the six 
principles described in AS 8015, we articulate 
four basic tenets to guide CIOs in constructing 
IT governance arrangements:

• IT governance is not a singular committee 
or activity but a framework of mechanisms 
to achieve objectives for conformance and 
performance of IT systems.

• In many organizations, IT governance is con-
cerned with establishing a balance between 
competing requirements for specialisation 
and commonality (i.e., between the need for 
unique information capability and the need 
for common, interoperable capability).

• The essential requirement for IT governance 
is the conduct of planning and control to 
ensure IT delivers value by providing for 
the information needs of the organization.

• Optimal IT governance and service manage-
ment arrangements are determined by the 
organizational context.

The following sections will consider these 
tenets in respect of applicable organizational 
theories, specifically systems theory, differen-
tiation, value chains, and structural contingency 
theory.

thE orGanization as a systEm

Using systems theory elucidates how organiza-
tional components interact with each other and 
with their environment. Whilst an organization 
may be considered to be a “collection of compo-
nents organized to achieve a common purpose”, it 
is not a closed system and rarely is homogenous. 
A change in a component of the organization or 
in the environment in which it operates can af-
fect the organization’s performance. Interaction 
between the organization and its environment, 
as well as the levels of coupling and cohesion 
within the organization, determines its behaviour 
as a system. The variety of capabilities within 
the organization permits it to handle situations 
of uncertainty, dynamism and variety of its task 
environment (Ashby, 1976; Weick, 1969; Yolles, 
2000). For some time, it has been realized that 

Figure 2. Governance framework (adapted from OGC)
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in such environments, the organization may be 
more effective by employing organic, rather than 
mechanistic, arrangements (Galbraith, 1973).

A simple, centralized approach to the IT gov-
ernance framework at Figure 2, such as the use 
of a single IT governance committee with all IT 
services being controlled as a standardized infra-
structure, would be considered to be mechanistic. 
Research into IT governance arrangements in 
Australian public sector organizations has shown 
that the use of mechanistic governance arrange-
ments in diverse organizations has impacted 
upon the level of business satisfaction in IT and, 
to some extent, upon the performance of those 
organizations (Dowse & Lewis, 2006).

Weill and Ross (2004) identified 15 common 
IT governance mechanisms used for decision-
making, alignment and communications. They 
include the use of committees covering execu-
tive management, information policies, technical 
architectures and investment, as well as the use 
of process teams and relationship managers to 
improve business-technology dynamics. Align-
ment processes include the tracking of projects 
and the use of resources, service level agreements, 
chargeback arrangements and performance mea-
surement mechanisms, including measuring the 
value/utility/satisfaction of IT.

Communications mechanisms generally are 
means by which direction can be given (policies, 
announcements), but might also be important in re-
ceiving proposals or input to decisions. Broadbent 
and Kitzis (2005) noted that whilst the importance 
of governance mechanisms will vary, those that 
have the greatest impact in most situations are 
the use of business-IT relationship managers, the 
use of IT councils that are composed of business 
and IT executives, executive committees (with a 
business orientation) and IT leadership groups 
(with a technological orientation).

A key element of IT governance is the 
engagement between the IT function and the 
organization’s business functions. At strategic-
level governance, business units are involved in 

preparing proposals to the governing body. Busi-
ness unit stakeholders are involved in tactical-level 
IT governance from the dual perspectives of being 
customers and contributing to the decision-mak-
ing processes of steering committees or similar 
mechanisms. 

The dynamics between the entities of the 
board, business and IT may be considered as a 
control system (Van Leeuwen, 2006). The busi-
ness satisfaction with IT should be proportionate 
to the business value provided to the IT function 
(deLone & McLean, 2003). It should be reasonable 
also to assume that a purely economic approach 
to the control function would result in the provi-
sion of means through governance direction being 
inversely proportionate to the level of satisfaction. 
That is, a high level of satisfaction may indicate 
excess capacity and thus invite a reduction of 
IT resources, whereas a low level of satisfaction 
may indicate inadequate commitment to IT and 
invite an increase in the IT means. Conversely, if 
the board takes a value approach, IT governance 
would tend to be proportionate with business 
satisfaction (Van Leeuwen, 2006). As shown in 
Figure 3, in this approach, the IT governance 
control function rewards IT contribution to busi-
ness value by tending to provide more means in 
pursuit of further value realisation. It would also 
tend to reduce the means if business perceives 
IT as not contributing value. Whether the board 
focuses on efficiencies or on business value de-
pends upon whether the organization’s business 
strategy is on the use of IT as a utility or as a 
transformational resource.

From a viable systems model viewpoint (Beer, 
1981), it could be said that the activities of the 
board are but a reflection of the variety of interac-
tions between the organization’s operational (or 
“doing”) elements and its environment. IT service 
management comprises the processes that guide 
interaction between the business and IT function 
at the tactical and operational levels of manage-
ment. Expanding then upon the model at Figure 
3, service management also may be considered to 
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be a control system, in which the organization’s 
business units assess the adequacy of IT services 
and seek to adjust levels accordingly. This rela-
tionship is shown at Figure 4.

infrastructurE, intEGration, 
and aliGnmEnt

The promises of synergy across business units 
and efficiency in the management of information 
technology are leading many organizations to 

migrate their IT services to establish shared IT 
infrastructure (Broadbent, Weill & Neo, 1999). 
This migration confers Chief Information Of-
ficers with greater control over the quality of IT 
services, through standardization of capabilities 
and achievement of economies of scale. The 
introduction of corporate IT governance and 
service management arrangements complements 
the infrastructure approach.

The three objectives for greater investment in 
IT infrastructure are related to the three typical 
contingency factors featured in organizational 

Figure 3. IT governance as a control system (adapted from van Leeuwen)

Figure 4. Service level management as a control system
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theory (size, interdependence, and uncertainty). 
Economies of centralisation are positively asso-
ciated with an organization’s size: the potential 
efficiencies gained from a shared infrastructure 
approach to an organization’s information technol-
ogy increases if rationalising a large number of 
systems of different departments. Cost reduction 
by standardization and centralisation corresponds 
with bureaucracy theory and the mechanistic orga-
nizational form, and represents the first stage of IT 
infrastructure maturity (Burn, 1997). The second 
reason, realizing synergy across business units, 
becomes more significant with increased interde-
pendence across the organization as it attempts to 
increase the connectivity (reach) and functionality 
(range) of information sharing (Broadbent et al., 
1999). Thirdly, achieving greater flexibility and 
responsiveness to the strategic context is more rel-
evant in highly dynamic environments featuring 
task uncertainty. This is an interesting concept in 
that it could be seen as a departure from the law 
of requisite variety. That is, in the case of IT, less 
variety of technology might help an organization 
deal with greater variety of the environment. This 
contradiction may be explained in that reduced 
variety of organizational technology enables 
greater interactions between individuals and their 

knowledge, the true source of internal variety. 
This interaction is the basis of an organization’s 
ability to accommodate continuous change, which 
in a dynamic environment constitutes stability 
(Sauer & Yetton, 1994).

Broadbent and Weill elucidated the benefits 
of organizational IT in their various works on IT 
infrastructure. A diverse organization’s technol-
ogy may involve multiple levels of IT provision 
(local, corporate and contracted/public) as shown 
at Figure 5 (from Weill & Broadbent, 1998). In 
pursuing objectives associated with IT infra-
structure, organizations have transitioned locally 
controlled technologies to corporate and even 
public infrastructure consistent with their context. 
Underinvesting in corporate IT infrastructure 
will limit the potential economies and syner-
gies, with business units maintaining islands of 
automation and inadequate sharing of resources 
and information across specialisations (Weill, 
Subramani & Broadbent, 2002). Over-investing in 
IT infrastructure on the other hand may represent 
wasted resources. Moreover, over-investment 
coupled with a forced centralisation of IT (i.e., 
from local to corporate applications, support and 
control) may reduce the effectiveness of individual 
business units. Nevertheless, the trend in many 

Figure 5. IT infrastructures (adapted from Weill & Broadbent)
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organizations is towards standardized, centrally 
managed infrastructure and away from locally 
managed IT.

The shift of control over IT to corporate 
management, whilst offering the benefits of 
integration discussed above, could be construed 
as a potential risk to the alignment between an 
organization’s business and IT. Alignment is a 
measure of the fit of organizational capabilities, 
such as IT, with the strategic objectives of the 
organization (Thorp, 2003). Alignment between 
IT and the organization’s business objectives is 
a key issue for information systems managers 
(Palvia & Palvia, 2003). This issue becomes more 
of a challenge if the organization operates in a 
dynamic environment. 

In evolving his strategic alignment model, 
Venkatraman (1991) conceptualized that align-
ment necessitates strategic integration (between 
strategies and capabilities) and functional integra-
tion (between business and IT). Alignment also 
requires both the corporate strategy and technol-
ogy to be in equilibrium with other aspects of 
the organization’s capability such as structure, 
processes and individuals (Scott Morton, 1991). 
Many variations of Venkatraman’s model have 
been developed in the literature, including Earl’s 

Organization Fit Framework (1996, 489-500), 
which introduces an information management 
domain to reflect the business utility of informa-
tion; and Weill and Broadbent’s (1998) alignment 
model, which simplifies alignment to a cyclic 
influence between strategic context, IT strategy 
and IT capability.

Sauer and Burn (1997) characterized align-
ment as a compromise between full business-IT 
integration and outsourcing. One view of align-
ment is that IT should make adjustments to fit the 
business. A contrasting view is that the business-
IT relationship is more symmetrical and requires 
the business to make adjustments for IT (Burn, 
1997). An even more divergent situation occurs 
when the IT organization provides a standard-
ized service and expects all business to adjust 
accordingly. These three types of relationship are 
characterized as business dominant, symmetrical 
and IT dominant, as shown at Figure 6. 

Most alignment models only focus on the 
strategic level, which is reasonable in a single busi-
ness organization. However, in a multibusiness 
organization, a holistic approach to alignment does 
not account for the diversity of IT requirements 
across the organization. An important issue there-
fore is the relationship between a centralized IT 

Figure 6. Business-IT relationships
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function and the potentially diverse requirements 
of the business units that it supports.

Lawrence and Lorsch (1967) defined an orga-
nization as “a system of interrelated behaviours 
of people who are performing a task that has been 
differentiated into several distinct subsystems, 
each subsystem performing a portion of the task, 
and the efforts of each being integrated to achieve 
effective performance of the system.” A level of 
differentiation consistent with the organization’s 
environment leads to improved performance and 
adaptiveness (Leavitt, 1978). Highly differenti-
ated organizations typically have high cohesion 
within specialized units and loose coupling 
between units.

Lawrence and Lorsch (1986) defined integra-
tion as “the quality of the state of collaboration 
that exists among departments that are required 
to achieve unity of effort by the demands of the 
environment.” Their research noted that differ-
entiation and integration were often inversely 
related. That is, organizations whose subunits’ 
culture had become highly diverse through as-
sociated specialisation did not coordinate with 
each other as much as less diverse organizations 
(that is, they are loosely coupled). However, they 
also found that organizations that matched high 
differentiation with high integration performed 
better than other organizations (Lawrence & 
Lorsch, 1986). Thus, in a diverse organization, 
performance will be dependent upon the effec-
tiveness of both differentiation and integration. 
The greater the need for differentiation, the more 
integration that is required for effectiveness of the 
overall organization (Donaldson, 2001). 

To borrow from Lawrence and Lorsch’s work 
on complex organizations, IT is an integrating 
mechanism that facilitates lateral relations and 
balances the differentiation across specialized 
elements of the organization. The transition to 
centrally managed IT signals a fundamental shift 
in organizations from a differentiated, structural 
orientation to the integration of technology (Rib-
bers, Peterson & Parker, 2002). From a technol-

ogy perspective, efforts need to be directed at 
providing differentiation mechanisms to ensure 
alignment and effective performance of individual 
businesses in the organization.

The involvement of business units in IT gov-
ernance mechanisms and the provision of busi-
ness relationship and service level management 
processes within IT service management should 
all enable the differentiation required to support 
diverse business. Interestingly, a large proportion 
of organizations that have embarked upon an IT 
infrastructure approach have focused almost 
exclusively on consolidation and standardisation 
(Dowse & Lewis, 2006). This however is typical of 
the maturity model for IT management, in which 
organizations typically seek efficiencies before 
they turn their attention to providing value to the 
businesses they support. This sequential approach 
has its benefits, such as ensuring process quality 
and eliminating unnecessary legacies. However, 
it also creates a dip in business alignment as the 
organization strives for a controlled and efficient 
system, as shown at Figure 7. 

The challenge here is that nearly 90% of 
organizations that have embarked upon a trans-
formation of their IT processes remain at level 
1 or 2 (Curtis, 2005). In these organizations, 
business alignment is minimal. The inability or 
reluctance of organizations to emerge out of the 
alignment dip could be attributed to a number of 
related factors. Rationalism may be a contributor, 
particularly with the richness of modern office 
and enterprise applications able to support a 
variety of businesses; this is exacerbated if the 
IT management does not have an appreciation of 
the unique information needs of the business or 
if interoperability and standardisation are seen as 
more important than differentiation. There also 
may exist a perception that IT management can-
not differentiate services until the environment 
is standardized and all potential efficiencies are 
achieved. This point is made by Ross, Weill, and 
Robertson (2006), in their suggestion that Enter-
prise Architecture as strategy must go through a 
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series of stages, from local/functional optimisa-
tion, through IT efficiency, process optimization, 
to strategic choices.

This strategy, however, can entrench the or-
ganization in mediocrity, as it may take years to 
migrate from legacy systems and the full reali-
sation of economies will diminish the capacity 
of the IT function to differentiate services in the 
mature system. The employment of IT governance 
mechanisms as outlined earlier in this chapter (and 
articulated in Weill & Ross, 2004), including those 
that address operational alignment, will determine 
the ease of transition from the rationalist approach 
to the value-adding approach. 

The problem with the provision of standardized 
infrastructure services in organizations that have 
diverse technology requirements is that IT may 
fail to provide the value and thus impact upon the 
effectiveness of the business. This situation leads 
us to the third tenet.

thE valuE viEwpoint

The transition to the mature system will be enabled 
only when the IT function is viewed as a supply 

function that adds value to the organization’s 
business. Porter (2004) developed the concept of 
the value chain, which describes the relationship 
between the activities that contribute to organiza-
tional products and services. Porter presented a 
typical value system as comprising primary activi-
ties (that provide a sequential end-to-end process 
to create the product from inbound logistics to 
service provision) and support activities (various 
enterprise-wide functions such as infrastructure, 
development, procurement and human resource 
support). The essence of the value chain approach 
is that the relationship between parts of the orga-
nization (as well as external suppliers) are seen in 
terms of supply and demand, with contributing 
services adding value to the overall process. Each 
activity combines purchased inputs, information, 
resources and technology to perform its function, 
and may be considered in terms of the value of 
its services and associated margin (value less 
collective costs; Porter, 2004). 

If the organization provides a diverse range 
of services or products, then the IT function may 
need to support multiple value chains, as shown at 
Figure 8, and thus itself needs to be differentiated 
commensurate with the support required by the 

Figure 7. The effect of process maturity on alignment (adapted from Curtis)
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business units. If we consider the IS services to 
the organization to be Σi=

n
1 IS(i), where n is the 

number of unique support relationships, then the 
IS-business relationship will become complex as 
n increases and as the nature of the support and 
variance of these relationships increase, especially 
if the feedback to the business is not coupled 
loosely. The nature of the support relates to the 
work associated with (and value contributed to) 
individual business units. The variance in IT 
support relationships with the organization’s 
businesses represents the requirement for dif-
ferentiated alignment. In a diverse organization, 
these differences need to be addressed not only at 
the strategic level, but also with the use of opera-
tional alignment mechanisms. Such mechanisms 
consider business requirements for variations 
from the standard architecture or from standard 
service provision.

Of course, the situation could be different in 
organizations where information is the primary 
business. Many banks and firms such as Sensis, 
in its production of paper and on-line directories, 
are “information factories”. In such situations, 
information technology might be regarded as a 
primary rather than a support activity.

The more tightly and effectively the IT function 
integrates its services with the demands of each 
business unit, the more value it provides (OGC, 
2004). Yet, in a highly differentiated organization, 
the more the IT function strives to align with the 
individual needs of business units, the more differ-
entiated it too becomes. This differentiation may 
be achieved at the expense of the efficiency gains 
(and possibly also of potential synergies) of a more 
homogenous approach. Thus, the options facing 
organizational executives simplistically exist on 
a continuum between standardized infrastructure 
that reduces costs but might reduce the value of 
services and a differentiated architecture that 
retains the value of services but does not achieve 
potential efficiencies.

This corporate dilemma of costs versus value 
in IT service provision is exacerbated by three 
factors. Firstly, the creation of an integrated 

technological infrastructure not only produces 
efficiencies but also enables value through the 
synergies discussed previously. Secondly, in 
a diverse organization and when dealing with 
intangibles, it is difficult to determine the cost 
implication of increasingly differentiated rela-
tionships with business units or to compare that 
with the value that such differentiation delivers. 
Thirdly, it can be difficult to distinguish between 
the “needs” and the “wants” of business units. 
Business requirements for information system 
support may genuinely add value to services or 
may be a reflection of political desires for control 
and legacy usage of IT.

The value chain approach at Figure 8 also sug-
gests that a prerequisite to determining alignment 
requirements is to understand the nature of the 
value that the business derives from IT. While 
there have been some research efforts to better 
comprehend IT business value through concepts 
such as the resource-based view (Melville, Krae-
mer & Gurbaxani, 2004), largely alignment is 
based upon subjective ideas of value.

Thus the question that immediately arises from 
the model is: How do we specify and measure 
the value of information services? The logical 
approach would be a top down development of 
organizational tasks, generating information 
requirements that necessitate information ar-
chitecture functions such as collection, access, 
presentation, networking, knowledge manage-
ment, security, interoperability and integra-
tion. Providing there is adequate predictability 
about the nature of the task, the requirements 
for information, particularly essential elements 
of information, can be defined to some extent 
and consequently measured. However, while the 
analytical rigour required of such an architectural 
approach has been applied in certain large-scale 
acquisitions of systems, there has been limited 
success in any organization in either defining 
information requirements in architectural terms 
or in measuring against those information require-
ments in the running system.
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A typical problem with the architectural ap-
proach is that too often it takes a technology design 
viewpoint and disregards key competencies and 
information needs of the organization (Lewis & 
Munro, 2007; Sauer & Yetton, 1997). This can 
lead to the common situation in which greater 
investment in technology does not lead to notice-
able value or competitive advantage, as strongly 
pointed out by Paul Strassmann (1997). Barney 
et al. (2001) suggest that a competitive advantage 
does not arise from the deployment of technology 
but in the translation of computing power into 
knowledge. Taking a resource-based view of the 
organization’s information capabilities may assist 
in matching internal resources with the environ-
mental demands on the organization. RBV theory 
considers a firm to be a collection of distributed 
resources, in which performance is determined by 
the blend of resources, including competencies and 
capabilities, residing in individuals and institu-
tionalized through organizational learning (Sauer 
& Yetton, 1997). The market forces that make a 
resource valuable include scarcity, demand, and 
appropriability (Collis & Montgomery, 1995). 

Above all, the resource-based view calls for con-
sideration of information capabilities across the 
organization, not only in the specialist IT group, 
and targeted investments in technology through 
self-assessment and a close partnering between 
the business and IT groups (Bharadwaj, 2000).

Another approach to measuring value that is 
used in many organizations is the aggregation of 
the satisfaction of individual users as to the quality 
of information services. The use of surveys or IS 
success models (such as by deLone & McLean) 
by IT groups typically infer that individual atti-
tudes reflect the level of success in the provision 
of information services. However, the needs of 
individuals do not always represent the needs of 
the organization and are a measure of perception 
rather than reality (Seddon, 1997). Thus, while 
surveys may be a useful indicator, they are not 
an accurate measure of the value of information 
services.

Finally, value may be measured by the specifi-
cation of certain service levels from a technology 
perspective, such as the percentage of availability 
of systems or the time taken to resolve a problem. 

Figure 8. The IS value Chain view (adapted from OGC, 2004)



  ���

Applying Organizational Theories to Realize Adaptive IT Governance and Service Management

Linking such service levels to the businesses of 
the organization, such as through a hierarchi-
cal cascade of business and IT scorecards (Van 
Grembergen, 2000), will provide some level of 
accountability and measurement of the value pro-
vided by information services. To truly measure 
the value of IT, this measurement would not only 
include performance metrics but some concept of 
cost attribution. 

 

a continGEncy modEl

The contingency approach in general science 
is that the effect of one variable on another de-
pends upon a third variable. There is no simply 
stated relationship between the first two variables 
without consideration of the third, moderating 
variable (Donaldson, 2001). In the contingency 
theory of organizations, the relationship is be-
tween characteristics of the organization (often 
organizational structure) and the performance 
of the organization, which is moderated by some 
context. The performance is usually referred to 
as effectiveness but could also relate to efficiency 
or acceptability. The context that moderates this 
relationship comprises contingency factors. The 
fit between the contingency factor and organiza-
tional structures determines performance. The 
challenge therefore is to distinguish the dominant 
contingency factors. In a dynamic environment, 
an organization must use controls to monitor those 
contingencies within its environment, as well as 
its performance, and then adapt its strategy and 
modify its structure accordingly.

Burns and Stalker (1961) identified that stable 
environmental conditions (thus leading to relative 
task certainty) suit a mechanistic form or organiza-
tional structure, featuring a traditional hierarchy, 
formal rules, vertical communications in line with 
lines of authority and structured decision-making. 
Conversely, they determined that more dynamic 
conditions (leading to task uncertainty) demand 
the use of an organic form of organization, with 

less rigidity, informal communication, more 
participation and innovation. Burns and Stalker 
examined the success of electronics firms dur-
ing high dynamicism and found that firms with 
an organic structure thrived whilst those with 
mechanistic structures did not. 

As mentioned in the introduction of this 
chapter, several researchers have applied contin-
gency models to IT management arrangements; 
in fact, contingency theory was dominant in early 
information systems research (Weill & Olson, 
1989). Sambamurthy, Zmud, and Byrd (1994) 
studied the moderating effect of environmental 
complexity/turbulence and level of consensus on 
the necessary comprehensiveness of IT planning. 
Subsequently Sambamurthy and Zmud (1999) 
examined the effect of multiple contingencies 
on IT governance arrangements, where factors 
interacted to amplify, dampen or override their 
influence. The contingency factors related to the 
nature of the organization (size, governance ap-
proach and geographic dispersion), economies 
of scope (diversification and exploitation of 
economies) and absorptive capacity (specifically, 
IT knowledge of line managers). Sambamurthy 
and Zmud determined that the federal mode 
of IT governance was appropriate in situations 
of conflicting contingencies, whereas cases of 
dominating or reinforcing contingencies indi-
cated a suitability of centralized or decentralized 
governance.

The contingency factors used in IT manage-
ment research vary from study to study and include 
one or combinations of strategy, structure, size, 
environment, technology, task and individuals 
(Weill & Olson, 1989). Swanson (1987) reviewed 
organizational theory and the IT literature to de-
termine that characteristics of the organization’s 
environment (heterogeneity, instability, assump-
tions), of tasks it undertakes (uncertainty, variety, 
complexity, equivocality) and of the organization 
itself (core technology, size and objectives) are all 
determinants of its utility and management of IT. 
Earl and colleagues developed perhaps the most 
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complete contingency model, which considered 
the effect of organizational characteristics, per-
ceived IT strategic impact, external IT environ-
ment, technology assimilation and heritage (Earl, 
1996). However, of these factors, the authors 
established that only the structural characteristics 
of the organization influenced the IT management 
configuration that would maximize performance; 
that is, IT management arrangements should align 
with the key characteristics of the host organiza-
tion (Earl, 1996). 

With the emergence of IT governance for stra-
tegic control of organizational IT capability, the 
dominant consideration in determining arrange-
ments for a particular organization is a balance of 
the respective benefits of centralization (organiza-
tional synergy and economy) vs. decentralization 
(responsiveness to business needs) (Peterson et al., 
2000). Peterson (2004) characterized centralized 
IT governance as being associated with small sized 
organizations following a cost-focused business 
strategy, with a centralized business governance 
structure, environmental stability, low reliance 
on information and low business experience in 
managing IT. Decentralized IT governance is 
more likely to be associated with large, complex 
organizations with a innovation-focused strategy, 
decentralized business governance structure, 
environmental volatility, high reliance on infor-
mation and high business experience in managing 
IT. In the typical case when these multiple factors 
are competing and there is friction between flex-
ibility and efficiency, organizations tend to adopt 
a federal approach (Peterson, 2004). Typically in 
such an approach, IT governance decision making 
and service management are largely centralized 
but with substantial decentralized input (Weill 
& Ross, 2004).

In addition to Peterson’s work, three other 
determinants for IT governance are supported 
by recent research into the performance of or-
ganizations employing different IT governance 
arrangements: differentiation, interdependence 
and inertia (Dowse & Lewis, 2006). Organiza-

tions with diversity of business (and consequent 
differentiation of IT needs) are more suited to a 
federal or decentralized approach, to facilitate 
greater influence by the business units. Those with 
low differentiation are able to achieve strategic 
alignment through a more centralized approach. 
Organizations with greater interdependence be-
tween business units present increased potential 
for synergy and standardization, thus are suited to 
a more centralized approach. Organizations that 
historically had a centralized IT function have 
less difficulty in implementing an infrastructure 
approach to IT management and tend to require 
less alignment mechanisms than those transition-
ing from a decentralized structure. 

It would be useful here to drill down into 
what we mean by IT governance arrangements. 
Weill and Ross (2004) described how organiza-
tions might adopt a combination of governance 
approaches according to the type of decision (IT 
principles, architecture, infrastructure strategies, 
business applications and investment). They de-
veloped a decision rights framework based upon 
those types of decisions and accounting not only 
for responsibilities for the decisions, but for inputs 
from stakeholders (whether that be business input 
to an IT-dominant decision or IT input to a busi-
ness-dominant decision). 

Similarly, Dowse (2007) describes IT man-
agement arrangements flowing from governance 
in terms of seven attributes, consistent with the 
framework at Figure 2: 

• Engagement between IT and business at the 
strategic (board) level;

• Level of standardisation of the architec-
ture;

• Funding arrangements for the provision and 
accounting of IT capabilities;

• Use of service level management and busi-
ness relationship processes so that IT adds 
value to the business;

• Performance management mechanisms to 
measure the quality of IT and serve the 
‘monitor’ function of IT governance;
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• Operational use of communications between 
the IT function and users; and

• The maturity of IT service management 
processes.

Typically, the contingent factors that tend to 
favour decentralisation will require greater en-
gagement between IT and business, distributed 
IT decision-making, less standardisation of the 
architecture, more decentralized funding ar-
rangements, more differentiated service levels, 
greater emphasis on performance management 
(especially tailored to business needs), increased 
use of communications and greater maturity of 
service management processes. That is, this en-
gagement tightly couples IT and business. On the 
other hand, centralisation loosens the coupling 
between IT and business and so trades agility 
in response to business changes against predict-
ability, reliability, and efficiency.

This contingent relationship is shown at Fig-
ure 9, in which the organizational characteristics 
moderate the value derived from the organization’s 
IT management arrangements. 

futurE trEnds

The current trend for IT governance and service 
management is one of centralisation, standardisa-
tion and consolidation. This has been a necessary 
step in many organizations in which technology 
has previously evolved within “stovepipes” and 
thus potential synergies and economies could be 
realized. Organizations will increasingly turn to 
provision of specific value by the IT function to its 
supported businesses. This trend is reflected in the 
inclusion of the business relationship processes in 
the ITIL framework and related standards.

An interesting trend in IT governance might 
emerge from the business network concepts that 
followed on from the value chain work discussed 
earlier in this chapter. Value networks focus 
the relationship between two organizations or 
organizational elements on the edges of those 
elements, rather than through some centralized 
function. This approach is superior to administra-
tive approaches (in which efficiencies are gained 
through centralisation) in situations in which the 
nature of the relationship (and associated value) 
is dynamic; this is consistent with the Galbraith 
(1973) concept of lateral relations and the viable 

Figure 9. Contingency model of IT management
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systems model view of an organization’s adapta-
tion to its environment. It also may ameliorate 
the situations of helplessness common within 
complex organizations, in which the business 
customers of an IT service are unable to influ-
ence that service.

The value network concept of distributing 
decision rights might seem on the surface to be 
inconsistent with the current trend of centralisa-
tion of IT related decision rights. However, the 
two approaches can coexist and even complement 
each other. IT governance mechanisms at the 
strategic level need to establish a common direc-
tion but ensure there is sufficient flexibility for 
localized adjustments to meet dynamic business 
needs. Such flexibility and ability to differentiate 
IT services (while still achieving overall syner-
gies and economies) is at the heart of business 
relationship management, the implementation of 
which constitutes the key future trend.

conclusion

This chapter has discussed the need for adapta-
tion of IT governance and service management 
arrangements, and has applied various organi-
zational theories for this purpose. We began by 
outlining the requirement for IT governance and 
identifying four basic tenets to guide adaptation: 
that IT governance is a framework of mechanisms, 
that it is concerned with achieving a balance of 
competing interests, that it must deliver value to 
the business and that optimal arrangements are 
determined by the organizational context.

With these tenets in mind, we have discussed 
adaptation in terms of using systems theory, 
differentiation, value chains and contingency 
theory. Organizations viewed as systems provide 
an appreciation of information requirements in 
terms of coupling and cohesion. Systems theory 
also fosters an understanding of the interaction 
between business units and the IT function as 
control systems, rather than static relationships.

The need for business-IT alignment is a critical 
consideration for CIOs and becomes all the more 
challenging when supporting a diverse range of 
businesses, each with their own needs. A ratio-
nalist approach to provision of IT infrastructure 
may reduce this alignment, thus it is important to 
achieve a balance of differentiation and integra-
tion to suit the strategic needs of the organization. 
It is also important that the IT function not lose 
sight of the need to provide value to the supported 
businesses, which itself requires a balance of cost 
and quality of varied services.

The optimal IT governance and service man-
agement arrangements, from strategic level com-
mittees to the development of IT capabilities to 
the operation of services, that maximize the value 
derived from IT will vary depending upon the 
organizational context. Such moderating factors 
include organizational size, corporate governance, 
reliance of information, the differentiation and 
interdependence of the task environment, busi-
ness strategy, dynamicism and uncertainty of 
the environment and the organizational culture. 
These factors should be taken into consideration 
to establish effective, value-adding IT governance 
and service management arrangements.
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abstract

This chapter presents and analyzes a real life ITIL project, and it is based on a longitudinal case study. 
The purpose is to illustrate how the ITIL process reference model for some processes may be used almost 
as a blueprint, while ITIL for other processes may be profoundly adapted to suit the context and the needs 
of the implementer. Furthermore, the success factors and the impediments for successful implementa-
tion are discussed. As this case shows, although processes are being well defined and the ITIL project is 
being regarded by management as a success, employees may after all decide not to follow the adapted 
processes. The study finds that ITIL implementation will not be effective unless the organizational and 
cultural aspects of process change are being taken care of. This chapter will especially inform practi-
tioners about how ITIL may be utilized and how an implementation project might be organized. 

introduction

The IT service management perspective is becom-
ing more and more popular in the IT community. IT 
Service Management is an approach to operations 
that emphasizes IT services, customers, service 
levels agreements (SLAs) and best practice pro-

cesses for handling the day-to-day activities in the 
IT department (OGC, 2005; Palmer, 2005). Several 
frameworks exist, such as Control Objectives for 
Information and related Technology (COBIT), 
Microsoft Operations Framework (MOF), IBM 
SMSL, HP ITSM, and IT Infrastructure Library 
(ITIL). Among them, ITIL seems to be especially 
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well accepted. ITIL is primarily a collection of 
best practices implemented in the industry, and is 
administrated by the UK Office of Government 
Commerce (OGC). It gives a detailed description 
of how to organize and handle central IT opera-
tions tasks such as incidents, problems, changes, 
configuration, availability, capacity and so on. 
ITIL is a process reference model, and views 
operations as a collection of processes. Process 
orientation means focusing on the cross-func-
tional, organization-wide sets of activities that 
transform an input into an output that represents 
value for the customer, and does so by utilising a 
variety of organizational resources. Implementing 
ITIL means process change.

As a process reference model, ITIL seeks to 
capture characteristics common to many com-
panies within the IT sector. A reference model 
may be defined as “an abstracted depiction of 
reality that serves as a standardized or suggestive 
conceptual basis for the design of enterprisSe 
specific models, usually within a like domain” 
(Taylor & Sedera, 2003, p.1). Misic and Zhao 
(2000) describe reference models as being “stan-
dard decomposition of a known problem domain” 
(p.484). Brocke and Thomas (2006) discuss the 
use of reference models and argue that a user will 
acknowledge a reference model when the effort 
needed for the construction of his own specific 
model is considerable reduced using the reference 
model. In addition, they argue, “the more specific 
a reference model is, the fewer the enterprises are 
for which it can be applied” (p. 681).

Although IT departments all over the world are 
improving their operations and processes based 
on the ITIL process reference model, there is, 
to date, little academic literature examining the 
characteristics of ITIL, how ITIL is implemented 
in industry, and the effects and the consequences 
of following such a process reference model. A 
notable exception is Aileen Cater-Steel and col-
leagues (Cater-Steel & Tan, 2005; Cater-Steel, 
Tan & Toleman, 2006a; Cater-Steel, Toleman & 
Tan, 2006b). Cater-Steel and Tan (2005) report 

from a survey about the uptake of ITIL in the 
Australian IT community, that ITIL’s service 
support processes Service Desk and Incident 
Management were at the most advanced stage of 
implementation. Further, survey respondents per-
ceived “commitment from senior management,” 
“champion to advocate and promote ITIL,” and 
the “ability of staff to adopt to change” as the 
top three ranked factors for success. Noteworthy, 
56% of respondents reported that ITIL had met 
or exceeded their expectations. 

The purpose of this chapter is to present and 
analyze a real life ITIL project, through the lens of 
a case study approach, in order to provide insight 
into the nature, challenges and benefits of ITIL 
implementation. The chapter will especially focus 
on methodological- and project-related factors. 
In addition, exploring how a real-life industry 
implementation utilize the reference processes 
presented in the ITIL is a main goal. 

Among the issues addressed in this research 
are:

• How are ITIL reference processes being 
adopted by the IT department?

• What are the success factors and the impedi-
ments for successful implementation? 

• How is information technology being used 
to enable ITIL-processes?

• Does ITIL implementation affect organiza-
tional culture?

The research presented here has been orga-
nized as a longitudinal research project combining 
different research methods such as action research, 
interviews, surveys, and document studies.

backGround

This section gives a short introduction to IT Ser-
vice Management, ITIL and process change for 
readers unfamiliar with these topics. Further, it 
presents the case organization and the reasons why 
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an ITIL project was launched, and it includes an 
overview of the applied process change method 
and enabling technology.

it service management and itil

IT Service Management is based on the idea 
that the IT department is a service organization, 
delivering IT services to the firm (OGC, 2005). 
Consequently, IT should focus on developing 
and delivering IT services that can fulfil busi-
ness needs and requirements. The key concepts 
of IT Service Management are service, quality 
and customers (Palmer, 2005). An IT department 
should not focus just on running its technological 
infrastructure, but should pay attention to the IT 
services it provides. One definition of IT service is: 
“an integrated composite that consists of a number 
of components, such as management processes, 
hardware, software, facilities and people that pro-
vides a capability to satisfy a stated management 
need or objective” (Evans & Macfarlane, 2001). 
IT services support business processes, and en-
able businesses to reach their goals. Identifying 
and describing an IT service may be challenging 
for an IT department accustomed to managing 
technology. However, implementing IT Service 
Management requires that IT services are being 
defined and a service catalogue is being developed. 
A certain IT service must fulfil certain require-
ments and expectations of the customer. Therefore 
the quality of service must be agreed upon by the 
provider (the IT department) and the customer. 
The IT department and the customer must have a 
mutual understanding of what is expected from the 
service. Service hours, availability, performance, 
security, and customer support are key factors 
when service quality is negotiated and defined. 
The customer is a user representative, normally a 
business manager who is authorized to negotiate 
with IT on behalf of the business area. A customer 
is typically someone who is responsible for the 
cost of the service (OGC, 2001; OGC, 2005).

The IT Infrastructure Library (ITIL), first 

created in the late 1980’s by the CCTA (a British 
government body) and now administrated by 
the Office of Government Commerce (OGC), is 
regarded as the de facto standard for IT Service 
Management. Version 2, published in 2000 and 
2001, evolved into a collection of best practice 
processes meeting the operational demands 
related to the current state of technology and IT 
services. Version 3, published in 2007, brought 
the process framework further and includes a 
life-cycle approach for planning, designing, de-
ploying, providing, and improving IT services. 
ITIL is designed to be usable by organizations 
of any size and structure. However, small IT 
departments may find ITIL’s rich role-structure 
difficult to implement and manage. The Interna-
tional Standards Institute (ISO) and the British 
Standards Institute (BSI) have adopted standards 
based on the ITIL material, named ISO 20000 and 
BS 15000 respectively. These standards can be 
used by companies to demonstrate to customers 
and other stakeholders that their operations are 
in accordance with best industry practice. 

ITIL has dedicated one book to the implemen-
tation of IT Service Management. It includes a 
general model for continuous service improvement 
organized around six phases: (1) what is the vision, 
(2) where are we now, (3) where do we want to be, 
(4) how do we get where we want to be, (5) how 
do we check that milestones have been reached, 
and (6) how do we keep the momentum going 
(Lloyd, Rudd & Littlewood, 2003)?

process change

It becomes more and more common for organiza-
tions within all industries to analyze and change 
their business and work processes (Hammer, 
2007). The process perspective influences many 
different fields like organizational development, 
software development, e-business, quality sys-
tems, and management (Harmon, 2003). Differ-
ent process change projects may have different 
levels of ambition. Some projects aim at radical 
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change, as we find expressed in Business Proc-
ess Reengineering (Hammer, 1990; Hammer 
& Champy, 1993), while others seek for more 
incremental change as expressed in Total Quality 
Management (Harrington, 1991; Oakland 2000). 
The purpose behind improving processes varies 
also. While some projects aim at improving proc-
ess performance and the use of resources, others 
aim at improving process results and customer 
satisfaction. An array of available process change 
methodologies exists (Kettinger, Teng & Guha, 
1997; Shen, Wall, Zaremba, Chen & Browne, 
2004). The same is true for modelling techniques 
and tools (Aguilar-Savén, 2004). Although each 
methodology has its unique features, they all 
include a procedure where one first identifies 
the current situation (as is) and through analysis 
designs a new process to be implemented in the 
organization. Process change may affect work-
flows, roles, resources and rules, and may include 
both organizational and technological efforts 
(Harmon, 2003).

the it department

This case study has been carried out within an IT 
department at a European university. The univer-
sity is the second largest university in its country, 
with nearly 20000 students and 4500 employees 
(faculty and administrative staff). The university 
has its own IT department providing IT services 
to university administration, faculty and students. 
The department is organized around three sec-
tions: support, infrastructure and applications, 
and employs between 80 and 90 people.

In the spring of 2003, an assessment presented 
by an external consulting firm concluded that the 
operational processes in the department were ad 
hoc and not very effective, leading to dissatis-
fied customers and users. A major potential for 
improvement was identified. During summer 
and autumn 2003, IT management had numerous 
meetings where they discussed how to approach 
these deficiencies. Among the different alterna-

tives discussed, management found IT Service 
Management and ITIL especially promising, 
and it was decided that operational processes 
should be improved according to the ITIL proc-
ess reference model. As the external assessment 
had concluded that user support was an area for 
particular improvement, it was decided to start 
with implementing a Service Desk and an Incident 
Management process. This approach is in line 
with common industry practice as documented 
by Cater-Steel and Tan (2005). Later projects 
were launched for Change and Configuration 
Management.

the process change method

The IT department did not possess beforehand 
any in depth competence or experience in process 
change or in ITIL. Therefore, a local consultant 
well familiar with both areas was engaged. A 
separate project was established for each of the 
processes. Each project organized its work ac-
cording to a process change method provided 
by the consultant, consisting of the five phases 
presented in Table 1. For drawing workflow mod-
els (process modelling) a role-based modelling 
notation was used (Iden, 2005). This modeling 
notation emphasizes roles, activities and hand-
offs between roles. 

Enabling technology

Before launching the projects on Service Desk and 
Incident Management, the software marked for 
IT Service Management and ITIL was analyzed, 
and contacts were made with other universities 
and academic institutions in order to identify a 
suitable and affordable standard software pack-
age with ITIL functionality. The technological 
culture in the IT department is strongly in favor 
of applying open source software and solutions 
where feasible. Instead of buying a complete and 
expensive ITIL software package, IT management 
decided to exploit the open source system Issue-
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Tracker which is described as a user friendly is-
sue tracking system written in PHP. An in-house 
Issue-Tracker developer was appointed. The IT 
department acknowledged that Issue-Tracker 
would not provide all the technical features 
necessary to implement a fully integrated ITIL 
solution, but decided to gain competence and ex-
perience through this simple system for eventually 
choosing a more comprehensive package later. 
Solutions for Incident and Change Management 
were implemented in Issue-Tracker. 

bEst practicE and actual 
implEmEntation

ITIL is a collection of documented best practice 
processes for IT Service Management. How-
ever, ITIL is not presented as a blueprint that 
organizations can or should implement exactly 
as described. In fact, in many book-chapters, al-
ternative approaches to the same task or problem 

are presented, and it is often stated that “you have 
to decide for yourself”. Design decisions must be 
taken according to each organization’s individual 
needs and context. This section will present the 
process design decisions for Incident and Change 
Management taken by the project groups, and 
compare and discuss their choices according 
to ITIL reference processes as found in CTTA 
(2000) and OGC (2005). By applying workflow 
models, the design and comparison will focus on 
workflows, roles, rules, and resources.

incident management

ITIL presents Incident Management as a reactive 
task with the aim of reducing or eliminating the 
effects of actual or potential disturbances in an 
IT service (OGC, 2005). An incident is defined 
as “any event which is not part of the standard 
operation of a service and which causes, or may 
cause, an interruption to, or a reduction in the 
quality of that service” (OGC, 2005, p. 31). The 

Table 1. Process change method applied

Phase: Tasks: Deliverables:

1. Establish Appoint process owner, organize project group, train 
in ITIL and process change methodology, prepare 
mandate and plan.

Process owner, trained project group, 
project mandate, and plan.

2. Document Document existing practice, including roles, resources, 
rules, and metrics. Model workflows. Identify weak-
nesses and areas for improvement.

“As is” description with workflow 
models.

3. Analyze and design Analyze how best practice may be utilized and how 
existing practice can be improved. Understand the ena-
bling potential of the technology. Define a new process 
with workflows, roles, resources, rules, and metrics. 
Define requirements for IT solutions. Make plan for 
implementation.

Process description with workflow 
models, requirements for IT solution, 
and implementation plan.

4. Implement Implement organizational and technical arrangements 
and solutions. Provide training in new roles and IT 
solutions. Prepare solutions for measuring process.

New process implemented and solu-
tions for managing the process in 
place.

5. Operate Oversee that the new process reaches process goals. 
Continuously improve process according to shifting 
needs and requirements.

Metrics (quality, time, resources, 
customer satisfaction) for continuous 
improvement. 
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basic principles are as follows. Users should con-
tact the Service Desk when an incident occurs. 
All incidents should be registered in an IT-system 
and categorized and prioritised according to re-
lated service, impact, and urgency. If an incident 
cannot be resolved by first line support (Service 
Desk) within the agreed time, the incident should 
be escalated to personnel with more specialized 
skills. The objective of the Incident Management 
process is to return to normal service level as 
soon as possible, and not to try to find or solve 
the root cause that made the incident happen in 
the first place. The latter is the aim of Problem 
Management (OGC, 2005, p. 45). Thus, Incident 
Management has an interface to Problem Man-
agement; information about incidents should be 
forwarded to Problem Management for further 
investigation. It has also an interface to Change 
Management, for example when the resolution of 
an incident requires a change. ITIL distinguishes 
between an incident and a service request. A ser-
vice request is a “request from a user for support, 
delivery, information, advice or documentation, 
not being a failure in the IT Infrastructure” (OGC, 
2005, p. 32).

Although a major part of personnel resources 
was spent on handling and correcting failures, 
the IT department did not have a standard In-
cident Management process or a single point of 
contact for users when encountering failures. 
Developing a total solution for handling incidents 
involved three main activities: (1) designing and 
implementing a Service Desk, (2) designing and 
implementing an Incident Management process, 
and (3) building a technical solution for register-
ing and tracking incidents in Issue-Tracker. The 
following discussion will focus on the design of 
the Incident Management process.

In phase 1 (Establish) a process manager 
and a project group were appointed and training 
provided. Proceeding to phase 2 (Document), 
the project group spent two days discussing the 
present practices of managing incidents and ser-
vice requests, and an “as is” description report 
was prepared, focusing on user groups, channels 

(telephone, e-mail, personal), incident categories, 
volumes, service times and involved roles. Three 
workflow models were drawn, each documenting 
the practices of a major category of incidents. 
Weaknesses and areas for improvements were 
identified, for example:

• All IT personnel in the department receive 
incidents directly from users

• Few incidents are being registered
• Many incidents are directed to the wrong 

IT person or group
• Many incidents are not being followed up 

properly and incidents are sometimes lost
• Rules (e.g., priority) for handling incidents 

are not well defined

The discussions and the “as is” description 
gave the work group a systematic and common 
understanding of the present situation. Phase 3 
(Analysis and design) was carried out by combin-
ing the understanding of three different perspec-
tives: the current situation at the department, the 
ITIL description of best practice, and the functions 
and limitations of the selected software system. 
Based on this, a process for Incident Manage-
ment was defined by the project group, and later 
implemented. The following is a presentation 
of the process design with a focus on workflow, 
roles, rules, and resources.

Workflow

ITIL illustrates the workflow of a normal incident 
by applying a general flowchart model. In order 
to compare the best practice workflow in ITIL 
with the one designed by the department, both 
workflows are modelled using the role-based 
notation. (See Figures 1 and 2.)

Roles, Rules, and Resources

The roles, rules and resources for Incident Man-
agement are summarized in Table 2.
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Figure 1. Workflow model for incident management based on ITIL

Figure 2. Workflow model for incident management designed by the IT Department
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Comparing Actual Implementation with 
ITIL Reference Process

The workflow models show that the IT department 
to a large extent followed the recommendations in 
ITIL when they designed their own process. They 
implemented a workflow with roles, activities and 
hand-offs in line with the reference model. The 
only major difference is that they did not define 
interfaces to problem management or change 
management. This can be explained by the fact 
that these two processes were non-existent at that 
time, and partly as a consequence of the shortcom-
ings of the chosen software tool which did not 
have standard modules for these two processes. In 
addition to the roles directly participating in the 
workflow, ITIL introduces an incident manager 
role with a certain responsibility for driving the 
efficiency and effectiveness of the Incident Man-
agement process as a whole. The department did 
not establish this role explicitly, instead, a process 
owner was appointed with responsibilities similar 
to those of the incident manager.

When implementing solutions for registering 
an incident, most of the best practice recom-
mendations were applied (rules and resources). 
However, for the sake of simplicity, they chose not 
to define urgency and impact explicitly, but used 
three categories of priority for separating those 
incidents requiring immediate actions from those 

less urgent. Since neither a service level manage-
ment process nor individual SLAs were defined 
at the time of implementation, no connection 
between incident and agreed service level was 
set. The same was true for configuration items 
(CI). Only a limited configuration management 
data base (CMDB) existed, and therefore only 
free text descriptions of the related IT service 
and CI could be registered. As recommended by 
ITIL, for reducing the pressure on Service Desk 
personnel, a Web-solution enabling users regis-
tering incidents and service requests themselves 
was implemented in the system. 

change management

The objective of change management is to ensure 
that standard methods and procedures are used 
for all changes, and to limit the introduction of 
errors and incidents related to changes (OGC, 
2005, p. 75). The basic principles are as follows. 
All changes should be registered and requested 
beforehand (Request for Change – RFC). An 
individual role, change manager, is appointed 
the responsibility for assessing and approving (or 
rejecting) each change request. The development, 
testing and deployment of a change should be 
coordinated under the supervision of the change 
manager and the progress of a change through 
the process should be tracked and its status made 

Table 2. Roles, rules and resources for incident management

ITIL Best practice IT Department implementation

Roles User, 1.line (service desk), 2.line, 3.line, Incident 
manager

User, 1. line (service desk), 2.line, 3.line

Rules - categories Incident, Major incident, Service requests Incident, New order

Rules – urgency High, medium, low Not defined

Rules – impact High, medium, low Not defined

Rules - priority Combination of values for urgency and priority High, normal, low

Rules – status New, accepted, planned, assigned, active, 
suspended, resolved, closed

New, work in progress, waiting on tech, 
waiting on client, closed

Resources ITSM system, web-solution, CMDB, SLA ITSM system, web-solution



  ���

Implementing IT Service Management

visible through the forward schedule of changes 
(FSC). For high-risk changes and when higher 
authority is needed, a Change Advisory Board 
(CAB) with representatives from all major IT 
sections is involved.

The IT department did not have any formal or 
standard way of dealing with changes. There was 
no system where changes could be registered, and 
where information about completed and future 
changes could be made available to stakeholders. 
Five months after the implementation of an inci-
dent management process, the project for change 
management was launched, applying the same pro-
cess change method as for incident management. 
First, the project group spent two days discussing 
present practices of managing changes and pre-
paring an “as is” report that focused on change 
areas (network, client / server, database, Web etc.), 
change types, where the change process starts 
and ends, who are involved in handling changes, 
and how changes are being documented. Two 
workflow models were drawn, each documenting 
a major category of changes carried out, namely 
“upgrading of existing hardware and software,” 
and “installing new components in the configu-
ration.” Weaknesses and areas for improvement 
were identified, for example:

• No formalized and standardized process for 
managing changes existed

• Changes are not being registered
• Responsibility and authority for changes are 

not defined
• Rules for handling changes are not well 

defined.

The “as is” report, as well as the discussions, 
gave the workgroup a thorough and common 
understanding of the present situation, and the 
group proceeded to the “analyse and design” 
phase. Combining the understanding of three 
different perspectives carried out analysis and 
design: the current situation, the ITIL description 
of best practice, and the functions and limitations 

of the selected software system. Based on this a 
process for change management was designed. 
The following is a presentation of the process 
design with focus on workflow, roles, rules and 
resources.

Workflow

The ITIL change management process illustrates 
workflows for two types of changes: a normal 
change and an urgent change. General flowchart 
notation is applied. Here the focus is on normal 
changes. As for incident management and in 
order to compare the best practice workflow in 
ITIL with the one designed by the department, 
both workflows are modelled using the role-based 
notation. (See Figures 3 and 4).

Roles, Rules, and Resources

The roles, rules, and resources for change man-
agement are summarized in Table 3.

Comparing Actual Implementation with 
ITIL Reference Process

The two workflow models demonstrate that the IT 
department chose a different process design for 
change management than the one recommended 
by ITIL. First, rather than appointing a single 
change manager role, each section leader took on 
these responsibilities for changes within his or her 
section. As a consequence, RFCs are assessed and 
approved within department sections only and no 
role has the overall control of the total number 
of active changes. For standard changes, as the 
model implies, the change initiator is authorized 
to plan and implement a change after it has been 
registered. The project also decided not to define a 
special Change Advisory Board, but decided that 
“high risk changes” should be escalated to the IT 
director or be handled on regular IT management 
meetings when necessary. Further, they did not 
define unique roles for change developer and 
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Figure 3. Workflow model for change management based on ITIL
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ITIL Best practice IT Department implementation

Roles Change initiator, change manager, change 
advisory board, change developer, independ-
ent tester

Change initiator, section leader, IT director / 
IT management meeting

Rules - categories Normal, standard, urgent Normal, standard, urgent

Rules - risk Low, medium, high Low, medium, high

Rules – priority Low, normal, high, highest Low, normal, high, highest

Rules – impact Minor, substantial, major Not defined

Rules – status Logged, assessed, rejected, accepted, sleep-
ing, closed

Logged, assessed, rejected, in progress, closed

Resources RFC, FSC, CMDB RFC, FSC, CMDB

Table 3. Roles, rules and resources for change management
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independent tester, but delegated the activities 
of these roles to the change initiator. As a result, 
a compact workflow with three roles compared 
to the five suggested by ITIL was designed. The 
main motivation for this process design was to 
minimize the introduction of new organizational 
roles.

When implementing solutions for registering 
a change, most of the best practice recommenda-
tions (rules and resources) were applied. However, 
as can be seen from Table 3, they chose not to 
define impact for each RFC. A comment must 
be made as to the use of a CMDB. Since only an 
incomplete CMDB existed, not every RFC could 

be related to a configuration item. Further, sine 
few relations between configuration items were 
defined in the CMDB, the CMDB could not sup-
port the impact assessment activity to the degree 
that ITIL prefers.

lEssons lEarnEd

In this section, factors regarded by IT manage-
ment as important for the successful implementa-
tion of ITIL’s reference processes are presented, 
together with the results of an assessment after 
two years. 
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Figure 4. Workflow model for change management designed by the IT department
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success factors

A senior member of the staff described the de-
partment as being a bit sceptical towards external 
consultants, and prone to resist organizational 
changes that involve the redefinition of roles and 
responsibilities. As professionals they enjoy a 
high degree of professional freedom, and leaders 
seldom interfere with how things are done. Based 
on this foundation, this senior member expressed 
that he was impressed by how the employees had 
willingly and enthusiastically participated in the 
project. Both management and several of the 
employees we interviewed expressed satisfaction 
with the outcome of the ITIL project. When asked 
to define what factors have lead to the success of 
the project, management identified the following 
factors.

The Needs for Improvement Were 
Strongly Recognized

The external assessment report left no doubt that 
something had to be done with existing routines 
and practices. This was sensed by management 
and to some degree by employees as well. As the 
assessment report also was known by external 
stakeholders like university director and major 
customers, there was an external pressure on the 
department “to do something.” Without these 
external pressures, it is doubtful that the ITIL 
project had been launched at that time.

Openness

Having decided to run the ITIL effort, manage-
ment prioritized to keep employees continuously 
informed during the project. General meetings 
were held, and the ITIL initiative was presented 
over the course of several internal seminars. In ad-
dition, presentations were held on open seminars 
where employees, customers and other stakehold-
ers at the university were present. Employees, cus-
tomer, and other stakeholders were well informed 
about the purpose, plans and results.

Training and Expertise

All employees, as well as customer representa-
tives, were given the opportunity to attend an ITIL 
course up-front. In addition to ITIL essentials, this 
course also included theories on process thinking, 
and the applied method for process change was 
presented. Most employees made use of this offer. 
In addition, ITIL books were purchased for those 
who wanted them. Since the department itself 
did not possess practical knowledge in process 
change or in ITIL implementation, an external 
ITIL and process change consultant was hired. 
This person also had in-depth knowledge of the 
university.

Broad Participation

Involving as many of the staff in the process 
change effort as possible was a declared goal. 
For each process a broadly composed workgroup 
was established. Workgroup participants included 
the process owner, several role representatives, a 
software developer, a member of top management 
(vice CIO), a process change consultant (external), 
and a process modeller (external). Each workgroup 
consisted of approximately ten members. A large 
number of the employees thus participated actively 
in designing and implementing ITIL processes, 
resulting in local ownership.

A Standard but Flexible Methodology 
for Process Change

The process change effort was organized and 
supported by a comprehensive methodology 
provided by the external consultant. The meth-
odology includes a method, a modelling notation 
and a modelling tool. The method consists of five 
distinct phases and templates for all deliverables, 
such as project mandate, “as is” description, 
process description, implementation plan, and 
requirement document. The methodology helped 
projects organize project activities and stay fo-
cused on present tasks.
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Deliverables Were Produced Only 
at Group Meetings

One aspect that was frequently emphasized when 
the ITIL project was discussed and assessed was 
the fact that the process change method stated that 
all deliverables (documents and workflow models) 
should be produced at workshops only. Project 
members found it very advantageous that each 
workgroup member was involved in producing 
documents and models. No work on deliverables 
was done between meetings. The department 
found that this approach gave project members a 
unique sense of ownership of project results (“This 
is our achievement.”) and made them more eager 
to implement the new designed process than is 
common with traditional consultant reports.

Short Timeline

The last success factor that was expressed was that 
projects had managed to keep a short timeline. 
The period from start-up to implementation was 
tight. The project for Service Desk and Incident 
Management had its first project meeting at the 
end of January, and made its implementation in 
April. The timeframe for the Change Manage-
ment project was comparable, with start-up in late 
September and implementation in December. As 
a result, projects and line organization managed 
to stay focused, and project leaders managed to 
keep employees engaged. 

an assessment after two years

In autumn 2006, the organizational and technical 
implementations for the two ITIL processes were 
assessed. The assessments were carried out by 
interviewing process owners and stakeholders, 
reviewing process documentation and studying 
technical solutions. The existing state of each 
process was described and analyzed in relation 
to ITIL’s reference processes. For each process, 

improvements were identified, documented and 
presented for IT management.

Incident Management

The objective of introducing an incident manage-
ment process was to improve the service level for 
user support, and to introduce a filter between the 
user and the individual IT professional in order to 
manage personnel resources better. From a man-
agement perspective, implementing an incident 
management process has been a success. Users 
now know who to contact when an incident occurs 
and response times are reduced. IT experts are 
protected from being interrupted by user calls, 
and it is easier to control personnel resources and 
delegate tasks. This change is also appreciated 
by the IT experts: “Earlier users contacted me 
directly. That could sometimes be very frustrat-
ing, so it’s good for us that 1.line support now 
handles users while we can concentrate on our 
own tasks.” However, the assessment revealed 
that many users are still contacting second- and 
third-line IT experts directly, bypassing first line, 
often leading to incidents not being registered.

The Service Desk and the Incident Manage-
ment process are also appreciated by the users. 
From a gentle start with between 10 to 20 incidents 
reported per day, between 120 and 145 incidents 
are now received every day. A user satisfaction 
survey held two years after implementation shows 
more than 80% of the respondents reporting 
the standard service level as described in the 
department’s Service Declaration as being sat-
isfied “every time” or “nearly every time” they 
report an incident. However, compared to best 
practice solutions presented in ITIL in relation 
to system support there are still no direct inter-
faces between incidents, problems, releases and 
changes. Further, there is no support for relating 
an incident to a specific configuration item, only 
an optional free-text-field is provided. 
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Change Management

The objective of introducing a change manage-
ment process was to track all changes and assess 
potential consequences of implementing a certain 
change. In the 22-month period from process 
implementation until this assessment, 2317 re-
quests for change (RFC) have been registered: 
60% standard, 36% normal, and 4% urgent. The 
high share of standard changes indicates that in 
the majority of cases (60%), IT experts implement 
changes without attaining approval from their 
superiors, and without having their changes being 
coordinated with other changes in the process. 
This is outside the fundamental perspective of 
ITIL. For standard changes the workflow is rather 
short. The change is registered and implemented, 
all within one role. Statistics show further that the 
spread between department sections and groups is 
uneven. While nearly 30% of all RCFs are being 
raised by the group responsible for servers (Unix 
and Windows), the network group on the other 
hand has only raised 3% of all RFCs during the 
same period. This difference cannot be explained 
by employee counts and responsibilities alone. In 
addition, only 50% of all employees have initiated 
changes. The process owner’s comment on these 
variations was that some groups and individuals 
are implementing changes in the configuration 
without raising a request for change (RFC) even 
though this is mandatory. Departmental policies 
are not being followed by all. Another organiza-
tional finding is that very few RFCs are escalated 
to IT management meetings (Change Advisory 
Board). This can be seen as a consequence of the 
prevailing culture as described by a member of 
management; the IT professionals prefer manag-
ing the operation themselves without interfer-
ence from senior management. A finding related 
to system use is that many changes are being 
registered (RFC) without explaining the reason 
why the change has to be implemented. No rules 
for documentation are defined, and as a conse-
quence, many RFCs are not well documented. 

Compared to best practice solutions presented in 
ITIL in relation to system support, there are no 
direct connections between incidents, problems, 
releases, and changes. Still, only a small part of 
all existing Configuration Items are defined in the 
CMDB, and few relations between Configuration 
Items are defined.

cultural change

Apart from providing training in ITIL and pro-
cess thinking, the IT department did not focus 
explicitly on organizational culture as a factor 
for supporting or hindering change, or culture 
as an organizational attribute which they sought 
to preserve or deliberately alter accordingly. The 
ITIL initiative was first and foremost seen as 
changing organizational processes and practice. 
In ITIL, the authors acknowledge organizational 
culture and express that “implementing Service 
Management also affects the culture of the or-
ganization. In fact, culture is at the heart of the 
matter – a key issue – in implementing Service 
Management” (OGC, 2002, chapter 5.4.1).

A study of organizational culture and cultural 
change was included in our research. We utilized 
Cameron and Quins’s (2006) “Opposing Val-
ues” framework and their organization culture 
assessment instrument (OCAI). According to 
Cameron and Quinn, every organization exists 
in a tension between four distinct organizational 
types: clan, which is typified as a friendly place 
to work; adhocracy, which is characterized as a 
dynamic, entrepreneurial, and creative workplace; 
market, which is a external- and result-oriented 
workplace; and hierarchy, which is characterized 
as a formalized and structured place where rules 
and policies govern what people do. Cameron and 
Quinn argue that organizations will have, to a 
varied degree, characteristics from all four types, 
and the OCAI instrument makes it possible to 
identify which organizational type an organiza-
tion belongs to. We did two surveys, one focusing 
on the cultural status prior to the ITIL initiative, 
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and one survey a year after the implementation 
of the Change Management process. We carefully 
selected respondents from the staff that had not 
been involved directly in the ITIL projects in order 
to avoid respondents being biased and ended up 
with 11 respondents participating in each survey. 
Although this is a small population, and the results 
must be interpreted bearing this in mind, our find-
ings are interesting. By comparing the results of 
the first survey with those from the last, we found 
that the organizational culture in the IT depart-
ment had moved slightly towards the market type 
and away from the hierarchy. The format of this 
chapter excludes us from discussing this in detail. 
However, we interpret this as a change that could 
be expected. First, IT Service Management holds 
a dominant perspective of external (customer and 
user) focus on IT services. The shift in culture 
may be a consequence of the ITIL training pro-
vided and process change efforts where ITIL best 
practice has been utilized. In addition, involving 
a large number of the employees in the Incident 
Management and Service Desk projects, raising 
the external focus of the department as a whole 
could be expected. The most interesting and at-
tractive side of this finding is the fact that this 
change has not been deliberately stated as a goal 
by the IT department; the change has come as an 
implicit consequence of the ITIL project.

conclusion

IT Service Management and IT Infrastructure 
Library have been recognized by industry as well 
suited instruments for leveraging the professional 
standards of IT operations. ITIL holds a process-
oriented perspective and organizations imple-
menting ITIL must commence a process change 
project. Despite the huge interest in ITSM and 
ITIL in industry, few academic texts are available 
analysing the practices and effects of undertaking 
these principles. Based on a longitudinal case 
study, this chapter provides insight into how IT 

departments may approach an ITIL-based process 
change initiative and what affects such an initiative 
may have on organizational practices. 

This study illustrates several aspects in relation 
to ITIL usage. First, the ITIL process reference 
model may for some processes be utilized almost 
as a blueprint and with good results. Incident Man-
agement is an example of this. The IT department 
has, apart from some more minor and technical 
details, implemented Incident Management more 
or less in accordance with the description found 
in ITIL. Second, the example of Change Manage-
ment demonstrates how ITIL also is being pro-
foundly adapted to suit the context and the needs 
of the implementer. The IT department chose to 
design and implement a workflow for handling 
changes that to a large extent is different from 
that of ITIL. Third, open source issue tracking 
software with modest standard ITIL-functionality 
may be utilized with good results, but may also 
hinder a full and integrated ITIL process solution. 
Developing computer screens with essential ITIL-
functionality appeared to be a straightforward 
effort. However, the possibility of connecting 
the different processes and enabling CMDB sup-
port is limited. Fourth, the social side of process 
change and standardisation must be emphasized. 
As this case study illustrates, employees may 
decide not to follow the adopted processes. In the 
Incident Management case, users still continue 
contacting IT experts directly thus bypassing the 
Service Desk and the process. IT experts on their 
side find it difficult to reject such direct requests 
from users, and thus contribute to undermining 
the process. As the Change Management case 
exemplifies, some employees may not freely 
adapt themselves to the procedures and rules that 
a standard process implies. They are continuing 
to implement changes without registering RFCs 
and notifying others. For organizations with em-
ployees not used to formal workflows, roles and 
rules, standardizing work practices may be an 
enduring effort involving a considerable amount 
of management attention.
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This research has provided more knowledge 
about a popular phenomenon in the IT community. 
However, more in-depth case studies are needed. 
The current findings are, of course, highly pre-
liminary. They are based on one case study, and 
may thus not be generalisable to ITIL initiatives 
with different motivations and contexts. Further 
research is needed to replicate and expand on the 
current findings.
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abstract

This chapter describes a suggested model for developing a service strategy within IT services. It con-
siders the context, the organization of IT services which might be appropriate for a service strategy. It 
discusses the content of an IT service strategy which it suggests should be presented as a portfolio of 
services. It reviews the process of developing the service strategy, suggesting a set of steps which may 
lead to the development of appropriate content within the right management structure. The example of 
hospital information systems is used to illustrate the strategic process. In order to set the scene for the 
strategic process, the state of information systems strategy research is discussed and set in the context 
of the developing service management research literature. The term service-centric is used and the dif-
ference between service-centric IT management and service-oriented architecture is clarified. A case is 
made for a migration from an IT strategy based primarily on the development of a portfolio of IT systems 
to a service-strategy based on the development of a portfolio of business services. 

introduction

In the last decade there has been a significant 
shift in many IT departments. IT departments 
increasingly recognize that IT within an orga-
nization is a service which, like other services 
within organizations, aims to deliver value to the 
organization through the way that it supports the 
activities of the business. This has led to an in-

creasing emphasis on the delivery of IT operations 
as a service which not only involves the building 
and delivery of the software and hardware, but 
also the execution of a wide range of activities 
around the technology. 

The influences that have led to the realignment 
of IT as a service are complex. Economies, par-
ticularly in the West, are changing from a goods 
base to a service base (Rai & Sambamurthy, 2006). 
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In terms of business models, many companies are 
repositioning themselves as service organizations. 
The technological products, which were previ-
ously the focus, become part of a larger service. 
The Volvo lorry is part of a logistics service and 
is seen in that context (Edvardsson, Gustafs-
son, Johnson & Sanden, 2000). A technological 
product is seen as a service waiting to happen. 
In addition to the manufactured goods being set 
in a service context, they are also surrounded by 
support services involving maintenance, replace-
ment, and training. 

In IT departments, the rise of outsourcing, 
the move from making software internally to 
buying it and the recasting of IT as a commod-
ity has further aroused a service mindset. The 
service focus of these changes has particularly 
been around quality. In delivering services and IT 
products to clients, outsourcers had to work on the 
definition of what the service was that was being 
contracted by the client, how it could be measured 
and how it could be judged as being up to a mu-
tually acceptable standard. Hence, outsourcing 
led not only to a focus on contracts, but to the 
development of service level agreements and to 
attention to the expectations and perceptions of 
the customer. It was not just the technology that 
mattered—its reliability, availability and secu-
rity—but the customer-focused services around 
it. IT outsourcers were no longer judged by the 
number of bugs in their software and its usability, 
but by the empathy, adaptability, and competence 
of their staff. In IT, quality became a much more 
complex subject.

A third influence on IT departments has 
been ITIL which emerged in the 1980’s as a UK 
government response to the need to increase the 
efficiency and effectiveness of IT in the public 
sector. ITIL was taken up by many companies 
during the 1990’s and became the standard ap-
proach to running IT service operations. However, 
until the release of ITIL3 in 2007, the focus of 
ITIL was in service operations, and particularly 
in the support of information system applications. 

Strategy was not effectively addressed. This recent 
recognition in ITIL of the importance of IT as 
a service function and of the need for a service 
strategy has been recognized for some time in 
industry in IS management, and expressed in a 
central concern for alignment: alignment of strat-
egy, alignment of operations, and alignment of 
culture. In ITIL3, the Service Strategy text (Iqbal 
& Nieves, 2007) recognizes that the purpose of 
IT, like any service organization, is to provide 
value to the customer. The service must ensure 
that the customer can use her assets effectively to 
achieve business outcomes which are produced 
by business processes. This suggests a massive 
shift away from IT as technical support to IT as 
a service organization delivering business value 
to its customers.

However, even ITIL3 is weak on the processes 
by which a service strategy is developed. This 
chapter proposes a set of steps that may be under-
taken in developing a service strategy and develops 
an IT governance approach that complements the 
organizational structures suggested in ITIL3. It 
also draws from the management literature to 
suggest service strategy techniques.

backGround

The development of the field of services marketing 
from the late 1980s onwards provided a new set 
of concepts which could be used in the academic 
development of IT as a service discipline. An 
initial focus of service marketing was around 
the intangible nature of services (Brown, Fisk & 
Bitner, 1994; Bitner & Brown, 2006). A defini-
tion of the characteristics of a service remains of 
great significance to IT practice because of the 
contrast that can be drawn with a manufactured 
product. Although it should be recognized that 
the definition of a “product” in marketing is wide 
ranging, since a product can involve a service 
as part of its makeup—financial products are a 
good example, for the IT practitioner, the idea 
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that IT can be portrayed as service can come as 
somewhat of a shock. For the IT professional, 
whose interest and training has focused on the 
technology and its construction, the idea that 
the IT system is subservient to the information 
delivery service it provides to customers, may be 
difficult to take on board. 

While the goods vs. service paradigm has 
more recently been questioned (Lovelock & 
Gummesson, 2004), a consideration of the con-
cepts provides a strong marker for the types of 
changes in management and attitude needed 
in IT services. Services are indeed intangible 
(Lovelock, Vandermerwe & Lewis, 1996). They 
cannot be stored. Once a service is consumed 
– usually at a time and place where the producer 
and consumer are both present – it cannot be re-
used, sold on or demonstrated. Unlike technical 
artifacts, the customer is an integral part of the 
service, must be present for the delivery of the 
services (excepting some electronic services) and 
takes part in service delivery.

Taking a service-centric view of IT means that 
the intangible and temporary characteristics of 
the service have wide-ranging consequences for 
the delivery of that service. The classification of 
services as service factories, service shops, mass 
services, and professional services according to 
the extent of customer involvement and the di-
versity of demand (Verma, 2000) has significant 
effects on IT delivery (Peppard, 2003; Rands, 
1992). The extent of customer involvement can 
be managed and used as a basis for designing the 
service product.

The diffusion of service thought into the IT 
department has had significant effects on the 
management of quality. Service quality is itself 
ephemeral and difficult to measure. While the 
quality of the technical product, the IT hardware 
and software remains of importance, dimen-
sions such as empathy, assurance and reliability 
come into play. Quality is much more a matter 
of customer expectation and perception, driven 
by the quality of service encounters and the 

perceptions of moments of truth rather than 
the internal quality of IT technology as defined 
in quality manuals. The development and use 
of SERVQUAL (Berry & Parasuraman, 1991; 
Parasuraman, Zeithaml & Berry, 1988), has had 
some influence on IT services and has been well 
explored in the information systems academic 
literature ( Kang & Bradley, 2002; Pitt, Berthon 
& Lane, 1998; Pitt, Watson & Kavan, 1995; Yoon 
& Suh, 2004). Furthermore, DeLone and McLean 
(2003) in their ten-year review of their informa-
tion systems success model, describe the need for 
service quality, as measured by SERVQUAL, as 
an extension to the model.

sErvicE-cEntric it 
manaGEmEnt and 
sErvicE-oriEntEd 
architEcturE

The recognition of the service nature of IT has not 
only been a concern of IT managers and infor-
mation systems academics, but has also come to 
the attention of computer scientists. Spohrer and 
Riecker (2006), in their introduction to a special 
service sciences issue of Communications of the 
ACM, discuss the rise of the service sector and 
its influence on IT services. In that same issue, 
Rust and Miu (2006) suggest that it is the rise of 
the service sector which is driving a computer 
revolution. In other words they are suggesting a 
link between IT and Industry cemented by the 
spread of service concepts. 

However, for many IT professionals and 
computer scientists, “service-oriented” refers to 
an approach to software architecture in which 
software agents are loosely coupled to fulfill 
an application need. Here, customers, or rather 
customers’ computers, request services from 
providers through a small set of well-defined, 
universally available interfaces. The service 
is then the unit of work offered by the service 
provider; and the customer can find out who can 
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provide that service through a registry of services. 
The service-oriented architecture is used in the 
implementation of Web services (Barry, 2003). 
However, service-oriented architecture is about 
the design and management of dynamic technical 
architecture, not the management of people-ori-
ented services.

Some confusion can be caused in IT circles 
by referring to the process of IT service manage-
ment, which centres on the provision of service 
desks and the management of service operations, 
as service-oriented IT management. “Service-
centric” may be a better term because it focuses 
on the service nature of the IT function. It is 
important to understand the need for a shift to a 
service mindset, which sets the technology – even 
service-oriented architecture – in the context of 
the people it serves.

The join between service-oriented architec-
ture and service-centric IT management may be 
found in the glue of the service-level agreement 
which will define the nature of the service and 
the quality parameters of the service. Service-
oriented architecture then provides a framework 
for delivering the technical components required 
as part of the service. IT service managers must 
then worry about the delivery of the service as 
a whole. 

it stratEGy and it 
sErvicE stratEGy

One field where the changes from techno-centric 
to service-centric should have a significant effect 
is in the field of strategic information systems 
planning. If we look at the academic literature, 
the underlying perception of strategic information 
systems planning has been that it is an exercise in 
defining a portfolio of information systems to be 
developed or procured which will contribute to the 
organization’s competitive strategy (Earl, 1989; 
Elliot & Melhuish, 1995; Fidler & Rogerson, 1996; 
Hackney & Little 1999; Ward & Peppard, 2005). 

The focus of such academic strategic exercises 
has moved away from competitive advantage 
towards a model using the resource-based view 
of the firm (Gordon, Lee & Lucas, 2005; Mata, 
Fuerst & Barney, 1995; Ward and Peppard, 2004). 
However, those models that are found in the lit-
erature take a techno-centric view of IT. Their 
concern is to identify a set of system requirements 
that can then become systems development or 
procurement projects. Their goal is to align the 
outputs, the strategy, and the development of IT 
with the whole business. 

In organizations where information system 
planning occurs, the concern is with identifying 
projects that can be implemented (Earl, 1993). 
However, the view taken of projects may be more 
service-centric in industry. The role of the Chief 
Information Officer, ultimately responsible for 
information systems planning, may be more as 
a deliverer of cost-effective services. But there is 
a paradox here. This industrial shift from a focus 
on a technology portfolio to a focus on a service 
portfolio, with the accompanying development 
of a service-centric mindset, may be achieved at 
the cost of any role for IT management in driving 
business strategy (Teubner, 2007).

Indeed, there is a wide gap between academic 
discussion of strategic information systems plan-
ning and industrial practice. Industrial practice 
puts IT in a much more realistic context as a 
service provider, supporting the information and 
business processes of the organization. 

Its role is then more behind the business than 
in front. IT strategic concerns differ significantly 
in academic studies as compared to business 
practice (Teubner, 2007). 

Additionally to the academic-practitioner gap, 
there is a gap between the service-centric focus 
newly found in IT departments and the competi-
tive, business strategy focus of the organization. 
An IT service department, following ITIL guide-
lines, may end up being less strategically focused 
than a techno-centric IT department. 
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But even in the context of a service-centric 
IT department, the services that are supplied 
are support services, in support of technical 
artifacts. The role of IT is again too limited. 
It is, in a sense, hiding behind the technology. 
Information Technology’s service role is then in 
servicing business processes through the delivery 
and maintenance of technology. This is still the 
prevalent philosophy of ITIL v3 where the service 
disciplines of ITIL version 2 are maintained. The 
service involves support areas such as managing 
the availability of technology, managing incidents 
when technology fails, and providing contingency 
plans for dealing with any disasters occurring to 
technical capital.

Hence, even in a service-centric IT department, 
which is aware of the importance of services and 
pursuing ITIL best practice, the services offered 
are still techno-centric. It is still a case of services 
in the support of technology, rather than technol-
ogy supporting services.

 
thE casE for a sErvicE 
stratEGy

Where organizations take a service-centric view 
of IT, adopt ITIL, and pursue ISO20000, they 
run the risk of focusing on the operations and 
neglecting strategy. The core of ITIL is about 
the efficient running of service processes, not the 
evolving of service portfolios to meet changing 
business needs. The focus remains on the smooth 
running of the technology.

Services designed within IT services are often 
support services for organizational customers, 
e.g. a service to support desktops, or a service to 
procure and support ERP. They are not business 
services. A business process or business unit may 
require a service from IT services. That service 
will involve infrastructure (system hardware, 

systems software, DBMS, networks) and appli-
cations. The business functionality and require-
ments will be decided, teams appointed, suppliers 
appointed and the service delivered. The model 
in ITIL3 Service Design (Lloyd & Rudd, 2007), 
still suggests focus on the IT systems to support 
the system. Requirements engineering is about 
the functional requirements; the design outputs 
are essentially the classic systems development 
outputs—forms, user interface, object model, use 
cases, and process models. 

IT governance may be designed around the 
technology or around business groups (Sam-
bamurthy & Zmud, 1999). Departments may be 
grouped around technical expertise—desktops, 
networking, Unix, for example, or by business 
grouping—sales, product development, mar-
keting, manufacture, for example. However, 
IT governance is implemented, and however 
frequently it oscillates between different orga-
nizational structures, it can remain focused on 
the IT artifact. 

What is required is an approach to IT service 
strategy and IT governance which puts the IT 
artifact back in place as only part of a business 
service or process. Such an approach should con-
sider the whole service of which the IT artifact 
is only a part. It should involve the design of the 
whole service and the whole business process. 
The service-centric view should permeate the 
whole strategic process. 

The following outlines a service-centric 
model for IT service strategy. The context is the 
IT governance model which structures the IT 
department around business services. The content 
is the output of the strategic exercise which is seen 
as a set of services to be designed, implemented 
and operated. The processes are a putative set of 
steps and modeling tools by which that output 
is obtained.
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thE sErvicE stratEGy modEl

context: organizing it around the 
businesses customer facing 
services

A service-centric model seeks to divide the 
IT infrastructure into service teams that sup-
port the services provided by the organization. 
Each team provides the information and system 
needs of a particular service element, business 
process or business function. A service-focused 
IT infrastructure then directs the attention of IT 
staff outwards to the organizations’ services and 
customers and away from a notion of the primacy 
of the IT. 

The service team may operate within a ser-
vice unit. That service unit would be driven by 
defined service contracts and measurables. How 
the service is delivered would be up to the team. 
For example, the team would make decisions as 
to whether to meet the service need by tweaking 
an existing computer system, buying or building. 
Also the team would decide when to retire an exist-
ing computer system. The delivery of the service 
to the organizational service area or business unit 
should continue without the service customers 
needing to get involved with implementation of a 
new system and without them having to organize 
their activities according to an IT agenda. Thus 
the service team retains some autonomy concern-
ing the delivery of the service. The IT service 
strategy then defines the nature of the service to 
be delivered, its scope and quality.

There are several key points to note in this 
model. Firstly, the focus of the service unit is on a 
business process. Whether that is loan processing, 
pharmaceutical sales, or patient administration, 
the process being supported is not an IT process. 
Secondly, the service unit team will need to be an 
integration of IT experts and business experts, all 
focused on the business needs. IT is subservient 
to, and only part of the business focus. Thirdly, it 
should be noted that the service is not just an in-

frastructure service. Services such as application 
maintenance, information security, and document 
management and disaster recovery may be part 
of the service unit, but they are all subservient to 
the business process.

Take a hospital as an example. In a hospital, 
a separate IT department delivers the IT require-
ments of the whole hospital. The department may 
concentrate on the large IT developments as the 
expense of smaller services, departmental and 
specialty needs. In a service oriented IT organiza-
tion, there is no visible IT department. Technical 
expertise is grouped around business structures. 
An outline service-based structure for a hospital 
may be envisaged as illustrated in Figure 1.

Here, service teams support bounded areas of 
hospital services and processes. IT is an important 
part of each service team, and may be the primary 
focus of effort, but each service team has service 
outcome goals to meet, not technology delivery 
goals. At the top level, these might be:

• Patient administration: Provision of inte-
grated information flows to support the entire 
patient experience from outpatients, through 
inpatients stay and operations to discharge, 
including connections with primary care 
and other organizations. 

• Results: The results services provides in-
formation support and information systems 
support for the requests for diagnostic pro-
cedures including pathology, x-ray and other 
procedures, and the delivery of the results 
of those procedures inside the hospital and 
to requestors outside the hospital.

• Clinical governance: Provision of infor-
mation to enable effective clinical practice, 
including provision of systems and services 
to enable evidence-based medicine, the de-
velopment of integrated care pathways and 
the development of information databases 
to enable effective clinical audit. Clinical 
governance at a primary care group level 
will also be supported where it interfaces 
with the hospital.
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These service teams may interact with more 
departmentally based service teams in for ex-
ample, transport and pathology. Smaller service 
teams supporting specialist service requirements 
within particular specialties (for example, in-
tensive care and Magnetic Resonance Imaging) 
might be formed as subteams within the patient 
administration or clinical governance service 
teams. However, note that each service unit 
is defined in terms of the service it delivers to 
meet the needs of its customer base, not in terms 
of the technology it supports or provides. If we 
replace the development of information technol-
ogy strategy, with its emphasis on boxes and their 
technical implementation, with the development of 
service strategy with its emphasis on the delivery 
of services which make business processes work, 
which achieve business outcomes, we are freed up 
in two ways. We can consider business processes 
and their delivery without being constrained or 
slowed down by considerations of IT implementa-

tion, and we can be freer with our consideration 
of IT requirements for a business process because 
the technology requirements have not been fixed 
in an IT strategy, but can be changed and adapted 
as required. 

The effect of such an IT service structure 
may be to:

• Generate a service culture;
• Move the IT interface right next to the ap-

propriate hospital services;
• Enable faster support for changes in services 

or processes;
• Generate greater understanding of the IT 

within the service area and
• Generate greater responsiveness from the 

technologists.

It should be noted that the skills set within 
the service teams would need to extend beyond 
the IT to the organizational services. A Patient 

Senior 
Executive 

Patient 
Administration 

Results 
Services Clinical 

Governance 

Pathology 
Transport 

Service Teams 

Figure 1. Service-centric IT management structure for a hospital trust
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Administration Service team would need to 
understand the processes in outpatient clinics, 
medical records, ward-based services and theatre. 
Practitioners from these areas would be part of the 
team; defining services and working on the deliv-
ery of these services in concert with IT-Skilled 
staff who would quickly gain business and service 
understanding within the area. These teams may 
be managed by organizational service-centric 
staff. For example, clinical governance may be 
managed by a clinician. 

While ideally the business and technical skills 
should be encapsulated within the service team, 
which is able to develop the service set and apply 
IT understanding to deliver it, we recognize that, 
in large organizations, economies of scale may 
demand that some of the IT elements are delivered 
by technical teams. For example, IT networking 
may be delivered by a networking team whose 
customers are the various service teams. Such 
technical elements may be outsourced.

However, an overall service philosophy can be 
used. In a service-centric IT infrastructure, busi-
ness services are supported by IT services which 
draw on applications, training, and information 
resources to deliver a holistic service which meets 
the service needs for information and does not 
just focus on technology. This contrasts with a 
traditional model in which a computer application 
is built for the business and IT services support 
the computer application (Figure 2)

content: it service strategy 
as a portfolio of services

The content of an IT Service strategy focuses 
on the nature of the services to be delivered by 
the service teams within the IT management 
infrastructure and not on the computer systems 
and technology.

The content of the strategy will consist of a 
series of service definitions together with explana-
tions of the philosophy behind each service and 
the strategy for service-delivery. At a greater level 

of detail, the IT service strategy would define the 
service level agreements and the level and type of 
service the internal customer might expect. 

It may be appropriate for the strategy to define 
the resources required to deliver that service in 
terms of computer systems and applications, net-
working, staff training, IT staff and so on. The 
risk here is that the definition of the technology 
within what is a service strategy, moves the focus 
right back to the technology. However, it may be 
more effective to leave that level of implementation 
strategy to the service teams and restrict the IT 
service strategy to a definition of services, service 
content and SLA which the service teams will have 
to adhere to. Such a focus on services reduces the 
risk of the strategist’s attention being deflected by 
the technology needs and hence the technology 
actually driving the service definitions.

The contents of an IT Service Strategy may 
include:

• Definition and description of business/ 
customer services provided by the organiza-
tion;

• Definition of the service teams and map-
ping of service teams to business services 
or business units;

• Description of mission and scope of each 
service team, including definition of strategy 
and philosophy behind the service; 

• Definition of services provided by each team 
presented as a service catalogue;

• Description of service including a diagram 
of the service processes, delineating service 
team, activities, customer activities and the 
interaction between the two;

• Definition of one or more SLAs associated 
with that service;

• Constraints on service;
• Information provision associated with that 

service;
• Summary of resource requirements focused 

on enabling costing and pricing of the ser-
vice;
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• Definition of quality measures associated 
with each service and description of process 
by which quality will be monitored, particu-
larly including a definition of the outcomes 
expected from the service and the measures 
associated with those outcomes;

• Management policies associated with the 
service;

• Definition of any generic services which may 
be provided on behalf of the service teams, 
either centrally or outsourced. Examples 
may include installation and maintenance 
of physical IT infrastructure and servicing 
of PCs. 

The IT service strategy provides a blueprint 
for the development of IT services within each 
service group. The level of detail for the definition 
of each service may vary. In some cases it may 
be appropriate for the service team to negotiate 
the SLAs with the business services it supports. 
Also, depending on the maturity of the service 
area, significant service innovation and design 
may be required.

process: developing an it 
service strategy

The process of developing the service strategy 
may be tackled in a number of ways. A top-down/ 
bottom-up approach may be considered, as has 
been used in Method/1 (Earl, 1989; Lederer & 
Gardiner, 1992). Alternatively, a more evolution-
ary approach may be considered. Regardless of 
the process model, a number of tasks must be 
tackled. Suggested tasks in the development of 
an IT Service Strategy follow:

Definition of business services. An under-
standing of what the organization does and the 
structure of its services must be gained since 
this will be required for mapping IT services 
and service teams to business services. If we 
take a purist service view, then where a com-
pany provides products we need to consider the 
customer service that the product is part of. This 
may generate ideas for new business services 
which will require IT services. The definition of 
services that are provided by the business should 
be split down enough to generate service support 
requests (i.e., definitions of what IT services are 
needed to make that service work or to underpin 
the service.). 

Business Service 

IT Application 

IT Services 

Business Service 

Information Service 

IT Application Training Networking 

Technology-Centric IT  S ervice-Centric IT 

Figure 2. Changing from IT application focus to information service focus
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The definition of business services will require 
a detailed understanding of the customer and 
her business processes. Iqbal and Nieves (2007) 
see this step as driven by a marketing exercise. 
Customer outcomes are analysed and a service 
catalogue defined to match them. Such an approach 
may be weighted toward type 3 services which 
are outsourced. Here the outsourcing company 
is trying to develop services – usually IT ser-
vices—which will attract customers in a competi-
tive market. In type 1, insourced IT services, an 
emphasis on the business processes of the host 
company may be more appropriate.

Definition of Service Teams. The analysis of 
the business’s services will lead to the construc-
tion of a IT management structure consisting of 
a series of service teams which map to the busi-
ness services.

Definition of service strategy. For each 
service team a service strategy should be devel-
oped. Competitive analysis and an analysis of 
organizational effectiveness may be carried out 
at this stage. While traditional management tools 
such as five forces and value chain can be used in 
determining the strategy (Botton & McManus, 
1999), we would recommend the use of activity-
system maps (Porter, 1996) An activity-system 
map enables the principle philosophy of the service 
and the activities which will be used to implement 
that philosophy to be defined (Edvardsson et al., 
2000). Figure 3 illustrates an outline activity-
system map for the clinical governance service 
team. Note that the strategy exercise is driven by 
the service needs of the business, taking a service 
view of both the organization and the information 
systems within it.

Definition of services. Exact service provision 
should be defined for each service team. Draft 
SLAs should be developed based on the business 
needs. Information needs should be explored and 
an initial set of services defined. Definition of 
services may also involve service innovation. It 
is in this step that technology innovation should 
be considered as a basis of new services. Services 

should be defined at a high level. Detailed service 
design may not take place until an understanding 
of current IT services is carried out and a gap 
analysis done.

Analysis of current IT services. Current IT in 
the organization may be product-oriented. The IT 
needs to be considered as a portfolio of services, 
so an understanding of how IT can currently be 
represented as services will be needed.

Gap analysis. Gaps between current IT ser-
vices and the services required within the service 
teams will need to be analysed. The IT services 
will be mapped to the service teams. It is at this 
point that consideration of which IT service ele-
ments should be delegated to the service teams 
and which might be provided as a generic service 
may be considered. For example, while network 
administration may be offered as a centralized, 
generic service, all application development, 
application support, systems procurement, user 
training, and system evolution should be al-
located to service teams. It should be a policy 
to minimize generic services since these can 
only be provided at a distance from the business 
services. We would suggest that the proliferation 
of generic IT services may only serve to widen 
the IT/ business service gap and reduce business 
effective and service focus.

IT business integration. Once the service 
gaps are understood plans can be developed for 
the integration of IT services and the business. 
How each service team is going to obtain its IT 
resources and take over appropriate applications 
should be considered.

Definition of SLAs. At this point there should 
be sufficient information and understanding of 
the services to generate detailed SLAs. These 
will involve negotiation between members or 
potential members of service teams and the busi-
ness service areas. 

Implementation. Detailed SLAs provide the 
core of the strategy. At this point a detailed IT 
service strategy can be written up and the focus 
moves to service team discussion of how the SLAs 
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Evidence-based medicine 
through the NHSNet 

Information support for 
clinical audit 

Development of Communities-
of-practice 

Good paper-based 
systems for clinical 
audit 

Phased 
development of 
clinical audit 
system 

Integration 
with Case Mix 

Quick response to 
information requests by 
service team information 
analysts 

Good email service with 
training 

Support for development of 
personal web pages 

Web development and 
design service 

7X24 Internet access 

Web search training 

Development of 
database of clinical 
information sites 

Figure 3. Outline activity-system map for clinical governance service team

are to be fulfilled. Guidelines for implementation 
may form part of the written IT services strategy, 
but detailed implementation should, we suggest, be 
left to the service teams to encourage ownership 
and a close fit with the business services.

The IT service strategy development process 
needs to be conducted in a flexible manner. Since 
the strategy definition is a service in itself, the 
project team must contain a significant number of 
active representatives from the business service 
areas. Service innovation cannot be done without 
close involvement of internal customers. In plan-

ning the strategy development process, internal 
customer involvement must be defined.

conclusion

It is widely recognized that there is a need for 
the integration of IT service elements with the 
business services. This process of alignment 
has become a major concern for IT departments. 
Alignment of IT services with the business it 
serves involves an engagement with the purpose 
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and strategy of the business. The chief informa-
tion officer cannot retreat into service support, 
while changing from a focus on the artifact and 
the technology to a focus on the service and the 
people. The strategic view must not become myo-
pic. There must be continued effort to contribute 
strategically to the business.

Furthermore, the academic/practitioner gap 
must be bridged. Practitioners see strategy in 
terms of pursuing themes and investigating new 
technologies. Academics see strategy as using 
resources strategically to deliver competitive 
advantage. Both views are important and should 
be integrated.

While many writers have addressed the issue 
of IT services—for example, Applegate, Austin, 
and McFarlan (2003) see the managing of IT 
operations, the provision of reliable and secure 
IT services, and the management of diverse IT 
infrastructure as integral to corporate information 
strategy—the attention to service concepts is lim-
ited. There is a tendency to become techno-centric 
in both service strategy and service design. 

At the core of this chapter is the idea that 
everything is a service. Even the most technical 
product is only of value when it is used in a service. 
The car is an element of a transport service. The 
computer is a part of an information service. 

This chapter involves a call for a service first, 
technology second philosophy. Technology sup-
ports service. It is designed in the context of the 
service. Therefore at both a strategy and design 
level, the main concern of the IT service depart-
ment should be in the developing of the service 
into which supporting technology is fitted.

Hence, the strategic exercise should be about 
the definition of services to be provided by the IT 
department. And those services should be business 
process services, centred on the services that the 
organization provides to its customers. Then the 
focus of IT is on its service catalogue, the list of 
what services it provides to its customers. This 
is of importance to its customers. For example, 
the service the customer gets in managing patient 

administration or the service the customer gets 
in managing materials planning is at the centre 
of the strategic exercise.

The information system tools used to deliver 
those services are of little interest to the customer, 
provided they support the service adequately. 
The technology used as platforms for those 
services—the relational database, the network 
system, the servers—and how the technology 
is implemented is not only of no interest to the 
customer but is more a positive hindrance to the 
customer’s goals. 

IT within organizations is becoming perva-
sive. The use of computers is a natural part of 
most business roles. The computer control of 
business environments, processes and activities 
is a given. But computers are not only becoming 
pervasive in organizations, they are disappear-
ing. Eventually IT will become so embedded in 
the environment that the use of the technology 
will become as natural as breathing. In such an 
environment, technical issues are not a concern 
of the user who is only aware of a service, of the 
business processes that are being supported. 

In such an environment, IT is seen by the cus-
tomer as being responsible for the processes. The 
service is seen as business processes delivered to 
enable the internal customer to earn revenue for 
the business in some way. The technology behind 
those processes is invisible to the customer. It 
is a black box, a taken-for-granted. Issues con-
cerning breakdowns of technology are invisible 
to the user: dealt with by IT without disturbing 
the customer. It is assumed that IT takes the best 
technical decisions concerning the technical sup-
port of processes and the provision of the invisible 
infrastructure, the invisible computers. There is no 
need for the customer to talk about the technology 
or even consider it. The customer comes to IT to 
talk about services, the request new services, to 
consider changes in existing services. 

In terms of strategy, the IT department delivers 
those services; so the strategic exercise is about 
services. This chapter has provided one possible 
framework for developing that service strategy.
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abstract

This chapter develops a descriptive-conceptual overview of the main models and standards of processes 
formulated in the systems engineering (SE), software engineering (SwE) and information systems (IS) 
disciplines. Given the myriad of models and standards reported, the convergence suggested for the SE 
and SwE models and standards and the increasing complexity of the modern information systems, we 
argue that these ones become relevant in the information systems discipline. Firstly, we report the ratio-
nale for having models and standards of processes in SE, SwE and IS. Secondly, we review their main 
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… in the current marketplace, there are maturity 
models, standards, methodologies, and guidelines 
that can help an organization improve the way it 
does business. However, most available improve-
ment approaches focus on a specific part of the 
business and do not take a systemic approach to 
the problems that most organizations are facing 
(SEI, 2006, p. 3).

introduction

The manufacturing of products and the provision 
of services in the modern world has increased 
process engineering (including manufacturing 
or provision) and process managerial complexity 
(Boehm & Lane, 2006). The engineering com-
plexity has been raised because of the variety 
of design, manufacturing or provision process, 
machines and tools, materials and system-com-
ponent designs, as well as for the high-quality, 
cost-efficiency relationships, and value expecta-
tions demanded from the competitive worldwide 
markets. The process managerial complexity has 
increased because of disparate business internal 
and external process must be coordinated. To meet 
the time to market, competitive prices, market 
sharing, distribution scope and environmental and 
ethical organizational objectives, among others 
financial and strategic organizational objectives 
contribute to increased organizational pressures 
and organizational complexity (Farr & Buede, 
2003).

Such process engineering and/or managerial 
complexity is manifested in: (1) the critical failures 
of enterprises information systems implementa-

tions (CIO UK, 2007; Ewusi, 1997; Standish 
Group, 2003), (2) the unexpected appearance of 
large batches of defective products that have had 
a proved high-quality image for decades, and (3) 
the increasing of system downtimes and/or low 
efficiency and effectiveness in critical services 
such: electricity, nuclear plants, health services 
and governmental services (Bar-Yam, 2003).

Organizations with global and large-scale 
operations have fostered the exchange of the 
best organizational practices (Arnold & Law-
son, 2004). The purpose is to improve business 
processes and avoid critical failures in the manu-
facturing of products and provision of services. 
Best practices have been documented (via a deep 
redesign, analysis, discussion, evaluation, autho-
rization, and updating of organizational activities) 
through models and/or standards of process by 
international organizations for the disciplines of 
systems engineering (SE), software engineering 
(SwE) and information systems (IS). Some models 
and standards come from organizations with a 
global scope, like the International Organization 
for Standardization (ISO) but others limit their 
influences in some countries or regions, like the 
US-based Software Engineering Institute (SEI). 
Whilst both types of organizations can differ 
in their geographic scopes, both keep a similar 
efficacy purpose: to make available a set of ge-
neric process (technical, managerial, support and 
enterprise) that come from the best international 
practices to correct and improve their organiza-
tional process, with the expected outcome being 
improved quality, value and cost-efficiency issues 
with respect to the software products and services 
generated.

characteristics. Thirdly, based on the identified aims and principles, we report and posit the concepts 
of process, system and service as conceptual building blocks for describing such models and standards. 
Finally, initial theoretical and practical implications for the information systems discipline of such models 
and standards are discussed, as well as recommendations for further research are suggested.



���  

Overview of Models and Standards of Processes in the SE, SwE, and IS Disciplines 

However, because of the myriad of models and 
standards reported in the three disciplines, the con-
vergence suggested for SE and SwE engineering 
process, models and/or standards (Boehm 2000; 
Hecht, 1999; ISO, 2006c; ISO, in press; Som-
merville, 1998; Thayer, 1997) and the increasing 
complexity of the modern information systems 
(Mora et al, 2008), we argue that these models and 
standards of processes become relevant in the In-
formation Systems discipline. Then, in this chapter 
we develop a conceptual description (Glass, Armes 
& Vessey, 2004; Mora, 2004) of the main models 
and standards of processes formulated in the SE, 
SwE and IS disciplines with the general purpose 
to identify aims, purposes, characteristics, and 
core building-block concepts. Firstly, we report 
the rationale for having models and standards of 
processes in such disciplines. Secondly, we review 
their main characteristics. Thirdly, based in the 
identified aims and principles, we report and posit 
the concepts of process, system and service as the 
conceptual building-blocks for describing such 
models and standards. Finally, initial theoretical 
and practical implications for the Information 
Systems discipline of such models and standards 
are discussed, as well as recommendations for 
further research are suggested.

rEviEw on modEls and 
standards of procEssEs 

the rationale of models and 
standards of processes

Currently the global and large-scale organizations 
are faced with the challenge to meet the highest 
customer’s expectations for their products and ser-
vices, as well as to satisfy their own organizational 
financial and strategic objectives. To cope with 
such external and internal complexities, organiza-
tions have fostered the utilization (deployment and 
exchange) of best organizational practices. These 
global best practices have been documented via 

models and standards of processes. According to 
Succi, Valerio, Vernazza, and Succi (1998, p. 140) 
“standardization means that there is an explicit 
or implicit agreement to do certain things in a 
defined and uniform way”. 

Whilst the models are considered as de facto 
standards (not a legal mandatory use) and the 
standards as de jure (legal mandatory use when 
a country or business sector agrees use it), both 
help the organizations to improve the quality of 
their internal processes and to align them with 
international practices. In this way, the organiza-
tions foster an efficient and effective international 
exchange of goods and services. We consider that 
an insightful understanding of the models and 
standards concepts is required for their further 
analysis. The Table 1 (from several sources: Mora, 
Gelman, O’Connor, Alvarez & Macías, 2007a; 
Sheard & Lake, 1998; Tantara, 2001; Wright, 
1998) shows the main conceptual attributes of 
the models and standards of process.

The main similarities between models and 
standards are the following: (1) both provide a 
map of generic processes from the best inter-
national practices; (2) both establish what-alike 
and must-be instructions rather than how-alike 
specific procedures, and (3) both do not impose 
a mandatory life-cycle but suggest a demonstra-
tive one that is usually taken as a starting point. 
The implementers must complement such recom-
mendations with detailed procedures and profiles 
of the deliverables. Regarding to the differences: 
(1) the models (at least the early reported2) have 
been focused on process improvement efforts (and 
consequently include a capability maturity level 
assessment such CMMI) while that the standards, 
on an overall complaint and not complaint gen-
eral assessment (e.g., ISO, 1995), (2) models are 
used under an agreement between companies to 
legitimate their industrial acceptance (e.g., CMMI 
in the Americas) while that standards are used 
under a usually obligatory country-based agree-
ment (e.g., ISO, 2003 in Europe and Australia), 
and (3) the models can be originated from any 
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organization while that the standards are strongly 
endorsed by nations.

It is worth noting that the first standards were 
product-oriented (Tripp, 1996) (design and final 
product attributes, tolerances, specifications) and 
could be objectively assessed through testing and 
evaluation of the devices using physical instru-
ments. However, the standards for process convey 
additional difficulties for automatic assessment. 
Observations, records, interviews, analysis and 
questionnaires applied to core people in site are 
required. Furthermore, for the case of the software 
as a product/artifact, additional complications 
emerge. While that the standard ISO 9126:1991 
offers an initial solution, their set of attributes still 
requires a final interpretation on how to measure 
them. Other sources of complexity are the time 
and the human resource performance variability 
in the certification of standards of processes. 

 It has been reported also the critical roles that 
are played by the information and communications 
technologies (ICT) and the systems of informa-

tion systems (SoIS) for supporting practically 
all business process in worldwide organizations 
(Mora, Gelman, Frank, Paradice, Cervantes & 
Forgionne, 2008). This assertion implies that for 
such organizations, the ICT infrastructure and 
the SoIS (and IS function), have become an es-
sential resource and macroprocess (e.g., a system 
of systems of processes) for that the organization 
operates efficient and effectively. Relevant eco-
nomic losses from ICT infrastructure downtimes 
or SoIS failures are present evidences of the high-
dependability that worldwide organizations have 
on the correct availability, capacity, and reliability 
of such ICT resources and process. 

Models and/or standards of processes for 
engineering and management of ICT and SoIS 
resources have been also developed. However, 
such development and deployment have increased 
the engineering and management complexity per 
se. To cope holistically with the technical and so-
cio-organizational problems for their efficient and 
effective engineering and management, this chap-

Table 1. Models and standards of processes in SE and SwE

FEATURE MODELS OF PROCESSES STANDARDS1 OF PROCESSES

General aim To provide a set of best and generic management, engineering and organizational practices 
for performing high-quality processes (e.g., efficiency and effectiveness) related with SE, 
SwE and IT practices.

Main purpose - To improve processes
-To measure the capability maturity level 
of organizational processes

- To define the processes
- To measure compliance or not compliance of 
processes with the normative processes

- To provide a generic map of processes

Definition “A process model is a structured collection 
of practices that describe the characteris-
tics of effective processes.” (SEI, 2006)

A set of the state-of-the-art practices and their 
related vocabulary that provides a model to be 
strictly followed and fulfilled by organizations 
in order to be certified in its utilization.

Origin Any organization with resources (knowl-
edge, time, money)

An industry-approval and/or nation-endorsed 
is required. 

Mandatory utilization No, but some of them are become in de 
facto standards

No, but these are merged with national or indus-
try-based regulations or are directly adopted for 
being mandatory (de jure)

Life-cycle uniqueness No, these are open to any life cycle (but 
usually suggest a generic one)

No, but lifecycle reported as example are taken 
as the best recommended

What vs How recommendations Both have been designed to provide only what-alike recommendations on what must be done 
and produced (activities, tasks and deliverables) rather than on the detailed specifications 
on how doing these (specific procedures, techniques and profiles of deliverables). However, 
some could provide how-alike guidelines.
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ter supports the premise3 that an integrative and 
holistic approach based in an extended Systems 
Engineering philosophy and methods (Forsberg 
& Mooz, 1997; INCOSE, 2004; Sage, 1992, 2000; 
Sage & Amstrong, 2000) can provide the suitable 
conceptual lenses and methodological tools to 
study and cope with the increasing managerial, 
technical and organizational complexity of the 
engineering and management (E&M) of ICT and 
SoIS resources and processes. Overall expected 
contribution is to increase our understanding and 
control of such E&M processes. 

This chapter then, is motivated by the rea-
sons identified previously by authors (Mora et 
al., 2007a): 

(i) the SE models and standards of processes have 
been ignored in IT&S or scarcely analyzed in 
SwE; (ii) the SwE literature has wrongly equaled 
the concept of software system with the concept 
of information systems when both constructs are 
ontologically different (Mora et al., 2003) and 
consequently relevant organizational issues have 
been ignored in SwE models and standards of 
processes; and (iii) the Systems Engineering field 
and the Systems Approach philosophy has proved 
to be very successful in large scale projects when 
it is correctly applied (Barker & Verma, 2003; 
Honour, 2002).

Furthermore, we have identified also (idem) 
core facts that become relevant the interaction of 
SE, SwE, and IT standards and models of processes 
for the IS discipline:

(i) the recognition that the scope and effects of 
software systems do not end with its completion 
but with its successful deployment of the whole 
(information) system (Boehm, 2000; Sommer-
ville, 1998); (ii) the acceptance of the software 
engineering process involves also managerial, 
organizational, economic, sociopolitical, legal 
and behavioral issues (Fuggetta4, 2000; Kellner, 
Curtis, deMarco, Kishida, Schulemberg & Tully, 

1991); (iii) the proposal of the integration of 
Systems Engineering (SE)5 with Software Engi-
neering6 to enhance mutually their engineering 
and managerial process (Andriole & Freeman, 
1993; Bate, 1998; Boehm, 2000, 2006; Deno & 
Feeney, 2002; Hecht, 1997; Hole, Verma, Jain, 
Vitale & Popick, 2005; Johnson, 1996; Johnson 
& Dindo, 1998; Nichols & Connaughton, 2005; 
Sommerville, 1998; Thayer, 1997, 2002); (iv) the 
identification that the Information Technology 
and Systems (IT&S) field, which traditionally 
has its focus in the management and evaluation 
of IT-intensive systems, is highly dependent of the 
engineering activities (Hevner, March, Park & 
Ram, 2004; Nunamaker, Chen & Purdin, 1991) 
conducted in SwE and SE, and despite this has 
generated its own set of models and standards of 
processes, their conceptual relation with SwE and 
SE models and standards has been few explored, 
and (v) the proposal to widen the scope of SE 
standards of processes to define business process 
architectures in organizations (Arnold & Lawson, 
2004; Farr & Buede, 2003).

history and aims of the main sE, 
swE and is models of standards 
of processes

A generic aim of the SE, IS and SwE is the defini-
tion, development and deployment of large-scale 
cost-effective and trustworthy integrated systems, 
system of information systems or software-inten-
sive systems respectively (Sage, 1992, 2000; Sage 
& Amstrong, 2000; Thayer, 1997). In pursuit of 
this aim, these disciplines have generated models 
and standards of processes to guide and control 
the engineering and managerial activities involved 
in the creation of such systems. The models and 
standards provide a set of processes for good (or 
best) SE, SwE and IS practices, but differs in some 
items exhibited in Table 1. The Table 2 (derived 
from Collin, 2004; Garcia, 1998; ISO, 2005; ITGI, 
2000; Sheard & Lake, 1998; SEI, 2006; Tantara, 
2001; Wright, 1998) shows the history of the main 
models and standards in SE, SwE, and IS. 
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The main finding from Table 2 is the lack of 
models and standards of processes for IS area. 
Except for the ISO 20000 standard (published in 
2006 but based in ITIL v.2.0 model from 1995) 
and the model CobIT, no significant model or 
standard of process has been posed10. SE and SwE 
disciplines have developed more standards in the 
last two decades but both face the challenge of in-
tegration toward single standards (e.g., ISO 15289, 
CMMI for SE and SwE). From the descriptions of 
the aims of the standards and models of processes 
in Table 3, we identify two core purposes: (1) the 
improvement/assessment of processes and (2) the 
definition/provision of processes. 

Mora et al (2007a) report that such standards 
and models also exhibit a(n):

1.  … rationality to organize the managerial 
and engineering functions to define, de-
velop and deploy products and services in 
a generic organization through a process 
approach; 

2.  … acknowledgement of the increasing inter-
relationship between software, hardware 
and general IT-based products, services 
and/or systems, [that] has fostered the in-
tegration of SwE and SE standards and 
models to address the needs a whole product, 
service or system to be engineered; 

3.  … emergence of the service-oriented ap-
proach in the future ( as the forthcoming 
CMMI-SVC, and the current ISO20000 
standard)

4.  … implicit need for an interdisciplinary 
body of knowledge and research related to 
the management and engineering of process 
from SE, SwE and IT&S disciplines includ-
ing BPM;

5.  … implicit utilization of the Systems Ap-
proach to establish the initial foundations 
such as concepts, principles and philosophy, 
for the design of standards.

Table 2. History of models and standards of processes in SE, SwE, and IT

YEAR STD/
MOD

ORIGIN SE SwE IS

1987, 2000 Std TC 176/SC 
2/WG 18 

ISO 9001:2000 
(Standard Base)

1995, 2002,
2004

Std JTC 1/ SC7 ISO/IEC 12207

1999, 2002 Std EIA SECM (EIA-731)

1996, 2002 Std JTC 1/ SC7 ISO/IEC 15288

2003, 2004, 
2006

Std JTC 1/ SC7 ISO/IEC 15504

2004 Std ISO/IEC 
90003:2004

1995, 2001, 
2006

Mod SEI CMMI-DEV+IPPD
1.2 (SE,SW,HW)

CMMI-SVC7 1.2

1996, 2000, 
2006

Std ISACA CobIT8

2005 Std JTC 1/ SC7 ISO/IEC 200009

2006 Std JTC 1/ SC7 ISO/IEC 15289
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STD/MOD OFFICIAL DESCRIPTION OF THE STANDARD OR 
MODEL’S AIM 

STATUS

ISO 9001:2000 “Quality management systems – Requirements: ISO 9001:2000 specifies 
requirements for a quality management system where an organization 
needs to demonstrate its ability to consistently provide product that meets 
customer and applicable regulatory requirements, and aims to enhance 
customer satisfaction through the effective application of the system, includ-
ing processes for continual improvement of the system and the assurance 
of conformity to customer and applicable regulatory requirements. All 
requirements of this International Standard are generic and are intended 
to be applicable to all organizations, regardless of type, size and product 
provided” (ISO, 2006a).

Code ISO 90.92
(International Standard to 
be revised)

ISO/IEC 
12207

“Information technology – Software life cycle processes: Establishes a system 
for software life cycle processes with well-defined terminology. Contains 
processes, activities and tasks that are to be applied during the acquisition 
of a system that contains software, a stand-alone software product and 
software services” (ISO, 1995).

Code ISO 90.92
(International Standard to 
be revised)

ISO/IEC 
15504-1 to 5

“Information technology – Process assessment: … ISO/IEC 15504 (all 
parts) provides a framework for the assessment of processes. This framework 
can be used by organizations involved in planning, managing, monitoring, 
controlling and improving the acquisition, supply, development, operation, 
evolution and support of products and services” (ISO, 2003).

Code ISO 60.60
(International Standard 
published)

ISO/IEC 
90003

“Software engineering -- Guidelines for the application of ISO 9001:2000 
to computer software: … ISO/IEC 90003:2004 provides guidance for or-
ganizations in the application of ISO 9001:2000 to the acquisition, supply, 
development, operation and maintenance of computer software and related 
support services … identifies the issues which should be addressed and is 
independent of the technology, life cycle models, development processes, 
sequence of activities and organizational structure used by an organiza-
tion” (ISO, 2004a).

Code ISO 60.60
(International Standard 
published)

SECM
 (EIA/IS 731)

System Engineering Capability Model: “… describes the essential systems 
engineering and management tasks that an organization must perform to 
ensure a successful systems engineering effort” (Minnich, 2002); “…(is) 
a method for assessing and improving the efficiency and effectiveness of 
systems engineering” (same core idea shared with SECAM former standard, 
INCOSE, 1996).

(International Standard 
published)

ISO/IEC 15288 “Systems engineering System life cycle processes: … this standard encom-
passes the life cycle of man-made systems, spanning the conception of the 
ideas through to the retirement of the system. It provides the processes for 
acquiring and supplying system products and services that are configured from 
one or more of the following types of system components: hardware, software, 
and human interfaces. This framework also provides for the assessment and 
improvement of the project life cycle” (ISO, 2002; Magee, 2006).

Code ISO 90.92
(International Standard to 
be revised)

ISO/IEC 15289 “Systems and software engineering -- Content of systems and software life 
cycle process information products (Documentation): … ISO/IEC 15289:2006 
was developed to assist users of systems and software life cycle processes 
to manage information items (documents) … may be applied to any of the 
activities and tasks of a project, system or software product, or service life 
cycle. It is not limited by the size, complexity or criticality of the project” 
(ISO, 2006c).

Code ISO 60.60
(International Standard 
published)

CobIT “COBIT provides good practices for the management of IT processes in a 
manageable and logical structure, meeting the multiple needs of enterprise 
management by bridging the gaps between business risks, technical issues, 
control needs and performance measurement requirements” (ITGI, 2000).

(International Model 
published)

Table 3. Official description and status of models and standards of processes in SE, SwE and IT

continued on following page



  ���

Overview of Models and Standards of Processes in the SE, SwE, and IS Disciplines 

The aforementioned characteristics are based 
on the fact of the ISO 9000 family of standards 
(which deal with a generic industry-independent 
quality management system and an organizational 
encouragement toward a continuous process im-
provement) is identified as the main source for the 
SE, SwE, and IT standards and models of process. 
Table 3 shows the official self-description and 
status of these models and standards.

the core building-block concepts 
for understanding models and 
standards of processes: process, 
service and system

The ISO 9000 standard in its 2000-year version has 
established eight management principles where 
two of them (Principle 4 and 5) endorse the process 
approach and the systems approach as critical 
management paradigms respectively. Principle 
4 establishes that an organization will be more 
likely to achieve the results expected efficiently, 
if the resources and activities are managed as 

processes. In turn, the Principle 5 sets forth that an 
organization can identify, understand and manage 
more efficiently and effectively the processes if 
they conceptualized them as a system. Further-
more, the ISO 9001:2000 standard remarks that 
“… concerns the way an organization goes about 
its work … concern processes not products—at 
least not directly” (ISO, 2006b). However, this 
standard admits also that, “ … the way in which 
the organization manage its processes is obviously 
to affect its final (quality of) product” (ibid). 

This process management premise (e.g., “the 
quality of a system is largely governed by the qual-
ity of the process used to develop and maintain 
it”) has been largely used in quality management 
systems (Paulk, Chrissis, Weber & Perdue, 1987). 
With these insights, we posit that the concepts of 
process, system and service and their conceptual 
systemic interrelationships become critical to 
understanding the different standards and models 
under study. The relevance of the notion of process 
is self-evident. The notion of service, for SwE is 
becoming of critical relevance for the shifting 

ISO/IEC 20000 “Information technology -- Service management: defines the requirements 
for a service provider to deliver managed services … promotes the adoption 
of an integrated process approach to effectively deliver managed services 
to meet business and customer requirements. For an organization to func-
tion effectively it has to identify and manage numerous linked activities. 
Coordinated integration and implementation of the service management 
processes provides the ongoing control, greater efficiency and opportunities 
for continual improvement” (ISO, 2005).

Code ISO 60.60
(International Standard 
published)

CMMI-DEV “CMMI® (Capability Maturity Model® Integration) is a process improvement 
maturity model for the development of products and services. It consists of 
best practices that address development and maintenance activities that cover 
the product lifecycle from conception through delivery and maintenance. 
This latest iteration of the model as represented herein integrates bodies of 
knowledge that are essential for development and maintenance, but that have 
been addressed separately in the past, such as software engineering, systems 
engineering, hardware and design engineering, the engineering “-ilities,” 
and acquisition. The prior designations of CMMI for systems engineering 
and software engineering (CMMI-SE/SW) are superseded by the title “CMMI 
for Development” to truly reflect the comprehensive integration of these bod-
ies of knowledge and the application of the model within the organization. 
CMMI for Development (CMMI-DEV) provides a comprehensive integrated 
solution for development and maintenance activities applied to products and 
services” (SEI, 2006).

(International Model 
published)

Table 3. continued
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from the object and component-based paradigm 
toward the Web service-computing paradigm. 
In SE and IS, the broad initiative on Service 
Science, Management and Engineering (SSME) 
(Chesbrough & Spohrer, 2006; Demirkan & Goul, 
2006) justifies its relevance. The notion of system 
is justified by the ISO 9000:2000 principles.

In order to describe the relationships between 
process, service and system in the context of 
standards and models of process, we develop 
the Tables 4, 5 and 6 (updated from Mora et al., 
2007a) to report the main definitions from such 
concepts.

Definitions in the Table 4 show that the con-
cept of process is not unique. However several 
attributes are shared in the definitions: (1) an 
overall purpose (transform inputs in outputs), (2) 
activities interrelated, and (3) utilization of human 
and material resources, procedures and methods. 
Then, a process –based in all definitions-, can be 
defined as “an ordered set of processes (called 
sub-process) and/or activities that are performed 
by agents (either people and/or mechanisms) 
exercising roles and using procedures, tools and 
machines for its realization, to transform a set 

of inputs in a set of expected outputs” (extended 
from Mora et al., 2007a).

In the Table 5, the concept of service is im-
plicitly used for most standards except by those 
focused on such an issue. Because the most im-
portant standards and models of processes for 
IS (ITIL, CobIT, ISO 20000) and for SwE/SE 
(CMMI-SVC) are now oriented toward services, 
a plausible generic definition of what is a service 
is fundamental. Similar to the notion of process, 
there is not unique definition but several attributes 
are also shared by the definitions: (1) intangible, 
(2) non-storable, (3) ongoing realization, and (4) 
people involved for the value appreciation at-
tribute. Whilst the human beings can assess the 
value scale of nonliving artifacts, the automated 
processes (by using tools) can assess quality attri-
butes (e.g., agreed physical specifications). There-
fore, a service can be defined as “the intangible, 
non-storable and user value-appreciated ongoing 
outcome (but with a start and end time point) 
from a system of processes” and consequently a 
product can be defined as “the tangible, storable 
and quality-measured for instruments or users 
from a system of processes” (extensions from 
Mora et al., 2007a). 

Table 4. Definitions of the concept of process

AREA DEFINITION OF THE CONCEPT: PROCESS SOURCE

Quality Management 
Systems

“Set of interrelated or interacting activities, which transforms inputs into outputs. 
These activities require allocation of resources such as people and materials.” ISO 9001:2000 

SwE
“The means by which people, procedures, methods, equipment, and tools are inte-
grated to produce a desired end result.” A process can be also considered the “glue 
that ties them” in order to get a work done. (Based in CMMI-DEV (SEI, 2006)

CMM-SW, CMMI-DEV 
1.2

SwE
“… a (software development) process is a collaboration between abstract active 
entities called roles that perform operations called activities on concrete, tangible 
entities called artifacts.”

UPM 
(OMG, 2005)

BPM

“A Process is an activity performed within a company or organization. In BPMN 
a Process is depicted as a graph of Flow Objects, which are a set of other activi-
ties and the controls that sequence them. The concept of process is intrinsically 
hierarchical. Processes may be defined at any level from enterprise-wide processes 
to processes performed by a single person. Low-level processes may be grouped 
together to achieve a common business goal.”

BPMN 
(OMG, 2006)

SE “A set of inter-related functions and their corresponding inputs and outputs, which 
are activated and deactivated by their control inputs.” SysUML (2005)

IS “A connected series of actions, activities, changes, etc., performed by agents with 
the intent of satisfying a purpose or achieving a goal.” ITIL (2004)
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Hence, the main visible distinctions between 
product and service are: (1) its tangibility prop-
erty that leads to the quality (e.g., the attributes 
expected in the product) vs. the value (e.g., the 
benefits to quality-prices rate perceived from 
a customers’ perspective (e.g., human beings), 
and (2) the ongoing service experience (Teboul, 
2007) vs. the time-discrete (includes also periods) 
utilization of products. An additional difficult to 
define the building blocks is the omission of the 
responsible entity that generates a service. The 
definitions proposed (because these appear in the 
standards) are the notions of system and process. 
Still, the difference between both concepts has 
not been still well reported.

For the aforementioned arguments and defini-
tions showed in the Table 6, the construct system 
becomes a critical concept to link logically the 
process and service/product constructs. Hence, 
the utilization of a Systems Approach (Ackoff, 
1971, 1973; Bertalanffy, 1972; Checkland, 2000) 
as well as the relevance of the correct conceptu-
alization of what is a system can be considered 
fundamental notions to be untapped. Despite, it 

could be considered that the concept system is a 
well defined and understood construct, Gelman 
and Garcia (1989), Gelman et al. (2005), Mora, 
Gelman, Cervantes, Mejia, and Weitzenfeld 
(2003) and Mora, Gelman, Cano, Cervantes, and 
Forgionne (2006) studies on the formalization of 
the construct system, have proved the ambiguity, 
incompleteness and informality of main defini-
tions reported in the context of SE and IS. Then, 
the concept of system used in these standards, 
despite can be considered practically illustrative 
and useful is theoretically incomplete from a 
systems science discipline. In Mora et al. (2007a) 
it is argued that “it has diminished the clarity on 
the critical role of the Systems Approach as the 
philosophical and practical source to establish 
the principles and methods of such standards and 
has increased consequently the complexity for a 
mutual understanding and integration. Whilst 
Process Approaches have been the corner stone for 
the development and utilization of standards and 
models of processes, we claim that the Systems 
Approach is in turn the corner stone that holds 
to the Process Approach.”

Table 5. Definitions of the concept of service

AREA DEFINITION OF THE CONCEPT: SERVICE SOURCE

Quality Management 
Systems An explicit definition is not reported. ISO 9001:2000 

SwE “a service is a product that is intangible and non-storable.” CMMI-DEV 1.2

SwE An explicit definition is not reported. UPM 
 (OMG, 2005)

BPM An explicit definition is not reported. BPMN 
(OMG, 2006)

SE

Missing concept. Instead of it, the concepts of: operation, function, activity and 
action are reported. In particular, the concept of operation is defined as “A feature 
which declares a service that can be performed by instances of the classifier of which 
they are instances.”

SysUML (2005)

IS “One or more IT systems which enable a business process.” ITIL (2004)

SSME

“Service can be defined as the application of competences for the benefit of another, 
meaning that service is a kind of action, performance, or promise that’s exchanged 
for value between provider and client. Service is performed in close contact with a 
client; the more knowledge-intensive and customized the service, the more the service 
process depends critically on client participation and input, whether by providing 
labor, property, or information.”

Spohrer et al. 
(2007)
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However, from a practical worldview and with 
the purpose to propose a plausible relationship 
between the three concepts, a system as an abstract 
entity, can be defined as “a whole into a wider 
system, with unique attributes co-generated by 
their parts, where the main attribute is its purpose, 
function or mission”. Given that such a definition 
is open, a specific definition of a system abstrac-
tion in the context of organizations is required. In 
particular, the notion of organizational system is 
relevant for the context of standards and models 
of processes. In concordance with system founda-
tions (Gelman & Garcia, 1989; Mora et al., 2006), 
this concept can be defined as: “a whole (the real 
physical system) into a wider system (the wider 
real physical system), with unique attributes co-
generated by their parts (subsystems and process 
(that include the parts of every process has)), which 
the main attribute is its purpose, function or mis-
sion (to manufacturing a product or provision a 
service)”. Such a notion is also congruent with 
the SSME’s notion of service system (Spohrer 
et al., 2007).

As illustration, from a high practical world-
view perspective, the following eleven conceptual 
relationships between the core building-block 
concepts can be posed11.

• R1: a <S: system> is whole into a wider 
<SS: system>, with unique <A: attributes: 
a1,a2,…> co-produced by their (at least 
two) parts called <sB: subsystems>, where 
the main attribute is its purpose, function 
or mission <attribute: a*>. 

• R2: a <sB: subsystem> is just a <S: system> 
that is part of a wider <SS: system>.

• R3: a <C: component> is a constituent of a 
<sB: subsystem> that is not decomposable 
in parts (from a modeling viewpoint) but 
with attributes.

• R4: an <O: organization> is a <S: system> 
composed of <OsS: organizational sub-
systems>.

• R5: an <OsB: organizational sub-system> is 
a <S: system> composed of <OsB: organi-
zational sub-systems> and/or <BP: business 
processes>.

Table 6. Definitions of the concept of system

AREA DEFINITION OF THE CONCEPT: SYSTEM SOURCE

Quality Management 
Systems

From the Principle 5 and other arguments reported in available documents, a system 
can be considered as a network of interdependent processes connected for achieving 
expected products and services. 

ISO 9001:2000 
(2000)

SwE An explicit definition is not reported. CMMI-DEV 1.2

SwE An explicit definition is not reported. UPM (2000)

BPM An explicit definition is not reported. BPMN (2006)

SE “An item, with structure, that exhibits observable properties and behaviors.” SysUML (2005)

SE
“An integrated set of elements that accomplish a defined objective. These elements include 
products (hardware, software, firmware), processes, people, information, techniques, 
facilities, services, and other support elements.”

INCOSE (2004)

IS “An integrated composite that consists of one or more of the processes, hardware, software, 
facilities and people, that provides a capability to satisfy a stated need or objective.” ITIL (2004)

SSME

“… a service system [is] a value-coproduction configuration of people, technology, 
other internal and external service systems, and shared information (such as language, 
processes, metrics, prices, policies, and laws). This recursive service system definition 
highlights the fact that service systems have internal structure (intraentity services) and 
external structure (interentity services) in which participants coproduce value directly 
or indirectly with other service systems.”

Spohrer et al. 
(2007)
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• R6: a <BP: business process> is a <S: system> 
composed of <BsP: business sub-process> 
and/or <BA: business activities>.

• R7: a <BA: business activity> is a <C: 
component> with the <A: attributes: a-
tasks, a-personnel, a-tools-infrastructure, 
a-methods-procedures and a-socio-politi-
cal-mechanisms-structures>

• R8: a <Sv: service> is an intangible ongoing 
<BO: business outcome> of a <BP: business 
process> into an <OsB: organizational sub-
system>

• R9: a <Pr: product> is a tangible and discrete 
<BO: business outcome> of a <BP: business 
process> into an <OsB: organizational sub-
system>

• R10: a <BsP: business sub-process> is just 
a <BP: business process> that is into a 
<process>.

• R11: a <BO: business outcome> is a per-
ceived output of a <BP: business process> 
with either <VoP: value-oriented people 
attributes: v1,v2, …> or <QoM: quality-
oriented machines attributes: q1,q2, …>.

Hence, the manufacturing of products and the 
provision of services needs a business process 
approach where the business process can be 
conceptualized as a system (composed of busi-
ness subprocesses and/or business activities) 
contained in an organizational system that affects 
to and it is affected by a wider system called the 
suprasystem. Initial but substantial theoretical 
and practical implications of such relationships 
are discussed in the final section.  

initial thEorEtical and 
practical implications 
for thE is disciplinE

This chapter is part of a research in progress and an 
extensive discussion of their contributions is out of 
the planned scope. However, initial results on the 

how to apply such a set of conceptual relationships 
have been reported in Mora et al. (2007a, 2007b). 
From a theoretical viewpoint, however, we can 
argue that these conceptual findings contribute: 
(1) to identify the building-block concepts of the 
highest abstraction level to define and understand 
the rationale of standards and models of processes; 
(2) to establish a conceptual hierarchical set of 
initial relationships between such conceptual 
building-blocks that permits the development of a 
further formalization via an ontology; (3) to keep a 
theoretical congruence with the formal notions of 
what is a system, subsystem and suprasystem; and 
(4) to provide a parsimonious theoretical model of 
what is a business organization, business process, 
business activity, service and product. 

From a practical viewpoint, this study contrib-
utes: (1) to help to practitioners to understand the 
conceptual relationships between process, system 
and the final outcomes of services and products 
using a domain vocabulary linked to formal sys-
temic foundations; (2) to provide the foundation 
for the development of a computerized ontology 
for standards and models of processes that would 
permit automated knowledge-based inquires; and 
(3) to provide the foundations for the development 
of a framework/model to describe and compare 
the standards and models of processes from a top-
bottom perspective according to the level of detail 
required by the modeler (Mora et al., 2007b). 

conclusion

In this chapter, we have developed a conceptual 
description of the main models and standards of 
processes formulated in the disciplines of SE, 
SwE and IS. Based in such descriptions, we have 
developed a conceptual analysis of the concepts 
of process, system and service. Such concepts 
have been identified as the core building blocks 
for describing models and standards of processes. 
Eleven semi-formal conceptual relationships 
between the building-blocks concepts have been 
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also posed. The main theoretical contribution is 
the generation of a parsimonious model theoreti-
cally congruent with the Theory of Systems. The 
main practical contribution is the provision of a 
conceptual tool to describe and compare standards 
and models of processes. Two recommendations 
that emerge for further research are: (1) the 
refinement of the relationships to describe and 
compare standards and models of processes and 
(2) the development of a computerized ontology 
based in this theoretical model for permitting 
knowledge-based inquires on the digital descrip-
tion of standards and models of processes in SE, 
SwE and IT. These two research recommenda-
tions are part of the research goals of this study 
under progress. 
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EndnotEs

1  A standard is a “ … document, established 
by consensus and approved by a recog-
nized body, that provides, for common and 
repeated use, rules, guidelines or charac-
teristics for activities or their results, aimed 
at the achievement of the optimum degree 
of order in a given context.” (ISO, 2004b)

2  Most recent standards have incorporated 
such improvement purpose (e.g., ISO 
15504).

3  The initial results from such a premise have 
been reported in Mora et al (2007a) and 
final findings will be reported in a further 
study.

4  In particular, Fuggetta (2000, p. 28) points 
out that “.. rather, we (e.g., the software 
process community) must pay attention to 
the complex interrelation of a number of 
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organizational, cultural, technological and 
economic factors.”

5  SE is an older discipline than SwE that copes 
with the definition, development/acquisition 
and deployment of large scale systems com-
prised of multiples components of people, 
facilities, hardware, software, mechanical, 
and so forth.

6  SwE is defined as the discipline to generate 
software components or systems on time, 
on budget and with the expected technical 
requirements achieved.

7  CMMI-SVC will be the constellation fo-
cused on the management and engineering of 
process for delivering services. It is planned 
be released in 2007. Other CMMI-ACQ 
constellation for acquisition process is also 
being developed for 2007.

8  In this chapter is analyzed the version 3.0 
released in 2000. The new version 4.0 has 
been recently released ending 2006.

9  This standard is derived from the BS15000 
standard. In turn, the later evolved from 
the ITIL V.2.0 (1995) Model. Because the 
ITIL V.3.0 was liberated during the ending 
of this study, this is not considered. Major 
change realized is a lifecycle approach to 
arrange the previous main six categories of 
processes.

10  Other IS standards (e.g., Computer stan-
dards) are oriented to computer sciences and 
these are not considered in this chapter. ICT 
security standards can be considered hybrid 
but are out of the scope of this research.

11  These definitions are based in Gelman & 
Garcia (1989), Mora et al. (2003), Gelman 
et al. (2005) and Mora et al. (2006, 2007b). 
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abstract

This chapter introduces an IT-Service management framework for the use of quality management 
concepts in the context of the life cycle phases of IT-Services. It argues that IT-Service management, 
combined with quality management and a life cycle approach for IT-Services provides a new perspective 
for organizations to provide high quality IT-Services. Based on the IT-industrialisation and an increased 
customer orientation in the IT-Service management the aspect of quality becomes increasingly impor-
tant. Therefore, the authors give an overview about existing concepts of IT-Service management, life 
cycle management and quality management for IT-Services. The aim is to support organizations in the 
effective use of quality management concepts depending on IT-Service life cycles.

introduction

In context of IT-Governance there are numerous 
concepts and models that can enable organizations 
to be more effective and more efficient in using 
IT-Solutions. IT-Governance is supposed to help 

organizations to enhance their competitiveness by 
using Information Technology (IT). On the one 
hand a big issue in this discussion is the realiza-
tion and evaluation of the business value due to 
the use of IT (Weill & Ross, 2004). On the other 
hand the constant change of business needs also 
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demands a reliable and effective IT support for 
the business processes. Therefore IT-Governance 
and IT-Business alignment are key success fac-
tors for creating business value due to the use of 
IT-Services in an organization. In the wake of 
constantly changing business requirements the 
existing IT-Infrastructure and the IT-Services 
which support the business processes have to 
adapt as well. The developments in Information 
Technology and IT-Service management enable 
organizations to use IT-Solutions in a way which 
differs completely from earlier concepts. There-
fore the management concepts for IT-Service 
management have to adjust to these new develop-
ments. In this situation the quality of the provided 
IT-Services becomes an important issue for IT-
Service providers and service recipients. Hence 
quality management is one important aspect in 
the context of IT-Governance. 

Experiences from the industrial sectors show 
that organizations are able to achieve strategic 
and operational targets concerning quality and 
customer satisfaction by using quality manage-
ment approaches. In the context of IT-Quality 
management, IT-Governance defines the rules for 
the decision making process and competencies 
within an organization. It describes the framework 
for the IT-Strategy and defines the guidelines for 
the IT-Service management within an organiza-

tion. Based on the importance of service quality, 
as outlined above, this chapter focuses on the 
quality management of IT-Services in dependence 
on the life cycle phase of IT-Services. 

In the current discussion about IT-Services 
and quality management has so far not provided 
a concept which integrates these two dimensions 
in a life cycle based concept for IT-service quality 
management. This chapter aims to close this gap 
and provide a model which enables organizations 
to map selected quality management methods with 
previously defined phases of an IT-Service life 
cycle. The goal is to present managers a practi-
cal approach for matching quality management 
methods with life cycle phases of IT-Services.

From a research point of view, relevant ques-
tions concern the possibilities of transferring 
quality management concepts from the industrial 
sector to IT-Service management. In the context 
of the developments for IT-Service management 
it is important how a holistic life cycle for IT-
Services can be illustrated. The final research 
question in this chapter focuses on mapping the 
different life cycle phases of IT-services and 
quality management concepts. To answer these 
questions the chapter will follow the structure out-
lined below (see Figure 1). It illustrates the several 
aspects in the context of life cycle management 
and IT-Service quality management which shall 

Figure 1. Structure of the chapter life cycle based IT-service management
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be merged into an integrated model of life cycle 
based IT-Service Quality Management. 

Following Glass Ramesh, and Vessey (2004) 
the described solution promoted in this chapter 
is a conceptual analysis and an instrumental 
development based on a design science approach 
(Glass et al., 2004; Hevner, March, Park & Ram,  
2004). In IT research science the design science 
creates and evaluates IT artifacts intended to solve 
organizational problems. In this context the orga-
nizational problem is the use of adequate quality 
management methods for IT-Service management 
within an organization. IT artifacts are generally 
defined as constructs (vocabulary and symbols), 
models (abstractions and representations), meth-
ods (algorithms and practices), and instantiations 
(implemented and prototype systems) (Hevner 
et al., 2004). 

This chapter focuses on illustrating a model 
for the transfer and use of quality management 
methods depending on the life cycle phase of an 
IT-Service. One research hypothesis is that the 
transfer of engineering focused quality manage-
ment methods to IT-Service management can 
support IT-Service providers and organizations 
to improve the quality of their IT-Services. 

The first part of this chapter provides an over-
view of selected developments in IT-Service man-
agement and describes and the relation between 
the trends and their impact for IT-Service Qual-
ity Management. The following part introduces 
the life cycle concept for physical products and 
transfers this approach to a life cycle concept for 
IT-Services. The third part presents the basics of 
quality management, the total quality management 
concepts as well as several concepts in context 
of service quality. The fourth part integrates the 
life cycle concepts with quality management and 
presents a concept for a life cycle based IT-Service 
quality management approach. It also offers a brief 
overview of the theoretical basis of the concept. 
This combination of life cycle concepts and IT-
Service quality aspects enables organizations 
to match selected quality management methods 

with the different phases of the IT-Service life 
cycle and achieve increased service quality and 
customer satisfaction. The final part describes 
opportunities for further research and highlights 
challenges for the organizations in case of quality 
management for IT-Services. 

dEvElopmEnts in it-sErvicE 
manaGEmEnt 

During the past years IT-Departments and IT-
Service providers have been faced with new 
challenges. The main challenges are internal 
restructuring of the IT-Department, the impor-
tance of service orientation caused by increased 
market and customer orientation as well as the 
industrialisation in IT-Service management. As 
a result of the increasing focus on efficiency 
and performance, organizations recognize that 
the operation of IT is not their key competence. 
Hence the organizational structure of IT-Depart-
ments is changed from internal cost centres to 
market oriented service providers. Organizations 
have started to evaluate the added value and 
performance of their internal IT-Departments 
and benchmark them against market offers from 
external IT-Service providers. On the one hand, 
this follows in a changed position of the IT-De-
partments and IT-Service providers as well in 
a modified situation for managing IT-Services. 
On the other hand, this results in an increasing 
procurement of IT-Service via external markets 
for IT-Services (Kotabe & Murray, 2004). 

To illustrate selected trends and developments 
in IT-Management this chapter shows the need for 
a new concept of IT-Service quality management. 
The goal is to emphasize important developments 
in IT-Service management and show their impact 
on the IT-Service quality management.

According to the situation mentioned before, 
there is an increased market and customer 
orientation in the IT-Management sector. The 
different departments in an organization become 
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customers of the IT-Department or an external 
service provider. As a result, the relationship 
between the several departments and the IT-
Provider is similar to a partnership with external 
customers. Both parties work together on basis 
of defined service levels under real market 
conditions. 

Therefore, market and customer orientation 
makes new demands on IT-Departments and 
IT-Service providers. They are forced to define 
products and services which are provided for 
the customers. The definition of IT-Services, 
the “product” of the IT-Department, becomes a 
key challenge for the IT-Management (Zarnekow 
& Brenner, 2004). The development and 
customization of suitable service packages will 
be a future challenge for service providers in 
general (Spath, van Husen, Meyer & Elze, 2007). 
“IT-Products” are a combination of different 
IT-Services which support business processes 
(Uebernickel, Bravo-Sànchez, Zarnekow & 
Brenner, 2006). From a service providers’ point 
of view, this product orientation implies that a 
portfolio of offered services has to be defined 
and regularly updated to the customers̀  demands. 
From a service recipient point of view, the IT-
Service portfolio has to be actively managed and 
continuously adapted to the changing business 
requirements and the business processes. 

The increased focus on business value and 
performance results puts an increasing pressure for 
IT-Service providers to improve their efficiency. In 
this context, the term “industrialisation” describes 
the transformation of productivity methods from 
the industry sector to IT-Service management. 

There are four basic aspects concerning the 
IT-Industrialisation (Hochstein, Ebert, Ueber-
nickel & Brenner, 2007): Firstly, automation 
and standardization, that is, IT-cost reduction 
due to standardisation of business processes and 
IT-Services. According to the standardisation of 
processes, there is also efficiency potential due 
to automation. The second aspect focuses on 
the modularisation of IT-Services. Comparable 

to the production industry the modularisation 
here enables the customizing of services to 
individual customer demands due to the use 
and combination of different standardized IT-
Modules (Böhmann & Krcmar, 2003). Schnabel, 
Dold, Fröschle, Layer, Roll, and Skempes (2006) 
highlight the capability of customization of 
services to the stakeholder requirement as a key 
success factor especially for service companies. 
The third aspect of industrialisation focuses on 
the quality management and the implementation 
of continuous improvement processes within 
the providers’ organization. Thanks to the use 
of quality management concepts, processes 
have to be improved, become more efficient and 
enable performance measurement (Hochstein 
et al., 2007). The fourth aspect is focussing on 
core competencies and fostering the outsourcing 
of processes and business fields which are not 
relevant for creating a unique selling proposition. 
According to this principle the depth of the value 
added chain in the organization will be reduced. 
Furthermore, this enables an organization to react 
faster on market developments and to provide high 
quality services for the market. 

From a customers’ point of view the focus on 
IT-Services highlights the increased meaning 
of the quality of IT-Services. Service quality is 
the output of different organizational processes 
and procedures which ensure a constant level of 
performance by systematically engineering IT-
Services (Spath & Demuß, 2003). The quality 
parameters of IT-Services, like availability, 
reliability and functionality, instead of technical 
aspects of IT-Application and infrastructure 
should therefore be high priority (Zarnekow, 
Hochstein & Brenner, 2005). As a consequence of 
this increased service orientation and the supply 
of IT-Services through external providers, there is 
also a need for a systematic quality management 
by providers as well as service customers to ensure 
the availability and the quality of the IT-Services. 
Due to the increased meaning of IT-Services, 
the technical aspects became less important 
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and. the “engineering” of IT-Services is pales in 
comparison to the perceived quality of the service 
provision. For IT-Departments and IT-Service 
providers this means an increased significance of 
quality management of offered IT-Services and 
customer services. 

A survey form the IT-Service Management 
Forum (itSMF) in Germany, comprising 122 
participating service providers and service 
recipients, highlights the importance of the 
offered service portfolio and the quality of the 
customer service (Praeg & Schnabel, 2006). 
This market survey proves that today, the most 
important criteria for customers in choosing an 
IT-Service Provider, is the performance of the 
IT-Service provider followed by the support and 
the performance of the service level management 
of an IT-Service provider (see Figure 2).

The results show that the price of the ser-
vices is not the critical factor for organizations 
contracting a service provider. Customers focus 
on performance and quality of an IT-Service 
provider. The service quality depends strongly 
on the customer specific perception. 

Therefore, the primary target of the IT-Ser-
vice management is to align the offered service 
portfolio to the customer requirements and adjust 
the IT-Service portfolio to the customer demands 
regularly. To foster this management concept, the 
IT-Service providers must recognize that IT-Ser-
vices have their own life cycle when used by the 
customers. The meaning of the IT-Services will 
change according to the change of the business 
processes which follow changed market situations. 
This concept of life cycle based management of 
IT-Services is not yet very common in existing 
IT-Management concepts. Most of the actual and 
instruments of IT-Management in practice are 
focused on separated phases (planning, develop-
ment, operation) of IT-Management. But there 
is an important gap in the relation between the 
stages of the IT-Management phases. Therefore 
the following chapter gives an overview of differ-
ent lifecycle concepts which can be adapted and 
used for the IT-Service management. 
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lifE cyclE basEd approachEs 
for it-sErvicE manaGEmEnt 

The developments outlined in the previous chap-
ter illustrate the increased product orientation of 
IT-Services. Within an organization, IT-Services 
are managed like a portfolio (Zarnekow et al., 
2004). This product orientation means that the 
IT-Services have to be managed comparable to 
physical assets in an organization. Compared to 
the life cycles of physical goods IT-Services have 
shown an equal development when they are being 
used in organizations. 

Originally, life cycle concepts have been 
used in the context of engineering and managing 
physical products. The aim here is the distribution 
of existing resources in dependence of the life 
cycle phases and also the management of costs 
and benefits within the life cycle. Based on these 
experiences the concept of life cycle management 
was adapted for software and application 
development (Mercurio et al., 1990). Regarding 
IT-Service management there are also different 
concepts which directly or indirectly consider life 
cycle phases. The subsequent paragraphs present 
selected concepts of life cycle based IT-Service 
management. 

life cycle model of physical 
products

In general, a life cycle characterizes the different 
stages of a product during its market appearance 
(Bullinger, 1994). The product life cycle manage-
ment is the process of managing the entire life 
cycle of a product. For that reason the traditional 
life cycle concepts are described from a market 
perspective. For physical products the life cycle 
covers several phases, from conception, design, 
testing to manufacturing, market introduction and 
the disposal of products. In the first phase of the 
life cycle the products’ requirements are defined 
based on customer and markets demands. In the 
following phase the detailed design, development 

and also the testing of prototypes are center stage. 
This covers many engineering tasks and disci-
plines. These phases generate the highest costs for 
an organization. The subsequent life cycle phase 
focuses on the growth and the maturity period, 
before the product runs out of the market (Macha-
rzina, 2003). The final phase of the product life 
cycle is the replacement of the product by other, 
new products. The challenge for organizations as 
well as IT-Service providers is the transforma-
tion of this product life cycle to the requirements 
of the IT-Service management. Thanks to life 
cycle management, organizations are able to get 
products faster on the market, provide improved 
support for their use, and manage end-of-life bet-
ter. In today’s highly competitive global markets, 
companies must meet the increasing demands of 
customers by rapidly and continually improving 
their products and services (Stark, 2004).

Concerning IT-Service management, the exist-
ing methods can be separated in public domain 
approaches and nonpublic domain approaches.

 
it-infrastructure library (itil)

ITIL was developed at the end of the 1980’s by 
the British Office of Government commerce 
(formerly Central Computer and Telecommu-
nication Agency (CCTA)). ITIL is the de facto 
standard for IT-Service management and it is 
the most widely adopted approach for IT-Service 
management (Sallé, 2004). The ITIL framework 
is a collection of best practice processes for IT-
Service management. 

In the updated third version a life cycle 
based structure for IT-Service management was 
implemented. The different phases are Service 
Strategies, Service Design, Service Transition, 
Service Operation and continual Service Improve-
ment (OGC, 2006). The Service Strategy defines 
the targets and the guidelines for the IT-Service 
management. The phases Service Design, Ser-
vice Transition and Service Operation represent 
the implementation, operation and change of 
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IT-Service management within an organization. 
The continual service improvement supports the 
internal implementation of improvement pro-
grams and projects. One important issue of the 
ITIL version 3 is a glossary of standard terms and 
definitions, it emphasizes the integration between 
business and IT-aspects and should support the 
implementation of value added networks between 
IT-Service Providers and service recipients. 

control objectives for information 
and related technology (cobit) 

CobiT was developed from the Information Sys-
tems Audit and Control Association (ISACA) and 
is promoted by the IT-Government Institute. It 
is designed to be an IT-Government aid for the 
management in identifying and managing the 
risks and benefits associated with IT. CobiT cre-
ates the link between the business objectives of 
an entity and the specific IT and IT-Management 
tasks via statements about the control objectives 
(Sallé, 2004).

The CobiT-Framework covers a life cycle 
concept that is oriented on the use of IT within 
an organization and it is closely connected to the 
IT-Governance. The CobiT Framework identifies 
four domains which are covering 34 IT-processes. 
Furthermore, it defines 318 detailed control 
objectives and audit guidelines to assess the 34 
IT-processes (Sallé, 2004). 

The domains are Planning & Organization, 
Acquisition & Implementation, Delivery & Sup-
port and Monitoring. The domain Planning & 
Organization covers strategy as well as tactics 
and identifies ways on how IT can support the 
achievement of the business objectives most ef-
fectively. Acquisition & Implementation focuses 
on the identification, development or acquirement 
of suitable IT-solutions. The Delivery & Support 
domain is concerned with the actual delivery of 
required services. The Monitoring domain focuses 
on the assessment of quality and compliance with 
control requirements over time (Sallé, 2004).

nonpublic domain it service 
management methods 

The HP IT Service Management Reference Model 
is a high level IT-process map, which provides 
a coherent representation of IT processes and 
a common language for defining IT process 
requirements and solutions. The model is 
structured around five groups: Business-IT 
alignment, Service design and management, 
Service delivery assurance, Service development 
and deployment and Service operations (Sallé, 
2004). 

The Microsoft Operations Framework 
provides technical guidance that supports 
organizations to achieve critical system reliability, 
availability, supportability, and manageability 
of IT solutions based on Microsoft products and 
technology. The process model is a functional 
model that operations teams perform to manage 
and maintain IT-Services. It is organized around 
four quadrants and twenty management functions 
the quadrants are changing, operating, supporting, 
and optimizing (Sallé, 2004).

The IBM System Management Solutions Life-
cycle Framework provides a high level consulting 
road map. The four-phase process is similar to 
the former ITIL processes. The IBM approach 
considers the phases of process assessment, 
process improvement definition, analysis and 
design, and pilot deployment. Furthermore, 
there are extensions to provide an integrated and 
comprehensive solution (Sallé, 2004). 

the integrated information 
management model

A life cycle concept focussing on information 
management is described by Zarnekow and 
Brenner (2003). The typical phases of the prod-
uct life cycle, development, market introduction, 
growth, maturity and retention, can be adapted 
to a life cycle of IT-Systems which are defined as 
plan, built and run (Zarnekow & Brenner, 2004). 
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In their model of an integrated information man-
agement, they focus on IT-Products and describe 
the key processes and tasks of the life cycle from 
a service provider and a service recipient point of 
view (see Figure 3). 

Traditionally, the IT-Management has a strong 
technology and project orientation. Conventional 
IT-Management focused on planning and devel-
oping IT-applications and maintaining IT-Infra-
structures. Most of these tasks were organized in 
projects. Therefore, the management of the classi-
cal IT-life cycle is divided into three phases: Plan, 
Built and Run. Contrary to the traditional “plan, 
built and run” concept, Zarnekow and Brenner 
in their approach focus on the “source, make and 
delivery” processes (Zarnekow & Brenner, 2004). 
Accordingly, they regard the increased market 
orientation and the changed sourcing strategies 
of many organizations. 

The sourcing process is the interface to the 
service provider and contains every task which is 
necessary for the procurement of IT-Products. The 
procured IT-Products are the basis for the “make”-
process. This process describes all tasks which 
are necessary for the operation and maintenance 
of IT-solutions (Zarnekow & Brenner, 2004). The 
process is also responsible for managing the ser-
vice portfolio, the development and the operation 

in the organization. The delivery process focuses 
on the customer relationship management. In this 
case, customers are all internal and/or external 
recipients of the IT-Services from the IT-Depart-
ment. The delivery process comprises on the 
delivery of the IT-Services to support customers’ 
business processes or other processes. 

These concepts give a first impression that 
the benefits which accompany IT-Service in an 
organization will change during the different life 
cycle phases. For this reason it is necessary to 
have suitable and integrated management tools 
over the whole life cycle. Actually most of the 
life cycle concepts for IT issues are concentrate 
on the life cycle of software development projects 
(Zarnekow & Brenner, 2004). But the concept of 
Zarnekow and Brenner does not regard the entire 
life cycle. In this approach the life cycle ends 
with the operation phase and does not consider 
the replacement phase. The enhancement of the 
whole IT-Service life cycle is a real challenge for 
the IT-Management in organizations. 

it-service life cycle model

For the IT-Services there are different approaches 
which describe the life cycle of IT-Services in an 
organization. Praeg and Schnabel introduce an 
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Figure 3. Integrated IT-Management model (Source: Zarnekow & Brenner, 2004)
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IT-Service life cycle model which describes five 
phases for the IT-Service management (Praeg & 
Schnabel, 2006). This model describes a complete 
service life cycle which considers the phases from 
the procurement until the replacement of the 
IT-Services. Other concepts do not consider this 
holistic view of an IT-Service life cycle. Contrary 
to the market perspective of a product life cycle 
this approach describes the IT-Service life cycle 
from an intraorganizational perspective. 

As illustrated in Figure 4 this IT-Service life 
cycle model can be separated into five phases. The 
first phase, requirement engineering, considers all 
aspects which are necessary for the definition of 
requirements for IT-Services. In this phase it is 
necessary to know about the customer demands 
and consider the internal organizational structure, 
i.e. business processes as well as the existing 
IT-Infrastructure within the organization. As a 
result, during this phase the organization is able 
to document a description of the concrete service 
demands as well as a specification. With regard 
to the quality requirements in this phase it is nec-
essary to ensure that the customer demands and 
expectations concerning the services are analyzed 
as detailed as possible. This is the foundation 
for the sourcing of IT-services from internal or 
external service providers.

The next step in the IT-Service life cycle covers 
the sourcing and procurement phase. After defin-
ing the service and customer requirements, poten-
tial service providers are identified and requested 
to submit an offer. Practical experience shows that 
the offers from different service providers differ 
in structure, wording, and complexity. Therefore, 
it is difficult to evaluate and compare the different 
offers with each other. Another common problem 
is the lack of suitable methods especially when it 
comes to finding and evaluating a suitable service 
provider. In this situation, the quality management 
must provide a suitable concept to evaluate the 
different offers as well as the service providers 
by providing a proofed set of quality indicators 
(Praeg & Schnabel, 2006). 

During the design, test and orchestration phase 
a detailed description of the IT-service parameters 
is set up, the performance indicators have to be 
created and the measurement procedures have to 
be documented. The test must consider the qual-
ity in business process support, usability aspects 
as well as the interfaces to other IT-Services. 
Furthermore, the orchestration of the available 
IT-Services has to be tested and validated with re-
gard to quality and performance. In this phase, the 
quality management has to provide test routines 

Figure 4. IT-service life cycle 
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and configuration tests must ensure the availability 
and reliability of the IT-Support of the business 
processes. Additionally, it should start with the 
implementation of adequate structures, processes 
and methods for quality management. 

The phase operation, maintenance and support 
cover all concepts which are relevant for a high 
quality service delivery. Most of the existing IT-
Service management concepts focusing on this 
phase (Praeg & Schnabel, 2006). In this context 
existing IT-Service management and IT-risk 
management approaches can be used to support 
users in managing IT-services. With regard to 
the quality requirement for this phase, the quality 
management must ensure that the IT-support of the 
business processes is top-performing. Addition-
ally, a continuous improvement process has to be 
implemented which ensures that the requirements 
for IT-Service quality management are met. 

The final phase of the life cycle focuses on 
the replacement of IT-Services. Due to changed 
business requirements or technical developments 
the replacement of IT-Services could become 
necessary. In this phase, the demand made on 
quality management is to hold up the business 
processes and manage the possible risks caused 
by the replacement. 

conclusion for the life cycle 
concepts

The benefits of a life cycle oriented management 
for the IT-Service management in organizations 
are obvious: It enables organizations to analyze 
new IT-Projects as well as the evaluation of the ex-
isting IT-Landscape. During the planning phase, 
it supports the management decision concerning 
the expected benefits from new IT-Services and it 
fosters the development of an organization-wide 
IT-Service portfolio management. For existing IT-
Applications and services, the life cycle concept 
supports the economic evaluation of the possible 
detachment of IT-Solutions. Today, most of this 
decisions are made ad-hoc with neither an eco-

nomical foundation nor an institutional manage-
ment process (Zarnekow & Brenner, 2004).

Recapitulatory, we can see that the different 
phases of the IT-Service life cycle define the 
requirements for the quality management. The 
previous chapter showed that the business value of 
IT-Services as well as the requirements according 
to quality management will change during the life 
cycle. Hence, adequate methods for the service 
management as well as the quality management 
are necessary for an organization. 

ovErviEw of sElEctEd 
Quality manaGEmEnt 
concEpts for it-sErvicEs 

The quality of services is a key success factor 
for service providers in the market competition. 
Therefore it is important for the service providers 
to find a suitable quality management concept for 
managing the quality of services. Regarding the 
IT-Service life cycle there is no possibility for a 
“one-size-fits-all” quality management. An IT-
Service provider has to adapt different quality 
management methods and match them with the 
different phases of the IT-Service life cycle. This 
chapter gives an overview about selected quality 
management concepts which are relevant in the 
context of IT-Service management. As illustrated 
in Figure 5, the structure of this chapter starts 
with a definition of quality and quality manage-
ment. Based on this, quality management is 
introduced and selected approaches for service 
quality are described. The final part describes 
concepts and requirements for IT-Service quality 
management. 

Quality and Quality management

In general, the International Standard ISO 8402 
defines “quality” as the total characteristic of a 
product or service concerning their suitability to 
fulfil predefined requirements (ISO 8402). Based 
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on this definition there are two perspectives for 
the interpretation of the term “quality”:

Firstly, quality can be described as the “degree 
to which a set of inherent characteristics fulfils 
requirements” (ISO 9000). This approach focuses 
on hard facts and objective criteria of products or 
services (product based view). Secondly, quality 
can be interpreted from a customers’ point of view. 
In this case, quality is perceived by the customer 
conception (user-based). Contrary to the product 
based view, this approach focuses on the subjective 
perception of a service product by the customer. 
The customer individually evaluates the quality 
of a product or service with regard to his personal 
values. Hence, the challenge for companies is the 
fulfilment of a great number of heterogeneous 
customer demands (Bruhn, 2004).

The term “quality management” was inten-
sively discussed in theory and in practice. Based 
on these discussions quality management can be 
described by the integration of all parts of the 
management which enable the internal and ex-
ternal analysis, planning, organization, operation 
and controlling of all quality relevant aspects in 
service offering by a service company (Bruhn, 
2004). Quality management is the coordinated 
management task for governing an organization 
in terms of quality. Therefore quality management 

defines quality policies, quality targets, quality 
controlling and continuous quality improvement 
within an organization. To achieve these goals, 
quality management focuses on human resources 
within an organization and also considers business 
processes and the technological infrastructure. 
Based on this concept, quality of services and 
products is the result of a commitment from 
the employees to quality standards (Kamiske & 
Umbreit, 2001). Therefore, quality cannot only be 
defined and managed within an organization – first 
and foremost it has to be exemplified though the 
performance of all involved parties and employees. 
Besides this human aspect, quality management 
has to ensure that the existing processes and in-
frastructure enable the engineering of products 
and services with predefined quality levels. The 
management of quality also takes into account 
the use of different concepts and methods for 
achieving the quality goals in an organization. 
In the following paragraph selected concepts for 
quality management are introduced. 

total Quality management (tQm)

The Total Quality Management approach is the 
foundation for an integrated quality management 
concept in an organization. But TQM is more 

Figure 5. From quality management to IT-service quality management
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than a quality management concept. Due to the 
high importance of quality, especially in service-
oriented companies, TQM must be part of the 
corporate culture and strategy. It influences all 
management activities and leadership concepts 
which are used in the organization. For this rea-
son, the conceptual basis of the TQM approach is 
that the management as well as the employees are 
responsible for the insurance and improvement of 
quality of products and services. Quality can not 
be “created” and supervised by audits. Quality 
must be implemented in the business processes 
and needs the commitment of each employee 
in the company (Deming, 1982). Hence, TQM 
focuses on all structures, processes, regulations, 
instructions, and measures which are relevant 
for ensuring and continuously improving the 
produced quality of products and services in all 
departments of an organization under participa-
tion of all employees to achieve the highest pos-
sible level of satisfaction of customer demands. 
The basis of this management concept is the 
conviction that quality is the most important key 
success factor for companies. 

Translated into the context of service providers 
the TQM concept can be focused on three parts 
(Bruhn, 2004; Wonigeit, 1994):

• Total: The integration of all persons, which 
are involved in the service development and 
operation

• Quality: The consequent concentration on 
the quality demands of internal and exter-
nal customers concerning all activities and 
processes in the service company 

• Management: The responsibility of the 
management for a systematic identification 
with the quality culture and goals as well as 
continuos quality improvement.

According to the requirements of IT-Service 
quality management this means that customer 
demands, organizational structure, organizational 
and business processes, employee commitment as 

well as a quality focused corporate culture must 
be considered. 

For the realisation of these requirements qual-
ity standards support organizations by the imple-
menting adequate processes and structures. 

the iso 9000 standard for 
Quality management 

The International Standards ISO 9000ff. define 
which requirements an organization have to fulfil 
in order to live up to a defined level of quality 
management. The most important standards out 
this collection are the ISO 9000 (describes fun-
damentals of quality management systems and 
specifies the terminology of quality manage-
ment), 9001 (specifies requirements for quality 
management) and 9004 (provides guidelines that 
consider both the effectiveness and efficiency of 
quality management systems) (ISO 9000). The 
ISO 9000 standards interpret quality manage-
ment as a leadership task for the continuous 
improvement of the organizational processes to 
meet customer requirements and expectation and 
generate customer satisfaction. 

The standards promote the adoption of a 
process approach when developing, implement-
ing, and improving the effectiveness of a quality 
management system (ISO 9001). According to the 
ISO 9001 “… this process orientation emphasizes 
the importance of: 

• Understanding and meeting requirements 
• The need to consider processes in terms of 

added value
• Obtaining results of process performance 

and effectiveness 
• Continual improvement of process based on 

objective measurements.” 

The standard ISO 9004 suggests the implemen-
tation of quality management principles in order 
to lead organizations towards improved perfor-
mance. According to ISO 9004 these principles 
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are: customer focus, leadership, involvement of 
people, process approach, system approach to 
management, continual improvement, factual 
approach to decision making, mutually beneficial 
supplier relationship (ISO 9004).

Usually the ISO 9000 standards are oriented on 
conventional production organizations. They are 
focussing on distributed production processes and 
procedures which are typical for the production 
sector. Nevertheless, service organizations also 
recognized the advantages of a quality manage-
ment system based on the ISO 9000 standards. 

All the concepts and quality perspectives 
described above are originally developed from 
a traditional industrial oriented understanding 
of quality and quality management. Because of 
the focus on services in general and IT-Services 
in particular, it cannot focus on the customer 
demands but must also consider further require-
ments such as the competition and the general 
situation of the company. 

service Quality concepts

During the last couple of years, service quality 
has become of great interest to researches 
as well as practitioners and managers. One 
reason is the strong impact of service quality to 
business performance, cost reduction, customer 
satisfaction, customer loyalty and profitability 
(Seth, Deshmukh & Vrat, 2005). Conceptual 
models of service quality enable organizations to 
identify quality problems and thus help managing 
a quality improvement program and support the 
improvement of efficiency and performance. 

According to Bruhn (2004) service quality is 
defined “as the capability of a service provider, 
to provide primary intangible and customer 
oriented service on a predefined performance level 
corresponding with the customer expectations.” 
Based on this definition service quality represents 
a defined performance level of service.

For a systemat ic development and 
implementation of service quality management, 
certain requirements must be fulfilled. There are 
several criteria which help to evaluate the quality 
of services (Figure 7).

Figure 6. ISO 9000 process based quality management model (Source: ISO 9000)
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As illustrated in Figure 7, there are ten prin-
ciples describing service quality management 
(Bruhn, 2004):

• Customer orientation: For successful 
service management the perceived quality 
of service by the customers is a key success 
factor.

• Consequence: Everyone within the orga-
nization has to align with the customer 
orientation and there is a need for awareness 
for quality.

• Competitor separation: To be successful 
in competition, the service provider has to 
separate from competitors. 

• Consistence: It must be ensured that from 
a customer’s point of view there are no con-
flicts concerning form and content during 
service provision. 

• Congruence: The internal behaviour of 
employees has to be conform to customer 
communication. The congruency between 
internal and external service and customer 
orientation is an important competition fac-
tor. 

• Coordination: Every task in the organiza-
tion has to be aligned to the quality goals. 

• Communication: The internal and external 
communication of the organization must be 
aligned with the quality requirements. 

• Completeness: The quality management 
system has to take up a holistic view on 
quality in the organization. 

• Continuity: The implementation of an 
integrated quality management needs me-
dium and long-term experience in the use 
of different quality management concepts, 
methods and instruments. 

• Cost-benefit orientation: The development 
and implementation of a quality management 
system must take into account the costs and 
benefits due to quality management. Quality 
management must support the performance 
as well as the efficiency of an organiza-
tion. 

These perspectives of service quality are the 
foundation for the development of numerous 
service quality concepts. There are three charac-
teristics of services which have to be considered 

Figure 7. Service quality principles (Source: Bruhn, 2004)
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when managing service quality: the intangibility 
of services, the uno-actu principle (concurrent 
providing and consuming of services) and the 
integration of external factors (Haller, 2002). 

During the last years, numerous models have 
been developed for managing service quality. One 
common goal of all these models is to operational-
ize service quality in order to be able to measure 
and manage service quality (Bruhn, 2004). An 
overview of selected concepts of service quality 
management is documented in Seth et al. (2005). 
Due to space restrictions, only the models of 
Grönroos and Parasuraman are highlighted in 
the following paragraphs. 

The model from Grönroos defines the perceived 
quality as the difference between the customer 
expectations and their experiences according to 
the service (Grönroos, 1984). For an organiza-
tion this means that it has to match the expected 
service and the perceived service to each other so 
that customer satisfaction will be accomplished. 
A high service quality is achieved if the perceived 
quality is higher than the expected quality level. 
Grönroos identified three components of service 
quality: technical quality, functional quality and 
image. The technical quality is the quality of 
what customers actually receives as a result of 
the interaction with the service provider, the im-
portance and the evaluation of the service quality 
(Seth et al., 2005). Functional quality focuses on 
how the customer gets the technical outcome and 
emphasizes the subjective perception. In addition 
to these two dimensions the image of an organiza-
tion also influences the customer perception of the 
service quality. The image of an organization can 
enforce or weaken the perception of the technical 
and functional quality (Bruhn, 2004).

The GAP Model of Parasuraman et al. (1985) 
argues that service quality is a result of the dif-
ferences between expectations and performance 
of the service (Parasuraman, Zeithamel & Berry, 
1985). In their model Parasuraman et al. describe 
how consumer evaluate service quality. The basis 

of their model is the interaction between consum-
ers and service providers and possible gaps in this 
relationship. The authors identified five possible 
gaps (Seth et al., 2005):

• GAP 1: Difference between consumers’ 
expectations and the management percep-
tions of those consumer expectations.

• GAP 2: Differences between management’s 
perceptions of consumer’s expectations and 
service quality specifications.

• GAP 3: Difference between service quality 
specifications and service actually deliv-
ered.

• GAP 4: Difference between service delivery 
and the communication to consumers about 
service delivery.

• GAP 5: Difference between consumer’s 
expectation and perceived service. This gap 
depends on direction and size of the four 
gaps mentioned before, associated with the 
delivery of service quality on the providers’ 
side. 

The performance expectations and the perfor-
mance level are defined from a customer’s point 
of view. Service quality has a strong focus on 
the customer demands and the customer percep-
tion of quality. For service providers this means 
that they have to match requirement according 
to expected services and perceived services to 
achieve customer satisfaction (Seth et al., 2005). 
For the measurement of the service quality a 
combination between the product-based view and 
the user-based view is helpful. 

As a result of their exploratory research 
Parasuraman et al. identified ten quality dimen-
sions which are relevant for the evaluation of the 
perceived service quality from customers’ point 
of view. Based on this results they refined the 
SERVQUAL model for measuring customers’ 
perception of service quality (Parasuraman, 
Zeithamel, & Berry, 1988; Seth et al., 2005). 
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The SERVQUAL approach covers five dimen-
sions which are used to measure service quality: 
reliability, responsiveness, tangibles, assurance 
and empathy.

Based on the developments in the IT-Service 
area which are described in the previous chapters, 
the IT-Service management has to adapt to the 
demands of IT-Services. In the past there are no 
international agreed standards which are focusing 
on the quality management of IT-Services. With 
the implementation of the International Standard 
20000 this situation has changed. 

the iso 20000 standard for 
it-service Quality management 

The ISO 20000 Standard suite provides a basis 
for a measurable quality standard for IT-Service 
management. It is the further development of the 
former British Standard (BS) 15000. Therefore 
the original orientation of the ISO 20000 standard 
was derived from the BS 15000. On the basis of 
the ISO 20000 standard organizations can be 
audited and certified to proof the compliance 
with this international standard. Furthermore 
the ISO 20000 fosters the implementation of an 
integrated process approach for the IT-Service 

management within an organization. The standard 
covers all aspects which are relevant to imple-
ment an optimal service management. Hereby 
the standard especially focuses on the service 
providers perspectives. ISO 20000 consists of 
two parts. The first part promotes the adoption 
of an integrated process approach to effectively 
deliver managed services to meet the business 
and customer requirements (ISO 20000). The 
second part is a code of practice and describes 
the best practices for service management within 
the scope of the first part.

The goal of the standard focuses on the 
provision of a common reference standard for 
all organizations which provides services to 
internal and/or external customers. Due to the 
great importance of the communication between 
service provider and service recipients one of the 
main targets of the standard is the definition of a 
common glossary for the service providers and 
their customers. 

To ensure the provision of a defined quality of 
the IT-Services the ISO 20000 Standard specifies 
and describes the necessary processes which an 
organization has to implement to provide qual-
ity proofed IT-Services. For that reason the ISO 
20000 Standard describes a set of management 

Figure 8. Structure of the ISO 20000 model for IT-service management (Source: ISO 20000)
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processes (“Objectives and Controls“) which are 
oriented on the ITIL-processes and expand this 
process model (see Figure 8). 

The ISO 20000 enables organizations to 
implement standardized processes for IT-Service 
management and supports the improvement of the 
IT-Service quality management. 

conclusions for Quality 
management concepts

This chapter showed the basic concepts of quality 
management and service quality management. It 
was shown that the implementation of a quality 
management system in an organization is com-
plex and is a strategically issue. Furthermore 
the overview showed that there are numerous 
quality management methods which can be used 
for organizational quality management. As a 
finding of the description of the different quality 
management methods it can be shown that from 
a management perspective quality management 
has to support the organizational goals in case 
of value, quality and reliability. At a high level 
primary management goals can be a high level of 
customer satisfaction, the organizational and busi-
ness process performance, aligned IT-Services 
and –products, contracting the right IT-providers 
and achieve employee satisfaction. Based on these 
management goals, factors for quality manage-
ment can be derived to manage the achievement 
of these goals. In this case quality management 
has to consider the following factors: customer 
demands, organizational structures and processes, 
IT-Services, service provider performance and 
employees. A challenge for organizations is to 
find the most relevant and suitable methods ac-
cording to the life cycle phase. This mapping 
between quality management methods and the 
IT-Service life cycle phases is described in the 
following chapter. 

modEl for a lifE cyclE 
basEd it-sErvicE Quality 
manaGEmEnt

The previous chapters illustrate basic concepts 
for IT-Service quality management and give an 
overview about life cycle concepts for IT-Ser-
vice management. For the model which will be 
described in the following paragraphs the life 
cycle model from Praeg & Schnabel (2006) is 
the basis, because it is the only approach which 
describes a complete life cycle for IT-Services. 
With regard to the industrial sector it is common 
to use different quality management concepts on 
different parts of the organizational added value 
chain (Malorny & Kassebohm, 1994). 

Due to the great number of quality methods and 
instruments and the limited space of this book we 
can only show the principle and make a suggestion 
about possible criteria for the matching between 
the life cycle phases and the quality management 
methods. The organizational implementation of 
this approach must regard the individual situation 
and competencies of the organization. 

The mapping process between the IT-Service 
life cycle phases and the quality management 
methods is described in two steps. The first step 
covers the mapping between quality factors, de-
rived from the methods in the previous chapter 
and the different life cycle phases. The reason is 
that each phase set different focuses for quality 
management. On this basis the second step in the 
mapping process is focussing on the association 
between quality management methods and the 
different life cycle phases. Each quality manage-
ment method concentrates on the support and the 
fulfilment of one or more quality factors. Therefore 
for each life cycle phase different quality manage-
ment methods can be used to support the quality 
factors. As illustrated in the following paragraphs 
there is no strict one-to-one mapping between a 
life cycle phase and a quality management method. 
Due to the different situations and competencies in 
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organizations a regit one-to-one mapping makes 
no sense. The intention here is to sensitize orga-
nizations and IT-Managers to think about using 
suitable quality methods in dependence of the 
situation according to the expected goals of the 
IT-Service management instead of focusing on 
one quality management method for IT-Service 
management. In the following paragraphs the 
process of mapping is illustrated. 

mapping of Quality factors

To match different quality management methods 
with IT-Service life cycle phases the life cycle 
approach described here suggests a two-step 
procedure. In the first step organizations have to 
think about the quality factors which are aligned 
with the strategic goals. The quality factors are 
the targets for organizational management. These 
are the outcomes from the use of quality manage-
ment methods. The quality management methods 
are focusing on input variables which have an 
influence on the later outcome. Therefore it is 
necessary to implement an PDCA cycle (plan-
do-check-act) (Deming, 1982) to measure how the 
different input variables influences the outcome 
in case of quality and in case of the achievement 
of the quality factors. Based on the results of 

Chapter 4 the following factors for managing 
quality within organizations and according to 
IT-Service are relevant for the life cycle based 
quality management approach: 

• Customer demands, 
• Organizational structure and business pro-

cesses, 
• Product and services, 
• Employees
• Performance of service provider 

As previously described the relevance of these 
quality factors depends on the life cycle phase 
and will change from one phase to another. For 
example in the development phase of the services, 
the consideration of the customer demands is more 
important than the focus on service providers 
because the goal of this phase is the documenta-
tion on the requirements for the service based on 
customer requirements and demands. Therefore 
a quality management method which focuses 
on considering customer requirements is better 
matched with the goals of this phase than a method 
which focuses on organizational structures or 
business processes. Based on this fact Table 1 show 
the relation and relevance of the quality factors 
for each life cycle phase of the IT-Services. 

Table 1. Life cycle phases and quality factors 
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The markers highlight the quality factors with 
the highest priority in each life cycle phase. By 
example in the sourcing phase quality aspects 
regarding to the IT-Services and IT-Service pro-
viders (internal and/or) external have a higher 
priority in this phase than aspects according to 
customer demands. Due to this evaluation Table 
1 highlights the focal points according to quality 
issues in each life cycle phase.

mapping of Quality management 
methods

In the second step of the life cycle based quality 
management procedure, selected quality man-
agement methods are mapped with the life cycle 
phases based on the focus of the quality criteria. 
Due to the scope of the quality management meth-
ods it does not make sense to restrict one quality 
method exactly to one life cycle phase. Based on 
the connections between different phases the use 
of the quality methods may vary. 

As shown in Figure 9 the quality concepts 
described in the previous chapter do not depend 
on a life cycle phase. They are defining the frame-
work for the quality management. The quality 

management methods are mapped with the life 
cycle phases of IT-Services.

As illustrated in Figure 9 it is necessary to 
map one or more adequate quality management 
methods to the different life cycle phases. The 
quality factors help to select the suitable methods 
due to prioritize the importance of the items. 

Quality Management Methods 
for the Life Cycle Phase � 

From a quality management point of view it is 
necessary to focus on the customer demands in 
the first phase of the IT-Service life cycle. As seen 
in Chapter 0 quality of service is defined by the 
customer requirements. Therefore it is required 
to find an adequate quality management method 
which focuses on the customer demands and 
requirements. But on the other hand the other 
quality items must also be considered in this 
phase but with a minor priority. As a result in this 
phase a quality management method is needed, 
which focuses on customer requirements and 
also consider business processes, products and 
services with a minor priority. 

Figure 9. Life cycle phases and quality management methods
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In this case the Quality Function Deployment 
(QFD) is a suitable method. Quality Function 
Deployment is a method which focuses on the 
planning phase of quality management. QFD sup-
ports the transformation of customer needs into 
engineering characteristics (and appropriate test 
methods) of a product or service, prioritizing each 
product/service characteristic while simultane-
ously setting development targets for product or 
service development. QFD can strongly help an 
organization focus on the critical characteristics 
of a new or existing product or service from 
the separate viewpoints of the customer market 
segments, company, or technology-development 
needs. 

The QFD method covers a six-step process. The 
first step focuses on the identification of relevant 
customer groups. In a second step the customer 
demands and requirements are documented and 
evaluated. The third step focuses on the derivation 
of necessary performance and quality indicators, 
followed by the definition of target values for each 
goal in the fourth step. In step five possible nega-
tive or positive correlations between the different 
performance and quality indicators must be ana-
lyzed. The final step focuses on internal or external 
customers evaluates the provided services and 
compares them with the services from competi-
tors. The results of this process are documented 
in a so called “House of Quality” (Bruhn, 2004). 
The results of the technique yield transparent and 
visible graphs and matrices that can be reused for 
future product/service developments.

Quality Management Methods 
for the Life Cycle Phase � 

In the following phase the priority will change. Af-
ter defining the requirements for the services there 
is a need to find a suitable IT-Service provider. 
Due to the developments described in Chapter 0, 
an internal or external IT-Service provider must 
be found for delivering the IT-Services. From the 
quality management point of view, it is required to 

evaluate the IT-Service provider prior signing the 
provider contract. In this phase a suitable quality 
management method must focus on the evalua-
tion of the quality of an IT-Service provider and 
should also consider aspects of business processes 
and the delivered services. In this case organiza-
tions could use the IT-Service Cachet (Praeg & 
Schnabel, 2006). 

The IT-Service cachet is developed by a con-
sortium of IT Service Management Forum (itSMF, 
Chapter Germany) together with well-known 
IT-Service providers and the participation of 
the Fraunhofer Institute for Industrial Engineer-
ing and other research institutions. The Cachet 
supports organizations in evaluating IT-Service 
provider from a customer point of view. The cachet 
is developed to audit service providers concern-
ing the quality of their offers and IT-Services 
from a customers’ point of view in the IT-Service 
procurement process (Praeg & Schnabel, 2006). 
To define a quality management approach for 
service some characteristics of service have to 
be considered. It must be taken into account that 
services are intangible and their quality is only 
measured with difficulties. The second aspect 
refers to the uncertainty in the procurement 
process, which exists from the customer point 
of view to minimize the possible consequences 
of an erroneous decision as far as possible. Even 
after completion of a contract it must be possible 
to evaluate the current efficiency of the service 
provider in a fast and simply way according to the 
quality management with suitable features. The 
decision process from the user site would be sim-
plified and the decision maker will be supported 
according to the quality of his decision through a 
proved and guaranteed minimum level of service 
quality. Therefore, the customer of the IT services 
can easily check the price-performance payoff 
and is able to evaluate whether it is a good offer 
or it is just “cheap.”

The primary target groups of the cachet are ser-
vice providers, which should be audited by means 
of the IT-Service cachet. However, the cachet is 
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also helpful for the service recipients evaluating 
the service offers from the providers.

The evaluation catalog for the IT-Service ca-
chet contains 48 assessment criteria to evaluate 
the quality of the IT-Service offers. The cachet 
measures the different quality dimensions with 
the level of fulfilment of quality indicators. These 
indicators for the service offers can be separated 
into ten dimensions. 

The first part describes the “thematic and 
formal requirements of the offers,” the second 
part focuses on the “Communication between 
service provider and Customer” and the third 
part concentrates on the characteristics of the 
“Service Provider.” For each part several assess-
ment items are developed which are measured 
due to assessment indicators. For each assessment 
indicator, there is a detailed description on how 
to measure, document and evaluate the criteria 
and there are defined levels of fulfilment (Praeg 
& Schnabel, 2006). 

Quality Management Methods 
for the Life Cycle Phase � 

The third phase of the defined IT-Service life 
cycle describes the development, orchestration and 

testing of the IT-Services. Hence the quality items 
organizational structure and business processes 
as well as the services have a high priority in this 
phase. Therefore adequate quality management 
methods must regard these aspects. In the area of 
the software development there are some qual-
ity management methods which can be used for 
this phase. But it has to be mentioned that these 
methods have to customize to the requirements 
of IT-Service management.

In this phase suitable quality management 
methods are the Failure Mode and Effects Analysis 
(FMEA), Capability Maturity Model, software 
process improvement capability determination 
(SPICE) and the ISO 15504. 

From a service provider’s point of view the 
avoidance of failures is a central aspect for the 
quality management. Especially due to the con-
current providing and consumption of services 
an improvement of the delivered service is not 
possible. For this reason the Failure Mode and 
Effects Analysis (FMEA) is a method, which 
enables organization previously analyzes and 
evaluates potential problems and risks before 
they are realized. Therefore the FMEA method 
provides a risk assessment technique for systemati-
cally identifying potential failures in a system or 
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Figure 10. Structure of the IT-Service Cachet
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a process. Failure modes mean the way, or modes, 
in which something might fail. Failures are any 
errors or defects, especially ones that affect the 
customer, and can be potential or actual. Effects 
analysis refers to studying the consequences of 
those failures. Comparable to the production 
area, there are three types of FMEA for services 
(Bruhn, 2004): 

• System FMEA, which focuses on the organi-
zation as whole or different departments, 

• Subsystem-FMEA, which focuses on service 
components and their interaction and 

• Process FMEA, which focuses on the busi-
ness and service processes.

The process of the FMEA covers the steps 
of failure description, risk assessment, generat-
ing suitable measures and the evaluation of the 
achieved results. The FMEA method supports 
organizations in controlling and managing the 
quality of IT-Services during various phases of 
the product life cycle.

The Capability Maturity Model Integration 
(CMMI) is a process improvement approach 
that provides organizations with the essential 
elements of effective processes. For the quality 
management CMMI can be used to improve the 
management maturity as well as the quality of 
services. According to a five level scale the pro-
cesses of service providing can be systematically 
analyzed and the management quality improved. 
Originally CMMI was developed by the Software 
Engineering Institute from Carnegie Mellon 
University in 1987. This method is focused on 
the structured and systematically improvement of 
software engineering processes. During the past 
years CMMI was adapted to several other business 
areas. The CMMI model describes five levels of 
process maturity. On the first level (initial) there 
are processes defined. On the second level (repeat-
able) several tasks for a process management are 
implemented and processes can be managed with 
repeatable levels of performance. In the third level 

(defined) processes are defined and documented 
within the organization. The level four (man-
aged) focuses on the quality and performance 
measurement of the existing processes. Level five 
(optimized) demands for the implementation of 
continuous improvement programs in the orga-
nization for optimizing quality and performance 
of processes.

The software process improvement capability 
determination (SPICE) method was originally 
developed for managing the software develop-
ment processes. The SPICE approach is also a 
maturity management method which supports the 
quality and performance of implemented services 
in an organization. The SPICE method is a two 
dimensional approach for managing development 
processes. The first dimension consists of the 
processes that are actually assessed (the process 
dimension which is grouped into five categories). 
The second dimension consists of the capability 
scale that is used to evaluate the process capability 
(the capability dimension). The same capability 
scale is used across all processes (El Emam & 
Birk, 2000). The ISO/IEC 15504 is an interna-
tional standard on software process assessment. 
It defines a number of software engineering pro-
cesses, and a scale for measuring their capability. 
In ISO/IEC 15504, there are 5 levels of capability 
that can be rated, from Level 1 to Level 5. The 
rating scheme consists of a 4-point achievement 
scale for each attribute. The four points are des-
ignated as F, L, P, N for Fully Achieved, Largely 
Achieved, Partially Achieved, and Not Achieved 
(El Emam & Birk, 2000).

Quality Management Methods 
for the Life Cycle Phase � 

In the fourth phase of the life cycle the opera-
tion, maintenance and the support of the used 
IT-Services must be managed in the organization. 
Most of the established IT-Service management 
concepts are focussing on this phase of the life 
cycle (Praeg & Schnabel, 2006). From the quality 
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management point of view it is necessary to focus 
on the business processes and the organizational 
structure which is responsible for the Service 
providing. Additional to this the quality of the 
service provider is also from high interest as well 
as the service itself. Therefore suitable quality 
management methods must consider these aspects 
in a proper way. 

In this phase possible quality manage-
ment methods are Six Sigma and IT-Service 
SERVQUAL. 

Six Sigma is a quality management concept 
which focuses on the improvement of business 
processes in organization. It is a statistically 
based quality improvement program which should 
organization help to improve business processes 
by reducing costs resulting from poor quality 
(Hensley & Dobie, 2005). It should also support 
improving the levels of efficiency and effective-
ness in processes (Hensley & Dobie, 2005). 
These processes improvement should result in 
an improved customer satisfaction with the firm’s 
products and services and an increased firm’s 
profitability (Antony & Banuelas, 2001). 

The most common used tool in the six-sigma 
concept is the DMAIC cycle (define, measure, 
analyze, improve, control). 

• During the definition part the processes for 
improvement are identified and the identified 
problems as well as the targeted goals are 
documented. 

• In the measurement part the focus is on the 
measurement of the current process and 
collect relevant data for benchmarking and 
also determination how good the process 
meets the customer expectations is made.

• The analyze-part concentrates on the 
verification of relationships and causality 
of the quality factors. It determines what 
the relationship is and attempts to ensure 
that all factors have been considered.

• The improvement part optimizes and im-
proves the process based upon the analysis 

using techniques like Design of Experi-
ments.

• The part control ensures that any variances 
are corrected before they result in defects. Set 
up pilot runs to establish process capability, 
transition to production and thereafter con-
tinuously measure the process and institute 
control mechanisms.

Six Sigma was originally used in manufactur-
ing environments but there are also transforma-
tions to the service sector. Especially financial 
service companies started to use Six Sigma to 
improve the customer satisfaction (Hensley & 
Dobie, 2005).

The traditional SERVQUAL is an instrument 
for analysing functional performance of service 
units. It is an instrument for assessing customer 
perceptions of service quality (Hochstein, 2004; 
Parasuraman et al., 1985). Characteristic for the 
SERVQUAL approach is that the different qual-
ity dimensions are measured with indicators. 
Quality is defined as the gap between the real 
value and a target-value. SERVQUAL is a multi-
attributive measurement procedure, which uses 
five dimensions to define service performance 
quality. Parasuraman et al. (1985) developed this 
multiple-item approach consisting of five quality 
dimensions:

“Tangibles” describe the convenience of the 
material environment in which the service is 
rendered. Facilities, premises, technical equip-
ment, phenotype of the staff etc., are part of it. 
“Reliability” is the trustworthiness of the supplier 
that indicates the ability to deliver the promised 
performance reliably and exactly. “Responsive-
ness” concerns the availability of the support, that 
the customer at the demands of the service (open-
mindedness). “Assurance” refers to the safety 
of the performance claims on credibility of the 
supplier according to of competence, politeness 
and trustworthiness. “Empathy” concerns the 
ability of the service provider to cater to individual 
customer needs and the readiness to satisfy them 
(Hochstein, 2004; Parasuraman et al., 1985).
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Therefore, the service performance quality 
arises from the difference between customer 
expectations and the customer perception. Ac-
cording to Donabedian, the five dimensions used 
in the SERVQUAL approach can be assigned to 
the dimensions of the process-, potential- and 
outcome- quality (Donabedian, 1980). While 
“Reliability” can be corresponded with the result 
quality and assigned to “Tangibles” and “Assur-
ance” of the potential quality, analogies exist 
between “Responsiveness” and “Empathy” to the 
process quality (Praeg & Schnabel, 2006).

According to the special requirements Hoch-
stein customized the SERVQUAL approach with 
regard to IT-Service management (Hochstein, 
2004). In this approach IT-SERVQUAL is pro-
posed due to adjusting elements for the traditional 
concepts and institutionalized to a service specific 
approach. 

Quality Management Methods 
for the Life Cycle Phase � 

The final phase of the life cycle describes the de-
tachment of the IT-Services which are no longer 
used in the organization. Most of the life cycle 
management concepts do not mention this phase 

but it is important to manage the detachment of 
IT-Services. Due to the connections and interfaces 
between different Services or due to a new release 
of an implemented serviced there is a need for the 
detachment of “old IT-Services” and it is also a 
great challenge for the organization to ensure the 
operation of the business processes. Therefore 
the suitable quality management methods have to 
consider aspects of change and risk management 
as well as the operational business process in the 
organization. In this phase the quality manage-
ment methods previously described can also be 
used in this phase. 

conclusion for life cycle based 
it-service Quality management

This chapter shows the changing relevance of 
different quality aspects during the IT-Service 
life cycle phases. As a result organizations should 
use different quality management methods regard-
ing to their individual situation. The described 
framework gives an example how organizations 
can map quality management methods with the 
changing requirements of the different life cycle 
phases to establish an effective and efficient IT-
Service Quality Management. A great challenge 
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Figure 11. SERVQUAL dimensions



  �0�

Perspectives of IT-Service Quality Management 

from customer and providers point of view is the 
evaluation in which life cycle phase the different 
IT-Services are used. A further challenge will 
also be the organizational implementation of 
an adequate set of suitable quality management 
methods and instruments in the organization. 
Therefore the skills and capabilities for the selected 
quality management methods must be developed 
and systematically managed. It is obvious that the 
implementation of this model is a strategic decision 
in the organization and it needs time to realize 
and establish this concept in the organizational 
management processes. 

conclusion and outlook

This chapter showed that IT-Service quality man-
agement is an important issue for implementing 
and managing IT-Governance. Due to the dy-
namic developments in IT-Service management 
and the increasing focus on IT-Services, market 
orientation and use of external service providers 
as well as the quality management of services 
becomes more important for organizations. But 
not only on the customer side, there is a growing 
importance for this issue. The management of 
IT-Service quality becomes also a key success 
factor for internal and external service providers. 
In future, the satisfaction of changing customer 
demands will be a great challenge for them. 

As a result of the industrialisation of IT in 
organizations, the services of IT-Providers will 
be more and more separated into individual IT-
products which have several life cycle phases. 
Hence, the IT-Service quality management must 
consider the requirements of the different life cycle 
phases. The use of quality management methods 
have to be adapted to the demands of the life cycle 
phase and the business requirements. 

This chapter illustrated a general life cycle con-
cept of IT-Services and highlighted requirements 
according to the quality management and quality 
methods. Based upon this approach, a model for 

a life cycle based IT-Service quality manage-
ment was developed. According to the traditional 
use case, the industry sector, the use of existing 
quality management methods must align with the 
requirements of the different life cycle phases. In 
the context of IT-Service quality management 
this perspective has not been adopted yet. In the 
past, there were a lot of discussions concerning 
the translation of approaches for service quality 
into the special demands of IT-Services, but the 
dynamics of IT-Service management were not 
considered. 

For future developments there is a strong 
demand for the transformation of experiences 
from industrial quality management to IT-Service 
management. With regard to the production in-
dustry, the implementation of quality gates helps 
to ensure the quality from external providers. 
For IT-Services this concept must customized 
to the special demands of the organization and 
the services. 

Due to the increased meaning of IT-Services 
and the importance of service quality as a key 
success factor, this topic has great potential and 
offers ample possibilities for future research. As 
seen in this chapter, quality management is a 
Top-Management issue for organizations. Con-
sequently, there is a need for implementing suit-
able quality management concepts and research 
has to provide adequate evaluation concepts for 
improving quality management in dependence 
of the individual life cycle. Furthermore, there 
is a need for the organization implementation of 
the life cycle based IT-Service quality manage-
ment. Especially the training of employees and 
the development of a quality focused culture 
within the organization represent great chal-
lenges for the management. A further challenge 
is the implementation and adaptation of existing 
infrastructures in an organization to manage the 
requirements which are tied to increased service 
orientation. An additional challenge is to establish 
trust between the service provider and the service 
recipient. Such confidence between the parties 
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supports service perception and as a result service 
quality management. 

Quality management is a continuous process, 
which will never stops and creates potential for 
future competitive advantages of service provid-
ers. Thus, the perspectives of IT-Managers and 
the focus of IT-Governance should expand to life 
cycle aspects of IT-Service quality management, 
because the quality of IT-Services is the key suc-
cess factor for creating competitive advantages 
in the IT-Service market.
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abstract

This study reviews literature related to financial metrics that organizations could use in measuring the 
return on investment from their adoption of the IT Infrastructure Library (ITIL) framework. ITIL outlines 
an extensive set of best practices for IT service management in organizations but as yet there is limited 
academic research on measuring the return on investment from ITIL adoption. This review considers 
appropriate metrics which service managers could use to build a business case for ITIL adoption, or 
ongoing ITIL projects.

introduction

The Information Technology Infrastructure Li-
brary (ITIL) framework outlines an extensive set 
of best practices for IT service management in 
organizations but as yet there is limited academic 
research on measuring the return on investment 

from ITIL adoption. After all, business organiza-
tions are most interested in the financial return 
that investment in ITIL could bring to their 
organization. 

This literature review is organized in five 
sections. The first section describes the literature 
review method. The second section provides a 
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brief description of the ITIL framework. The 
third section discusses the importance of mea-
suring return on investment in ITIL. The fourth 
section discusses some of the available measure-
ment metrics for IT investment that could be 
adapted to this study. The fifth section discusses 
a proposed measurement model and metrics for 
measuring investment return on ITIL service 
management.

litEraturE rEviEw mEthod

This systematic literature review was conducted 
in four phases. The first phase involved the iden-
tification of relevant keywords for this study. The 
initial keywords were identified through ITIL 
literature and more keywords were added as 
more literature was reviewed. The second phase 
involved searching in online academic libraries 
for documents that contains the keywords. Four 
online academic libraries were used in this study: 
ACM Digital library, EBSCOHost, Emerald In-
sight and IEEEXplore. The focus of the review 
was on publications during the time period from 
2000 to 2006 although some prior studies were 
also included. The third phase saw the classifica-
tion of the literature according to keywords. A 
single research article may appear in more than 
one keyword category. Appendix A contains a 
summary of the research articles and keywords. 
The fourth phase comprised a systematic analy-
sis of the literature based on the keywords. The 
analysis extracts the research objective, research 
method and measurement variables, and is sum-
marized in Appendix B. 

itil sErvicE manaGEmEnt 
framEwork

The purpose of ITIL as a framework of best 
practice is to facilitate the delivery of high quality 

information technology services. ITIL outlines 
an extensive set of management procedures that 
are intended to support businesses in achieving 
both quality and value for money in IT operations. 
ITIL is built around a process-model based view 
of controlling and managing operations. ITIL 
version 2 contains a subsection entitled IT service 
management and the subsection is further divided 
into service support and service delivery.

ITIL makes a distinction between users and 
customers: customers are the people in an organi-
zation who commission and fund the IT services 
whereas users are those who use the services on 
a day-to-day basis. Service support defines six 
processes that ensure users have sufficient access 
to support business function (OGC, 2002b):

1. Configuration management: Provides 
a logical model of the infrastructure by 
identifying, controlling, maintaining and 
verifying the versions of all components.

2. Change management: Responsible for 
ensuring changes are evaluated, approved, 
controlled, tracked and implemented safely 
without side effects to the quality of the 
service itself.

3. Release management: Undertakes the 
planning, design, building, configuration 
and testing of hardware and software to 
create a set of release components for a live 
environment.

4. Incident management: Restores normal 
service operation as quickly as possible and 
minimizes the adverse impact on business 
operation.

5. Problem management: Reduces both the 
number and severity of incidents and prob-
lems within business to proactively prevent 
recurrence of incidents and problems.

6. Service desk: Receipt and resolution of 
service requests, technical guidance, com-
munication, etc. The central contact point 
between users and IT staff.
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Service delivery defines what services the ICT 
provider is required to provide to the customer. 
Service delivery consists of five processes (OGC, 
2002a):

1. Service level management: Planning, co-
ordinating, drafting, agreeing, monitoring 
and reporting on service level agreements 
(SLAs).

2. Financial management: Budgeting, ac-
counting and charging for IT services.

3. Capacity management: Timely and cost 
effective provisioning of IT resources to 
meet the expanding business needs from 
IT.

4. Continuity management: Managing an 
organization’s ability to continue to provide 
a pre-determined and agreed level of IT 
services to support the minimum business 
requirements following an interruption to 
the business.

5. Availability management: Planning, im-
plementation and management of IT services 
to meet the agreed availability requirement 
of the business.

There is a need to understand the processes 
involved in ITIL service management before 
any attempt to measure the costs and benefits 
of implementing ITIL. It is also important to 
remember that ITIL is only an IT management 
standard and its implementation would vary in 
different organizations.

why mEasurE rEturn 
on invEstmEnt for itil 
implEmEntation?

Many organizations are becoming increasingly 
aware of the importance of metrics: “Measurements 
are the key. If you cannot measure it, you cannot 
control it. It you cannot control it, you cannot 
manage it. If you cannot manage it, you cannot 

improve it” (Harrington, 1991). Management 
costs money and ITIL is a standard that assists 
in guiding the management of IT services in 
organization. Costs associated with implementing 
ITIL can be substantial and include hardware, 
software, training, IT consultants, and internal 
IT staff labour. However, cost savings can be 
achieved from successful ITIL implementation 
through improved IT productivity and reliability 
leading to improved business productivity. Barua, 
Konana, Whinston, and Yin (2004) commented 
that technology creates new business processes 
from the old processes and new processes could 
potentially lead to improved informational and 
coordination capabilities, and such capabilities 
lower costs and improve services that affect 
revenues. 

According to Lubbe and Remenyi (1999), 
IT investment opportunities are generated by 
strategic IS planning or “flashes of commercial 
insight” (p.149). The latter leads to intuitive-
informal assessment. Time is also another 
important consideration in investment evaluation. 
Repenning and Sterman (2001) recognize the 
time delay working on improving process 
prior to capability being enhanced and the fact 
that capability is eroded over time, leaving a 
gap between desired performance and actual 
performance.

Prior  to implementing any process improvement 
initiative, processes should be measured and if 
possible assigned a monetary value. Dibbern, 
Goles, Hirschheim, and Jayatilaka (2004) suggest 
that return on IS investment should be improved by 
generating new revenue and profit, and offsetting 
cost. Investment is made up of costs and expenses. 
Costs and expenses must be determined before 
return on investment can be measured. 

IT investment evaluation is often difficult 
(Seddon, Graeser & Willcocks, 2002). There are 
many variables to consider especially tangible 
and intangible costs and benefits. There is a need 
to first determine what costs can be measured in 
relation to implementing ITIL, and then determine 
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the benefits that could be used to calculate the 
return on investment. 

Currently, there are few studies that are 
specific on financially measuring ITIL service 
management in organizations. Therefore, some 
of the measurement metrics and measurement 
variables are adapted from IT investment 
evaluation studies and IT project evaluation 
studies.

rEviEw of availablE
mEasurEmEnt mEthods

A study to understand the return on investment 
concept in the IT context was conducted by 
Dehning and Richardson (2002). They developed 
a model to guide future research in the area. 
Their study provides a comprehensive analysis 
of literature from the year 1993 to 2002. They 
classified the measurements into accounting mea-
surements and market measurements. Account-
ing measurements are metrics such as return on 
investment (ROI), return on sales (ROS), return 
on assets (ROA), return on equity (ROE), and 
so forth. Market measurements are metrics on 
stock market returns, such as Tobin’s q (market 
value/asset value), shareholder value etc. Stock 
market return is one of the main measurement 
variables. They also describe IT investment in 
three classes: differences in the amount of money 
spent on IT, type of IT purchased, and how IT is 
managed. Business performances are measured 
in terms of gross margin, inventory turnover, 
customer service, quality, efficiencies, and other 
cost, profit margins and turnover ratio. It is pos-
sible to adapt the model to reflect direct and 
indirect effects of ITIL on business processes, 
which affects the organization performance. This 
study is further extended by Lim, Richardson, 
and Roberts (2004).

A meta-analysis approach was taken by Lim, 
Richardson, and Roberts (2004) to investigate IT 
value to determine whether it is possible to detect 

payoffs from investment in IT. Meta-analysis 
examines the results of existing studies to extract 
patterns or relatively consistent relations and 
causalities that conduct general principles and 
synthesize the results of past years of research. 
The study concluded that financial market mea-
surements moderate the relationship between IT 
investment and firm performance. The findings 
indicate that financial market measurements are 
strong moderators of IT payoff. 

A case study of three firms was conducted 
by Kohli and Hoadley (2006) to examine two 
measurements: organizational level and process 
level measurements. Their objective was to 
identify the effects of IT enabled business process 
redesign (BPR) projects. Organizational level 
measurements are customer value, efficiency and 
profitability. Process oriented measurements are 
labour costs, cycle time, efficiency, administrative 
expenses, responsiveness, resource usage, 
reporting, throughput, effectiveness. ITIL 
implementation could be treated as a BPR 
exercise and measurements in this study could 
be applied.

Lei and Rawles (2003) proposed the use of 
total cost of ownership (TCO) and real option 
analysis in evaluating IT investment. Total cost 
of ownership identifies, quantifies and aims to 
reduce the overall ownership cost of hard and 
soft costs. They indicate three main classes of 
TCO costs – acquisition cost, control costs and 
operation costs. Acquisition costs consist of 
the hardware and software costs. Control costs 
consist of centralisation and standardisation costs. 
Operation costs consist of support, evaluation, 
installation, upgrade, training, downtime, 
audit, and documentation costs. Real option 
analysis considers the options to defer, expand, 
contract, abandon, switch use, or alter a capital 
investment. 

In evaluating IT projects, Bardhan, Bagchi, 
and Sougstad (2004) also used real option analysis 
to determine the value of an option to exchange 
risky development costs for risky revenue. They 
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estimated project costs, benefits, variances of 
project return, and the time to option expiration 
date. Project costs are treated as one-time costs and 
ongoing investment. The project benefit is treated 
as the difference in cash flow over a certain period. 
It is possible to adapt this study by representing 
the measurement process in the ITIL framework 
in a project approach, which has its own associated 
costs, benefits and evaluation period.

Ballantine and Stray (1999) examined the 
way organizations evaluate information systems 
and other capital investments. They divided the 
metrics into cost analysis and risk analysis in this 
study. The metrics for cost analysis are payback, 
cost benefit analysis, return on investment, net 
present value, internal rate of return, return on 
management, and profitability index. The risk 
analysis metrics include sensitivity analysis, 
raising required rate of return, brainstorming, 
shortening payback period, scenario planning, tree 
diagrams, beta analysis, Delphi method, utility 
method, and Monte Carlo simulation.

Based on an insurance company, List 
and Machaczek (2004) conducted a study on 
measuring business process performance. Their 
study facilitated the use of a data warehouse in 
measuring the performance of the insurance 
company. They believed that current performance 
measurement system do not measure business 
processes systematically. Their study began 
with an understanding of the insurance business 
processes and proposed a measurement model for 
the processes. Six key measurement variables were 
extracted from their study: working time, waiting 
time, cycle time, number of instances, number of 
revisions and number of complaints. Their study 
concluded that incorporating a process perspective 
into a data warehouse represents a step towards 
sound and integrated performance measurement, 
which in turn represents a prerequisite to improve 
business processes on a continuous basis and 
achieving long term organizational goals. Their 
study also demonstrated some similarities with 
the study by Seddon, Graeser, and Willcocks 
(2002).

The views of 80 IT managers about their 
IT evaluation approaches and the benefits 
provided by the IT infrastructure were reported 
by Seddon, Graeser and Willcocks (2002). This 
study concluded that IT firms do not conduct 
rigorous evaluations of all their IT investments. 
They also commented on a balanced scorecard 
approach with six perspectives when measuring 
IT effectiveness: 

1. Corporate financial perspective: Profit per 
employee

2. System project perspective: Time, quality, 
cost

3. Business process perspective: Purchase 
invoice per employee

4. Customer perspective: On-time delivery
5. Innovation/learning perspective: Rate of 

cost reduction for IT services
6. Technical perspective: Development ef-

ficiency, capacity utilisation

Three steps in financial evaluation are 
illustrated by Anandarajan and Wen (1999). Step 
1 determines tangible and intangible benefits. 
Step 2 determines cost of technology and process. 
Step 3 determines the net present value and risk. 
Some of the benefits included expected value of 
faster response time, expected value of increased 
flexibility, and expected value of higher quality. 
Customer turnover also causes changes in revenue 
generation. Cost is divided into development 
cost and operation cost. They also conducted 
a sensitivity analysis to measure the possible 
changes in the benefits and revenue. Their study 
could be coordinated with Chaya and Mitra’s 
(1996) study in identifying operation costs.

After identifying operating expenses and 
operating margins, Chaya and Mitra (1996) 
concluded that firms with higher IT investment 
have lower operating costs and higher operating 
margins (operating margin is net sales minus 
operating costs). Their study used IT budget as 
a percentage of sales. Therefore, it is possible 
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to substitute net sales with another value in 
measuring ITIL-based service management.

A study by Giaglis, Paul, and O’Keefe (1999) 
sought to investigate the potential of integrat-
ing different simulation models to facilitate 
concurrent engineering of business processes 
and information technology and to support the 
process of investment evaluation. They divided 
cost and benefits into quantitative costs and 
benefits, and qualitative costs and benefits. 
Quantitative costs consist of costs or direct savings 
that could be expressed in monetary terms and 
CBA/ROI analysis. Qualitative costs cannot be 
easily expressed in quantitative terms and thus 
cannot be incorporated in traditional investment 
evaluation theories. Among the extracted costs are 
communication costs, migration costs, training 
costs, operation costs, coordination costs, delivery 
costs, staffing costs, and response time.

The study by Oh, Kim, and Richardson (2006) 
examined the moderating effect of context on the 
market reaction to IT investment announcement. 
Context could include external factors that can 
be measured to evaluate performance of ITIL 
implementation. Some of the measurement 
variables include cumulative abnormal return, 
market-to-book ratio, variability in daily stock 
return, asset specificity, firm size, and industry.

Finally, Moura, Sauve, Jornada, and Radzi-
uk (2006) proposed the use of financial loss 
functions to estimate the impact that IT Service 
Level Agreements (SLAs) have on business 
performance. This study has the highest relevance 
to ITIL evaluation. This study described the SLA 
as a core instrument in ITIL. The study took a 
balanced scorecard approach dividing business 
processes into four classes: customer, financial, 
learning and innovations, and internal operations. 
The financial loss function they propose consists 
of the total overall (potential) business loss in the 
four classes of processes due to SLA violation 
over an evaluation period.

proposEd mEasurEmEnt 
modEl

Based on the literature review, a model is pro-
posed to evaluate the possibility of applying the 
extracted metrics in evaluation of ITIL-based 
service management. Figure 1 illustrates the 
proposed model. In Figure 1, CAR refers to the 
cumulative abnormal return, and MBR is the 
market to book ratio.

A list of examples of cost and time variables 
related to service support and service delivery 
processes is provided in Table 1. This list could be 
used by managers to calculate useful metrics. The 
Financial Management process in ITIL provides 
advice on metrics that report on costs. Metrics are 
also used to systematically measure and improve 
IT performance. Many organizations determine 
the maturity level of their IT service management 
processes to select appropriate metrics.

ITIL metrics are designed to measure obtained 
benefits (tangible and intangible) to justify the 
adoption of the ITIL framework. Examples of 
tangible benefits include cost reduction/avoidance 
and improved productivity of users and IT staff. 
Intangible benefits are important but more dif-
ficult to measure and include in a business case, 
for example, ITIL may help management to spot 
danger in time to correct problems before down-
time is experienced, may improve morale in an 
organization, may stimulate healthy competition 
between process owners, and most importantly, 
help align IT with business goals.

conclusion

In conclusion, the return on investment from 
implementing ITIL could be measured when the 
associated cost and time in the business processes 
are identified. It also depends on the measurement 
approach. Managers could treat the measurement 
process as a project and gather measurement data 
within a period, or apply a simulation model to 
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Figure 1. Proposed model to evaluate ITIL investment

Table 1. ITIL service support and delivery metrics (adapted from Brooks, 2006)

ITIL Process
Examples of ITIL Metrics

Cost Time

Se
rv

ic
e 

Su
pp

or
t

Configuration 
Management

Number of licenses not used
Cost associated with breaches in SLAs 
caused by accurate CMDB

Duration that the CMDB has been 
consistently up-to-date

Change Management Cost to recover failed changes
Cost incurred by outage during changes

Time to complete change

Release Management Cost of release
Cost of meeting urgent releases
Cost of conducting end-user training 
sessions for new releases

Time to complete investigation of 
reported bugs
Service time lost due to release 
activity

Incident 
Management

Savings from incidents resolved right first 
time

Call time with no escalation
Mean time to resolve incident

Problem 
Management

Cost associated with user downtime
Cost to overcome missed target resolution 
time

Time to close a problem

Service Desk Cost of meeting SLAs that require changes
Cost of SLA breaches caused by 3rd party 
support contracts

Duration of calls
Time spent calling back customer for 
more information or to give a solution

continued on following page
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Se
rv

ic
e 

D
el

iv
er

y
Service Level 
Management

Service Delivery costs
Cost associated with SLA breaches caused 
by third party support contracts

Elapsed time to follow up and resolve 
issues

Financial 
Management

Actual costs against budgeted costs
Software license fees vs. available licenses
Percentage of unaccounted total IT costs

Staff time spent on costing activities

Capacity 
Management

Cost arising from SLA breaches due to 
poor service performance

On-line response time

Continuity 
Management

Cost to rectify wrong entries in crisis 
control team directory
Cost of changes that have caused major 
issues

Delay in IT service continuity plan 
completion/update

Availability 
Management

Cost to repair per incident Downtime due to unavailability of 
service
Response time per incident

Table 1. continued

generate the necessary measurement data related 
to ITIL service management processes. It is 
also important to decide which perspective the 
manager wishes to take to measure the return on 
investment in ITIL implementation.

This review of the literature has provided 
many candidate metrics of varying complexity. 
Care needs to be taken to ensure that the effort 
involved in collecting and analysing the metrics is 
in itself cost effective. The review has not included 
reference to the recently approved international 
standard ISO/IEC 20000, or the updated version 
of ITIL. Prior to adopting ITIL, organizations 
need to carefully consider which version of ITIL 
is most appropriate for their requirements. 
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Asset Specificity

(Moura, Sauve, 
Jornada, & Radziuk, 
2006)

Proposes using financial loss functions 
to estimate the impact that IT Service 
Level Agreement (SLA) have on 
business performance.

Case study of a company Total Accumulated (Potential) 
Business Loss due to SLA 
violation in Customer, Learning 
and Innovation, Internal 
Operations, and Financial loss 
over an evaluation period.

(Bardhan, Bagchi, & 
Sougstad, 2004)

Provides a methodology to use real 
options analysis to value and prioritize 
a portfolio of IT initiatives in a real 
world setting

Case study of 31 IT 
investment project in an 
organization.

Project costs
Project benefits
Variance of Return
Time to option expiration date

(J. Lim, Richardson, & 
Roberts, 2004)

Use meta-analysis to summarize and 
synthesize the pattern of relatively 
consistent relations from empirical 
studies of IT investment returns during 
the last decade.

Literature reviews Accounting Measures (Return 
on Investment, Return on Sales, 
Return on Equity, Return on 
Assets)
Market Measures (Market Shares, 
Tobin’s Q)

appEndix b. summary of kEy rEsEarch articlEs

continued on following page
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Literature Research Objective Research Method Extracted Measurement

(List & Machaczek, 
2004)

Illustrate how a data warehouse 
can be used to facilitate a corporate 
performance measurement system 
by the integration of business 
process performance information 
into a traditional data warehouse that 
generally represents only the functional 
organization.

Feasibility study of a large 
insurance company in 
Europe.

Working Time
Waiting Time
Cycle Time
Number of Instances
Number of revisions
Number of Complaints

(Lei & Rawles, 2003) Investigate different combinations of 
enabling technologies and approaches.

Computer benchmarking
Survey and observations

Total Costs of Ownership 
(Acquisition costs, control costs, 
operation costs)
Real Option Analysis

(Bruce Dehning & 
Richardson, 2002)

Understand the return on investment 
in IT
Develop a model to guide future 
research in evaluation of information 
technology investment

Literature reviews Accounting Measures (Return 
on Investment, Return on Sales, 
Return on Equity, Return on 
Assets)
Market Measures (Market Shares, 
Tobin’s Q)

(Seddon, Graeser, & 
Willcocks, 2002)

Report views of 80 IT managers 
about IT evaluation approaches, and 
the benefits that IT provides for their 
organizations.

Survey analysis. Profit per employee
Time quality costs
Purchase invoice per employee
Rate of cost reduction
On-time delivery
Development efficiency
Capacity utilisation.

(Anandarajan & Wen, 
1999)

Show how traditional methods using 
the concepts of net present value can 
be used to quantify both tangible and 
intangible benefits and costs.

Case study Expected value of faster response 
time
Expected value of increased 
flexibility
Expected value of higher quality
Customer turnover
Sensitivity Analysis
Development Cost
Operation Cost

(Ballantine & Stray, 
1999)

Address the extent to which evaluation 
depends of organizational factors
Examine the way organizations evaluate 
IT and other capital investment.

Study of two survey data 
sets.

Payback
Cost Benefit Analysis
Return on Investment
Net Present Value
Internal Rate of Return
Return on management
Profitability Index

(Giaglis, Paul, & 
Keefe, 1999)

Investigate the potential of integrating 
different simulation models to facilitate 
concurrent engineering of business 
processes and IT, and to support the 
process of investment evaluation

Case study Communication costs
Migration costs
Training costs
Operation costs
Coordination costs
Delivery costs
Staffing costs
Response time

(Chaya & Mitra, 1996) Reports some preliminary results of 
an on-going research effort to better 
understand the relationship between 
firms IT investment and its financial 
performance.

Secondary data (IT and 
financial data) analysis on 
609 large US companies

Operating expenses
Operating margin

Appendix B. continued
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abstract

This chapter describes how models for software development and service delivery can be integrated into 
a common approach to reach an integrated product life cycle for software. The models covered by this 
chapter are the capability maturity model integration (CMMI), SPICE (software process improvement and 
capability determination, ISO 15504) and ISO 20000 (service management). Whilst the CMMI constella-
tion approach delivers an integration perspective defined in three models (development, acquisition and 
services), SPICE and ISO 20000 need additional alignment to be usable in an integrated approach.

introduction

The focus of the market for IT solutions has 
changed. Whilst many companies and organiza-
tions followed the latest “hype” several years 
ago, they now trust in reliable and sustainable 
solutions.

To ensure this, standardization of quality 
evaluation becomes more and more important. 
For supplier selection, make-or-buy decisions 
and outsourcing strategies, a powerful set of 
procedures, that can help to assess the capability 

of internal and external software processes, is 
required. These procedures have to be based on 
best practices and must be widely accepted.

On this basis, standards offer the best possi-
bilities: they are usually defined by a wide group 
of experts, which all contribute their experiences 
and best practices. Standards are either sponsored 
by an industry or by national bodies—therefore 
making these standards de facto mandatory for 
an industry, nation, or combination of both en-
forces the acceptance. If a significant group uses 
a standard, market dynamics have an additional 
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impact. Official certificates, levels, and so forth 
can be and are used for marketing activities.

In the field of software related standards, 
lots of different standards have been defined for 
special topics, but one standard is still missing: a 
standard that covers a software product from the 
very beginning—the first idea—up to the very 
end—the retirement of the software.

On the one hand powerful standards, for 
example the capability maturity model integra-
tion (CMMI) or SPICE (ISO 15504), have been 
defined for software development. On the other 
hand, standards for service delivery, for example 
ITIL or ISO 20000, have been well established; 
but there is still a wall between the worlds of 
software development and service delivery. Even 
though some standards – like SPICE – take a look 
over the wall, an integrated approach has not been 
delivered yet.

The need for this integration is obvious. A 
customer is not interested in having some qual-
ity for development and some other quality for 
service delivery—the customer needs one qual-
ity approach that covers the full life cycle of a 
software product.

backGround

the wall between software 
development and service delivery

When IT systems are planned, the focus of the 
planning is mostly restricted to software devel-
opment. Topics like operation environment or 
data management are discussed, but the strategy 
usually ends with the delivery of the software 
product.

On the other hand, service-delivering orga-
nizations mostly just provide “services” and are 
not really interested in the software development 
process.

This behavior leads to multiple difficulties 
and inefficiencies:

• Software developers and service people do 
not understand each other. They work in dif-
ferent worlds and have their own “language” 
and processes.

• The efficiency and effectiveness of service 
delivery highly depends on the architec-
ture of and assumptions for the software, 
therefore the service organization has to be 
integrated early into the software develop-
ment.

• Service level agreements can be optimized, 
when both sides reach a common under-
standing. The development of service level 
agreements is often based on the “what we 
need” position of both sides and not on the 
“what will be best for the customer” posi-
tion.

• Problem Management is not transparent 
to the customer. The customer is not inter-
ested whether he has a service problem or 
a software problem—the customer wants a 
quick and reliable solution. If the software 
side does not understand the service side, 
problems often become ping-pong balls.

• Software usually lives longer than the origi-
nal developer intends. Systems often have to 
be enhanced just to fulfil the requirements 
of a new service platform. If this is not taken 
into account when the software is developed, 
the effort for updating software may become 
enormous. Sometimes software has to be 
retired, just because it is not executable on 
the new platform!

• New approaches like service oriented archi-
tectures (SOA) demand the high integration 
of software and service elements. Future 
trends will rather lead to small combined 
software/service environments than to big 
software solutions operated by massive 
computer environments.

Just to ensure that I am not misunderstood: 
software developing and service delivering orga-
nizations will still deliver and operate solutions 
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with high quality—but the will not do it in the 
most efficient and effective way. Organizations 
and companies aiming for the delivery of sustain-
able and reliable solutions have to ensure, that the 
solutions are not only developed in the best way 
but will meet the requirements of the future ef-
ficiently, effectively and still with high quality.

standards for software development 
and service delivery

Regarding software development, two standard 
are widely accepted all over the world: the Capa-
bility Maturity Model Integration, published by 
the Software Engineering Institute (SEI) at the 
Carnegie Mellon University, and SPICE (Software 
Process Improvement and Capability Determina-
tion), which is published as ISO standard 15504. 
Both standards define a process framework based 
on best practices and provide an assessment model 
to evaluate process capability. 

A process reference model (PRM) and a 
process assessment model (PAM) usually char-
acterize a process framework. The PRM defines 
processes that have shown evidence to support 
high quality for the defined domain – in our case 
software development. The PAM builds the basis 
for collecting evidence that the PRM is adhered 
to and to evaluate the capability of the processes 
defined in the PRM.

In the world of service delivery, ITIL (IT In-
frastructure Library) is the most acknowledged 
standard. To make ITIL assessable, the ISO 20000 
standard was developed.

But as it was said before, none of these stan-
dards cover the complete software life cycle. 
This gap is seen by the SEI and discussed by 
relevant contributors to the ISO standards. In 
this article two approaches for this integration 
are discussed—one based on the CMMI and 
the other based on the connection of SPICE and 
ISO 20000.

cmmi intEGration pErspEctivE

CMMI is one of the best-established process 
frameworks for software development. Starting 
with the publication of Watts Humphreys book 
“Managing the Software Process” in 1989, the 
CMM and its successor—the CMMI—nearly 
became a synonym for process improvement in 
the software world.

Nevertheless, until 2006, the CMMI was re-
stricted on software and systems development. 
Since then a new initiative has been started to 
further develop the CMMI in the direction of 
acquisition and service processes. If one is talk-
ing about “CMMI” mostly the CMMI-DEV (for 
Development) is meant. This is the classical CMMI 
stream that covers service development. Other 
ideas concerning the usage and benefits of the 
CMMI for organizations that only acquire soft-
ware, lead to the CMMI-ACQ (for Acquisition), 
which was published in November 2007. In 2006 
and 2007 a CMMI for Services (CMM-SVC) has 
been developed to close the gap between software 
development and service delivery. The CMMI-
SVC awaits publication in 2008.

cmmi basics

Independent from the different CMMIs each of 
these models follows the same structure as shown 
in Figure 1.

In each CMMI a set of process areas is defined. 
For each process area the purpose is described, 
some introductory notes are given and other 
process areas which have a relation to this proc-
ess area are listed. To satisfy the process area, 
goals must be fulfilled. Each process area has 
specific goals which are unique for this process 
area. Additional generic goals are defined, which 
are common for all process areas. For each goal a 
set of practices is defined, which are considered 
important for reaching the goal. For each practice 
subpractices, typical work products and elabora-
tions are defined.
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From an evaluation perspective, only the goals 
are required. To reach a so-called “level” an or-
ganization has to fulfil the goals of the processes 
for this level. Nevertheless it is expected, that the 
defined practices are also fulfilled.

process capability vs. organization 
maturity

Talking about the CMMI always means talking 
about “level”. But before the different levels can 
be explored, the different representations have to 
be discussed. CMMI knows two different repre-
sentations, staged and continuous. In the staged 
representation each process area is assigned to a 
specified maturity level. To reach a maturity level, 
all specific goals of the assigned processes and a 
subset of generic goals have to be fulfilled. 

In the continuous representation, each process 
area is evaluated separately by fulfilling generic 
goals for this process area. Based on the set of 
generic goals that are fulfilled, the capability of 
the process area is measured.

In both representations, the generic goals 
have high importance. In total 5 generic goals 
are defined:

• GG1: The process supports and enables 
achievement of the specific goals of the 
process area by transforming identifiable 
input work products to produce identifiable 
output work products2.

• GG2: The process is institutionalized as a 
managed process.

• GG3: The process is institutionalized as a 
defined process.

• GG4: The process is institutionalized as a 
quantitatively managed process.

• GG5: The process is institutionalized as an 
optimizing process.

In the staged representation 5 levels are de-
fined. The lowest level is level 1, which means that 
the processes of the organization are still over-
whelmingly chaotic. Goals for process maturity 
start with the definition of maturity level 2. For 
this level the specific goals of the assigned process 
areas and generic goal 2 have to be satisfied. For 
maturity level 3 the specific goals of the process 
areas assigned to level 2, the specific goals of the 
process areas assigned to level 3 and the generic 
goals 2 and 3 have to be satisfied. For level 4 and 
5 specific goals of other process areas are added, 
but even for these higher levels, only generic goal 
2 and 3 have to be satisfied. 

Figure 1. CMMI structure
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In the continuous representation, 6 levels are 
defined, starting with level 0 and ending with 
level 5. Remembering, that a capability level is 
evaluated for each process area, the level is given 
by the fulfilment of the generic goals. On level 0 
no generic goal is satisfied. On level 1, GG1 has 
to be satisfied, on level 2 GG1 and GG2 have to 
be satisfied and so on.

As this article is focused on the integration 
of activities and not mainly on evaluation issues, 
we will restrict the following chapters to the 
parts specific to certain process areas. For more 
information on the generic parts and evaluation 
procedures the CMMI itself should be used (Soft-
ware Engineering Institute, 2006a).

the constellation approach

As said before, there is not the “one” CMMI. 
The idea of the current CMMI version is to have 
different constellations which share some process 
areas that are common for all constellations and 
have additional process areas that are unique for 
the constellation.

Currently, three constellations are published 
or planned to be published in 2007:

• CMMI-DEV: For development (June 2006) 
(Software Engineering Institute, 2006-1)

• CMMI-ACQ: For acquisition (November 
2007) (Software Engineering Institute, 
2007)

• CMMI-SCV: For services (2008, initial 
draft September 2006) (Software Engineer-
ing Institute, 2006b)

These constellations only differ in the number 
and content of process areas. All other contents of 
the CMMI, for example generic elements, level 
definitions, typographical conventions, build 
the model’s foundation and are identical for all 
constellations.

In a first overview the constellation approach 
can be structured as shown in Figure 2.

The purposes of all process areas are explained 
in the next chapter. 

shared process areas

Causal Analysis and Resolution

The purpose of causal analysis and resolution 
(CAR) is to identify causes of defects and other 
problems and take action to prevent them from 
occurring in the future.

Figure 2. CMMI constellation approach
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Configuration Management

The purpose of configuration management (CM) 
is to establish and maintain the integrity of work 
products using configuration identification, con-
figuration control, configuration status account-
ing, and configuration audits.

Decision Analysis and Resolution

The purpose of decision analysis and resolution 
(DAR) is to analyze possible decisions using a 
formal evaluation process that evaluates identified 
alternatives against established criteria.

The IPPD Addition (Integrated Product 
and Process Development)

Before describing the next process area, a new 
term has to be defined: the “IPPD addition”. In 
CMMI, “additions” are used to include material 
that may be of interest to particular users. The 
IPPD group of additions covers an IPPD approach 
that includes practices that help organizations 
achieve the timely collaboration of relevant 
stakeholders throughout the life of the product 
to satisfy customers’ needs, expectations, and 
requirements (Department of Defense, 1996). 
If you apply the CMMI, you are free to add the 
IPPD addition or not.

Integrated Project Management + IPPD

The purpose of integrated project management 
(IPM) is to establish and manage the project and 
the involvement of the relevant stakeholders ac-
cording to an integrated and defined process that 
is tailored from the organization’s set of standard 
processes.

IPPD Addition: For IPPD, integrated project 
management +IPPD also cover the establishment 
of a shared vision for the project and the estab-

lishment of integrated teams that will carry out 
objectives of the project.

Measurement and Analysis

The purpose of measurement and analysis (MA) is 
to develop and sustain a measurement capability 
that is used to support management information 
needs.

Organizational Innovation and 
Deployment

The purpose of organizational innovation and 
deployment (OID) is to select and deploy in-
cremental and innovative improvements that 
measurably improve the organization’s processes 
and technologies. The improvements support the 
organization’s quality and process-performance 
objectives as derived from the organization’s 
business objectives.

Organizational Process 
Definition + IPPD

The purpose of organizational process definition 
(OPD) is to establish and maintain a usable set of 
organizational process assets and work environ-
ment standards.

IPPD Addition: For IPPD, organizational pro-
cess definition +IPPD also cover the establishment 
of organizational rules and guidelines that enable 
conducting work using integrated teams.

Organizational Process Focus

The purpose of organizational process focus 
(OPF) is to plan, implement, and deploy orga-
nizational process improvements based on a 
thorough understanding of the current strengths 
and weaknesses of the organization’s processes 
and process assets.
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Organizational Process Performance

The purpose of organizational process perfor-
mance (OPP) is to establish and maintain a quan-
titative understanding of the performance of the 
organization’s set of standard processes in support 
of quality and process-performance objectives, 
and to provide the process-performance data, 
baselines, and models to quantitatively manage 
the organization’s projects.

Organizational Training

The purpose of organizational training (OT) is 
to develop the skills and knowledge of people 
so they can perform their roles effectively and 
efficiently.

Project Monitoring and Control

The purpose of project monitoring and control 
(PMC) is to provide an understanding of the 
project’s progress so that appropriate corrective 
actions can be taken when the project’s perfor-
mance deviates significantly from the plan.

Project Planning

The purpose of project planning (PP) is to es-
tablish and maintain plans that define project 
activities.

Process and Product Quality Assurance

The purpose of process and product quality as-
surance (PPQA) is to provide staff and manage-
ment with objective insight into processes and 
associated work products.

Quantitative Project Management

The purpose of quantitative project management 
(QPM) is to quantitatively manage the project’s 

defined process to achieve the project’s established 
quality and process-performance objectives.

Requirements Management

The purpose of requirements management 
(REQM) is to manage the requirements of the 
project’s products and product components 
and to identify inconsistencies between those 
requirements and the project’s plans and work 
products.

Risk Management

The purpose of risk management (RSKM) is to 
identify potential problems before they occur so 
that risk-handling activities can be planned and 
invoked as needed across the life of the product 
or project to mitigate adverse impacts on achiev-
ing objectives.

acquisition process areas

Solicitation and Supplier Agreement 
Development

The purpose of solicitation and supplier agreement 
development (SSAM) is to prepare a solicitation 
package and to select one or more suppliers for 
delivering the product or service and establish 
and maintain the supplier agreement.

Acquisitions Management

The purpose of agreement management (AM) 
is to ensure that the supplier and the acquirer 
perform according to the terms of the supplier 
agreement

Acquisition Requirements Development

The purpose of the acquisition requirements 
development (ARD) is to produce and analyze 
customer and contractual requirements.
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Acquisition Technical Management

The purpose of the acquisition technical manage-
ment (ATM) is to evaluate the supplier’s technical 
solution and to manage selected interfaces of that 
solution.

Acquisition Validation

The purpose of the acquisition validation (AVAL) 
is to demonstrate that an acquired product or 
service fulfils its intended use when placed in its 
intended environment.

Acquisition Verification

The purpose of acquisition verification (AVER) is 
to ensure that selected work products meet their 
specified requirements.

development process areas

Product Integration

The purpose of product integration (PI) is to as-
semble the product from the product components, 
ensure that the product, as integrated, functions 
properly, and deliver the product.

Requirements Development

The purpose of requirements development (RD) 
is to produce and analyze customer, product, and 
product component requirements.

Supplier Agreement Management

The purpose of supplier agreement management 
(SAM) is to manage the acquisition of products 
from suppliers.

Technical Solution

The purpose of technical solution (TS) is to design, 
develop, and implement solutions to require-
ments. Solutions, designs, and implementations 
encompass products, product components, and 
product-related lifecycle processes either singly 
or in combination as appropriate.

Validation

The purpose of validation (VAL) is to demonstrate 
that a product or product component fulfils its 
intended use when placed in its intended envi-
ronment.

Verification

The purpose of verification (VER) is to ensure 
that selected work products meet their specified 
requirements.

service process areas

As mentioned before, the CMMI-SVC has not been 
published yet. Nevertheless, it is available as initial 
draft (Software Engineering Institute, 2006b) and 
was already widely discussed on several confer-
ences (Hollenbach & Buteau, 2006).

Capacity and Availability Management

The purpose of capacity and availability man-
agement (CAM) is to plan and monitor the ef-
fective provision of resources to support service 
requirements.

Incident and Request Management

The purpose of the incident and request manage-
ment (IRM) process area is to ensure the timely 
resolution of requests for service and incidents 
that occur during service delivery.
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Organizational Service Management*

The purpose of the organizational service man-
agement (OSM) process area is to establish and 
maintain standard services that ensure the satis-
faction of the organization’s customer base.

Problem Management

The purpose of the problem management (PRM) 
process area is to prevent incidents from recurring 
by identifying and addressing underlying causes 
of incidents.

Service Continuity*

The purpose of the service continuity (SCON) is 
to establish and maintain contingency plans for 
continuity of agreed services during and following 
any significant disruption of normal operations.

Service Delivery

The purpose of the service delivery (SD) process 
area is to deliver services in accordance with 
service agreements.

Service System Development*

The purpose of the service system development 
(SSD) process area is to analyze, design, develop, 
integrate, and test service systems to satisfy exist-
ing or anticipated service agreements.

Service Transition

The purpose of the service transition (ST) proc-
ess area is to deploy new or significantly changed 
service systems while managing their effect on 
ongoing service delivery.

Supplier Agreement Management

The purpose of supplier agreement management 
(SAM) is to manage the acquisition of products 
from suppliers.

The process areas marked with an asterisk 
(*) are additions (like IPPD in the CMMI for 
Development) and therefore optional.

cmmi process categories

In order to develop a better understanding for 
the dependencies between the process areas, the 
CMMI-DEV defines 4 categories which are ap-
plied to the other constellations below, and collect 
process areas with a similar focus. Therefore, 
3 categories are identical for all constellations. 
These are

• Process management
• Project management
• Support

The fourth category is focussed on the field of 
application of the constellation and is labelled

• Acquisition (in CMMI-ACQ)
• Engineering (in CMMI-DEV)
• Service Establishment and Delivery (in 

CMMI-SVC)

Based on this categorization the complete 
set of CMMI process areas can be categorized 
as follows.

For shared process areas see Table 1; for 
CMMI-ACQ see Table 2; for CMMI-DEV see 
Table 3; for CMMI-SVC see Table 4.

constellation based maturity levels

As described before, each process area is assigned 
to a defined maturity level. Whilst on level 4 and 
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  Process Management Project Management Support

Acquisition / 
Engineering /  
Service Establishment and 
Delivery 

Shared process areas

Organizational Innovation 
and Deployment,  
 
Organizational Process 
Definition +IPPD, 
 
Organizational Process 
Focus, 
 
Organizational Process 
Performance, 
 
Organizational Training

Project Monitoring and 
Control, 
 
Project Planning, 
 
Quantitative Project 
Management, 
 
Risk Management

Causal Analysis and 
Resolution, 
 
Configuration Manage-
ment, 
 
Decision Analysis and 
Resolution, 
 
Measurement and 
Analysis, 
 
Process and Product 
Quality Assurance

Requirements Management

Table 1. Shared process areas

  Process Management Project Management Support

Acquisition / 
Engineering /  
Service Establishment 
and Delivery 

CMMI-ACQ

   Solicitation and Supplier 
Agreement Development, 
 
Agreement Management, 
 
Acquisition Requirements 
Development, 
 
Acquisition Technical 
Management, 
 
Acquisition Validation, 
 
Acquisition Verification

Table 2. CMMI-ACQ process areas

5 only shared process areas are assigned, the 
assignment on level 2 and 3 is dependent on the 
constellation (see Table 5).

The shared processes assigned to level 4 are

• Organizational process performance 
• Quantitative project management

The shared processes assigned to level 5 are

• Causal Analysis and Resolution
• Organizational Innovation and Deploy-

ment
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  Process Management Project Management Support

Acquisition / 
Engineering /  
Service Establishment 
and Delivery 

CMMI-DEV

 Supplier Agreement 
Management

 Product Integration, 
 
Requirements Development, 
 
Technical Solution, 
 
Validation, 
 
Verification

Table 3. CMMI-DEV process areas

  Process Management Project Management Support

Acquisition / 
Engineering /  
Service Establishment 
and Delivery 

CMMI-SVC

Organizational Service 
Management

Supplier Agreement 
Management, 
 
Capacity and Availability 
Management

Problem Management Incident and Request 
Management, 
 
Service Continuity, 
 
Service Delivery, 
 
Service System Develop-
ment, 
 
Service Transition

Table 4. CMMI-SVC process areas

a cmmi based, integrated product 
life cycle

Even though the CMMI provides 3 different 
constellations, these constellations can be used to 
define 2 different integrated product life cycles:

• Organizations which provide service deliv-
ery for acquired software products should 
use the process areas of the CMMI-ACQ in 
combination with the process areas of the 
CMMI-SVC.

• Organizations which develop software and 
provide service delivery should use the pro-

cess areas of the CMMI-DEV in combination 
with the process areas of the CMMI-SVC.

Even the combination of all three constellations 
is thinkable, when a service delivering organiza-
tion partially acquires and partially develops the 
software.

spicE / iso 20000 intEGration 
pErspEctivE

Besides the CMMI world, another possibility for 
an integrated product life cycle is the combina-
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 M atur ity L e ve l 2 M atur ity L e ve l 3

Sh are d p r o ce s s  
are as

Requirements  Management,

Pro jec t Planning,

Pro jec t M onitor ing and Co ntro l,

Meas urement and A naly s is ,

Proc es s and Produc t Q uality  A s s uranc e,

Conf iguration Management

Dec is ion A naly s is and Res olution,

In tegrated Pro jec t M anagement + IPPD,

Organiz ational Proc es s  De f in ition + IPPD,

Organiz ational Proc es s Foc us ,

Organiz ational Tra in ing,

Pro jec t M anagement

C M M I-AC Q

Solic ita tion and S upplier  A greement 
Dev elopment,

A greement M anagement,

A c quis ition Requirements  Dev elopment

A c quis ition Tec hnic a l Management

A c quis ition V alidation,

A c quis ition V er if ic ation

C M M I-DEV

Supplier  A greement M anagement Produc t In tegration,

Requirements  De v elopment,

Tec hnic a l Solution,

V alidation,

V er if ic ation

C M M I-S V C

Supplier  A greement M anagement,

Inc ident and Reques t M anagement

Capac ity  and A v ailab ility  Management,

Serv ic e Continu ity

Serv ic e Deliv ery ,

Serv ic e Sy s tem Dev elopment,

Serv ic e Trans ition,

Organiz ational Serv ic e Management,

Problem M anagement

Table 5. Maturity level 2 and 3 for CMMI constellations

tion of two ISO standards: the ISO 15504—better 
known as SPICE—and the ISO 20000.

spicE basics

The ISO 15504 (SPICE) is structured in 5 parts. 
Part 1 defines the basic concept and the vocabulary. 
In part 2 rules for performing an assessment are 
defined, and in part 3 guidance for the assess-

ment is given. Part 4 gives additional guidance on 
the use for process improvement and capability 
determination.

The interesting part under the integration per-
spective is part 5. This part defines an exemplar 
process assessment model. 

Whilst the capability determination is widely 
similar to the approach of the CMMI continuous 
representation, the process model is different 
from the CMMI. 
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SPICE defines 3 categories. These categories 
are structured in groups and each group has several 
processes (ISO/IEC, 2006). The categories with 
their groups are:

•	 Primary life cycle processes
◦	 Acquisition process group (ACQ)
◦	 Supply process group (SPL)
◦	 Engineering process group (ENG)
◦	 Operation process group (OPE)

• Organizational life cycle processes
◦ Management process group (MAN)
◦ Process improvement process group 

(PIM)
◦ Resource and infrastructure process 

group (RIN)
◦ Reuse process group (REU)

• Supporting life cycle processes
◦ Supporting process group (SUP)

Comparing the SPICE categories with the 
CMMI constellations, strong connections can 
be identified between the process groups of the 
primary life cycle processes and the CMMI 
constellations. The acquisition process group and 
supply process group have the same focus as the 
CMMI-ACQ as well as the engineering process 
group and the CMMI-DEV. Only the CMMI-SVC 
does not have a counterpart in SPICE. The opera-
tion processes group and some processes of the 
supporting process group address service related 
topics, but a common approach is not delivered.

To better understand the content of the SPICE 
process groups each group with its processes 
should be further described—as defined in SPICE 
(ISO/IEC, 2006):

Primary Life Cycle Processes

The primary life cycle processes consist of pro-
cesses that serve primary parties during the life 
cycle of software. A primary party is one that 
initiates or performs the development, opera-
tion, or maintenance of software products. These 

primary parties are the acquirer, the supplier, the 
developer, the operator, and the maintainer of 
software products.

•	 The acquisition process group (ACQ) con-
sists of processes performed by the customer, 
in order to acquire a product and/or a service. 
The processes of this group are:
◦	 ACQ.1: Acquisition preparation 
◦	 ACQ.2: Supplier selection
◦	 ACQ.3: Contract agreement
◦	 ACQ.4: Supplier monitoring
◦	 ACQ.5: Customer acceptance

• The supply process group (SPL) consists of 
processes performed by the supplier in order 
to propose and deliver a product and/or a 
service. The processes of this group are: 
◦	 SPL.1: Supplier tendering
◦ 	 SPL.2: Product release  
◦	 SPL.3: Product acceptance support

• The engineering process group (ENG) 
consists of processes that directly elicit 
and manage the customer’s requirements, 
specify, implement, and/or maintain the 
software product and it’s relation to the 
system. The processes of this group are:
◦ ENG.1: Requirements elicitation          
◦ ENG.2: System requirements analy-

sis     
◦ ENG.3: System architectural design       
◦ ENG.4: Software requirements analy-

sis    
◦ ENG.5: Software design    
◦ ENG.6: Software construction  
◦ ENG.7: Software integration 
◦ ENG.8: Software testing
◦	 ENG.9: System integration 
◦	 ENG.10: System testing 
◦	 ENG.11: Software installation 
◦	 ENG.12: Software and system main-

tenance
• The operation process group (OPE) consists 

of processes performed in order to provide 
for the correct operation and use of the soft-
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ware product and/or service. The processes 
of this group are:
◦ OPE.1: Operational use
◦ OPE.2: Customer support

Organizational Life Cycle Processes

The organizational life cycle processes consist of 
processes employed by an organization to establish 
and implement an underlying structure made up of 
associated life cycle processes and personnel and 
continuously improve the structure and processes. 
They are typically employed outside the realm of 
specific projects and contracts; however, lessons 
from such projects and contracts contribute to the 
improvement of the organization.

• The management process group (MAN) 
consists of processes that contain practices 
that may be used by anyone who manages any 
type of project or process within a software 
life cycle. The processes of this group are:
◦ MAN.1: Organizational alignment
◦ MAN.2: Organizational manage-

ment
◦ MAN.3: Project management
◦ MAN.4: Quality management
◦ MAN.5: Risk management
◦ MAN.6: Measurement

• The process improvement process group 
(PIM) consists of processes performed in or-
der to define, deploy, assess and improve the 
processes performed in the organizational 
unit. The processes of this group are:
◦ PIM.1: Process establishment
◦ PIM.2: Process assessment
◦ PIM.3: Process improvement 

• The resource and infrastructure process 
group (RIN) consists of processes per-
formed in order to provide adequate human 
resources and necessary infrastructure as 
required by any other process performed 
by the organizational unit. The processes 
of this group are:

◦ RIN.1: Human resource manage-
ment

◦ RIN.2: Training
◦ RIN.3: Knowledge management
◦ RIN.4: Infrastructure

• The reuse process group (REU) consists 
of processes performed in order to sys-
tematically exploit reuse opportunities in 
the organization’s reuse programmes. The 
processes of this group are:

◦ REU.1: Asset management
◦ REU.2: Reuse program management
◦ REU.3: Domain engineering

Supporting Life Cycle Processes

The supporting life cycle processes consist of 
processes that support another process as an in-
tegral part with a distinct purpose and contribute 
to the success and quality of the software project. 
A supporting process is employed and executed, 
as needed, by another process. The processes of 
this group are:

◦	 SUP.1: Quality assurance
◦	 SUP.2: Verification
◦	 SUP.3: Validation
◦	 SUP.4: Joint review
◦	 SUP.5: Audit
◦	 SUP.6: Product evaluation
◦	 SUP.7: Documentation
◦	 SUP.8: Configuration management
◦	 SUP.9: Problem resolution management
◦	 SUP.10: Change request management

Each SPICE process has a well-defined struc-
ture. After the process ID (e.g., SUP.10) and the 
process name (e.g., change request management), 
the purpose of the process is described. Then the 
process outcomes are defined. These process 
outcomes—plus process attributes—have to be 
achieved to reach a capability level in SPICE. 
Afterwards base practices for each process are 
defined and work products of the process are 
listed.
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Comparing the structure of a CMMI process 
area and a SPICE process, there are lots of simi-
larities (see Table 6).

All in all, SPICE has 48 processes that mainly 
cover software development and have only small 
focus on service delivery. For this part, the ISO 
20000 seems more applicable.

iso 20000 basics

ISO 20000—Service Management covers the 
classical service delivery processes. Regarding 
the scope of ISO 20000, this standard represents 
“an industry consensus on quality standards for 
IT service management processes. These service 
management processes deliver the best possible 
service to meet a customer’s business needs within 
agreed resource levels” (ISO/IEC, 2005b).

ISO 20000 defines 13 processes in 5 process 
groups.

Regarding each process group, 

• The objective of the service delivery process 
group is to define, agree, record and man-
age levels of service, and consists of the 
processes
◦ Capacity management
◦ Service continuity and availability 

management

◦ Service level management
◦ Service reporting
◦ Information security management
◦ Budgeting and accounting for IT ser-

vices
• The objective of the relationship process 

group is to describe the related aspects of 
supplier management and business rela-
tionship management, and consists of the 
processes
◦ Business relationship management
◦ Supplier management

• The objectives of the resolution process 
group are to restore agreed service and 
minimize disruption to the business, and 
consists of the processes
◦ Incident management
◦ Problem management

• The objective of the control process group 
is to define and control the components of 
service and infrastructure, and consists of 
the processes
◦ Configuration management
◦ Change management

• The objective of the release process group 
is to deliver, distribute and track changes, 
and consists of the process
◦	 Release management

Table 6. CMMI and SPICE process structure

CMM I S P ICE

A c rony m P roc es s  ID

P roc es s Nam e P roc es s Nam e

P urpos e S tatem ent P roc es s  P urpos e

S pec ific  G oals P roc es s O utc om es

S pec ific  P rac t ic es B as e P rac t ic es

G eneric G oals P roc es s  A ttributes

Ty pic al W ork  P roduc ts W ork P roduc ts
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Those who know ITIL may have found lots of 
similarities in the process names and structure 
of ISO 20000. The ISO 20000 is well aligned 
with ITIL. Whilst ITIL is a collection of best 
practices, ISO 20000 defines specifications to 
support a service provider in delivering high 
quality services. The other way round, ITIL best 
practices help to achieve the quality of service 
management as defined by ISO 20000. It has 
to be recognized that ISO 20000 and ITIL are 
developed in strong connection, often impacted 
by the same persons.

 
interfaces between spicE 
and iso 20000

Trying to integrate SPICE and ISO 20000 it has 
to be taken into account, that both standards cover 
similar or identical elements in some processes. If 
an integrated product life cycle should be defined, 
these interfaces have to be harmonized.

First of all, the operational process group of 
SPICE has to be analyzed. This process group 
consists of two processes, operational use (OPE.1) 
and customer support (OPE.2).

The operational use process has the purpose 
to ensure the correct and efficient operation of the 
product for the duration of its intended usage and in 
its installed environment. Topics like operational 
risks, operational testing, criteria for operational 
use and the monitoring of the operational use are 
covered by this process.

The customer support process has the purpose 
of establishing and maintaining an acceptable level 
of service. Topics of this process are establishing 
of product support, performance monitoring and 
customer satisfaction. 

Even though these processes address service 
aspects, they only deliver a high level overview. 
Nevertheless these topics address similar elements 
as the ISO 20000 processes service level manage-
ment and business relationship management.

Other service delivery related processes can 
be found in the group of the supporting life cycle 
processes. The processes in focus are:

• SUP.8: Configuration management
• SUP.9: Problem resolution management
• SUP.10: Change request management

Figure 3. ISO 20000 processes
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With configuration management the integrity 
of work products is established and maintained 
and these work products are made available 
to parties concerned. The problem resolution 
management process focuses on identification, 
analysis, management and controlling of discov-
ered problems, while change request management 
ensures that change requests are managed, tracked 
and controlled.

Some other useful information for service 
delivery can be found in the process related to 
supplier management (acquisition / supply pro-
cess groups).

integration of spicE and iso 20000

To reach a fully integrated product life cycle, two 
requirements have to be satisfied:

• A set of processes has to be defined, which 
covers all stages of the life cycle—a so called 
process reference model (PRM)

• A model to evaluate the process capability 
has to be defined and must be applicable to 

all processes—a so called process assess-
ment model (PAM)

Both requirements are satisfied by the CMMI 
constellations: the PAM is defined in the model 
foundation which is mandatory for all constel-
lations and the PRM is given by the defined 
process areas.

For the SPICE and ISO 20000 integration, 
this is not that easy. On the one hand SPICE and 
ISO 20000 address identical topics in different 
processes, on the other hand, only SPICE has an 
assessment model. A way to solve this problem 
was defined in early 2007 (Malzahn, 2007) and 
should be described in the following chapters.

a combined prm for spicE 
and iso 20000

As described before, double definitions in SPICE 
and ISO 20000 have to be eliminated and all 
processes need to have an identical structure. 
Therefore in a first step, the ISO 20000 processes 
have to be restructured into the SPICE process 

P rimary L ife  C ycle Proces s es

A cqu is ition P rocess  G roup

S upp ly P rocess G roup
+ S upp lie r M anagem ent
+ R e lease M anagem ent

E ng ineering  P rocess  G roup

O rg an . L ife  C ycle Processe s

M anagem ent P rocess G roup

P roc . Im p. P rocess G roup

R es + In fr. P rocess G roup

R euse P rocess G roup

O rg an . L ife  C ycle Processe s

M anagem ent P rocess G roup

P roc . Im p. P rocess G roup

R es + In fr. P rocess G roup

R euse P rocess G roup

S e rvice  L ife C ycle P rocesse s

S erv ice D e livery 
P rocess G roup

+ B usiness R e la tionsh ip M an.
+ in tegra ted O P E P rocess G roup

S u p p orting Life  C ycle Processe s
+ com bined C onfigura tion M anagem ent
+ com bined C hange M anagem ent
+ com bined P rob lem M anagem ent
+ Incident m anagem ent

Integrated P roduct Life  C ycle

Figure 4. Integrated Product Life Cycle based on SPICE and ISO 20000
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structure. In a second step, processes with a similar 
focus must be aligned.

For the first step, the ISO 20000 process 
groups and processes become process groups and 
processes of the combined model. For each ISO 
20000 process the defined objective becomes the 
process purpose. For the rest of the text it has to be 
decided, which text passage becomes an outcome, 
a base practice, or a work product.

In the second step, all processes with a similar 
focus have to be aligned. Concerning SPICE and 
ISO 20000 it is proposed to

• Integrate the SPICE OPE process group 
into the service level management, service 
reporting and business relationship manage-
ment processes of ISO 20000,

• Combine configuration management
• Combine problem resolution management 

and problem management,
• Combine change request management and 

change management.

Other possibilities for further alignment are 
e.g., given by the combination of the ISO 20000 
release management process and the SPICE 
product release process, and by integrating the 
relationship processes into the acquisition / sup-
ply process group.

After this integration and combination, the 
process groups may be restructured as follows:

• The ISO 20000 control processes become 
part of the support process group,

• The ISO 20000 release management process 
becomes part of the Supply process group,

• ISO 20000 problem management and inci-
dent management become part of the support 
process group,

• Business relationship management may 
become part of the service delivery process 
group.

In the very end, a combined PRM for SPICE 
and ISO 20000 may consist of the SPICE process 
categories and a new service life cycle category 
with the following amendments:

a combined pam for iso 20000 
and spicE

The definition of a process assessment model for 
the integration of SPICE and ISO 20000 is easy 
to define—it is the approach defined for SPICE. 
Regarding ISO 20000, no measurement frame-
work is defined. The requirements concerning 
measurement are given in part one of the ISO 
20000 as follows:

“The service provider shall apply suitable 
methods for monitoring and, where applicable, 
measurement of the service management pro-
cesses” (ISO/IEC, 2005a). Therefore no inconsis-
tencies in the measurement and rating can occur. 
The SPICE definitions are applicable because 
each ISO 20000 process was restructured in the 
PRM and therefore all contextual and structural 
requirements are satisfied.

comparison of both 
approachEs

Regarding both approaches—the CMMI con-
stellations and the integration of SPICE and 
ISO 20000—there are pros and cons for each 
approach:

• The CMMI constellations are highly inte-
grated by using the same model foundation, 
but CMMI-SVC will not see the light of day 
before 2008

• SPICE and ISO 20000 require additional 
effort to be integrated, but both are ISO 
standards and therefore widely accepted—
especially if legal matters have to be taken 
into account.
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Other impacts may be the region or industry of 
the organization. The CMMI is very strong in the 
United States; SPICE is heavily used in Europe. 
Most defence industry companies are interested 
in CMMI, whilst major parts of the automotive 
industry prefer SPICE.

futurE trEnds

This article covers two possible integration ap-
proaches. Nowadays more and more approaches 
see the light of day. Especially the integration of 
ITIL and CMMI or SPICE is widely discussed 
(Barafort, Di Renzo, Lejeune, Prime & Simon, 
2005; Foegen & Graumann, 2007). Neverthe-
less ITIL is a best practice collection and not a 
measurement framework and therefore we still 
see some problems in the ITIL integration. 

Hopefully the CMMI-SVC proves that it is a 
powerful tool for this intended integration and 
maybe at some point in time the ISO will find a 
way to publish an assessment model that covers 
the complete product life cycle for software.

Another promising approach will be the Enter-
prise SPICE initiative. The goal of this initiative 
is to “integrate and harmonize existing standards 
[…] to provide a single process reference model and 
process assessment model that addresses broad 
enterprise processes. Enterprise SPICE will pro-
vide an efficient and effective mechanism for as-
sessing and improving processes deployed across 
an enterprise” (SPICE User Group, 2007).

using integrated models

Defining an integration approach is only a short 
part on the way to software development and 
service delivery integration. Even though it 
builds the indispensable basis, integration only 
works, if it is accepted by organizations, teams, 
and people. To reach this, some simple rules of 
the thumb should be followed:

• Integrate the working level of development 
and service delivery at least in the review 
of an integrated model – preferably in the 
development. If the working level under-
stands the need for integration and is part 
of the integration process, the integrated 
model is better accepted.

• Provide translation between the develop-
ment, service delivery and integration ap-
proach. Only if software development and 
service delivery people reach a common 
understanding, an integrated approach can 
be established.

• Provide training on the approach. Training 
must not be focused on “we combine stan-
dard A with standard B” but on “we define 
an approach for the complete life cycle”. 
There is no longer “their work” and “our 
work” but a common responsibility from 
first idea to retirement.

If and only if the need for integration is under-
stood and accepted by people on working level, 
integration can be established – otherwise there 
will still be two worlds with all their differences 
and borders.

conclusion

The decision, which approach may deliver the best 
benefit, must be taken by the organization itself. 
But one thing is inevitable: if the capability of 
the processes of an organization is not evaluated 
against accepted standards and for the complete 
life cycle, the organization keeps the back door 
open for chaotic elements in their process suite 
and therefore has an open door for abusing strate-
gies, processes, and procedures.
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