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Description

The performance and survival of a business in a global economy
depends on understanding and managing the risks—both external and
those embedded within its operations.

It is vital to identify and prioritize significant risks and detect the weakest
points. Adding other elements to an essential ERM program, such as
PESTLE and Porter’s Five Forces, treatment plans, scorecards, the three
lines of defense (3LoD) components, and process improvements (Six
Sigma, 8D, etc.) significantly increases the ERM success rate.

The authors outline a comprehensive strategy for designing and
implementing a robust and successful ERM program—that is not just
successful in implementation but also in yielding enormous returns for the
organizations that implemented this enhanced ERM program.
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Testimonials

“The most useful ERM program I have ever seen. I have asked the other
companies on which I am a board member to emulate your exact program.”
—Thomas McDaniel, Audit Committee Chairman at SunPower
Corporation, former Executive Vice President, Chief Financial Officer
and Treasurer of Edison International

“I have personally served on 12 corporate boards. On two of those
companies, I worked with John where he was the chief internal auditor. He
was outstanding. In both companies, he put an ERM plan into place that
was outstanding. It was well structured, covered all of our major risks and,
best of all, it was a plan that management bought into and owned. John is a
true expert in designing and implementing ERM plans and, now with this
book, in sharing with others what he knows. As I have taught corporate
governance, accounting and auditing at three major universities (U of
Illinois, Stanford, and BYU), I have learned that there are five key elements
to having a successful company: (1) having the right leaders in place, (2)
having a strategic plan and mission in place that is bought into by everyone
in the organization, (3) implementing processes to accomplish the plans and
mission, (4) mitigating the risks that keep you from accomplishing your
plan, and (5) excellent communication processes throughout the
organization to ensure that everyone in the organization is on the same
page. It is often the fourth of these success elements that fails (mitigating
risks) that John’s excellent ERM work addresses. I strongly recommend this
book to anyone interested in understanding and mitigating their risks so
their organizations can be more successful.”—W. Steve Albrecht, PhD,
MBA, CPA, CIA, and CFE; Professor Emeritus University of Illinois,
Stanford, and Brigham Young University



“While most ERM programs are sufficient in identifying business risks,
John’s program successfully focused on the Treatment Plans to mitigate the
risks. In volatile/dynamic industries and a world of heightened geopolitical
risks, this program is excellent and brought life to our risk management
process and had a significant impact on the organization.”—Thad Trent,
Executive Vice President and Chief Financial Officer On
Semiconductor Corporation, former Executive Vice President and
Chief Financial Officer Cypress Semiconductor Corporation

“John was a pioneer and early adopter of the three lines of defense and
ERM. He built a framework that involved the leaders and staff across the
company to identify risks, both known and previously unknown to the
executive team. Importantly, he was able to use a common sense approach
to quantify and rank the risks and track the trending of the various risks.
With the closed loop process, tracking and managing mitigation plans
protects the shareholders and stakeholders.”—Chuck Boynton, Executive
Vice President and Chief Financial Officer Poly, former Executive Vice
President and Chief Financial Officer SunPower Corporation
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Foreword

As a serial founder, Board Director, Venture Capitalist, and Adjunct Faculty
Member, I have spent more than two decades on the frontiers of reputation
risk management, cyber risk governance, and Enterprise Risk Management.
I’ve signed off on many variations of ERM programs. Few have served as
an orienteering guide to navigate our complex geopolitical, ecological, and
social landscape.

ERM failures I have observed in the industry were because the
organizations struggled with having a clear ERM objective and structure
applicable to the specific needs of their company and industry. Others were
due to the leadership taking on too much risk, believing the market would
react positively to their message of apparent unbridled commercial growth
—at any cost. Their strategies lacked globally responsible leadership,
citizenship, board of directors’ endorsement, or alignment with executive
leadership team support. Others simply tried to implement too many
changes at the same time. Especially in these complex times, navigating
shades of gray has never been more critical.

Through a journey from conception to birth, the growth and success of an
ERM program, John and Peter lay out the path for ERM practitioners to
follow—step by step. They provide a robust, practical approach to the
discipline, empowering you to identify and quantify your organization’s
strategic and operational risks. Investing your time in reading this book will
provide you with an opportunity to learn from real-life case studies and
examples of ERM best practices applicable across all industry sectors and
business models.

ERM is core to supporting strategic planning, decision making, and
reputation risk management.

If you follow the best practices provided in this book, the chances of
establishing and implementing a successful ERM and reputation risk



program at your company increase exponentially.
But don’t let me hold you off any longer, so go ahead and enjoy your

journey.
—Leesa Soulodre, MBA, MiM


Adjunct Professor, Singapore Management University

(SMU), General Partner R3i Ventures Pte Limited
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CHAPTER 1

Introduction

The performance and even vitality of a business today depends on
managing both—the known and foreseeable risks. Every business needs to
understand the acceptable risks in achieving its objectives, as well as the
type and level of risk embedded within its operations. It is vital to identify
and prioritize significant risks and detect the weakest points. Managing
risks may be in a form of an essential Enterprise Risk Management (ERM)
program but can be significantly enhanced by considering other elements
frequently present in most companies, such as the Three Lines of Defense
(3LoD) components and Process Improvement teams (Six Sigma, 8D, etc.).
There are employees within these functions who are aware of and
employing resources to address perceived risk areas. To better prioritize and
manage risks, it can be helpful to integrate these programs into the formal
ERM program. The overall objective should be to apply the limited risk
management resources to the highest company risks for strongest payback.
In this book we will address the basic ERM program first, then delve into
the 3LoD as well as Process Improvement activities.

ERM has been around for some time. There are a few frameworks that
influence and address managing risks, such as Committee of Sponsoring
Organizations of the Treadway Commission (COSO),1 National Institute of
Standards and Technology (NIST),2 International Organization for
Standardization—ISO31000. The leading practice is to use COSO as the
base, but also consider elements of both ISO and NIST as appropriate. We
will focus on COSO as the primary framework for managing risks.



1 www.coso.org/
2 www.nist.gov/
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CHAPTER 2

What Is ERM?

Enterprise Risk Management (ERM) is a process reinforced by a set of
principles and must be supported by an appropriate organizational structure,
which is aligned with the external environment and with other corporate
activities. It needs to be comprehensive, ingrained into routine activities,
and responsive to changing economic, political, legislative, regulatory,
ecological, and other conditions impacting business. A successful ERM
program should be proportionate to the level of risk depending on the size
and complexity of the business or organization, enabling the ERM to
deliver outputs, including compliance with applicable governance
requirements and assurance to stakeholders regarding the management of
risk and improved decision making. The impact or benefits associated with
these outputs include more efficient operations, effective tactics, and
effective strategy, and need to be measurable and sustainable.

Committee of Sponsoring Organizations of the Treadway Commission
(COSO) defines ERM as:

Enterprise risk management deals with risks and opportunities
affecting value creation or preservation, defined as follows:

Enterprise risk management is a process, effected by an entity’s
board of directors, management and other personnel, applied in
strategy setting and across the enterprise, designed to identify
potential events that may affect the entity, and manage risk to be within
its risk appetite, to provide reasonable assurance regarding the
achievement of entity objectives.

The definition reflects certain fundamental concepts. Enterprise risk
management is:



•
•
•
•

•

•

•

A process, ongoing and flowing through an entity
Effected by people at every level of an organization
Applied in strategy setting
Applied across the enterprise, at every level and unit, and includes
taking an entity level portfolio view of risk
Designed to identify potential events that, if they occur, will affect
the entity and to manage risk within its risk appetite
Able to provide reasonable assurance to an entity’s management
and board of directors
Geared to achievement of objectives in one or more separate but
overlapping categories

This definition is purposefully broad. It captures key concepts
fundamental to how companies and other organizations manage risk,
providing a basis for application across organizations, industries, and
sectors. It focuses directly on achievement of objectives established by
a particular entity and provides a basis for defining enterprise risk
management effectiveness.1

There are as many descriptions of ERM as there are different ways to
apply these principles. But there should be a common understanding of the
fundamentals. Figure 2.1 shows what ERM “is” and what ERM “is not.”
While it may seem basic, it is important that all executives, managers, and
employees have a common understanding of these components, and also
understand that risk is not inherently bad—managed/calculated risk can
generate returns.

Taking too much uncalculated risk can destroy the value of a company.
There is a lot of publicly available information showing examples when risk
management failures in some part(s) of a company can be quite costly. The
companies shown in Figure 2.2 are from all types of industries—retail,
service, banking, technology, and manufacturing. The size of these
companies also varies substantially, which means that there is no
discernible relationship between the type of industry and between the sizes
of company versus the relative degradation of company value. The events
shown in Figure 2.2 include all categories of risks (Financial, Strategic,
Operational, and Regulatory), and it is apparent how the reputation was
negatively affected for a majority of the cases.



Figure 2.1

Figure 2.2

ERM introduction

Example of various risks



Figure 2.3 ERM in form of questions

Risk management lapses are diverse, and the cost can be great.
Regulators and stakeholders are holding the Management and the Board of
Directors fully accountable.

Let’s summarize ERM in basic terms—ERM is a company’s ability to
answer the following questions (as shown in Figure 2.3):

Coverage
ERM must be integrated into the overall business strategy because every
business needs to answer the fundamental question: What is our strategy
and associated risks?

Therefore, a business must set its strategy first—defining goals and
objectives with respect to products, markets, segments, revenue, profits, and
so on. Only then can it assess the risks associated with the strategy and
decide what level of risk it is willing to accept in executing the strategy, that
is its risk appetite.



•
•
•
•
•
•

The minimal set of risks that must be incorporated into a business
strategy, and consequently into its ERM program include:

Liquidity (Financial and Other Assets)
Recognition and Reputation (Brand and Business)
Operational
Suitability
Compliance (Legal and Regulatory)
Business Environment (Market, Economy, etc.)

Figure 2.4 depicts a pictorial of the business coverage impacted in a
typical manufacturing and distribution environment. Note, the
administrative functions occur in all types of companies.

Risk Appetite
Risk appetite is the level of volatility a business is willing to accept in
executing its strategy. Risk appetite is a crucial tool aiding the Board of
Directors and executive leadership teams (ELTs) to understand the essential
links between the business strategy and the risk(s). Therefore, ERM has to
be an integral part of the overall business strategy and an essential part of
the business value creation for investors and shareholders.

It is important to differentiate risk appetite from risk tolerance
(although they are often erroneously used interchangeably). Risk tolerance
differs from risk appetite and represents operational boundaries or
parameters implemented in the context of the business’s risk appetite
definition.

Culture, Governance, and Policies
Culture, governance, and policies help a business to manage its risk-taking
activities. Culture is one of the most important aspects of ERM
effectiveness, while policies are used to transfer/communicate the risk
appetite strategy to the broader audience. They specify what the business is
willing to do or not do, and the procedures describing how to do it.



Figure 2.4 Pictorial of the business coverage impacted in a typical
manufacturing/distribution environment

Risk Data and Infrastructure
Boards of Directors and ELT accomplish their risk management
responsibilities through a deep understanding of a company’s risk profile.
The risk data and infrastructure refer to how the information is collected,
integrated, analyzed, and translated into a cohesive story. This area is
probably the most challenging aspect of ERM. Companies have spent
between US$200M to US$300M on ERM activities without yielding the
desirable business results. An effective risk management infrastructure
requires a highly robust management information system.

Control Environment
The internal control environment is one of the most important tools in the
management toolbox to effectively manage risks. A well established and
functional system of internal control can help safeguard an organization and



minimize risk to its objectives by protecting assets, ensuring accuracy of
records, promoting operational efficiency, and encouraging adherence to
policies, rules, and regulations.

Management relies on internal controls to manage residual risk to an
acceptable level. Residual risk is defined as the level of inherent risks
reduced by the level of internal controls and processes in place
surrounding the risk. Building an effective internal control environment
allows management to control what can be controlled.

Measurement and Evaluation
At any given time, Boards of Directors and management must manage a
portfolio of risks (from asset quality, liquidity, interest rate, to business
continuity, information security, privacy, etc.). The science and art of
measurement in ERM is about concluding which risks are significant and
where to invest time, energy, and resources. To accomplish the goal of
measurement and evaluation, a company may adopt various models—from
color ratings (green, yellow, and red) to a highly sophisticated risk-adjusted
models.

Regardless of the method used, measurement, and evaluation help, the
Board of Directors and management answer the so what? question. The
process of measurement and evaluation must include the system of internal
controls and must determine how well the risks can be managed.

Given the importance and complexity of this subject, this book will be
devoted to this topic to help risk management professionals choose the right
methodology for their company.

Scenario Planning and Stress Testing
The art of ERM is the ability to answer the question, what can go wrong
that will create deviation from expected outcomes? In that pursuit,
management must address risks with known probability distributions
(known unknowns) from those with an unknown distribution (unknown
unknowns). Scenario planning and stress testing are tools that focus on the



different categories of risks. A robust scenario planning and stress testing
discipline is a must when considering both internal and external risk factors.

1 COSCO. 2004. Enterprise Risk Management –Integrated Framework,
www.coso.org/documents/Framework%20Reference%20Secured.pdf (accessed January 10, 2022).
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CHAPTER 3

COSO Evolution ERM
Frameworks

Enterprise Risk Management (ERM) has been around for some time. In
August 2004, the Committee of Sponsoring Organizations of the Treadway
Commission (COSO) issued its “Enterprise Risk Management—Integrated
Framework” after completing a three-year long project expanding on
previously issued “Internal Control—Integrated Framework” and thus
providing more robust focus on ERM. The financial crisis (2008) helped to
boost ERM into overall business strategy (see Figure 3.1).

In 2013, COSO upgraded the framework creating the COSO Cube to
better align risk management with the way management runs an enterprise
and integrates the risk program within the management process (see Figure
3.2).

In September 2017, the “2017 COSO Enterprise Risk Management
Framework—Integrating with Strategy and Performance” takes a more
pragmatic forward-looking view of ERM. The change from the iconic 2004
COSO Cube to the 2017 Helix structure reflects an evolution for risk
professionals earning acceptance at the executive table. The change in focus
supported the need to consider risk elements in strategy-setting processes
and performance management processes. Historically, ERM programs
intended to minimize the erosion of risks to an acceptable level. However,
owing to the speed of risks in our fast-paced, ever-evolving global business
environment, the updated model changed the direction while also
encouraging ERM programs that help the identification of opportunities to
create value-add (see Figure 3.3).



Figure 3.1

Today an effective risk management program is an integral part of overall
business strategy as investors, shareholders, and consumers become
increasingly concerned about risk(s). Risk(s) can be a determining factor of
strategic decisions and should be embedded in all business activities, or it
may just be a basis for an uncertainty the business has to manage.
Comprehensive ERM enables a business to assess and address the probable
outcomes of all types of risks on its products and services, operations, and
stakeholders. This will result in what is commonly referred to as upside of
risk (i.e., benefits realized by implementing ERM).

COSO internal control—integrated framework



Figure 3.2

Figure 3.3

COSO upgraded cube framework

COSO helix structure

The expected benefits of the ERM should be formulated in advance. The
desired outcomes from successful ERM include stronger compliance
(regulatory, Sarbanes Oxley (“SOX”), contracts, etc.), enhanced operational



•

•

efficiency (reduced product costs, cost of capital, more accurate financial
reporting, etc.), tactical direction, strategic alignment, and decision-making
effectiveness (resulting in competitive advantage, improved customer
perception, increased marketplace coverage, etc.).

ERM, as an integral part of business strategy setting, redefines the value
proposition from tactical to strategic. ERM is about managing the risks that
matter and viewing them from an opportunistic standpoint. There are
volumes and volumes of literature available to discuss theoretical elements
of risk; however, in this book, we provide insights into the leading and
enhanced practices from some of the most successful and innovative global
ERM concepts and practices that organizations can use to their full
advantage to compete, succeed, and survive in today’s challenging
economical, ecological, and geopolitical environment, and ever-challenging
global markets.

The new COSO framework structure is made up of five components and
introduces 20 key principles collectively among the five components. It
encourages the integration of ERM with business practices and strategic
direction, which generates more comprehensive, useful information and
yields enhanced performance. It also tends to provide a continuum from
Strategy to Business Execution to Performance and thus creating more
value-add to the exercise or processes (see Figure 3.4).

The five components shown in the helix include:

Governance and Culture—creates a base setting to exercise general
oversight of an ERM program and philosophy;
Strategy and Objective-Setting—creates a framework to link risk
management to objective/goal setting;



Figure 3.4

•

•

•

COSO helix structure and 20 key principles

Performance—allows for the identification and addressing of risks
pertinent to business execution supporting the strategies;
Review and Revision—requires the organization to constantly
review effectiveness of mitigating risks during the remediation
process, and adjusting as necessary to correct efforts; and
Information, Communication, and Reporting—focuses on gaining,
analyzing, and assessing information to report performance to
executives and/or Boards.

The 20 key principles within the five components are as shown in Figure
3.5.

Figure 3.6 emphasizes the integration of ERM into the strategic planning
for the company. It still uses the same 20 principles but shows a more fluid
approach in thinking about the ERM process incorporated with the
changing dynamics of an organization.



Figure 3.5 COSO ERM—20 key principles



Figure 3.6 COSO ERM—five components
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CHAPTER 4

ERM Structure

The internal risk culture is the combined set of individual and corporate
values, attitudes, risk appetite, competencies, and behavior that determine a
company’s commitment and style of risk management. To build a desired
risk management culture within the organization and to inform management
about specific risk management tools and processes, Risk Awareness
Programs must be implemented consisting of training, workshops, and
informational sessions.

Although the ERM program is embedded within a company’s
organization, it is generally administered and facilitated by an individual or
a group, who are independent of line management responsibilities
frequently reporting functionally to the Audit Committee of the Board of
Directors. Ownership of the ERM function is normally housed in one of
several departments such as Internal Audit, Legal, Finance, or a separate
ERM group. To maintain effectiveness, it is important that the group reports
to an administrative function rather than departments such as operations,
sales, and so on; since these groups will also be responsible for managing
activities to run the business on a day-to-day basis.

Risk Categories and Definitions
Risks are categorized based on the corporate objectives to which they
relate. The following are the categories of company goals and objectives
pursuant to the COSO ERM.1 While this is from the older version of COSO
framework, it still applies at the top level and aligns with the core functions
and activities of nearly all companies.



Strategic

Risks are categorized under strategic when they relate to high-level goals,
aligned with and supporting the Company’s mission and business
objectives. Examples include: reduction in business vitality due to changing
and disruptive technology, loss of intellectual property and trade secrets,
competition for talent, and negative impact to brand reputation and loss of
consumer confidence.

Operational

Risks are categorized as operational when specific goals are operational in
nature, driving effective and efficient use of the Company’s resources.
Examples may include product supply disruption, cost of poor quality,
physical assets and property damage, inefficient use of resources, increased
product cost, and disruptions in data flows, systems, and communications.

Financial

Risks are categorized as financial when the goals relate to providing
reliable accurate reporting to investors and stakeholders. Risks related to
proper accounting, completeness, valuation, presentation, and disclosure of
business transactions may include foreign currency exchange (“FX”),
financial misrepresentation (including violation of the Sarbanes–Oxley
Act), funding, cash flow, and credit conditions.

Legal and Compliance

Risks are categorized as Legal and Compliance for goals that relate to
compliance with applicable laws and regulations. In a complex regulatory
requirement environment, the business’s ability to comply and maintain
compliance may constitute a compliance risk. Examples may include:
breach of governing environmental laws and regulation, employee health
and safety (“EH&S”), personal data protection, product quality and safety,
and local tax and statutory laws.

A company called the Corporate Executive Board (now Gartner)
conducted an analysis of public information identifying the causes of Share
Price Decline Drivers during 2004–2013 (see Figure 4.1). They captured



Figure 4.1

•

and assessed the Top 200 companies by market capitalization in the Fortune
500. The company events that aligned with the decline in stock value were
gathered and segregated into the four types of categories of risks (Strategic,
Operational, Financial, and Legal and Compliance). The startling
conclusion was that 86 percent of the events were risks classified as
Strategic! Operational represented 9 percent of the risks, while Legal and
Compliance was 3 percent and Financial only 2 percent. This analysis has
since been updated by other professional organizations and the results have
not really changed materially. The same takeaway and conclusion holds
with each iteration.

Share price decline drivers

The primary drivers of loss of market capitalization included such areas
as:

Strategic:
Decline on core product demand
Undiversified risks
Failure to identify price bubbles



•

•

•

•

Poor acquisition target/merger integration
Failure to expand alternative revenue source
Competitor infringement on core market
Margin pressure
Senior management turnover

Operational
Poor demand forecasting
Operational setbacks
Commodity price decline

Legal
Civil lawsuits/Litigation settlements

Financial
Accounting regularities and/or Finance fraud

1 COSO. 2004. Enterprise Risk Management—Integrated Framework, (See:
www.coso.org/documents/Framework%20Reference%20Secured.pdf (accessed January 11, 2022).
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CHAPTER 5

ERM Framework

To deliver value to customers, communities, and shareholders, a business
must establish the ERM Framework that best supports its commitment to
manage corporate risk and strengthen its corporate governance process
across the entire organization. Fundamentally, a good risk management
program together with sound internal controls are critical for the long-term
success of a business.

Probability of a negative event in combination with the impact of its
consequences represents a risk to business. Negative events are in general
all incidents that can prevent value creation or erode existing business,
investor, and shareholder value, customer loyalty and behavior, and so on.
ERM is defined as a process, effected by an entity’s Board of Directors,
management, and other personnel, applied in a strategy setting across the
enterprise, designed to identify potential events that may affect the entity,
manage risk to be within its risk appetite, and to provide reasonable
assurance regarding the achievement of entity objectives.1

The overall ERM process (see Figure 5.1) is very common and consistent
for most companies. The variation or customization takes place based on
the company size, geographic footprint, complexity, industry, and other
pertinent factors.

The ERM team must first establish context around the current conditions
in which the organization operates on an internal, external, and risk
management perspective. The ERM Implementation Team reviews the
current year’s company risk factors, annual financial plan, industry and
economic events relevant to a company business.



Figure 5.1 ERM process

The risk management framework process has two key programs: Short-
term risk management and long-term risk management. Short-term risk
management typically looks at the next 12-month risks while long-term risk
management covers larger scope (typically up to a five-year outlook). The
following discussions cover the process for both short- and long-term risk
management.

Establishing Context
As part of the strategic planning process and day-to-day management of the
business, functional leaders identify internal and external events that may
affect the achievement of a company’s objectives. Events that have positive
effects (potential to enhance value) represent opportunities and those with
negative effects represent risks (see Figure 5.2). ERM Administration Team
conducts the Enterprise Risk Assessment where the team surveys a section
of individuals across all company offices (selected Directors, VP level and
up). Different approaches may be used for obtaining risk topics depending
on the size of the company, geographic footprint, and preferences that work
best in given cultures. Normally the options are questionnaire surveys or
interviews (either in person or remotely via phone or video call), or a
combination of both. Surveys will also have the option of being very
specific by general topics or blank sheet approach with no topical guidance.



Figure 5.2

Surveys can lend to efficiencies in accumulating risk points and reducing
time in conducting interviews. Interviews in person generally allow for
more flexibility interaction, giving the interviewee options to expand
thoughts and ask questions on risk management perspective, and can more
easily interject their departmental goals and objectives. It also allows the
Risk Management Team to ask interpretative questions to better understand
the risk and relevant timing and impact. Either approach requires an
assessment of who and what level to interview, ensuring there is adequate
cross-functional and geographical representation. To facilitate respondents
thought process, it is also helpful to share common industry risks. This will
allow the broader thinking of “what if” scenarios that may not be thought
about otherwise. See the following example (Figure 5.2) for the
semiconductor industry:

A sample guide for holding in-person interview assessments is shown in
Figure 5.3, which provides a more open-ended approach.

Common industry risks
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Interview risk assessment guide questions

The interview topics to include could be as follows:

Company objectives—Discuss the goals and objectives for the
interviewee’s specific organization and/or department. Understand how
those goals relate to the overall company goals. It is helpful to also
know how the interviewee tends to track progress against these goals.
The risk conversation should really relate specifically to these
particular goals and the risks of accomplishing them. What are the
internal and external factors that impact the ability to accomplish or not
accomplish the goals?
Existing risk management activities—Many departments or functions
have their own process for identifying and managing risks. Some may
be very informal but still add value to the ability of managing overall
risks to the objectives. Other groups may have a more rigorous
program to manage risks. Their program will have a different
sensitivity level that addresses their particular level of materiality.
There will be the obvious need to elevate their risk profile to that of the
Company to determine which risks will make it to the more global
level. The departmental or functional risk assessment programs should
be encouraged, and it would be even better if they were able to utilize
the same basic structure of the overall Company ERM program, using
similar templates and terminology to more easily layer into the ultimate



3.

4.

5.

6.

result. This will also allow the same terminology to be utilized
reducing miscommunications or misunderstandings.
Top five risks—Inquire of the interviewee of their top five risks to
meeting their departmental or functional goals. This is easier for them
to speak to since they are very knowledgeable of their own operations.
Ensure they focus on both internal and external risk factors. Whether
they have direct control over risk statements makes no difference in
importance. There are ways to reduce risks that are more external
driven. Also, give the interviewee an opportunity to speak to perceived
risks outside of their own department. They could be impacted by risks
from other departments in the business cycle. Additionally, they may
be aware of risks in an unrelated department that may not surface in the
real risk owners’ conversations. This dialogue gives a more complete
opportunity to ensure all risks are identified.
Future changes in business—Engage the thought of future risks by
discussing any upcoming known changes in business model or systems.
Future risks need to be assessed as to the velocity and may need to be
addressed prior to the change. The impact of upcoming changes could
drive risks into other departments, which have not yet been considered
by those other departments … maybe they were not even aware of the
upcoming changes. Other changes may include geographic
implications such as doing business in a new world of regulations not
well understood by the current company management team.
Black Swan risks—These risks are generally defined as an
unpredictable event that is beyond what is normally expected of a
situation and has potentially severe consequences. Black Swan events
are characterized by their extreme rarity, severe impact, and the
widespread insistence they were obvious in hindsight. The term “Black
Swan event” has been part of the risk management lexicon since its
coinage in 2007 by Nassim Taleb in his eponymous book titled The
Black Swan: The Impact of the Highly Improbable. Mr. Taleb uses the
metaphor of the Black Swan to describe extreme outlier events that
come as a surprise to management, and in hindsight, the individuals
rationalize that they should have predicted the event.
Potential opportunities—When one thinks of risks, they do not really
consider them opportunities as well. Risks can be exploited to result in
additional value-add to the organization through additional revenue,
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reduced operating costs, or positive reputational impacts. Opportunities
can come in all sizes and should be tracked either within the ERM
program or as a supplemental deliverable to the ERM program still
offering value-add to the Company.
Improvements in operating effectiveness—Generally, this topic
would relate to identifying new information sources as well as better
utilization of systems to gather and analyze data into information. This
would also include machine learning languages, artificial intelligence,
and data mining.
Fraud potential—Fraud costs the business world billions of dollars
annually. While fraud risk assessments are usually conducted by most
companies on an annual basis, it deserves the conversation to ensure
new fraud opportunities have not been created. Known fraud incidents
are not always well communicated within the company, so not
everyone of interest has heard about them (including the ERM team
members).

Event Identification
Information gathered during the interview related to material risks/ threats
to the organization’s achievement of its objectives are synthesized in
common themes and documented in the risk register. This register also
includes areas that the organization may exploit for competitive advantage
(recommended audit areas, potential fraud, opportunities to reduce cost and
other positive events, etc.).

Another option for risk identification is to hold group meetings or
sessions. Key personnel from the same function are assembled while an
ERM team member usually facilitates the session. A similar approach to
individual interviews can be followed. The success really depends on the
openness of the culture to discuss issues, which may be uncomfortable to
discuss with peers in the same meeting room. See the process steps shown
in Figure 5.4.

Selection of Respondents
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Figure 5.4

2.

The selection of respondents is an important step in the planning process.
This audience will vary depending on the company industry, business
model, size, geographic coverage, employee count, and other
characteristics. Overall, it is important to obtain feedback from all functions
and all geographies within the company footprint. Later you will see the
importance of having the right representation of respondents in the
population. Respondents should include the following categories at varying
degrees or weighting preferences:

Board members—It is generally best to obtain input from all Board
members, but at minimum ensure that all members of the Audit
Committee are selected. Risk management clearly falls within their
duties and responsibilities to ensure a company has such programs that
are effective and timely. Most, if not all, will be more than cooperative
and welcome the opportunity to be involved.

ERM process steps

CEO and direct reports—This group should be covered near 100
percent unless there are staff level fellows, which may not be able to
provide this level of exposure. In general, this level will be the most
helpful in sharing a company’s goals and objectives and will view risks
at a higher level. This ensures that all functions are represented.
Additionally, they may be more vocal in sharing the risks of other
departments, which affect the performance of their specific function.
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This group also tends to be more engaged with outside groups and
organizations, which provide broader industry trends and risks.
Extended leadership—This group would generally consist of Senior
Directors and above. The population of this group could be quite large
and will therefore require some judgment to select the most pertinent
members of management who will provide solid contribution, while
minimizing extensive overlapping or duplicative coverage.
Middle management—This group would be generally defined as
Director and below in most organizations. Obviously, this group would
have a larger population, which requires a very prescriptive judgment
on which positions or people to select. Consideration should be given
to the job function with the expectation of including those who are
regularly engaged in various security or risk management activities.
Other considerations would be the depth of business knowledge
possessed by the employees, tenure of employees with the company,
and their role particularly if they are a “leader” over a smaller
geography or location.
External sources—There are other sources that should be considered
other than employees of a company. The external auditor firm of the
company is an excellent source particularly for financial risks.
Additionally, one source that is often overlooked is the Voice of the
Customer or business partners. They usually have a notable volume of
customer surveys tracked by the company. After all, Customer Service
is normally one of the top missions or priorities of every company.
Other external partners might include distributors or contract
manufacturers, which could also share some feedback over business
complexity, efficiency, effectiveness, market, and so on.

After the selection, a draft or proposed list of respondents should be
analyzed to ensure the list appropriately represents the company’s full
composition. By company composition, we mean that a financial services
industry will have different attributes than a company that sells product,
which it also manufactures. The latter would need to make sure there is a
heavier mix of manufacturing or operations personnel than a company that
sells products but does not have its own manufacturing or distribution
functions. Figure 5.5 is an example of a pie chart representing to population
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mix of the respondents in the form of “By Functional Area,” “By
Geographical Region,” and “By Job Level.”

Risk Register

There are two levels of risk registers. One is a working file to maintain the
respondent replies (either via survey or interviews) in draft form. It
becomes a file of risk comments made with enough information to be able
to track the risk assessment/identification process. The second one is a file
of the synthesized risk statements taken from the various risk comments. It
will house the main information that drives the risk heat map with
prioritized risks. In this section, we will discuss the working file created
during the identification process for the respondent replies.

The format can vary based on desire and preferences related to the
company size and other factors, but below is a very simplified sample risk
register. Keep in mind that it may be modified if this is your first time to
conduct a risk identification or assessment. After the first cycle, it will be
easier and more granular. Let’s explore some specific comments for each of
the columns noted in the example document. This example is more in line
with having interviews/discussions with the respondents, but similar
process would exist with a more automated survey approach.

Respondent name—name of the individual from which the responses
are created. While we keep the name in the file, it is always a good idea
to confidentially secure the name and events provided. Having these
conversations and requests in confidence will generally yield more
open commentary.
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Actual risk assessment respondent profiles

Respondent title—title of the individual from which the responses are
created. The titles need to be documented in a way to be able to sort
and filter by such. Maybe consider using categories as developed in the
planning stage, such as Executive Leadership Team (ELT including the
CEO and direct reports), Extended Leadership Team (XLT including
Senior Director including all titles up to the ELT). This needs to be
sortable for your reporting templates.
Function/Organization—the organization or function in which the
respondent represents. Generally, most companies have 13–15 business
cycles which can be considered as this level or categorization.
However, another way would be to mirror the names of organizations
of the CEO direct reports. The latter may help assign accountability to
the various risk statements.
Geographic location (region)—the geographical location of the
respondent. This is generally where they reside but can also be the
region for which they are responsible even though they may physically
reside elsewhere. There has been a stronger correlation to match the
physical location of the person to the risk statements. The person is
around peers in their physical location and could represent a more
corporate view (if they reside at corporate) and would be useful to
know.
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Risk description/comments—the individual statements that the person
states as risks. These can range from none to any amount but try to get
at least two risk statements. More than five statements may be too
granular from a materiality standpoint. Either way, note them in this
column. It is not required to note all discussion comments, but rather
just the salient points for the risk statements. Remember, you can
always go back to the person for follow-up questions.
Risk general topic—the major topic of risk theme. If this is the second
time around in conducting a risk assessment, you will have a much
better sense of what these high-level topics will be. If it is your first
time, then assign high level categories such as Cash Flow, New Product
Introduction, Inventory, product margins, product quality, employee
retention, and so on. These topics can be fluid as you have your first
interviews and gain a general perspective of topics.
Risk subtopic—the next level lower than the major topic or theme
noted in the General Topic categories discussed above. These also
become clearer as you move through this process for the first time. For
example, a major topic could be cash, while the subtopic could be
capital spend, operating spend, cash management, and so on.
Risk category—the four categories of the overall risk program
specifically include Strategic, Operational, Financial, and Regulatory.
This level of categorization is required for reporting purposes. It is also
important to know how your company compares to the control group
noted in the earlier chapter in the study of the risk elements conducted
by other firms. The variation of percentage of risks among the four
categories could present a different viewpoint of where the company
stands in total risks.
Previous risk assessment comments—can be used as a refresher by
the respondent if needed. It also gives you the ability to compare the
direction of risks in this individual’s function (see Figure 5.6).

Note that this section includes only the people-oriented sources. Later in
this book, there will be discussions of other supplemental activities and
sources such as use of technology including Artificial Intelligence,
continuous monitoring, and data analytics. These sources are generally used
more in assessing the elements and quantifications of the risk elements but
may also be considered as a source.
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Risk Assessment

This includes the synthetization of risks comments, calibration, and, if
possible, creation of probability distributions of outcomes for each material
risk. This step also includes the aggregation of all risk distributions,
reflecting correlations and effects, and the formulation of the results in
terms of impact on the organization’s key performance metrics. At this
stage, the risk statements are also mapped to the identified risks to the
company risk factors (10K risk factors), Finance top issues and aligned with
the significant risks or issues dealt with by the risk management
subcommittees: Executive Product and Safety Committee; Investment
Committee; and the Information Security Risk Committee (see Figure 5.7).
This part of the ERM process can be very time consuming as it requires
digesting the risk comments, and heavy level of confirming interpretation
and messages.

Risk assessment comments table

Synthesizing Risk Comments
Synthetizing is the process to digest and begin formalizing the risk content.
The quality of the raw risk register compiled from the interviews/ surveys
will drive the efficiency and effectiveness of the synthetization process. The
comments noted in the register should be refreshed and worded concisely,



then given to the respondent to allow them the opportunity to edit as
appropriate ensuring the message was accurately captured. While it seems
to be a straightforward task, it could take some time depending on the
availability of the many respondents. Once the raw risk register is
completed and confirmed by all respondents, the next step is to start
synthesizing the comments by topic and subtopic. This will ultimately give
a holistic list of all risk statements of the company. Each respondent will
probably provide an average of about five risk comments. Including about
100 people in your process could generate about 500 individual risk
comments to pull together into precise statements. One would expect to see
the number of synthesized risk topics in the range of 50–75 individual
statements for the entire company. This could obviously vary but given the
size of the company and related materiality it would make sense that the
number of risks would be in that range.

Assessing/Prioritizing Risk Exposure/Perception
This includes the determination of the contribution of each risk factor to the
aggregate risk profile, and the appropriate prioritization. The process for
this stage can be fairly time intensive, but worth every minute to generate a
high-quality result. The first time for this exercise will take longer than
subsequent updates and assessments. It is important to be consistent in this
step moving forward for comparability.

Once you have a draft risk list from the synthetization process noted in
the previous section, take note of the volume and judgmentally rank them
from high to low just to get a starting point. The ranking will change
dramatically, but this helps to position your mind in the ranking, and will
allow you to focus on the higher—more obvious risks. Start with the Top 25
risks from the list. Generally, the list of all risks identified will be long and
could range anywhere from 50 to 70 or so depending on the company. In
this illustration exercise, we will assume there were 50 risk themes
identified. In the master risk register of synthesized risks, start building out
additional columns.
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ERM process

Start by assigning the original risk statement into the four categories—
Strategic, Operational, Financial, and Regulatory. The initial
assignment may not be completely accurate or consistent, so keep
refreshing it. Keep in mind to note the general dispersion of the number
of risks in each category and assess if it looks reasonable.
Next is to determine options for how to treat the risk. This will be
confirmed later with the risk owner but take initiative to populate it
with a logical option. There are five options of how to treat risk
response including:

Reduce—act to reduce the likelihood or impact of a loss. If the risk
is just above your appetite and tolerance level, then reduction is a
reasonable strategy for bringing it down to within acceptable limits.
Transfer—this option does not eliminate or reduce the chances of it
occurring, but instead delegates or transfers responsibility of the risk
to a third-party, by purchasing insurance or warranties for example.
Avoid—eliminate the threat to protect the project from the impact of
the risk. An example of this is canceling the project.
Exploit—eliminate the uncertainty associated with the risk to ensure
the event happens. An example of this is assigning the best workers
to a project to reduce time to complete or adding more resources to
finish early. This could also increase the probability or the positive
impacts of a risk/opportunity.
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Accept—acknowledge the risk, but do not take any action unless the
risk occurs. There will likely be other risks outside your tolerance
where one of the other response options will not be a good fit since
the probability and/or the impact is so low that it does not make
sense to expend resources to avoid, transfer, or reduce the risk. An
example of this is documenting the risk and putting aside funds in
case the risk occurs.

Next is to quantify risk impact and likelihood. Prior to assessing these
two elements, start with the understanding that the first assumption is to
measure on an Inherent Risk level, then fine-tune to a Residual Risk level at
a later stage. See the following Figure 5.8.

Inherent Risk is typically defined as the level of risk in place to achieve
an entity’s objectives and before actions are taken to alter the risk’s impact
or likelihood. Residual Risk is the remaining level of risk following the
development and implementation of the entity’s response. This step will
drive the heat map positioning of each risk. To be effective with this
approach, parameters must be documented and used consistently for all
risks to compare them side by side. There are two major elements to this,
which are most commonly referred to as Impact and Likelihood. The
definitions of these two terms will vary widely as well, but again stay
consistent in usage for proper prioritization. The basic definitions used in
this book will be as follows:

Impact is the financial impact of the risk should the event happen.
The measure is monetary and quantitative.
Likelihood is the expected chance that the risk will occur. The
measure should include several qualitative elements.



Figure 5.8 Inherent versus residual risks

Quantifying the risk financial impact should be positioned around a set of
documented assumptions. As a matter of definition, financial risks are those
risks quantified compared to the annual financial plan. Risks are not
expected to happen at the maximum level of financial impact, and
accordingly, are not incorporated in a company’s business plan. In order of
preference, try to measure risks in terms of operating margin, operating
expense, cash flow, and lost revenue. For unusual risks, other options might
include the reduction of Enterprise Value or lost project Return on
Investment (ROI). In measuring financial impact, it is better to measure on
a unit of measure that is comparable. For example, measuring some risks as
revenue dollars against other risks at margin dollars, will artificially inflate
the revenue risk higher than the operating margin risks and will be
misleading. All revenue can be estimated at a margin level, so that is a
better unit measure. There may be lost revenue associated with a risk.
Again, convert to operating margin for that revenue.

If there is no revenue income statement impact, but more aligned with
operating expense, use the operating expense unit of measure of raw
dollars. If the measure is a balance sheet item, try to measure in terms of
cash flow. If there are no direct impacts to the financial statements but more
to reputation, then possibly try to measure based on enterprise value
(market cap or other ways).



Risk Response and Control Activities
This includes the development of strategies for managing and exploiting the
Top 25 risks. See the section “Heat Map Guidelines” for the guidelines
employed to converge the risk register into a heat map. That section will
discuss an approach to determine a draft ranking of all the risks based on
the two components of Impact and Likelihood. A response is determined
based on the overall risk exposure, which is considered as a function of
likelihood, speed of onset, and impact of the occurrence. As noted earlier,
risk responses may include avoidance, acceptance, mitigation, and/or
transfer of the risk. Control activities are established to ensure that risk
responses are carried out effectively and consistently throughout a
company.

Information and Communication, and Monitoring
Information and communication channels are in place to make the
organization aware of the risks that fall into their area of responsibility and
the expected behavior and actions to mitigate negative outcomes.
Management reviews and assessments are in place to ensure that risks are
effectively identified, and appropriate responses and controls are in place to
effectively mitigate the risk. This includes the continual measurement and
monitoring of the risk environment and the performance of risk
management strategies for the identified Top 25 risks.

Reporting will generally be at two levels:

Internal level with the Risk Committee and executive teams; and
External level with the Board of Directors or Audit Committee.

On a quarterly basis, the ERM Administration team will meet with risk
owners to discuss the risk register and respective Risk Treatment Plans. It is
also the venue where new risks are identified, discussed, and analyzed.
Risks previously in the Top 25 that did not decrease in risk rating within the
quarter, but were pushed down by other risks, are also revisited to ensure
that they are adequately mitigated. Meetings are also held with risk co-
owners (if any) to discuss the updates on quantification and treatment plans.
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Results of the quarterly update is presented to the Risk Committee for
further discussion and conformance, then to the Audit Committee of the
Board of Directors. The report contains, at minimum, statistics of the
interviews/meetings performed (number of risks gathered, new risks
identified, frequently identified risks, updated risk listing, distribution of
interviewees—geography and function etc.), Top 25 risks, and audit plan
proposal.

The CEO frequently requires an update during the Quarterly Operations
Reviews for each of the Top 25 risks being monitored. A more in-depth
discussion is held around the Treatment plans, status, key performance
indicators (KPIs), progress, and issues.

Heat Map Guidelines
There must be a set of documented guidelines that serves as the basis for
quantifying, assessing, measuring, prioritizing, and communicating all the
risks to a refined Residual Risk Register. Templates should be created and
remain similar in format and context to ensure consistency of the process
and to set a recurring, familiar reporting to the executives and board
members. This becomes a learned behavior with familiarity in the
presentation from quarter to quarter. Understand the probability
distributions for each risk topic based on available information from the risk
identification phase. The overall process and objectives of this exercise are
as follows:

Assign a risk score for each risk topic using risk assessment
methodology.
Discuss and agree risk scores with assigned risk owner/s.
Prioritize risk topics based on the residual blended risk score.
Review and agree risk prioritization separately with the CFO and
the CEO.
Review and obtain approval of the risk prioritization with the Risk
Committee.

Risk Quantification Assumptions
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Figure 5.9

Risk to the financial plan in the event of risk occurrence (in order of
preference) includes:

Reduction in operating margin in dollars;
Cash flow impact (increased cost, payment of penalty, reduction of
cash inflows, project investment);
Lost revenue;
Reduction of enterprise value;
Lost project ROI; and
Assumed amount based on severity risk rating.

See example of a risk assessment matrix in Figure 5.9.
Each risk is positioned on the heat map based on the short-term and

longer term severity of impact (see Figure 5.10), likelihood of occurrence,
and speed of onset (see the example of the heat map in Figure 5.11).

Risk assessment matrix



Figure 5.10

Figure 5.11

Calculation process for blended risk rating

Blended risk heat map

Financial Impact (Y-Axis of the Heat Map)

Financial repercussions of the risks may either relate to profit and loss or
balance sheet. Should the risk impact profit and loss, its ultimate impact to
gross margin and EBITDA (Earnings Before Interest, Tax, Depreciation,
and Amortization) is quantified. Any impact to cash flow and so on is
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classified as balance sheet. The following example of materiality levels
position the risk on the heat map (see Figures 5.12 and 5.13).

Twelve-Month Quantitative Impact

Twelve-Month impact

Five-Year Quantitative Impact
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Five-year quantitative impact

Likelihood/Qualitative Factors (X-Axis of the Heat Map)

The following reference shows how the qualitative factors can be used.
Some are used for short term and others for long term (see Figures 5.14,
5.15, and 5.16).

Short term:

Likelihood
Control maturity
Detectability
Recoverability
Risk interdependency
External factors

Long term:

Strategic alignment
Contingency and mitigation
Speed of onset

Likelihood of Occurrence (12 Months)

Likelihood of risk occurrence is measured based on either the probability
that the risk will happen or the frequency of happening. Figure 5.17
provides guidelines in measuring the likelihood of the risk.

Speed of Onset (Five Years)

Speed of onset refers to the time it takes for a risk event to manifest itself,
or in other words, the time that elapses between the occurrence of an event
and the point at which the company first feels its effects. See Figure 5.18.

Other Qualitative Assumptions (X-Axis of the Heat Map)

The risks are rated from 1 to 5, with 5 being the highest risk (least
controlled) for each of the following assumptions:
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Figure 5.15

Risk assessment criteria

Risk assessment factors
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Figure 5.17

Risk assessment matrix

Likelihood of occurrence



Figure 5.18 Speed of onset

Complexity (12-Months)

There are varying degrees of complexity within given processes, controls,
or business models. Complexity can be driven by manual processes, level of
judgment involved, complicated principles or rules, interdependency with
other groups, and so on.

New Business Model (12-Months)

Management of the risk will require new organizations, processes,
infrastructures, and systems or exposure to rules, policies, and guidelines in
new locations or countries. This may also include risks that surfaced from
charting new territories and emerging markets with unknown activities.

Strategic Alignment (12-Months)

Some conditions affect the strategic direction of the Company, while others
impact execution within normal operational or compliance activities.

Control Immaturity (12-Months)

Mitigating controls in place directly and indirectly addressing the identified
risk are assessed based on a framework shown in Figure 5.19. As the level
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of maturity increases, risk becomes more manageable.

Maturity control fraud risk (12-Months)

The rate of susceptibility to fraud could be rated hand-in-hand with the
control immaturity.

Reputational Risk (12-Months)

This factor relates to the negative publicity that the risk may cause, if and
when, it happens.

External Risk Factors or Outside Drivers (12-Months)
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Events or other factors that are outside of the Company’s control, such as
legislation, economy, acts of God, competitors’ actions, consumer desires,
and so on.

Deployed Strategy With Measurable KPIs (5-Years)

Level of maturity of risk management activities and reporting of KPIs.

Contingency Plan in Place (5-Years)

Availability of contingency or crisis management plans in place.

Risk Interaction and Interdependencies (5-Years)

Level of interaction or damage caused to other risks or risk elements.

Management Judgment

Management (Risk Committee) may perceive the risks differently because
of the considerations of the assumptions. This factor gives more flexibility
of the mathematical calculation of the risk rating.

Risk Treatment Plans
From the process standpoint, once all risks have been identified,
synthesized, quantified, and ready to be entered into a complete risk
register, the next step is to assign the Top 25 risks owners who will be
responsible for mitigating those risks. This chapter will discuss developing
the risk treatment plans moving forward.

Identifying the root cause
Logically, the first steps would be to identify the root causes for the
individual risks. The root causes could be one or could be many. If
there are several root causes, then as you develop the plan, try to
identify the top 20 percent of the root causes that would address a
large percentage of the risk. The other root causes that are smaller in
nature are likely not worth the time and effort based on the payback
to be received and will be insignificant.
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Following the identification of the various root causes, the next
step would be to identify and create risk responses. Initially, address
this early on at a very high level. The options are to accept, transfer,
avoid, mitigate, or exploit the risks. For each of the risk statements
that have been identified, the owners need to determine which of the
five responses is appropriate, keeping in mind the financial benefits
of remediating the risk as well as the timeliness involved and the
speed of onset to which the risk is related.

Going a little bit deeper into the definitions of the risk responses,
the first option is reduce/mitigate. Risk mitigation reduces the
probability and/or impact of an adverse risk event to an acceptable
threshold. Taking early action to reduce the probability and impact
of a risk is often more effective than trying to repair the damage
after the risk has occurred. Risk mitigation may require resources
and time, and thus presents a trade-off between doing nothing versus
the cost associated with mitigating the risk completely. The vast
majority of the risk statements will fall in this category—reducing
or mitigating the risk.
Transfer
Transferring risk involves finding another party who is willing to
take responsibility for the risk management and will bear the
liability of the risk, should it occur. The aim is to ensure that the risk
is owned and managed by the party that is best equipped to deal
with it effectively. Risk transfer usually involves payment of a
premium and the cost effectiveness of this must be considered when
deciding whether to adopt a transfer strategy.
Avoid
Risk cannot be avoided by simply removing the cause of the risk or
executing the project in a different way while still aiming to achieve
project objectives. Not all risks can be avoided or eliminated, and
for others, this approach may be too expensive or time consuming.
However, this strategy should be considered early in the process.
Accept the risk
This strategy is adopted when it is not possible or practical to
respond to the risk by the other strategies or when the responses are
not warranted by the importance of the risk. When the risk owners
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decide to accept the risk, they are agreeing to address the risk if and
when it occurs. A contingency plan, work-around plan, and
contingency reserves may be developed for that eventuality.

The above four risk response categories apply to threats. There
are two other categories for risk opportunities.
Risk opportunities versus risk threats
First response strategy is to exploit. The aim of this strategy is to
ensure that the upside is captured. This strategy seeks to eliminate
the uncertainty associated with a particular upside risk by making
the opportunity happen. Exploit is an aggressive response strategy
best reserved for those golden opportunities with high probability
and impacts.

Now, that we have refreshed our memory on the treatment responses,
refer to the sample risk treatment plan in Figure 5.20:

Another sample of a risk treatment plan shown in Figure 5.21 can
certainly be customized but should always have the four primary sections.
The upper left section, which is really the risk topic that will reference the
risk category, also identifies the executive champion. Usually, it is a direct
report of the CEO in small-to-midsize companies. It also identifies the risk
owners, who the people lower in the organization are and who are
responsible for developing and executing the plan. It could be one person,
or it could be several people. It typically would be a vice president or a
business unit leader, someone relatively high in the organization with the
understanding that his or her specific team would be responsible.

Next, identify the risk driver as to whether it is a predominantly short
term, long term, or balanced between the two.

The next section is a rolling four-quarter risk rating trend. That is the
numeric value, which was developed in the previous chapter on heat map
preparation. In this section, you can also include some identifiers such as
the short-term risk impact in terms of dollars, and the long-term risk impact
as a means of percentages with the next item being the rank. The short-term
impacts cash flow, revenue, gross margin, or profit is the dollarization. The
long-term risk impact expressed as a percentage is the estimated impact to
revenue growth percent of the five-year plan as a standard.

This gives a trending view of the direction of the overall risk rating. The
upper right-hand corner section is the KPIs that measures both short-term
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and long-term goals and objectives. These risk indicators can be either
numeric (they generally are numeric) or they may relate to the completion
of a project or other indicators. Once this KPI measurement is reached as a
result of the remediation plans, it means the risk has been largely mitigated.
Therefore, it is important to have KPIs for each risk topic in the register
profile. However, even though the KPI may have been achieved in a given
quarter, it normally does not drop until there has been three successive
quarters with that same trend.

Risk treatment plan

Risk treatment plan template



The Risk Treatment Plan template is a summary used for every risk
profile that has been measured and addressed by management. The purpose
of having a consistent template is to provide a familiarity in reporting and
measuring all the risks for the Board of Directors and the executive team.

However, the detail supporting the summary level can be in any format
the risk owners desire to use to track, identify, analyze, measure, and so on.
The ERM Administrative group generally does not care about what is
behind the detail, only that it is accurate and used consistently from quarter
to quarter by all risk owners.

In the upper left-hand corner of the risk treatment plan is the risk topic
and the category. Normally, it is a very short (one or two sentence)
description. Also, the risk executive champion indicated is normally a direct
report to the CEO and is at the highest level. In this case, the risk owners,
who actually own the risk as well as the people who will be mitigating the
risk and performing the action plans, are also identified. They are usually
the business unit leader or a VP level.

This section also identifies the primary risk driver whether it is a long-
term balanced risk, a short-term balanced risk, or a blended long-
term/short-term balance risk, which we already discussed in the previous
chapter.

The middle section of this template shows a rolling four-quarter history
of the risk rating (usually between 1 and 5), to show a trend of performance.
It also reflects the risk impact from a short-term perspective, particularly
the impact to cash flows revenue, gross margin, or profit.

It also reflects the risk impact from a long-term perspective shown as a
percentage. It is the estimated impact to revenue growth, shown as a
percentage of the five-year strategic plan.

The last item in this section is the ranking of the risk in the risk profile
register. Usually, the company would want to track the Top 25.

The third section in the upper right-hand corner shows the KPIs that are
used to measure the success and the status of each of the risk topics.
Typically, they are broken down into short-term and long-term risk
indicators and are tied to performance goals and objectives of the
employees in their compensation plan.

KPIs are generally numeric ratings that measure a given risk topic. Once
that KPI has been achieved, it is an indication that the risk may have been
mitigated to an acceptable level. The normal practice is for the KPI



measurement to meet the KPI goal for at least three consecutive quarters
thus developing a trend that provides some credibility that the risk has been
effectively mitigated.

The bottom section is dedicated to the high-level root causes and related
action plans. Typically, it is good to identify the risk element root causes by
category in terms of process, people, system, external, and relationship. The
owner would develop the action plans addressing the root causes, or at least
the most important root causes, which yield the biggest impact. The
identified project owner is responsible for the execution of the action plan
and the timeline, specifically the date of expected completion of risk
mitigation and the status against each action plan.

Once again supporting the details of this section can be a series of other
supporting documents whether in Excel, or some project software format.
The format is not important, as long as the documents roll up to the
common treatment plan template used for all the risks. This ensures the
executives are looking at the same information for all the risks and can
develop their own opinion of how well the treatment plan is progressing.

Of course, this is much easier to understand with examples. We will
provide an actual case study in a later chapter toward the end of this book.
Although some of the information will be anonymized, it will be detailed
enough to show how the above can be implemented.

The Top 25 risks will be closely monitored and managed by the owners.
Treatment or mitigation plans are established and revisited every quarter to
determine the effectiveness in managing the risks. Again, the treatment plan
is owned and maintained by the risk owners, not the Risk Administration
Team.

The following requirements will be present in establishing the mitigation
plan:

Root Cause

Conduct a fishbone/3WIs analysis (8D or its equivalent) to uncover the root
causes of the risks.

Risk Response



Risk Response (example shown in Figure 5.22). Management will decide
on how they will react to the risk based on the root causes identified.
Management’s response is based on several assumptions such as threshold
or tolerance and risk appetite. Risk appetite is defined as the amount of risk
exposure, or potential adverse impact from an event, that the organization is
willing to accept/retain. Once the risk appetite threshold has been breached,
risk management treatments (accept, avoid, transfer, or mitigate) and
business controls are implemented to bring the exposure level back within
the accepted range.

Accept

Typically, management accepts the risk (no mitigation plan needed) when
the risk level is within the risk appetite/tolerance. The action required is
only to monitor the risk trend.

Avoid

Eliminate the risk by diversification if not totally getting out of the
situation.

Transfer

Partner with a third party to manage the risk (e.g., insurance where risk of
loss is transferred to the insurance agency when the risk occurs).

Mitigate

Implement measures to reduce or mitigate risks to an acceptable level.



Figure 5.22 Risk response

Remediation Plan

Programs, projects, or controls instituted to manage the risk to an
acceptable level.

Remediation Owner

Person/s, a team who is/are responsible in developing and executing the
treatment plan.

Key Performance Indicator

Event, status, or metric that when met, the remediation plan in place is
deemed to be effective and the risk is mitigated to an acceptable level. It is a
manifestation that the risk was appropriately managed.

Risk Scorecard
The ERM Risk Committee requires that treatments plans be evaluated to
provide assurance that Champions and Risk Owners are implementing
necessary actions and measures in managing the risks identified, assigned to
them. Each risk has its corresponding scorecard. This document is owned
and controlled by the ERM Administration Team. It shows the trend of risk
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rating, KPI achievement, mitigation capability rating, and overall
assessment (see the example of the scorecard template in Figure 5.23).

Risk score card

1 COSO. 2004. Enterprise Risk Management—Integrated Framework, (See:
www.coso.org/documents/Framework%20Reference%20Secured.pdf (accessed January 11, 2022).
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CHAPTER 6

Reporting ERM Results and Status

Once a robust ERM program is established and the infrastructure is in place
including the risk owners being familiar with the ERM terminology and
treatment plans created, it is now time to report the results.

The frequency of the results reporting depends a lot on desires of
executive management, but in general the quarterly reporting frequency is
the most effective. This provides a more real-time reporting of both new
and existing risks (as opposed to semiannual or annual reporting).

It is also good to have one uniform deck prepared for executive
management and one deck prepared for the audit committee of the board of
directors. Those decks will be different, meaning the board will have
probably less detail and may only discuss the top 10 risks, while the
quarterly report to executive management will have more detail, including
all the summary templates discussed thus far in the previous sections. The
score card that consolidates all these will be discussed later in this book.

Quarterly Executive Management Reporting
The quarterly presentation to the executive management (Risk Committee)
generally happens after the risk owners have updated their Treatment Plans
in preparation of the Quarterly Operations Review (QOR). Depending on
the company closing schedules, sometimes the Risk Committee meeting is
held before the QORs allowing the risk owners more time to refine the
actions moving forward during the current quarter.

The quarterly reporting will start at the risk owner level and include a
review in detail of the results for this quarter’s activity for the individual



risk statements assigned to each of these risk owners. As the results are
discussed, the updates to the summary treatment plan are required, which
do not include all the details, but they do have the key elements discussed
earlier. They show which action plans are open/closed and any kind of
slippage in the due dates. Most important is to show the benefits of the
actions taken throughout the past quarter and adjust the quantification for
the remaining residual risk.

The core of the presentation for executive management would typically
have the summary template for each of the Top 25 risks. Any details would
typically not be included but would be available (should there be any
questions from the executive team about the individual status and progress).

This takes place before the Risk Committee formal meeting is held and
would be shortly after the quarter close, once the financial information has
been obtained for the quarter to utilize in the quantification. The Risk
Committee meeting would then be held after all the details have been
reviewed with the action plan owners.

An example of content for the quarterly Risk Committee meetings could
include the following:

Agenda—This will always change from quarter to quarter depending on
changes to the program or time of the business year; however, there should
always be certain content shown at every meeting to keep the consistency
of messaging for executives. It will be easier for the executives to digest the
format and information. The following sample agenda (see Figure 6.1)
includes:



Figure 6.1 Quarterly meeting agenda

Corporate risk trend graph—Another level of reporting that executives
may require is quantifying total risk at the corporate level for the Top 25
risks. An example is shown in Figure 6.2. The upper line (usually in red
color) is the inherent risk score in the absence of mitigating actions. The
lower line (usually in green color) is the residual risk score and the reduced
impact after the effectiveness of mitigation actions.

The goal is to see the gap between those two lines widen, particularly the
Residual Risk Score (green) bottom left hand side downward arrow—to
approach closer to the bottom X-axis.

The trending is usually done for a rolling four quarters, and it is
quantified on the left-hand side Y-axis of the graph.

This can be done one level deeper as shown in Figure 6.3 with a
combination of the residual and inherent lines plus incorporated bar charts.
It is also based on a rolling four-quarter average for each result for the two
lines.

Once again, note that the spread between the inherent risk upper (red)
line and the residual risk lower (green) line indicates management’s
effectiveness at managing the risks. The wider the spread between the two
lines, the more successful remediation plans were implemented. The spread
is also a net impact of new risks and mitigated risks to be able to keep it
consistent. The four quarters of positive trend in the gap between inherent
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and residuals is significantly attributable to better-than-expected
performance in particular areas, but conversely could go the other direction
if risks keep escalating faster than remediation efforts. This chart can be
maintained for the life of the ERM program. In this case it is a three-year
plan, and it includes three years of a historical information. The graph bars
have meaning as described next. The center light shade (yellow) bar
indicates prior quarter’s outstanding risk amount. The most upper darker
gray (green) portion on the bar indicates new risk dollar amounts from
newly identified risks. The bottom dark gray bar represents the managed
risk from prior quarter, and the darker (blue) most bottom bar represents the
managed risk during the current quarter. The light (above “0”—yellow) bar
and the darker gray above bar (green) both represent the amount of risk
from a top level, and the darker gray bar below “0” and dark gray bar on the
most bottom (blue) both represent mitigation against those risks. Note that
the lighter gray bar below “0”, which is managed risks from prior quarters,
gets continuously longer in each quarter because it is a cumulative amount.
That is the only bar that is cumulative. On the top side, the lighter gray
above “0” (yellow) and the top gray (green) bars, which represent the
unmanaged risk, are shorter, indicating that the level of remediation is
higher than current unmanaged risks. This is the whole intent of the ERM
program.

Corporate risk trend (top 25 ERM risks)



Figure 6.3 Corporate risk trend (four-quarter rolling average rating of
top 25 short-term risks)

This was a difficult graph to initially explain to the audience but was
effective once that was accomplished. Although the previous chart with just
the two lines is somewhat easier to read and could be preferred by some
teams, this more complex chart will continuously monitor and report more
detail of historical efforts against the Top 25 risk profile.

Heat map—As previously discussed, the heat map includes the Top 25
risks and shows the trend in the current results, and how it compares to the
previous quarter. It will have the balanced view of short-term and long-term
implications. The 25 risks are categorized into three tiers to avoid major
conversation of what is actually #1 versus #2, and so on. Tier 1 risks are the
Top 5, which need immediate attention regardless of how they are
physically ranked. Similarly, Tier 2 includes the next five risks with the
next highest level of priority. Lastly, Category Tier 3 are the next 15 risks to
round out the Top 25. The heat map typically is one of the front lead-in
slides so the audience can see the big picture of the risk profile for the
quarter.

Summary of Change
A summary of the change from the last quarter to the current quarter of the
Top 25 risk profiles is better shared by inserting a chart showing a
description of substantial key changes to reduce the reading required by the
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audience. Figure 6.5 shows an example of the change in ranking this quarter
versus last quarter, and the narrative of key conditions that supported the
increase or decrease in rating.

Of course, any new risks that are added that quarter would be mentioned
here as well.

Web Graphs
There are different ways of reporting the status of the risk profile, but
experience found that the web diagram is very useful, where all 25 risks can
be positioned around the web diagram. An example is shown in Figure 6.6.
There can be additional charts as shown in Figures 6.7 and 6.8:

Heat map
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•

•

•

Top 10 risk updates

The first graph (Figure 6.6) would typically show the actual for last
quarter (Q3) versus current quarter (Q4) based on the numeric risk
rating. The improvements will be reflected with a green (lighter
gray) shade and conversely, red (darker gray) for the areas that are
actually getting worse. Within certain parameters, highlights can be
called out for any of the Top 25 on the chart to be able to get a high-
level view causing the change.
The second graph (Figure 6.7) can show predicted ratings. The CEO
may desire to see a predicted risk rating for the next quarter’s risk
topic based on what the risk owners know at this point in the action
plans, mitigation, and so on.
The third graph (Figure 6.8) can then logically show a comparison
of actuals for the quarter compared to what was predicted for that
same quarter three months ago. Including this prediction gives a
CEO and an executive management a feel for how close the risk
owners are to the details and what type of progress has been made
and is actively worked on, risk statement or not. They all expect
some remediation to take place over a quarter. This would be a
leading indicator if there’s a concern that the risk might actually
increase the next quarter and therefore it may get the adequate
attention of the executives and may require them to be more
proactive to try to determine what can be done to prevent this
predicted higher risk rating from happening.
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To better illustrate what the web graph looks like with both green-
positive (lighter gray) changes and red-negative (darker gray) changes in a
risk profile. Refer to Figure 6.9.

Comparative Heat Maps Side by Side

Another method of showing progress quarter over quarter is to have a heat
map trend as illustrated in Figure 6.10. It shows, for example, the last four
risk heat maps side-by-side with short-term, long-term, and balanced risks.
There is no indication or detail of the risk topics, but the purpose is to be
able to visually see whether there continues to be a high concentration in
the upper right-hand corner (the critical—red-darker gray—colored area),
or are the associated risks gradually moving down and to the left, which
indicates a good progress in mitigation of those risks. It is a good visual
approach to track the overall Top 25 risk profiles. While this chart is
extremely useful, it only has value shown once per the fiscal year. On a
quarterly basis, the shifts may not be as obvious. Hence, showing this
comparison heat map for the last four years really depends on the company
requirements.

ERM top 25 residual risk performance Q4 (vs actual for Q3)
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Figure 6.8

ERM top 25 residual risk performance Q4 (versus predicted
for Q4)

ERM top 25 residual risk performance Q4 (versus predicted
in Q1)
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Figure 6.10

ERM top 25 residual risk performance Q3 (versus predicted
Q3)

Risk heat map trend

The quarterly reporting for the ERM program usually remains the same
even for the annual reporting as well. Generally, there is not much
difference other than being able to show longer trends and the direction of
the overall effectiveness of the ERM program.

For every risk in the Top 25 profile, a company should have two
templates. One is the summary risk treatment plan and the other shows the
performance of the risk treatment plan.

Residual Risk Performance
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The residual risk performance reporting process is illustrated in Figure 6.11.
This process is developed to set expectations of risk management

performance for risk owners and to help the risk committee gauge the
effectiveness of the overall ERM program. The Risk Performance Report is
one level above the actual Treatment Plan and discusses the performance of
the action plans.

The individual Risk Treatment Plan (template shown in Figure 6.12) that
we discussed earlier centers around the accountability for key performance
indicators (KPIs) for quantification, root causes, high-level plan timelines
and owners.

The template for the individual Risk Performance Report is illustrated in
Figure 6.13. The individual Risk Performance Report shows the trend
against predicted scores, the achievement of the risk KPI for the last four
quarters, a percentage of completion for the action plans that were due, and
a description of the current quarter risk score trend.

ERM residual risk performance
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Figure 6.13

Risk treatment template

Risk performance report template

The Risk Performance Report template shows the last four quarters of
activity based on actual risk score in the gray (blue) line against the
predictive risk score in the dotted black line. It is the explanation of the
difference between actual and predictive risk scores and will also show the
ranking and the dollar impact moving from quarter to quarter. It has a
section that discusses the action plan status. The risk treatment plan
contained many action items assigned to different people with specific due
dates. Those are summarized in the performance report. It will show the



action plans due in the quarter, action plans completed during the quarter,
and action plans delayed or with a due date extension during the quarter.

This next section of performance is called KPI achievement and as
mentioned earlier, everyone must develop a statistic that is measurable.
Once the actual performance reaches KPI statistic for that risk topic, there is
a view that the risk is mitigated to an acceptable amount. However, that KPI
must be met continuously for at least three quarters to ensure it is a trend
and not just an anomaly or one-off situation.

Immediately below the KPI is the achievement and the related percentage
as to whether it was met. The right-hand side at the bottom shows the
overall actions completed. A pie chart was added to be able to visually see
how many of the action plans (what percentage of the action plans) were
due and how many were completed. In this case, it was 60 percent, which is
a relatively good sign. Twenty percent of the action plans shown in dark
gray was not due and not started. The light gray shows that 10 percent of
the action were not due but were started. Lastly, the lightest gray (red)
shows that 10 percent of the action plans were due but are delayed. So,
hopefully the green (lighter gray) bar or the number of completions, shows
a substantially higher percentage than the others.

Frequency of Risk Statements
As a result of the bottom-up risk assessment, there may be a large
population of interviewees/respondents who report topics with a very high
frequency. Although the risk may not be extremely high when it is actually
quantified, the topic was brought forward by so many respondents that it is
perceived to be a risk. Those must still be addressed to eliminate
perceptions of a real risk, otherwise, the respondents might lose confidence
level in the executive team and the ERM Administrative group if that just
continues to be a frequently brought up subject.

It is good to show the Top 15–25 risks and compare the frequency of the
risks to determine whether they improved or got worse versus previous
year, as well as to be able to see how well the most frequent reported risks
are trending. See Figure 6.14.

One of the main other items in the normal quarterly Risk Committee
meeting is to show whether two or three risk elements tend to standout



more than others. Having a larger positive change than expected or a
change in the negative direction would automatically invite those risk
owners to the risk committee meeting and present some detail around those
elements in the Treatment Plan. This is beneficial because it will help risk
owners understand the visibility of the ERM program and the type of
questions committee members may ask. Additionally, it gives the Risk
Committee members a chance to meet and converse with the typical risk
owners.

After the Risk Committee meeting is held, and all updates, questions, and
answers from the committee meeting are incorporated, a final deck will be
developed for the Top 25 risks and all of the other supporting templates that
would support the risk topics at the lower level. Those decks will then be
archived as the formal results of the quarter for future reference.

This latest deck with the refinements must be turned around very quickly
and given to the executive leadership team, who are typically the direct
report of the CEO. They would in turn disseminate to their risk owners for
the risk topics under their umbrella.

Risk owners will then incorporate refined information for presentation in
the Quarterly Operations Reviews (QORs). The QORs are held with the
CEO and executive management, and sometimes includes the extended
leadership team. The QORs are normally used to discuss financial results,
pipeline, operational issues and concerns, and also the Risk Treatment Plans
for the applicable risk statements.

While the QORs are taking place, the ERM Administrative Team will
begin preparing the deck for the board meeting. Decks for the board
meetings will be much higher level. There could be six or eight key
presentation slides with several slides in the appendix. Sometimes
Treatment Plans or Performance Cards for selected risks might be in the
appendix. But first and foremost, make sure the audit committee sees a
similar type of reporting quarter-over-quarter to get used to the terminology
and the slides for preview before the board meeting.



Figure 6.14 Risk frequency comparison in subsequent years
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CHAPTER 7

Structure and Responsibilities

The reporting structure of ERM varies substantially by industry, company
size, and business model. Figure 7.1 shows a summary of common
practices of a risk committee created in 2017 by the Corporate Executive
Board Company (CEB), acquired by Gartner from a survey for “state of the
risk function.” This survey connected with 158 companies.

Larger companies will frequently have a separate team that reports
directly to the CEO or the Board of Directors and works in parallel with
other functions such as internal audit and legal teams. The following survey
results indicate that 23 percent of the companies had a board-level
committee that focused on the risk management program. While there was
no company size indicated, it is a fair assumption that these companies are
generally over US$10 Billion in revenue. The more frequent arrangement
within Fortune 1000 companies includes the responsibility of risk
management vested with the audit committee of the board. About 60
percent of the surveyed companies reported this type of structure. Deeper
within the organization there typically is an ERM function that is embedded
into finance, legal, or internal audit functions and reports results to an
executive-level (C-Suite) risk committee. About 53 percent of the surveyed
companies reported this type of structure. Yet other companies have an
executive-level risk committee that focuses on other compliance and risk
activities, not just ERM. About 33 percent fall into this category. As one
delves into the organization, 39 percent of the respondents stated that they
have business-level committees that manage risks and report upward to
executive levels and committees. This seems to be a fairly common practice
when a traditional ERM function is in place and utilizes the results from the
business-level committees. Fewer companies focus only on region-level or
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project-level committees for programs that most likely have a higher level
of risks, whether it is geographical or companies whose revenue comes
from very large projects. This book will discuss more of the transitional
programs where an ERM program may exist and is facilitated by a function
within the company (Finance, Legal, and Internal Audit) and reports results
to the Audit Committee.

Common practices on risk committees

Overall Program Structure and Set Up
This book will illustrate the normal make up of a structure and then focus in
more detail on the ERM Administrative Team and the Risk Committee
members. Figure 7.2 shows the overall responsibilities of the Board of
Directors, Risk Committee, Executive Leadership, Business Unit
Management, and ERM Administrative Team.

The Board of Directors have continued to gain over time more and more
responsibility for the company’s risks. Company must look not only at
internal management and executive management, but also the board
members who have the strategy in mind and must ensure the company has
appropriate risk planning to accommodate successes to avoid failures in
strategic decisions. The reporting of risk updates was historically generally
intended for the Audit Committee only, but more recently it is starting to
include the full Board of Directors.
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Before discussing the ERM Administrative Team and the Risk
Committee member responsibilities in more detail, let us view a pyramid of
a normal ERM Infrastructure that is generally adaptable to any type and
size of an organization (see Figure 7.3). As one can see by looking at this
pyramid, it is clear that the number of employees involved in ERM program
can be quite large for the Top 25 risks. Experience has shown that the entire
pyramid could include close to 100 employees who create and manage the
Risk Treatment Plans. Despite that, the benefits far outweigh the resources
and time commitment of the company.

ERM Administrative Team and Responsibilities
The Head of Internal Audit

The Head of Internal Audit is responsible for maintaining the ERM
Framework. Annual review of this process documentation will be
performed. Any changes will be reviewed and approved by the Enterprise
Risk Committee.

Roles and responsibilities of key ERM



Figure 7.3 ERM infrastructure

ERM Implementation Team

ERM Implementation Team—composed of the ERM Administrator, ERM
Manager/s, and ERM program facilitator/s. This team is responsible for
implementing the ERM program of the Company, ensuring that the
framework is followed in the identification, mitigation, management, and
monitoring of risks and opportunities.

ERM Administrator

ERM Administrator—the Head of Audit acts as the ERM administrator and
Chairman of the risk committee meetings. The ERM Administrator
facilitates the compliance to this program by working closely with the risk
owners and the Enterprise Risk Committee.

Enterprise Risk Committee

Enterprise Risk Committee—reviews the quarterly update to the risk
register and the treatment plans. The committee is the ultimate owner and
has primary responsible in implementing the treatment plans.

Champion



Champion—Risk Committee members who are responsible for identifying,
assessing, reporting, and managing risks.

Risk Owners

Risk Owners—also known as assignees, identified by the Enterprise Risk
Committee members or Champions to monitor and manage the risks to
resolution. Risk Owners assist the Champion in monitoring the trend of the
risks, updating the risk exposure, and putting together treatment plans to
mitigate the risks.

ERM Respondents

ERM Respondents—management individuals representing different areas
and departments in the company who participate in the ERM exercise
(bottom-up risk assessment).

ERM Committee
The ERM Committee Charter (the “Charter”) codifies a company’s
approach to identifying, measuring, managing, reporting, and controlling
risk. It documents sound practices to help ensure that risk is managed and
measured in an effective and consistent manner across a company and
describes the key elements of the Framework, including the main roles and
responsibilities. The Charter also sets the basis of a company’s risk culture.

The Executive Leadership Team (ELT) of a company must establish a
corporate risk governance process to assist in the management of major
risks that are inherent to a company providing reasonable assurance of
achieving a company’s key objectives.

The ERM Committee is formed by the ELT as the core committee in
administering a company’s ERM Framework (the “Framework”). The ERM
Committee is responsible for establishing and maintaining a comprehensive
Risk Management System for identifying, assessing, and managing risk
with reasonable assurance of achieving objectives in a rapidly growing
organization and changing competitive environment. The Committee serves
as the umbrella for a company’s various subcommittees supporting



management in measuring and managing a company’s aggregate risk profile
and supporting a company’s strategic plans in creating and protecting long-
term shareholder value. These subcommittees are formed as part of its ERM
Framework to ensure adequate risk measurement and management of a
company’s exposure to risk. These committees are jointly responsible for
ensuring adequate risk measurement and management in their respective
areas of authority. These committees may include: Executive Product and
Safety Risk Committee, Investment Committee, and the Information
Security Risk Committee.

Responsibilities of ERM Committee Members

The ERM Risk Committee is administered by the Head of Internal Audit
executive (Chief Audit Executive, “CAE”) and consists of various
executive-level managers of the Company and meets quarterly. The CAE
reports functionally to the Audit Committee and administratively to the
CFO and provides overall leadership, vision, and direction for a company’s
ERM Framework. The CAE is responsible for the oversight of a company’s
risk governance processes to ensure alignment with leading practices.

The CEO and Board of Directors are responsible for oversight of a
company’s corporate risk governance process. The Board of Directors is
actively involved in oversight of risks that could affect a company. This
oversight is conducted primarily through committees of the Board, in
particular the Audit Committee. Enterprise risk management is the primary
responsibility of each function or service within a company.

The ERM Committee shall review, at least annually, the committee’s
charter and recommend any proposed changes.

Review at least quarterly the major risk exposures of a company and its
business units, including strategic, operations, compliance, and financial
reporting risks.

ERM is a part of every process and practice at every level. Risk owners
are accountable to manage the risks. ELT should ensure that risk mitigation
activities are successful in safeguarding assets, compliance and
environmental standards are maintained, legal and regulatory obligations
are met, as well as reinforcement of a company’s mission, vision, and
values.

Risk Owners are accountable to manage the risks.



The Committee’s responsibility in this regard is one of oversight and
review. Oversight function shall include:

Review of the ERM Framework and procedures for identifying,
assessing, controlling, measuring, monitoring, and reporting risk
exposure.

Discuss policy or process changes with respect to managing risks
including, where appropriate, limits or guidelines reflecting the
Company’s risk appetite and tolerance in particular areas.

Discuss processes by which the Audit Committee is informed of
matters reviewed and discussed by the Committee that also bear on
the risks within the mandate of the Audit Committee, recognizing
that the Audit Committee has primary responsibility for reviewing
and discussing matters relating to the financial reporting and legal
compliance components of compliance risk.

Risk Committee Charter

For an ERM program to be effective, the Risk Committee should be
governed by a Charter, which codifies a company’s approach to identifying,
measuring, managing, reporting, and controlling risk. It documents sound
practices to help ensure that risk is managed and measured in an effective
and consistent manner across a company and describes the key elements of
the framework, including the main roles and responsibilities. The Charter
also sets the basis of a company’s risk culture.

Membership of the Risk Committee

Members: The Committee shall be comprised of the following members of
the executive management:

Chief Executive Officer
Chief Financial Officer
Chief Marketing Officer
Chief Operating Officer
General Counsel
President, Business Unit



Communications
VP, Corporate Strategy and Business Development
Senior Director Global Audit

Appointment and Removal: The members of the Committee are
appointed and removed by the CEO.

Meetings

The Committee shall meet quarterly with the ERM facilitator (CAE) to
discuss current status, results of any current assessments, the enterprisewide
risk profile, and progress on risk mitigation and monitoring activities.

Quorum—at least half of the committee members must be present.

Reporting

Resolutions of the Committee will be reported as follows:

Executive Management quarterly (full version)
Audit Committee quarterly (condensed version)
Board of Directors quarterly (highly condensed version)

Processes and Controls

Risk Tolerance Guidance

It is the objective of a company not to incur any operational loss or damage
to its reputation. For that purpose, a company must put policies, procedures,
and systems in place to mitigate the impact and/or probability of occurrence
of the risk inherent to its activities adopting a cost/ benefit approach.

The risk appetite statement frames the risks the company should accept,
the risks it should avoid, and the strategic, financial, compliance, and
operating parameters within which the organization should operate, and
seeks a balance between value creation and value protection.

Risk Management Framework



The Framework is a set of integrated processes, tools, and mitigation
strategies that assist a company in managing and measuring risks consistent
with COSO’s Enterprise Risk Management—Integrated Framework.

The Framework supports a company’s Senior Management in the
alignment of business and risk management goals and provides a
foundation, which enables a consistent approach to risk across the
organization. Furthermore, the Framework aims at establishing a common
understanding of risk and risk management, promoting consistent
application of techniques, and capture of relevant data.
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CHAPTER 8

Emerging and Unknown Risks

Emerging risk (in simple terms) are those that are new and foreseen that a
company simply have not yet contemplated. These are risks that should be
on a company’s radar and management needs to be concerned about in the
present day and over the next year. Emerging risks potential for harming a
company or losses are not yet fully known. An effective ERM program
requires a certain amount of attention to identifying these emerging risks.
Most ERM programs historically just shuffled around the known “knowns,”
and then pushed them around on the heat map leaving the executives and
committee directors asking: “Well, can you tell me something that I don’t
know?”

Emerging risks can be identified in multiple different ways. See Figure
8.1 that has been published by the World Economic Forum (WEF) after
surveying approximately 350 senior risk analysts.

It tracks and discusses risks in five overall categories following an 18-
month view of the post-COVID world. While some of these will be relevant
within the next 12 months, others will only be relevant over the next three
to five years. And others may not surface until 10 years from now, but they
are certainly all on the horizon.

Let’s explore the five categories as shown in Figure 8.1:

Economic category is hinged around a prolonged recession economic
fallout due to job loss and reduced spending across the world, coupled
with a supply chain shortage.
Social category is having the possibility of another COVID-19
outbreak or different variants from such, despite the global efforts to



Figure 8.1

3.

4.

5.

flatten the curve of infections with vaccinations and normal health
protocol. Continued variants could become a new normal.

World Economic Forum: 18-month view of a post-COVID
world

Source: The World Economic Forum (WEF) survey of 347 senior risk analysts.

Geopolitical category impacts our world today with further
restrictions on trade as well as travel movements throughout the world.
Those restrictions are unpredictable and are already changing regularly
and are inconsistent through various regions of the world.
Technological category indicates an increased dependence on digital
tools, which has enabled a wide-scale remote working for business. But
for many more without this option, the accelerated adoption of digital
tools stays hindered rather than helped.
Environmental category discusses how COVID-19 has potentially
halted progress on climate actions. Risk analyst also estimate a severe
bounce-back effort on the environment could happen as economies
reboot. The publication has extensive detail of which risks are expected
to happen sooner than later, although all of them need to be on every
ERM programs list of considerations.
When do the respondents’ forecast risks that will become a critical
threat to the world? Some extracted information directly from this



Figure 8.2

publication can clearly be utilized in the foreseeable future and
probably well into the future.

Short-term risks (0–2 years)—(see Figure 8.2) are referred to as Clear
and Present Danger and are the risks a company must address immediately
or prepare instantly.

About 58 percent of the WEF survey respondents obviously view
infectious diseases as a livelihood crisis—which is not surprising in the
context of COVID-19 pandemic. The top two risks identified by the most
respondents are societal-oriented in general.

The other risk identified in the excess of 50 percent relates to extreme
weather events, which seem to be happening more frequently in the last
decade.

The next risk topics range from 35 to 40 percent and include cyber
security, digital inequality, prolonged stagnation, terrorist attacks, youth
disillusionment, social cohesion erosion, and human environmental
damage.

Medium-term risks (3–5 years) are referred to as Knock-on Effects,
meaning medium-term risks described as having a potential impact in three
to five years—as shown in Figure 8.3.

WEF clear and present dangers



Figure 8.3 WEF medium-term risks

Most relate to technology and are unpredictable with respect to the time
when they will occur, but some are already being experienced. The
remaining risks include interstate-relations fracture, interstate conflict, and
resource geopoliticalization. There was not much visibility and attention
given to these categories until the pandemic in 2019. The pandemic has
created such a global impact much of which will remain around forever.
Hence, the question is—“What is the speed of onset for this category?” One
may think that looking at three-to-five years may be too far out for some of
these topics; however, it is the perfect time to integrate emerging risk
mindset within the ERM management teams.

Longer term risks from 5 to 10 years: The third category is referred to
as Existential Threats shown in Figure 8.4.

The geopolitical risks rank the highest, with large concerns about
weapons of mass destruction, state collapse, and multilateralism collapse.

These risks are followed by environmental concerns, such as biodiversity
loss, natural resource crisis, and climate change action failure. It also
includes an economic topic or risk they call industry collapse. These last
three are in the 5-to-10-year range, and they all build upon each other.

In summary, in the zero-to-two-year timeframe there are more societal
type of risks especially due to COVID-19 and lifestyle changes around the
pandemic. It creates an economic issue, and ultimately, it should revert
more to some of the geopolitical and environmental-type risks.

Considering the WEF study and the forecast, emerging risks are more
important to consider now than the short-term risks or even medium-term



Figure 8.4

risks. They will affect every strategy of every company in the world. This
continues to add pressure to the board of directors and to the audit
committee members. Any company should be expecting the board of
directors to start asking questions around these inherent risks, such as:

Is there anything that’s not on the list that management is truly
concerned about yet not really brought forward, even as a long shot or
a black swan? And how do these possibly impact the interrelationships
among the relevant risks?

Another question to ask and the board will certainly want to know if they
are being advised timely of any changes in the company risk profile, is
“What is the process that we have in place to identify emerging risks? How
much attention is management putting on response plans or treatment plans
for these emerging risks?”

WEF existential threats

The last question to be asked by the board: “Is the board adequately
looking at the changes in the business environment and ensuring that these
assumptions and impacts are being built into the corporate strategy?”

These are the items that the ERM team should have in front and center of
each of the core reporting to the board of directors.

The WEF certainly is not the only source. There are many other sources
that are shown in Figure 8.5.



Figure 8.5

It is helpful to convert all these information sources to something more
applicable to a company’s specific industry. An example is in Figure 8.6—
COVID-19 Potential Industry Impact.

Another good source of reviewing and thinking about emerging risks
comes from North Carolina State University. They have listed a six-step
process in trying to identify the unknowns and emerging risks, as shown in
Figure 8.7—Identifying the Unknowns.

First step—identify what concerns others by leveraging surveys and
studies. Possible sources were stated previously.

Second step—proactively address and reduce internal biases, the process
is designed to ensure the efforts are viewed throughout a company, versus
just in isolated pockets, which could prevent even considering some of the
risks.

External sources of risk



Figure 8.6

Figure 8.7

COVID-19 potential industry impact

Identifying unknowns

Third step—push the leaders to look externally. Sometimes leaders are
confined by a “siloed vision” and only look within their company,
processes, or their customers and don’t pay attention to the changes that
could take place affecting others. “The others” are not only within their
company but look at what happens to the rest of the world and other
companies.



Fourth step—identify and challenge big assumptions used in strategy
setting. There are usually many different assumptions used when
developing a company’s strategy. Most strategies are generally longer term
but also require short-term elements. To review and assess the various
scenarios that are made when setting the strategy, a company needs to look
for those anomalies that are underlying unusual points/events that must
happen.

Fifth step—help everyone in the company think about long-term horizon,
the 5–10 years span. This was just discussed in the WEF’s emerging risks in
the zero to two years; three to five years; and 5–10-year categories. It is
important to get executives to take all these into a consideration and look at
the other trends and predictions such as mega trends from MIT Sloan
shown in Figure 8.8.

Sixth and last step—evaluate the mistakes of others. This is always a
favorite approach in looking at the news and watching competitors. It does
not even have to be in your same industry to see what is happening to them
that has dramatically altered their strategic direction or their reputation.
Many of these risks touch every company across almost every industry.

The mega trends in Figure 8.8 and noted in Step 5 are shown as follows.
Megatrends are macroeconomic and geostrategic forces that are shaping the
world. They are factual and often backed by verifiable data. By definition,
they are big and include some of society’s biggest challenges—and
opportunities.

Consider building these mega trend concepts into your ERM terminology
and focus specifically on the emerging risks. In some cases, it might be
helpful to have a separate risk list for emerging risks. That really depends
on the culture, the organization and the executive leadership team.
Preferably, these should be built into the mainstream ERM program,
knowing likelihood may be small, but repercussions could be extremely
high.

Figure 8.9 shows an example of an update provided to ELT on a quarterly
basis.



Figure 8.8

Figure 8.9

Megatrends to watch

External/Emerging risk updates

Just a few other sources can be used to find external surveys for
emerging risks are to look at competitors’ 10K filings. Just to name some of
the available resources—North Carolina State University, Protiviti
executive perspectives, Corporate Executive Board (now known as Gartner)
Core Emerging Risk Report, AON Global Risk Management Survey, PwC
Annual Globe CEO Survey, and NAVEX Global Top Ten Risk and
Compliance Trends. There are many, many more but these are the sources
that were well connected with companies we worked with in the past. We
have used all of them to monitor and assess report focused on change that



could affect the way business operates considering emerging risk, micro-
economic risks in megatrends. They provide an external perspective of risks
that can be used to assess completeness of a risk universe.
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CHAPTER 9

Competitor and Industry Public
Information

It is a good practice to review the 10K reports for your competitors at least
annually to see what risk factors they are considering. These are very useful
even though they may be vague or just of an emerging nature.

The robustness of each company’s ERM program varies, and some may
be more helpful than others. However, publishing risk factors in a financial
reporting requirement should be included and comprehensive. Figure 9.1
shows an example of the annual review for the semiconductor industry.

Usually, an analysis was performed of the risk factors for at least 10
competitors of various sized and geographical footprint. It was noted that
there was a total of 67 different risk topics just among the 10 competitors.
The risk factors were captured from all the competitors in an Excel
worksheet as shown in Figure 9.2, including the column headings across the
top for all the competitors as well as our company. Just to point out that
most of this information is publicly available and accessible and needs to be
considered.

As the 10K risk factors are compared, there will, of course, be some
differences. ERM team just needs to highlight in red those where the
competitors have a stronger dialogue, especially if such risk is not in a
company risk register. Conversely, where we found a risk topic that is in a
company’s risk register and not in those of other companies it may
represent an opportunity to exploit a risk to our company benefit.

Different types of analysis can be performed of the competitors’ 10K risk
factors when compared to a company. There is also the benefit of reading



Figure 9.1

and digesting the competitors risk topics to see if a company ERM team
could or should further modify the risk statements.

Risk comparison against competitor 10K risk factors



Figure 9.2

Figure 9.3

Sample register of competitor 10K risk factor comparison

Competitor 10K risk factor comparison

OceanofPDF.com

https://oceanofpdf.com/


CHAPTER 10

Monitoring Risk Events to Stock
Price Changes

Correlation, Not Cause
Another analysis that can help show the effectiveness of the ERM program
is by documenting major share price changes in relation to events occurred
around the same time (as shown in Figure 10.1). This is not to say that these
events caused the price to change but could potentially show some
correlation to the subject matter. The events that are recorded are not just
events that are related only to a company, but rather impacting the overall
market or industry, or events that relate to competitors such as mergers and
acquisitions or bankruptcies. Some of the events that happen during the
same time of stock price changes and should be recorded in risk profile
register are major marketing and sales campaigns and as noted—all joint
ventures and acquisitions. Again, this is not suggesting that this type of
analysis is going to explain the movement in stock price, but it does give
executive leadership team some insights how the current events and topics
that may potentially impact the company financials. Clearly, some core
acquisitions will likely impact a company strategy and such analysis is of
particular interest to the Investor Relations team.



Figure 10.1 Example stock price analysis
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CHAPTER 11

PESTLE Analysis Method

Some risks are extremely difficult to assess, especially if they are external
to a company, or if there are “macro” type influences on your company
(such as environmental, economic, geopolitical, societal, etc.). One way to
help define these risks is to consider using the PESTLE analysis method.
The PESTLE analysis has many uses and helps a company to determine its
strategy. It considers all various influential (and often local) factors that can
affect a company’s products—regulatory, child labor, acts of nature, and
other unique types, which certainly are not within the control of a company
and its leadership. It is broadly used by many companies such as those
shown in Figure 11.1.

There are six categories of the PESTLE process (see Figure 11.2):

Political risks,
Economic risks,
Social Cultural risks,
Technological risks,
Legal risks, and
Environmental risks.

As you continue to perform your risk assessment process, just think back
about two years and remember the impact of certain risks that happened
(such as COVID-19 pandemic or conflict in Ukraine) and presented
companies with unexpected issues. All supply chain activities were hit hard,
which subsequently rippled into sales. It became clear that most current
supply chains were not “built” to adjust to such events. The dependency of
companies on other countries became even more obvious, especially when



Figure 11.1

Figure 11.2

it comes to logistics, materials/components, and production—such as China
(rare earth minerals, manufacturing), Taiwan (components), Ukraine (neon,
wheat), just to name few examples. Most companies scrambled to alter their
supply chain model in order to survive.

PESTLE analysis—across the globe

PESTLE analysis model

We will go through each one of the PESTLE risk categories in more
detail as follows:

Political risks: One can certainly understand how supply chain and third-
party risks became a major factor for a company. There are many
geopolitical factors surrounding these previously mentioned examples,
which suggest that the global political landscape is extremely volatile in
both countries with emerging economy as well as in countries with more



established economies. There have been many examples of this, such as
Brexit. The economic nationalism in the United States and the rise of
populism throughout Europe have contributed to a dramatic political risk.
As a result, the geopolitical factors by definition of the current day events
create exposed risks to a company.

The globalization of markets and companies has ramped up the need to
ensure there is a seamless and cost-efficient relationship with supply chain
vendors. Most global companies have a footprint that covers most of the
world, whether it is sales or supply chain to support the sales. There are
many factors related to political risks, such as the instability of the political
environment, where the change of leadership can shift the direction of a
country’s future and relationships with other countries. In many countries,
there are also many levels of corruption in bureaucracy. And of course, the
freedom of speech and press and the rule of law dramatically differs across
the globe, which means that companies have to understand the local
regulations and what drives the political behavior of a country and adjust
the strategy accordingly.

Also, within the political area is the vast regulation and deregulation over
many industries that are constantly changing. As a result of some of the
changes, the impact on international trade, tariffs, and taxes (that impact not
only the cost of a company’s product but also their ability or inability to
meet on-time deliveries) can be significant. The amount of legislation that
has been developed over the last decade or so—to protect the environment,
workers, and consumers—has increased 10-fold and requires companies to
adapt.

In conclusion, all of these factors require a company to be proactive in
the risk management process. This does not apply only to current products
and relationships, but also to those that are strategic for the company’s
future. These are the key areas in both short term and particularly long term
for a company to be able to achieve their growth and profit targets. The
PESTLE analysis can facilitate such proactive work and assist in making
strategic decisions in the best interest of a company.

Economic risks: There are many economic factors such as working
capital flow needed to develop the business capabilities, and also the
consumption and production that is required for business success, both
current as well as future to ensure a profitability in the long term.



There are several ways governments can influence the countries’
economic factors, and come primarily through taxation and tax laws, as
well as managing interest rates. Interest rates, foreign exchange rates, taxes,
and even inflation and recession, as well as the changes in demand can
create substantial risk to companies. Interest rates, for example, particularly
have a relevance for companies that have interest-bearing assets and the
risks really arrive from that as interest rates fluctuate. Most companies must
establish lines of credit and basic loans to be able to meet the cash flow
needs of their business strategy.

Exchange rates also have a direct impact on what a company must pay its
international vendors. Most exchange rates are very volatile and can be
volatile even over a very short period of time, which can change all the
rules related to importing and exporting goods and services.

Social risks: Societal risks not only affect present day but also impact
future business, especially for companies intending to expand into new
markets. Within this category, there are several demographic factors that
need to be taken into consideration from the diversity of the people
(including income and education base, as well as their gender and
background), and the frequency for which they depend on immigration. The
population growth and patterns of births and deaths are also important
factors, as well as the age distribution reduces the population of workers to
contribute to countries’ economies and ultimately provide workforce for a
company.

Societal risks also include personal beliefs such as religion. There are
many followers of major religions who are driven by a tremendous
influence of their religious leaders. There are also other types of beliefs
such as local mythologies that influence behavior. These are potential risks
that one just does not normally think about until they actually start doing a
PESTLE analysis. While they seem to be a little bit benign in severity, they
can become very significant very quickly.

Technology risks: Every company needs to anticipate changes especially
when it comes to future technologies, as they will affect a company from
both an operational standpoint as well as from a product development
standpoint. Some of the most important technological factors gaining rapid
attention today include cyberattacks, data theft and fraud, personally
identifiable information fraud, and so on. On a positive note, some
technologies such as artificial intelligence, machine learning, and natural



language processing create a new era of more efficient information
gathering and processing to influence business decisions. Risks then
become relative to accuracy and timeliness of information and the
decisions.

Many of the technology risks can be very disruptive. For example, the
changes in technology had changed the music and entertainment industry
dramatically, from the types of media the music was distributed on to online
streaming today. Service organizations had to adapt their business models.
For example, a group of service providers replaced the taxis in many cities.
These changes happened fairly rapidly and offered more efficiency. Many
taxi companies did not anticipate this shift and found themselves to be in a
very dismal financial situation.

Some changes have longer acceptance period before such innovations are
beginning to be accepted. For example, blockchain and cryptocurrency have
been around for several years, but it was not until some of the major
companies, such as Google and Tesla, started to buy cryptocurrencies and in
the process boosted the technology behind the blockchain.

Other examples include self-driving and electric cars. When you think
about those innovations, there is a certain number of legal risks that can
amount exponentially. Supplying batteries for hybrid or electric cars or
supplying batteries for solar power backups have indeed changed many
companies’ or country’s technology focus, but they all represent certain
level of financial risk that will ultimately impact a company’s strategic
risks.

Environmental risks: These types of risks are becoming even more
important, especially in the context of global warming and climate change.
With the numbers of wildfires, tsunamis, earthquakes, volcanic eruptions,
and so on, there is likely to be another dramatic impact on supply chain
efficiency. While natural disasters are becoming more frequent and are
undeniably a result of climate change, the climate change alone is often
underestimated because of the perception of “long time” required for the
climate to change. However, when these events happen, they have a major
catastrophic impact on all facets of business. The impact of floods in
Thailand on hard drive industry in 2011 was historical. The pandemic over
the last two years affected freight transport, customs at the import harbors,
and so on, and continue to breed a layer of risk at all levels and all steps of a
company’s business model.



The good news is that since there are now more environmental concerns
than before, regulations to protect the environment are becoming much
stronger though in many cases they also create legal liabilities. While
companies may take advantage of the few areas where the regulations are
still relaxed, but ultimately doing so presents high reputational risk to a
company.

Another topic within this category is the renewable materials, whether
there is excess supply or restricted supply, and supply versus demand. Oil
shortage has also created a great range of financial risks for organizations.
The cost of transport has gone up dramatically to the extent that companies
are required to absorb some of the higher freight cost and cannot always
push all those additional cost onto consumers. Even if they are able to do
so, the price increases generally lag the risks that are currently happening
and could lag for two or more years before they are able to increase the
prices to offset some of these more environmental or economical type of
risks. Surcharges are becoming a common practice for many companies to
counteract the cost increase in the short term. For some companies, it may
be too late.

Legal risks: The PESTLE approach can be used very effectively
especially in assessing those risks that relate to external influence and
actions that are not within the control of a company and touch heavily on
the geopolitical risks as well. This type of analysis is used by many Fortune
1000 companies, not only to assess the risks but also to help them
understand new markets that they intend to start servicing. All the local
laws and regulations, and economic conditions, can be very expensive if not
recognized and anticipated in the very early expansion planning stage and
incorporated into the business model.
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CHAPTER 12

Porter’s Five Force Analysis

When you think of an ERM program, one of the primary factors is to ensure
that the risk profile related to the strategic elements of an
organization/company are specifically assessed. As discussed earlier, the
primary cause of business failures is typically the failure to identify and
remediate strategic-oriented risks. Failures related to strategic elements
were the root cause in around 86 percent of the companies whose
capitalization reduced more than 50 percent during tested time period. The
other elements were much lesser factor for a company’s demise and
generally related to compliance, financial reporting, and operational
activities. Let us therefore focus on the strategic elements critical for a
company to succeed.

Some of the key strategic elements include decline in core product
demand, undiversified risk, and failure to identify price bubbles, poor
acquisition target or merger integration, failure to expand alternative
revenue sources, competitor infringement on core market, margin pressure,
and senior management turnover. Those were the key strategic elements
identified in publicly available information that drove the demise of leading
200 companies where the market cap fell by more than 50 percent.
Therefore, since these strategic failures are the most frequent decline
drivers, an ERM program must focus heavily on strategic elements in
addition to the operational compliance and financial elements.

Most companies will have 5-to-10-year strategic plans that they are
working toward. This plan gets updated every year to include the changes in
many elements, either external or within the company. Resources within the
company, which include people, systems, infrastructure, capital assets,
manufacturing equipment, and so on, are major components of the strategic
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direction. While they are all integral parts of the strategic direction, they
must meld into the strategic direction of a company’s business model, the
product line, the product mix, the target market, or the customers and the
geographic area that a company wishes to serve and may also include other
types of activities.

How does a company develop strategic direction over a 5-to-10-year
period? There are many sources that help companies to develop it.
However, the most helpful from an ERM perspective (when the ERM
Administrative Team looks at strategic versus other types of elements in the
risk profile) are:

PESTLE analysis (already mentioned in the previous chapter), which
is used by many companies.
Porter’s Five Forces analysis—an analytical tool, which has been
utilized in many companies as it is a little bit easier to adapt to an ERM
assessment. It is a very well-acknowledged model. See the following
Figure 12.1.

The primary publication that introduced this style of analysis was written
by Michael Porter in the book Competitive Strategy: Techniques for
Analyzing Industries and Competitors. The first edition of this book was
published in 1980. This analysis model has also been widely used in
particular to analyze industry structure of a company, as well as its
corporate strategy.

This analysis helps to explain why various industries can generate
different levels of profitability and under which types of conditions. The
book identifies five specific forces that play a major part (with some
caveats of course) about shaping the industry and the market on a global
basis. The five forces are generally used to measure the intensity of the
competition, the profitability of the industry or market, as well as a general
overall attractiveness in that market.



Figure 12.1

Figure 12.2

Porter’s five forces

Porter’s five forces analysis—across all industries

While both Porter’s Five Forces and PESTLE analysis models can be
used to improve competitive positions, Porter’s Five Forces helps to digest
and understand where the balance of power lies related to your competition,
while PESTLE talks more about the various macro environmental factors
that affect not only the entire industry and your competitors but also your
organization/company. Both are similar in nature but provide slightly
different angles. There are many companies that have successfully used
Porter’s Five Forces, some of which are shown in the Figure 12.2.

The Porter’s Five Forces include Threat of New Entrants, Power of
Buyers, Threat of Substitute, Power of Suppliers, and Competitive



Figure 12.3

Rivalry as shown in Figure 12.3, and will be discussed in more detail.
Threat of New Entrants: Assessing the risks of a company is going to

need to address threats related to new entrants. They must have a thorough
understanding of the competitors’ primary purpose (such as gaining market
share, etc.). Most of the time, gaining market share is the primary focus.
The success in entering any particular market depends on the barriers of
entry present in that market. The larger or higher the barriers of entry for
new entrants, the smaller the risk is for the “established” companies.
Conversely, when the barriers of entry are low, the risk of new entrants is
much higher for the incumbents.

Porter’s five forces

When we think about the level of difficulty to enter a market, there are
several categories used to describe the barriers of entry. One is economies
of scale; two is high customer loyalty or brand loyalty; three is the size of
capital requirements; four, the need for cumulative experience; five
would be government policies and regulations; and six would be the
distribution channel access. All of these play a very important role in
entering a new market. There are other barriers of entry that apply or would
apply to a specific industry and a company (e.g., freedom to operate related
to applicable technology and patent coverage, and others).

The threat of new entrants is not only just a short-term risk but it also
applies more to the middle-term or longer term type of risks. While a
company cannot predict when new competitors will enter a market, it
usually takes a formidable competitor and a substantial amount of time to
enter a market. Therefore, to assess the risks related to the threat of new
entrants, one must assess the likelihood of such events to happen. Industry



changes such as mergers and acquisitions, as well as divestitures and
bankruptcies can trigger such events. An organization/company must be
able to react relatively quickly to new entrants to the market. Whether an
organization/company has that capability is another question, and further
amplifies the risk of new entrants.

Bargaining Power of Suppliers: To assess how much strength and
balance of power suppliers have over an organization/company, the supply
chain must be analyzed. Do they have the high potential of raising prices
without a notice? Do they have the ability to reduce or increase their
supply? Do they have the ability to manipulate or manage their product
availability?

The COVID-19 pandemic has shown a prime example of the bargaining
power of suppliers as well as the bargaining power of companies. The
bargaining power of suppliers stemmed from knowing they have a product
that your company needs, knowing whether a comparable quality product
may be readily available elsewhere, or if a product is not available
anywhere. They played their upper hand in the cases where they are the sole
source supplier of products and parts that a company needs. Note, we did
not say single source—we said sole source. Single source means that a
company has several suppliers to choose from and decides to select a single
supplier to gain more purchasing power based on quantity. A sole source
means there is virtually no other option and a company must purchase from
that supplier, and because the supplier knows it, they can manipulate the
price, quantity, and availability.

Bargaining Power of Buyers: This power is established at two levels. A
manufacturer must buy raw materials or components from its suppliers to
build products, therefore a manufacturer is the buyer. A customer is buying
the final product from a manufacturer, and therefore the customer is the
buyer. The basic philosophy works the same regardless of the position a
company is in—either a manufacturer or a customer. In both scenarios,
buyers can put pressure on the suppliers. The buyers have a lot of power if
there are few of them in total and when there are many alternative suppliers
from whom to buy. This is particularly true when it is easy for the buyers to
switch from one supplier to another. But the buying power is very low when
the buyers buy in small dollar amounts and particularly when the supplier’s
product is quite different from that of other competitive suppliers.



Therefore, when assessing the bargaining power of both suppliers and
buyers, analyze the risk of having applicable types of dependencies, or
balance of power, or lack of power, whether from your supply chain or from
your customers. This will help in determining whether the company can
absorb these types of situations and if its margins can absorb the negative
impacts.

Threat of Substitute Products: Customers have the option of deciding
how they want to purchase their products. Most competitive products are
generally available from multiple suppliers and with relatively small
differentiation in quality or functionality. This gives customers the ability to
consider alternatives beyond their established suppliers. Products may serve
a similar purpose and may just have different branding, different
components, or even multiple uses. Being able to assess the risk of your
company related to substitute products means one must understand the type
of products, and whether each of the products are considered a commodity.
It all makes a world of difference on the inherent risks as well as residual
risks for your company.

Rivalry Among Existing Competitors: The next step is to assess your
competitors’ landscape including the number and strengths of your
competitors. A company needs to identify how many competitors would be
considered its rivals, and if the quality of their products and services is
comparable to a company’s products and services.

Where the competition is most intense, the competing companies will
typically attempt to attract customers by launching high-impact marketing
campaigns and may also aggressively cut down prices. However, in doing
so they can make it easy for suppliers and buyers to go elsewhere if they
feel that they are being pressured or squeezed for a margin or are not
receiving a competitive deal from these competing companies. Conversely,
where competition is low, and not many companies offer what a company
does, then a company is likely to have more power as well as stronger
margins.

In summary, it is important to remember the difference between the
elements being reviewed using the PESTLE model and the Porter’s Five
Forces model. The PESTLE model will generally deal with factors that are
more temporary in nature, such as industry growth rates, government
interventions, and technological innovations. The Porter’s Five Forces are



more permanent parts of an industry’s structure. However, both these forms
of modeling are effective when trying to assess enterprise risks.
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CHAPTER 13

The Three Lines of Defense (3LoD)

Most companies have multiple types of audit activities that take place
throughout the organization. Examples could include quality control,
supplier audits, distributor audits, process improvement functions,
environmental testing, security audits, systems intrusion testing, and many
others. All of these are generally performed by independent groups
primarily to:

comply with contractual terms and conditions;
create more reliable products;
comply with regulatory requirements;
create more efficient and effective processes; and
address other risk elements.

Typically, these groups are not cross-functional in nature, nor are there
any synergies gained from their efforts. The primary common characteristic
is that they are addressing risks of an organization. Does it make sense to
have all these separate functions working relentlessly in silos to improve the
company’s performance without realizing or recognizing any synergies?
This question brings us to our next topic—Three Lines of Defense (3LoD)
model. The 3LoD model has been around for many years and was initially
created by the military and later adapted in sporting events. After years of
its existence in different “applications,” the 3LoD was formalized for
business purpose as the 3LoD model developed in 2008–2010 by the
Federation of European Risk Management Associations (FERMA) and the
European Confederation of Institutes of Internal Auditing (ECIIA) as a
guidance for the 8th EU Directive stating in Section 41, 2b: “[...] the audit



committee shall, inter alia: monitor the effectiveness of the company’s
internal control, internal audit where applicable, and risk management
systems […].”

While this definition is relatively vague, it has been a basis from which
organizations and companies have structured their governance model. See
the 3LoD model shown in Figure 13.1.

It seems only logical that the 3LoD activities should also be deeply
engaged into the risk management function at all levels.

After the initial introduction of 3LoD, it is now time to share why we
brought up the 3LoD topic in the first place. Let’s consider a situation
where a company CFO and CEO needed to respond to the organizations
within their company that were experiencing audit fatigue. This fatigue was
ostensibly being caused by the Internal Audit Department conducting an
excessive number of audits in a very uncoordinated manner. These
organizations claimed that there were overlapping audits, duplicative audits,
surprise audits, audits lacking follow up, and so on. From a company’s
Chief Audit Executive point of view, it became obvious that the main
reason for this was a wide misconception as to “who” the auditors were
conducting all of these audits, because the company audit plan had only
four audits spread out over the year.

The next mission then was to dig deeper to understand the sources of
these allegations against the company’s Chief Audit Executive function.
After just a few conversations, it became abundantly clear that the sources
of these audits were both internal and external to the company, and the vast
majority were not from the Global Internal Audit function. After the
reasons for the allegations were clarified, the company created the 3LoD
model, as seen in Figure 13.2. This illustration was used to introduce the
concept to the company’s CFO and CEO, prior to requesting cooperation
from other company’s organizations to embark on the formal 3LoD
program roll out.

A summary of the 3LoD elements is discussed as follows.
First Line of Defense includes the frontline activities that are conducted

by the day-to-day operations, such as the direct labor (for example) in a
manufacturing company. This level is really about the people and culture
built into the primary functions of a company.

Second Line of Defense includes the group that monitors activities and
mitigates risks related to real-time functions. Examples could include



Figure 13.1

Figure 13.2
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committees assigned to particular job functions resulting in the end product,
or risk monitoring activities performed on periodic and ongoing intervals.
Other forms of this line of defense are shown as follows:

The three lines of defense model

Three lines of defense applied to an actual company

Creation of Policies and Procedures;
Oversight by Financial Controllers;
Stage Gate Reviews;
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Financial Cycle Reviews;
Deal Reviews;
Risk Management oversight enforced through Key Performance
Indicators and quality defined in the First Line of Defense.

Third Line of Defense includes the highest level of monitoring and
reporting of risks and performance. This level of coverage is best illustrated
by the efforts of a company’s Internal Audit team, with oversight from the
Audit Committee of the Board. Some views also include as a Line of
Defense the external auditors of public companies. However, they along
with external regulators may be better described as the fourth line of
defense. But for the purposes of this book, we will only discuss those lines
of defense that are “internal” to a company.

The next step is to refresh the problem statement to the broader executive
team and present the purpose and benefits of the project. Some preparatory
work must be done to assess the breadth of the audit activities for the recent
12-month period. As a primer, the following diagram (Figure 13.3) can be
tailored to relate specifically to a company business model including the
volume of hours by audit activity.

Prior to discussing the details of the company’s specific project, here is
an overview of the 3LoD structure and the general description of the
departments for this specific project.

The First Line of Defense
There were two areas within the first line of defense, which monitored the
ongoing quality in real time and generally consisted of about 3,000 man-
hours. The two groups were mostly production-line driven and shown as
quality and direct labor. Neither of these groups performed an actual
manufacturing process but were involved in testing to ensure there were no
major deviations on the production line at key points of the process.



Figure 13.3 Details of the three lines of defense activities

The Second Line of Defense
The second line of defense consisted primarily of four focus areas.
Supplier audits, which were performed by the Supply Chain Department,
were around 6,000 man-hours per year. The ISO process compliance
organization devoted about 1,400 hours of audit activity. The
Environmental Health and Safety or EH&S devoted about 8,000 audit
hours and as well, they also had some ISO process compliance a little over
200 hours. The Finance Department had its internal staff that devoted about
150 hours to conducting continuous improvement. And lastly, the second
line of defense was about 11,500 hours for Sarbanes–Oxley (SOX)
compliance.

The Third Line of Defense
This section included audits conducted by the company’s Internal Audit
Department as well as a parent Company Internal Audit Department (in this
example project, a company belongs to a group of companies with a parent
company representative in a company’s Board of Director). The audits that
were conducted during this period accumulated to about 6,000 hours.



Figure 13.4

Overall, of the total 36,150 audit hours reported, the first line of defense
included 3,000 plus hours; second line of defense contributed a little over
27,000 hours; and third line of defense around 6,000 hours. This gives a
relative feel for the audit hours dedicated to these 3LoD and the respective
hours in this particular company. This relative portion spread among the
3LoDs may or may not be representative to other companies and should not
be used as a benchmark. Some functions, such as Operations, were included
both first line and second line of defense audit hours but were reported
separately for this purpose.

The key takeaways from the overall project are shown in Figure 13.4.
This provides a glimpse of the end results and will help to understand the
relations while reading the remaining sections of this chapter.

Lines of defense—key takeaways

Project
The project began with the Overview and Objectives as shown in Figure
13.5.



Figure 13.5 Overview and objectives of three lines of defense

Another element that was captured for these 3LoD audit hours were
related to whether the audit hours were required (compliance oriented) or
discretionary (based on internal performance need). Figure 13.6 shows the
total hours by function and a breakdown of required versus discretionary.

Nearly all of the Operations Department hours and the third line of
defense Internal Audit Department hours were viewed as discretionary.
Although one could view the Internal Audit hours might be required
(compliance oriented), the audit team viewed it as discretionary for this
project because it was not fulfilling any particular legal regulatory
compliance commitment.

Actual to FTE Count
The next step was to analyze the auditor efforts and efficiency for the year
in each of these areas. The team had the audit hours reported (as you
remember) of 36,150 (Figure 13.6). The next step was to compare that to
the actual full-time equivalent (FTE) of employees who worked in those



Figure 13.6

Figure 13.7

particular departments that were assigned to this audit activity (see Figure
13.7).

Audit hours

Audit-specific FTE reported

The reported actual audit hours worked being the planning and field work
only, which came back to the 36,150 hours. The audit team made an
assumption that each of these employees would also incur roughly 20
percent administrative time for training, holidays, vacation, and so on.
Multiplying the full number of employees assigned to these audit functions
(40 per above) by 2,080 hours per year equaled the total number of hours
(83,200) that had to be accounted for, related to all the employees who were
assigned in each of these audit areas.



As the team layered in the actual hours devoted specifically to the tasks,
it generated a comparison of the total 83,200 devoted headcount hours to
the 36,150 actual hours devoted specifically to auditing. See the following
Figure 13.8.

The results indicated that there was a substantial amount of efficiency
opportunity particularly in the Operations Department. Less than 50 percent
of the Operations Department employee’s hours were fully dedicated to
their direct audit function activities. Obviously, they were doing many other
things, perhaps following up on audit comments, possibly helping to design
processes for the mitigation of the issues and reporting. However, those
activities were not captured and most likely would not consume nearly that
much time.

One would typically expect an audit department to have a model
distribution of at least 70 percent allocated to audit planning and field work
hours. The other remaining elements would include the 20 percent
administration and 10 percent miscellaneous activities. If that allocation is
compared to the functions noted, then Operations has more than 50 percent
of the employees doing miscellaneous activities. Human Resources (EH&S)
was roughly 25 percent absorbed by these more miscellaneous activities.

Just to emphasize the assumptions used, the audit team interviewed
department heads in all departments in all functions, and the full head count
numbers that came from the organization charts and confirmed those to be
fully dedicated employees to the audit activities. They used the actual hours
and reported them for field work and planning of audits. Then the audit
team just plugged in the 20 percent administration.

The bigger picture assessment of the 45,000 hours did not account for
any efficiency opportunities in audit planning and field work, which can
represent significant man-hours.



Figure 13.8 Auditor efficiency analysis

ERM Matching
As mentioned earlier, the audit team already implemented the ERM
program and had a Top 25 enterprisewide risks that the company would be
remediating.

Those 45,000 hours noted earlier should ideally be allocated to larger
risks of the company. Figure 13.9 shows the annual audit hours that were
attached to auditing the Top 25 risks.

As you can see, only six of the Top 25 risks had any audit hours applied
to them. Most of the audit hours applied really came from the Internal Audit
Department on the Top 3. The audit team excluded the required audit
activities primarily found in the EH&S and finance for SOX as they must
be done anyway, regardless of whether they have a risk that falls in the Top
25 or not. Hence, this analysis was only composed of discretionary audit
hours.

The only notable number of discretionary hours from the 3LoD audit
activities related to risk number 16, the product design quality. So what
happened to the other 19 risks, which received zero emphasis from the
various audit subdepartments throughout the 3LoD within the company?

This indicated that there was a massive mismatch between available
discretionary audit hours in the 3LoD against the largest risks of the
organization.



Figure 13.9

With a total of 45,000 hours in the 3LoD, one would expect a higher
number of those hours to be devoted particularly to the Top 10 risks, or
preferable to the Top 5 risks. However, that was not the case in this
particular company, which created a very inefficient use of precious audit
resources to address the important risks of the company.

Methodologies
Another element of reviewing the audit activity for all 3LoD was to assess
the methodologies and see if there were inconsistencies between the various
audit functions or between team members who have the same function or
by location. This would help to understand how structured the audit
activities were.

Audit hours by ERM risk

The audit team noted that the most hours attributed to audit activities
were Quality Management Systems (QMS) Function Quality Management
Group, Operations Group, Quality Team and Procurement Supplier Audits.
Figure 13.10 shows the results of the review, which are explained in more
depth later.

The audit team looked at the planning fieldwork reporting and validation
metrics and found that the programs were generally unstructured and
inconsistent. There were some fragmented approaches by region. There was



not an overview of the overall audit plan to determine if it was addressing
the right areas of concern of management.

The methodologies of audit announcements, clearing recommendations
or action plans, conducting the fieldwork, use of checklist versus a more in-
depth process reviews, and reporting of issues was much different as well.
Most reporting did not go outside of their internal department, and very few
were escalated to the executive team of the organization.

None of the 3LoD functions, except Internal Audit, had a validation of
their work by use of metrics.

It became obvious that there were a lot of methodology issues that would
create more efficiency if they were similar in nature. There was not even a
tracking of all audit comments by all of the groups.

The next step was to work with all these audit functions to come up with
the number of audit comments that were open (not addressed by auditees)
as well as those that were closed throughout the year. Each of the functions
had their own methodology of rating audit comments as high, medium, or
low as to importance in risk, with differing definitions of the ratings. There
was not a consistent application of those ratings to ensure that auditees or
business management were putting remediation time in the right place to
correct the higher impact management action plans, which was another
imbalance in the inefficiency of the organization team members.

The audit team pulled this information together (shown in Figure 13.11)
of all the 3LoD audit activities or audit functions, which collectively had
1,508 audit comments for the year. Only 51 comments were ranked as a
high-risk exposure to the organization, with 607 at a medium-risk rank, and
850 ranked as low risk.

Looking at the higher risk column of the 51 that were reported, 31 (or 61
percent) came from the Global Audit Department. Generally, the smallest
department identified the largest number of risks. Within the medium
category, the biggest contributor was the supplier audits and the quality
audits performed by direct labor on the manufacture line, and the ISO
process compliance. Most of the 850 low ratings came from supplier audits,
ISO process, and the direct labor quality auditors. Only 99 came from the
Global Audit Department.



Figure 13.10

Figure 13.11

Audit methodology assessment

Overview of the open and closed comments

Looking at the lines more closely, you can tell that the Global Audit
Department had a stronger focus on higher risk areas. Thirty-one (or 30
percent) of the audit comments by Internal Audit Department were in a
high-risk category, with a higher percentage in medium and a much lower
percentage in low. This is more like the expected distribution if the
organization was employing risk-based methodology through all lines of
defense audit activities.



It was obvious that the ISO process compliance, supplier quality, and the
direct labor quality were only finding issues that were of very low risk to
the company by their definition. Keep in mind those that are the same three
groups that represent over 50 percent of the discretionary audit hours. The
obvious theme that was starting to generate.

Prior to obtaining all the open/close comments in the three risk
categories, the audit team only had to make the methodology consistent on
defining high-, medium-, and low risk to the company. They worked with
each of these 3LoD audit functions and developed a common methodology
to assign the risk of each of the comments that they currently had, open and
closed. This made sure that the audit team looked at the comparison of all
the closed and open comments with a consistent application of impact and
likelihood.

The next step was touching a very sensitive area. The intention was to
consider realigning the reporting of the second line of defense into the
Global Audit Department. Based on peer group companies, the trend has
been to integrate the second and third lines of defense, where possible,
either as an execution agent or an oversight function. See the following
Figure 13.12 showing the trend.

After assessing all of the information and data in all of the interviews, the
audit team developed a next steps proposal to the Executive Team. In
Figure 13.13 you see the overview of the proposal, which includes
primarily the problem statement and the ultimate proposal of where the
team needed to reach at some point in time.



Figure 13.12

Figure 13.13

Internal audit direction—company comparison

3LoD next steps

The problem statement confirmed where the concerns were at the very
beginning. There were a lot of audit activities taking place globally in the
cross-functional organizations. There was audit fatigue, a highly inefficient
utilization of audit resources, and a lack of any kind of level of objectivity
or independence—people were auditing their own function. A large
preponderance of the man-hours of auditing were actually applied to low-
risk audit topics of the company. The audit comments that were identified
were reportedly tracked and remained open for a very long period of time.
There continued to be confusion of which organization was conducting
which audits.

In the next section, you’ll see the story pulled together as how the audit
team brought this to the next level.

Some of the recommendations that are shown in the next few pages will
require moving the second line of defense auditors into the third line of
defense audit group and could raise some conversation about whether or not
the line between second and third was being blurred specifically from an
accountability standpoint and independence. Additionally, there were a lot
of nonaudit-oriented people who were conducting second line of defense,
which would stay intact. Only those who were conducting actual physical
audits with recommendations in assessing risk would be folded under the
larger umbrella of Global Internal Audit, the third line of defense. It is very
important to clarify that to make sure everyone understands that, the audit
team considered the value of independence and objectivity in this process,
which would ultimately give much better efficiency and end results.



Figure 13.14

1.

2.

As you see in Figure 13.14—Lines of Defense Strategy—Opportunities,
the audit team had to identify and express the opportunities it saw to the
Executive Team, CEO and his staff, as to why this made sense to consider.
Normally, management teams are very protective of their own employees
and the teams they have built within their group to improve their own
quality in a more siloed effect. It was a difficult conversation to have with
all the executives to convince them of the value-add brought to the
organization.

The audit team focused on four different elements that would improve
the overall program:

Lines of defense strategy—opportunities

Objectivity and Independence: By consolidating the second line of
defense auditors into one group, the auditors would no longer be
auditing the processes owned by their boss or own team members. That
would create a stronger effectiveness and reporting of issues and bring
more transparency of the concerns that were mentioned.
Efficiency: As time progressed, there would be the ability to shift
resources from the subcross-functional groups to other teams to address
higher level risks. Prior to that, of course, there would be a fair amount
of training that would take place including both business and auditing
training. From an efficiency perspective, this would create far more
transparency over the utilization of the audit hours, particularly the



3.

4.

discretionary hours, which is the group of hours that is not well defined
and also the largest percentage of the full-time employees doing these
audits. It would give the audit team the ability to better align all the
discretionary audit hours to the ERM Top 25 risks, which are the risks
that really need the attention. Also, there would be the opportunity to
gain synergies related to the cost of maintaining these departments.
There currently were several management-level positions that would
ultimately be able to be eliminated along with travel costs. Also
duplicate costs currently required to maintain each group would be
eliminated. And lastly under efficiency, it would just simply eliminate
the administrative burden of coordinating 20+ contributors to the
current 3LoD program.
Methodology: All of these various audit groups would need to be fully
aligned on how they conduct audits, how they assess risks, how they
determine exceptions, and the value of those exceptions before
recommendations are made in each of the various categories of risk
exposure. It would improve the ability to incorporate the new ISO 9001
standard, which requires that the ISO work be risk-based, which is a
change in that methodology.
Reporting: Management action plans with audit comments would be
much easier to resolve and follow-up activities easier to monitor.
Reporting would also improve the planning process. There would be an
update of quarterly plans sent out to all appropriate personnel to be able
to minimize audit fatigue. And the audit team could schedule all audits
centrally for all 3LoD in the organization.
Also under Reporting, the team would remove the confusion from
everyone as to the source of individual audits being conducted. There
would be one person to contact who manages the entire audit plan.

And lastly, under Reporting, all the tracking and reporting activities
would be placed under a common system to gain efficiency and
accuracy.

Those were the four major elements of support to accept and implement
this program.

The next Figure 13.15 shows a timeline of what it would take to pull this
program together under one reporting structure. It certainly would not
happen immediately and would most likely take two to three quarters to be



fully implemented. Most of the benefits would be incurred after at least
three quarters and maybe even four quarters. It is a very involved process,
and a lot of planning would need to take place before starting the
implementation.

Of course, it is always good when you are selling a project or a program
to have a quick win to show as an example. Therefore, the audit team
overlapped the internal audit work, particularly in the SOX program, and
the budget hours for the Quality Management Team related to the budget
hours for SOX in the Finance Team (see Figure 13.16).

As the team looked at the overlap over a three-year period, it was clear in
just this one isolated comparison that there could be close to 1,200 man-
hours reduction identified over three years. That would eliminate 64 QMS
audits that would be consolidated into other audits, 42 of their audits could
be coordinated with Internal Audit Department, thereby reducing
stakeholders’ interaction. And there were 39 audits that QMS was doing
that really supported the Sarbanes–Oxley or the SOX function. Those could
be completely eliminated since there is a robust SOX program in place.
This excludes the time devoted to the audits by the auditees and
management, which would drive the savings much higher. By just
comparing that one isolated area, it was clear that a lot of audits could be
eliminated or consolidated, and many hours reduced between these two
audit groups.

After presenting the objectives and the opportunities and the timeline and
the quick win, the audit team proposed three different options for the
Executive Team to consider.
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Figure 13.16

Next year objectives

QMS audit reduction evaluation

The first option which was Internal Audit’s preferred option (ReOrg) is
shown in Figure 13.17.

This preferred option would be to conduct a reorganization. Even that
could be defined with two possible options: one would be to simply create a
second line of defense audit group organization, and the second would be to
have the second line of defense audit groups report into the existing third
line of defense Global Internal Audit function. This option gave the
management an alternate direction if they did not want to go with the
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Global Internal Audit as the owner, but at least consolidate all second line
of defense activities into one group.

This level of reorganization would gain nearly all the benefits discussed
from establishing independence between the audit groups and the business
functions; the ability to deploy staff cross-functionally; providing a stronger
coordination of a companywide audit schedule for improved alignment; a
more simplified process for communication and reporting; and lastly, allow
audits to focus on companywide ERM risks.

There were not many negatives associated with this recommendation
other than perhaps some challenges of separating or carving out these
employees from the business. There could potentially be some
misalignment of strategies and risks if they did not report to the Global
Internal Audit Department. But all in all, either of the options including
reorganization would be an improvement.

The second proposal (No Change) (digital copy—in green) in Figure
13.18 was to basically keep the organization as it is with no change.

Three lines of defense—beyond



Figure 13.18 Three lines of defense—beyond

To implement a common program throughout all of the individual second
lines of defense groups mean there would be a common language and more
consistent communications. It might help to an extent the audit fatigue if
there were overlapping consideration of audits, and certainly could increase
the effectiveness and efficiency of the programs in general. This
recommendation or proposal was presented as a compromise. There would
still be a continued lack of long-term strategy or vision for the 3LoD
program. It would continue to have duplication of cross-functional hours
and administrative efforts, and the output and reconciliation of management
audit comments would tend to lag. While there would be benefits to this
option, it certainly would not maximize the process.

The third option (Abandon) (orange where available) shown in Figure
13.19, which was the least desirable, was to simply abandon the notion of
the 3LoD related to the auditors conducting the work within their
organization.

There were some benefits at least bringing forward awareness if there
could be some consistency of audit scheduling put in place, reduce audit
fatigue, and maybe continuity in reporting issues through remediation. But
the overall planning of audits to help address the primary company risks
from the ERM program would be minimal. This option was by far the least
beneficial of all the three proposals, but nonetheless an option. This option
was the least intrusive to organizations and an option, should management



Figure 13.19

not have an appetite to bring forward such a sweeping change to the
program.

What happened? As we all know, timing is everything. There was no
immediate decision by executives as to which direction a company would
go. There were some underlying changes coming up within the organization
and business models that would impact any kind of structural change that
would be taken over the next six months.

However, the audit team immediately implemented several of the
recommendations to remove audit fatigue and do some centralization of
reporting of the audit plan accumulating at each quarter and avoiding
overlaps and duplication. They also incorporated a semiconsistent
methodology of high-, medium-, low-risk ratings and facilitated the
reporting to executives of this open management action plans to help get the
remediation closed timelier.

Three lines of defense—beyond

As time moved forward, there were some major changes of the company
and some changes to the second line of defense reporting structure. It was a
very positive project. Management chose to follow in the “compromise
proposal” option due to the other surrounding circumstances. But
nonetheless, this was a great exercise and each of the organizations
specifically addressed inefficiencies. Particularly, the Operations
Department addressed the 25,000 discretionary efficiency-oriented type
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audit hours that could not be pegged to any real risk and gained some
internal cost efficiencies within their organization as well.

It did create a lot of positive changes, but it did not get to the full desired
level of benefit expected when all audit activities would be highly
centralized under the third line of defense or at least centralized under a
second line of defense department head.

This project inspired other teams thought out the organization to
reconsider their approach to addressing company risks. One executive
leader asked the audit team to conduct a management assessment of the
standalone department that conducted and managed the Process
Improvement Program, which was viewed as a second line of defense
function in addressing risks. When issues surfaced in the day-to-day
operations in any organization or function, the related group owning the
issue engaged the Process Improvement Program group to facilitate this
exercise in a very structured manner. The Process Improvement Program
utilized the Eight Disciplines approach that was very similar to those more
well-known process improvement programs, such as the Kaizen, Six Sigma,
or Total Quality Management (TQM).

The Eight Discipline methodology referred to as 8D is a methodology
used to assist and identify corrective actions for issues that surface. See
Figure 13.20.

The picture of the 8D program shows the beauty in that it never changes
regardless of the process being assessed. This program is very similar to
other similar process improvement programs. Key elements are discussed
as follows:

The first discipline is to create a cross-functional team that fits right
into the ability to make sure problems are corrected where most
issues tend to fail—specifically, interdepartmental changes versus
intradepartmental activities.
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Disciplines (8D) process

The second discipline is to describe the problem statement, which
can be a challenge as participants prefer to jump immediately to the
corrective action steps.
The third discipline is to contain the current situation.
The fourth discipline is to identify and verify the root causes, which
is where you ask the “why” question five times.
The fifth discipline is to identify and verify corrective action.
The sixth discipline is to implement permanent corrective action.
The seventh discipline is to prevent recurrence and add
globalization.
The eighth is to congratulate the team and close with the customer.

Some specific examples of issues where this technique is applied
frequently relate to product and material or equipment, business process
breakdowns, field failures, reliability problems, customer-escalated
complaints, safety events, financial reporting accuracy, and environmental
and nonconformity problems. These action items are pulled together to



address very specific and considerably important issues. It was always the
CEO’s first go-to direction if an issue surfaced, “Conduct an 8D.”

This 8D group was embedded in the quality control function in the
Operations Group and was devoted specifically to these projects. To assess
the effectiveness of the 8D program, it was tracked for a couple of quarters
and then brought the activities into the 3LoD project modifications
explained earlier, because it is somewhat consistent with tracking
management action plans.

Figure 13.21 shows the takeaways after the initial review of the process
around the 8D program. These are action items that were created together to
address very specific and significant issues.

The audit team found that not all organizations in the company
consistently logged their 8D projects in the primary repository. This created
difficulties in tracking the status and the completion of the companywide
8Ds. There were logical reasons for some projects not to be logged in to the
central system, such as those that related to legal items where there is
attorney–client privilege, key finance strategy items including tax
forecasting, and certain IT projects. However, there was also clearly a lack
of user awareness of the requirement to log all identified 8Ds into the
common system.



Figure 13.21 8D takeaways

The policy related to 8D was primarily geared for operations in the
beginning phases of the program, but as it was expanded to other
organizations, it was never updated to include corporate or other owners. It
did prescribe a timeline for completing downstream issues in 90 days and
upstream issues in 30 days, which continued to stay in place for all projects.

The system did not escalate delays at the various stages of the 8D, nor
was any executive management reporting done more frequently than once a
year and only with limited detail. There were some periodic meetings of
downstream quality committees, but very limited, and there were
opportunities to possibly bring this into a second line of defense from a
process improvement element.

The audit team worked behind the scenes with the Quality Department on
pulling together a more structured approach of consolidating all the 8D
projects and reporting of such on a periodic regular cadence. As they
modified this reporting and implemented some of the process changes, the
team looked at the status of the 8Ds that were currently open in the
repository. Eighty-six percent of the 8Ds were past due overall, and 51
percent of the 8Ds were greater than 90 days past due. This indicated that a



Figure 13.22

substantial amount of work took place but got stalled in the process (see
Figure 13.22).

Figure 13.22 shows a couple of pie charts. The pie chart on the left-hand
side is the static image of the projects at the beginning of the review. The
pie chart on the right-hand side shows the status of the same projects two
months after the results were highlighted to executive management for the
first time. In the beginning there were 82 percent of the projects delayed. A
total of 80 were over 90 days past due, with 17 over one year past due. A lot
of these projects were substantially overdue while only 27 were on
schedule. After monitoring and implementing the new procedures, and
reporting to executives, the change in just two months was very positive.
While still high, 69 percent was still overdue, while the number of open
tracks fell from 127 to 107. While this was a positive sign, it would take a
few months to get all the projects caught up.

Figure 13.23 shows the status of the eight steps in the program for the
open projects discussed earlier.

8D aging overview



Figure 13.23 8D aging—additional analysis

Once the cleanup is done and the new procedures are consistently
followed, this becomes a very useful part of the second line of defense in
managing the risks. The point to this section is that it should be an area that
is built into the second line of defense in the quality function. It does relate
to identified global cross-functional issues, many of which will relate to
higher risk elements within an organization.

However, it is so often that without proper supervision and moderation
that these programs will fail to produce 100 percent because people stopped
a bit early before completion. They accomplished a couple of quick wins,
then just move forward. They never knew whether same improvement was
experienced once applied globally.

It is all about asking many why questions, testing solutions, making sure
it is robust, incorporating new ideas and learnings from the process, and
finally, making sure it is implemented globally.
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CHAPTER 14

Creating and Implementing an
ERM Program

Implementing an ERM program in a company can be relatively easy, to
nearly impossible. It all depends on various factors, which include the type
of industry, the size of the organization, the business model, the
geographical footprint, the level of regulations that a company is managed
by or monitored by, the culture of the organization, and the resources used
to create and implement the program. This chapter will focus on the initial
selling of the new ERM program to obtain ELT and Board of Director
support and approval to move forward. Subsequently, we will discuss the
actual process of implementing the ERM program. Demonstrating the
above concept will be based on manufacturing types of companies,
specifically a solar company and semiconductor company.

These companies range between US$1.5 billion and US$3.5 billion in
annual revenues, with a global footprint covering around 40 countries each
throughout the world. These companies have manufacturing operations,
some of which are fully in-house while some are heavily outsourced to
contract manufacturers. The total number of employees in these companies
ranged between 4,000 and approximately 8,000.

Even though this book is based on the experiences at both of technology
manufacturing companies of medium size, most of the approaches and
methodologies can be applied or adapted to other types of companies and
organizations. Even among the companies used as examples in this chapter,
there were differences as to the ease of implementing the ERM program.

In the first case, a solar company had no ERM program in place and was
only introduced to the enterprise risk management concept by the Internal



Audit Department that conducted the normal risk assessment to drive the
annual internal audit plan. The value of an ERM program came to forefront
and attention of the CEO and CFO only after they saw the results of the risk
assessment. Synthesizing the common risk themes created around 50
separate risk topics identified throughout the organization. After reviewing
this information, the CEO asked: Well, what do you do with this
information? Do you put it on the bookshelf and revisit it again next year
when you want to create your internal audit plan? The response was that it
all depends on the level of discipline the CEO would like his company to
have and the rigor built-in around developing a mindset of risk, risk-based
processes, and risk-based decisions. These are frequently left on the
bookshelf and generally referred to as a resource for internal audit
activities. Fortunately, this savvy CEO’s response was that he would really
like to see a formal and robust ERM program implemented to ensure these
risks are being addressed and asked that the Internal Audit Department
come back to him in about a month with a proposal for the companywide
ERM program. The ERM program was initially sold to the CEO and
subsequently to CFO, gaining their full support to move forward, which
was essential for the ERM program to be created and implemented.

The second case related to a semiconductor company that also did not
have an ERM program in place. However, in this case, the Board of
Directors requested the CEO to implement an ERM program, which was
the point in time that the Audit Department was being transformed into a
value-add audit function. The executive support was already there, at least
from the CEO, CFO, and the Board of Directors’ standpoint, which made
the process of selling the ERM program companywide much easier as the
other executives also needed to buy-in to the ERM program to make it fully
successful.

The third scenario, a semiconductor company already had an existing risk
management program that was administered by a different (not an Internal
Audit) function within the company. The ERM program was only updated
once every two years with a full bottom-up and/or top-down risk
assessment. In the off year, the risk profile was somewhat updated, but very
informally. There was no reporting out, no active documented treatment
plans, and no structural components. This was shared with the CEO and
CFO and demonstrated how the company could benefit from a more robust
ERM program.



All three of the programs are slightly different and were initiated with
different levels of support. In the last case there was already existing ERM
program that was perceived as valuable, yet the executive leadership team
was not fully aware of the fully realizable benefits of a more robust ERM
program.

While the “selling” approaches were slightly different for each of these
scenarios, the biggest difference was primarily in the first step—identifying
what needed to be sold to the ELT. The focal point for the initial selling
presentations ranged from (1) the first case to build a program from scratch
and persuade the other executives to support it, (2) the second case to sell
the program from a benefits standpoint to support the needed investment,
and (3) the third case to rebuild the existing program into a more robust one
with added resources requirements.

Since some level of ERM programs are widely deployed in most
companies today, we will focus primarily on the third scenario, which is a
company that already had an existing low-level ERM program in place. The
content of the “selling” presentation will be discussed knowing that it can
be adapted to fit either of the other two cases mentioned earlier. Once the
need for the robust ERM program is successfully sold to the executives, the
processes and methodologies become relatively similar moving forward.
Another reason to focus on the third scenario is because it is also the most
current example and a company’s Board of Directors’ view of ERM
programs were more up to date and different from five years ago.

The first step in this journey is to develop a presentation suitable for a
company that will address major components of the message. As examples
of approaches, included in this chapter are excerpts from the presentation
made to the third company’s CEO and CFO. The agenda is shown as
follows; however, only the topics that are most relevant for a typical
situation will be discussed further:

ERM Objectives
ERM Program Adds Shareholder Value
Typical ERM Infrastructure
ERM Program Leading Practices
ERM Program Benchmarking
Why is Change Needed Now?
Why Internal Audit?



What Does This Mean?
Opportunities to Improve over Current Program
ERM Implementation Plan
ERM Calendar
Proposed Implementation Timeline
ERM Implementation Road to Success
Checklist for Implementing ERM Program

ERM Objectives
For the best result, start the presentation by discussing the ERM objectives
as shown in Figure 14.1, which illustrates four primary benefits that can be
discussed at a very high level.

The first point is to balance risk exposure against opportunity to best
create, preserve, and ultimately realize value for the company. Earlier in
this book, Figure 2.1 illustrated “What an ERM Program Is,” and “What an
ERM Program Is Not.” This first point really focuses on that concept. Many
times, risks can be turned into opportunities or can be exploited as an
opportunity. All of which would certainly generate value for the company.
But there needs to be a balance of the risk exposure and the cost benefit for
choosing to either accept the risk or manage it in other ways. An ERM
program will also encourage risk owners to recognize the future potential
benefits of the risk from a strategic standpoint.



Figure 14.1 ERM objectives

The second point is to develop a residual risk improvement plan to
monitor and measure effectiveness of risk mitigation activities. This is
frequently where many ERM programs can falter and become more of an
“ERM Lite” program. It usually happens when companies may do a good
job in identifying and recording risks and developing a risk register, yet
stumble on developing, measuring, monitoring, and reporting actions to
mitigate the risks. For an ERM program to be effective, the risks must be
monitored very closely and must include key performance indicators (KPIs)
as discussed earlier about risk treatment plans. This is where the value of a
robust ERM program is generated. Moreover, this monitoring, measuring,
and reporting must be done frequently enough to adapt to the risk profile of
the industry for a specific company.

The third point is to embed ERM activities in the normal business
operations and management decision making to encourage a balanced
risk–reward mindset. ERM should not be viewed as a project, but rather
as a process. It should be a process that is embedded in virtually every
decision made by the company’s management—whether at its executive
level, or high, medium, or lower management level. There must be a
mindset in place throughout a company that there are risks to every
decision, which must be considered, and understanding the costs for
implementing the risk mitigation plans in place. In other words, this thought
process must become a part of the normal day-to-day operations. The
effective decision making must always consider the strategic direction and
risks associated with the decision.

The fourth point is to identify and monitor implications of emerging
risks. This area was considered in ERM programs for all example
companies discussed in this chapter. However, the velocity at which
emerging risks can become a significant factor can accelerate rapidly (as
experienced with the COVID-19 pandemic as an example). At this point in
time, emerging risks became almost a separate subcomponent of the ERM
program, not just an afterthought of showing some industry risk slides to
executives. Emerging risks have become a much more critical element in
every ERM program.

As a refresher of the definition of ERM: it is a process effected by an
entity’s Board of Directors, management, and other personnel, and applied



in companywide strategy setting, designed to identify potential events that
may affect a company, and manage risk within a company’s risk appetite,
and to provide reasonable assurance regarding achievement of a company’s
objectives.

It is always good to have a list of high-level objectives, just to align the
executives’ mindset, as the presentation will most likely be made to the
CFO and CEO, and possibly the audit committee chairman. Therefore, it
should be one of introductory information presented. Experience has proven
that it is better to present such introduction content to a company’s CFO
first to obtain his or her input before presenting it to the CEO. Once the
CFO is sold on the message, the team should listen to the CFO’s thoughts
and opinions about how to present this material to the CEO. The
presentation materials should be refined after the meetings with the CFO
and CEO, addressing their input and any requirements in reporting to the
audit committee chairman or the audit committee in full attendance.

ERM Program Adds Shareholder Value
After the objectives of an ERM program are established, the next step is to
emphasize how ERM programs create shareholder value (as shown in
Figure 14.2). The content will be different per an individual company but
there should be similarities to the main messages emphasizing the important
benefits.

It is very important to set the stage for the rest of the ERM program
presentation by continuing to sell its benefits before going further into
discussions about the structure, infrastructure, investment, and so on. The
11 points shown in Figure 14.2 are good topics to cover at early stages.



Figure 14.2 ERM program adds shareholder value

The first bullet emphasizes that it may take from 12 to 18 months to
implement a successful ERM program with continued and persistent
benefits being measured and derived.

The second bullet lists companies where this ERM program and model
has been proven and that this model was successfully implemented (with
customized elements) at both the semiconductor and solar industries, with
the approval of the major investors (i.e., Board of Directors, audit
committee members, as well as company executives). This is a major
selling point because it shows that ERM programs clearly added
shareholder value.

The third bullet speaks to the fact that this ERM operates most effectively
if there is a centralized administration of the program, containing a
decentralized structure for risk solicitation and treatment plan execution. In
some cases, various departments from within a company create their own
ERM program, modeling it after the corporate-level program. Departments
such as the tax department, the legal department, and R&D department are
real examples of implementing scaled-down ERM program versions. This
actually makes it easier and efficient to roll up their risk profile into the
corporate-level program. Because departmental levels have much smaller
thresholds than at the corporate level, these departments are able to identify
and resolve many risks before they make it to the Top 25 at a corporate
level. All those departmental ERM programs generally have similar
treatment-plan-level type of execution, which improved operations within



the individual departments. The summation of all those individual efforts is
a dramatic gain to a company and added shareholder value.

The next bullet points out the need for a continuous program with
quarterly updates to the executives and the audit committee. In the
technology industry, as well as many others, risks and businesses are
changing so frequently that there must be at least quarterly, if not a
continuous monitoring of risks. In one of the above scenarios, the sense of
urgency was accentuated in an audit committee meeting where the members
saw a risk for the first time without any prior exposure or notification. From
that point forward, any risk in the Top 10 risk profile had to be discussed at
the board-level meetings. This particular experience was learned only six
months into the new ERM program and highlighted to the ERM
Administration Team that they need to ensure that executives are aware of
any new risks immediately. This approach was also seen as a strong value-
add to the shareholder community, making sure the board is aware of all
risks in a very early fashion.

The next bullet points out that any robust ERM program incorporates the
risk profile incorporated in a company’s annual strategic planning whether
it is the two-year plan, five-year plan, or even 10-year plan. There is
typically at least an annual if not semiannual meeting at the executive level
discussing strategic planning. The results of the ERM program provide a
solid input to the strategic planning. The ERM program calendar must
consider timing of these strategy planning meetings to provide the updated
reporting and results.

The next bullet emphasizes that the risk profile results should be
incorporated in the annual operating plan process or the annual budget
process. If there are mitigation efforts for the risks identified in the risk
profile that require either operating expense or capital expense, this must be
included in the annual financial plan. Building risk mitigation into the
financial plan avoids unbudgeted surprises or there will be a delay in the
mitigation progress until funds are available. Similar to the strategic
planning process, the risk profile needs to be updated immediately prior to
the annual operating plan process kickoff.

The next bullet emphasizes that the Risk Treatment Plans should be
incorporated in the executive Quarterly Operations Reviews. Regardless of
the name and frequency, every company has these types of operations
reviews where the core leadership will discuss the business elements of the



recent quarter, as well as future expectations for at least the next quarter and
possibly the rest of the year. All of the companies shown in the above
examples required that the status of Top 25 risks is incorporated in the
Quarterly Operations Reviews, which were held with the CEO and the other
leaders of a company. This was ultimately a requirement made by the CEO
at different stages of maturity of the ERM program, but eventually all of
them required the updates.

The next bullet suggests that the risk treatment plan deliverables should
be linked to management’s bonus incentive and compensation programs. In
the case of all these companies, the quarterly bonus programs and quarterly
goals were set and measured. Bonuses were paid based on the
accomplishment of specific goals each quarter. This was a strong incentive
for the executives to be on top of the formal risk treatment plans, which
include KPIs, deliverables, tracking of actions, ownership, just like any
well-managed project. Bonus incentive programs that are tied to quarterly
objectives nearly always have some type of linkage with goals of other
departments. The performance interdependency exists for most of the risk
statements and helps to hold multiple departments jointly accountable. In
these situations, indirect pressure can be applied to the interdependent
departments when the cross-function team is lagging, causing a delay in the
accomplishment of success. This is one of the strongest motivators of
making sure everybody is operating at the same pace. There also must be a
strong and frequent open dialogue and communication among the various
departments to be able to view the statuses in the middle of the quarter and
correct the course as needed. This also drives shareholder value and
profitability to the business.

Another example of the ERM program creating shareholder value is that
a robust ERM program combines both short-term and long-term risk drivers
and requires treatment plan prioritization. Longer term risks are not always
specifically considered in many ERM programs but based on the speed or
velocity at which the risk could occur, this consideration will drive how
quickly management should start addressing the longer term elements in the
near term. This helps to drive short-term goals with attention to longer term
strategy and ultimately shareholder value.

Another element that creates shareholder value is to incorporate both
external and emerging risk sources. External and emerging risks could be
the same type of risk or quite different risks. Both components need to be



covered differently in developing the risk profile and reporting. However,
the key takeaway here is that there is a need to make sure that all external
risks for which the company has a restricted amount of ability to influence
is identified. Management should start dealing with those external risks
quickly to minimize the impact to the business model. Similarly, most
boards today are more interested about knowing what they do not know.
That basically means, they want to know any potential risk before it
happens. They want to know what is emerging, whether it is emerging in
the industry or in a company only, is it emerging in the global economy, and
if this emerging risk is more of a geopolitical type of risk. In 2020, the
emerging risks from COVID-19 pandemic were not known or even
expected. However, many companies were better situated because they had
other risks coverage implemented that helped relieve the issues caused by
the pandemic. For example, some companies already had a pandemic policy
in place, including having a crisis team in place, which facilitated a timely
and effective implementation, or had a disaster recovery plan and business
continuity plan, as well as backup plans associated with having sole and/or
single suppliers. Their ability to avoid the surprises that could take down a
manufacturing plant or impact their resourcing certainly had an impact on
shareholder value.

The last point for adding shareholder value is the cost of having an
infrastructure and resources in place to manage an ERM program. A robust
program with frequent reporting can be resourced without incurring huge
costs, especially when it is compared to the staggering benefits that can be
realized from the program. In all the example companies, once the program
got up and running, the administrative element to run, coordinate, monitor,
and report the ERM program took approximately two and one-half FTE
head counts. That is not a lot of expense considering millions and billions
of dollars of risk.

Typical ERM Infrastructure
While it’s extremely important to share the benefits and the objectives of an
ERM program with the ELTs, it is equally important to share the expected
size of the program. How many people should be involved? What is the
coverage, breadth, and the amount of work that must be accomplished on
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recurring basis and without failures? Figure 7.3 was shown earlier, but it is
shown again here (Figure 14.3) as a reference to reaffirm the executives that
this program is a board-level program with a high level of visibility and
transparency.

Figure 14.3 shows the required participation and the responsibility of
each participant. The risk committee oversees the overall governance and
will be composed of specific key executives who drive the business model
from a bigger picture perspective. There is also the ERM Administration
Team, although small, to drive the program and report the progress. There
are Risk Champions assigned to the Top 25 risks who are usually a C-suite
or E-staff level person for accountability. The Risk Owners are the people
who own the Top 25 risks and are responsible for the creation and
managing of the risk treatment plan deliverables. Finally, there are the risk
treatment plan Subject Matter Experts (SMEs), who are typically the
director to vice president level management. They are responsible for the
execution of the risk treatment plans. You can also include several
participants, to make it very clear how many people are involved in this
robust ERM program. For example, the number for one of the example
companies was 84 people from top to bottom.

Typical ERM infrastructure

ERM Leading Practices



Figure 14.4

Figure 14.4 shows the leading practices of ERM programs within
companies of a specific size. The benchmarking results were obtained from
the Gartner ERM Study.

The benchmarking was done for each of the example companies, but the
statistics discussed here were specifically obtained for the third scenario—a
semiconductor company, as they are most recent. The results were based on
answers to questionnaires from ERM peer groups and from other
professional organizations such as Gartner, which specialize in risk
management topics. Later, we will show the detailed examples of the
benchmarking and show the results of the benchmarking, which pertains to
the model, size, and footprint most similar to the three companies
referenced in this book.

What are ERM program leading practices?

The first bullet shows the annual ERM spend to be about US$310,000, at
the 50th percentile of all the companies that were interviewed.

The second bullet is the number of designated headcount to administer
the program, again at the 50th percentile. It was 1.5 full-time equivalents
(FTEs). While the benchmarking shows 1.5, experience shows that it may
be closer to 2.5 FTE headcount. The difference is driven by the varying
approaches used when conducting the risk assessments. Specifically,
sending out surveys versus visiting locations for face-to-face meetings will
be more resource consuming. Experience has also shown that the face-to-
face interviews may be the most beneficial and productive way to develop
the risk profile, as discussed earlier in this book.

The third bullet shows the reporting relationships and that 50 percent of
the ERM teams report to the CFO.



The fourth bullet shows the size of the company’s annual revenue. Note
that ERM programs are in place even in companies less than one billion
dollars in annual revenue. The trend is that the number of companies
implementing ERM programs is increasing, regardless of size. Historically,
only larger companies had these programs in place.

The fifth bullet is the number of ERM programs that use KPIs. While it
sounds very basic, statistics show that many treatment plans are not driven
with KPIs. However, most recent trends show them to be included and used
as part of the risk treatment plans.

The sixth bullet shows that the frequency of the actual risk assessments
whether bottom-up, top-down, or in both directions varied. There did not
seem to be one practice more dominant over the other.

The last bullet indicates that there were more synergies of reporting risks
to the Board of Directors when the program was administered by the
internal audit department. Very few other departments have their primary
mission and scope as being a risk-based organization that highlights,
identifies, and reports, high-risk issues. The synergies were more dominant
when the program was reported to the internal audit department. That does
not mean that the recommendation was made for the ERM program to
report to the CFO but was rather just a spotlight of showing the common or
leading practices.

Benchmarking for Leading Practices
Figure 14.5 shows specific benchmarking information related to dollar
spend, head count reporting, and company size.

These are summaries of the benchmarking study that were then brought
forward to the summary shown in Figure 14.4 that was just reviewed.

Also in Figure 14.5, pay attention to the chart in the upper right-hand
corner titled “Head of ERM Characteristics.” While it was a desire for the
internal audit department to have ERM program under its control, the CEO
and CFO should be the ones making that decision as there was enough
information provided to help them to make an educated decision based on
how other companies were doing it. Generally, the Head of ERM sits within
three or four primary department: (1) internal audit department, (2) finance
department, (3) legal department, and (4) treasury department, or maybe a
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company has its own individual ERM department. This table does show
that internal audit seems to include the primary work experience for the
largest percentage of the Head of ERM roles. Specifically, the ERM
reported to the CFO (and through the chief audit executive through the
CFO) 38 percent of the time. The CFO is the top leader who has the direct
administrative reporting responsibility. The Head of ERM frequently
includes other roles and the most frequent other roles include internal audit,
followed by business continuity planning disaster recovery, then ethics and
investigations, and finally internal control and Sarbanes Oxley (SOX).
Those types of roles indicate that the leading practice or the most frequent
practice is for the ERM function to report up through the internal audit
department to the Finance (CFO). The table on the bottom right side of
Figure 14.5 is also important because it shows the span or range of FTE
headcount devoted to the ERM administration. Companies in the US$1
billion to US$2.5 billion range are closer to the example companies we
referenced before and have a range from one to two and one-half people. As
mentioned earlier, that is probably most frequently driven by the approach
used to conduct the risk assessments and the frequency of reporting.

ERM benchmark: Spend, headcount, reporting, and
company size

Figure 14.6, showing ERM Benchmarking Program Elements, relates
more to the benchmarking associated with the infrastructure and the
makeup of the program.
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The upper left chart shows data about ERM programs that use KPIs.
There is a staggeringly high volume of companies that do not use KPIs,
notably around the 54 to 56 percent mark, while only around 27 or 28
percent of companies use some level of KPIs for at least 50 percent of their
risks. A small percentage (single digit) have KPIs for the entire profile
population. The chart also shows whether companies use predictive risks or
lagging risks indicators. Certainly, both types of indicators are probably the
most effective way to address the program. The upper right corner table
shows the frequency of enterprise risk assessments being conducted. About
45 percent are done annually, which is normal. About 21 percent is done
semiannually, which is more in line with the volatility of the global
environment. Our experience has shown that a semiannual frequency is
preferred. One being a full blown, top up and top down, grassroots type of
exercise, while the second one being more of a refresh. And there are about
70 percent of the companies surveyed that do this quarterly, which is
moving more in line to a continuous monitoring type of risk management
program. This is the direction of the future but requires either more
resources or more automation. Lastly, only 5 percent do the Enterprise Risk
Assesment (ERA) every two years, which is too long inbetween for nearly
all industries.

ERM benchmarking program elements
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•

The bottom chart shows the leading practice and benchmarking results
related to where the correct reporting relationship is for the ERM function.
The referenced companies used in this book made the decision to have
ERM reporting to the internal audit department. In the latter case, the
function was moved from the Legal department to the internal audit
department.

Why Is Change Needed Now?
Depending on your success in selling the ERM program, it may be
advantageous to add some commentaries about why the changes to the
ERM are needed in your company. After all, ERM program does cost
money and time, even though the benefits are significant.

Figure 14.7 is showing some ideas why the changes are needed now,
which can be presented to a company’s CEO.

The benchmarking provided the justification for a more robust ERM
program when compared to the one currently in place, which is updated
only every two years and clearly not the best-in-class model. Some of the
points that should be brought forward to the CEO and CFO should focus
on:

Why is change needed now?

The size of a company, the number of countries included in its
footprint, and the number of employees even without having
manufacturing employees in the mix. The population is large
enough to create workforce risks.
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The industry is in an environment with a very high velocity of
change even prior to the pandemic with normal routine business.
Geopolitical risks have grown dramatically over the past few years
needing continuous attention as to how they affect the way of
conducting business.
A company is going through a major realignment including several
new executives at the CEO direct report level. This type of change
brings in a new perspective of conducting business and changing
priorities and goals, all of which can create risk associated with an
environment of change.
A company has been executing through a turnaround situation with
great results, but still needing a careful oversight to maintain the
strong positive momentum the company is experiencing.
A new organization realignment and the changes in the business
model emphasizes the need for additional focus on accountability
along with formality of measurements of success.
The need for additional focus on emerging risk in the industry and
environment. That element is seldom brought forward within any
other process other than an ERM program. The focus on emerging
risks as noted earlier has escalated particularly since the pandemic
and global political unrest.
A need of a more centralized and structured focus on the ERM
program at an enterprise level to ensure that the decentralized efforts
are in sync and are experiencing synergies that are possible
throughout the organization.

While this may not be completely new information for a CEO and CFO,
it does pull everything together into a theme highlighting the importance of
acting now and ensuring there is an effective ERM program in place to
monitor and mitigate risks to the company.

Why Internal Audit?
The next topic of discussion with the CEO and CFO is to provide enough
information for them to decide on the reporting structure of the ERM
program. While it is their decision, it is prudent to share recommendations
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or at least provide the facts that would drive their decision. In the third
scenario example (a semiconductor company), the ERM program was
already placed within the legal department. In this specific instance, there
was a need justify the need for the more effective reporting structure that
could be achieved by placing the ERM program with an internal audit
department (see Figure 14.8).

This Figure 14.8 is used merely to pull together everything that has been
discussed so far and help solidify the final decision. One of the key points is
related to the level of independence that Internal Audit has from the
company operations. Such level of independence provides an environment
that ensures there are no biases or leniency toward any of a company’s
groups or organizations, and that the reporting of results and progress is
straightforward. The following three points are supported by the
benchmarked information. Specifically, they reinforce that the backgrounds
of ERM heads are generally more Internal Audit and Finance driven, with
the reporting structure typically to Finance organization. Additionally, the
Internal Audit Department is in any respect the most dominant department
that already generates most of the risk reporting to the Board of Directors.

Why internal audit?

The last point discussed in Figure 14.8 is the big benefit of the Internal
Audit Department having a pool of auditors to manage at the peaks of ERM
needs. Having two and one-half equivalent headcount does not mean the
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department has two halves and one-half fully dedicated people to ERM
program, but it means there could be at least one person fully devoted to the
ERM program with the other one and one-half made up of hours
contributed from several other auditors, as needed in the peak time for the
risk assessments or reporting.

At this point, the CEO and CFO should be clear at least with respect to
the general direction of the ERM program, should agree to move forward
with a more robust ERM program, and change the reporting structure from
Legal to Internal Audit Department and ultimately to the CFO.

What Does This Mean?
After having the CEO and CFO acknowledgments to move forward with
the ERM program, it is now appropriate to discuss what it really means as
shown in Figure 14.9, to draw parallels between expectations and
deliverables.

Since there was already an existing ERM program in place within the
Legal department and a new risk register had just been recently developed,
it makes sense to confirm that the changes will be introduced during the
implementation period. The second bullet indicates that there should be a
refresh of the risk profile with the new methodology before the next (in this
example, June) strategic long-term planning meeting.

What does this mean?



The third bullet confirms that it would take one and one-half employees
(FTEs) to create and execute the program during 2022 with a ramp up in
2023 with an additional headcount. This assumes that the transition period
to implement the ERM program would cover four quarters after the initial
resources were made available and onboarded. Additionally, the ERM
program would be implemented in a piecemeal method to avoid
overwhelming everyone with the amount of work and changes that will be
taking place. It is also important to note that the new program should
integrate any type of efficient program formats that might already exist to
minimize “changes” where possible.

Finally, the last bullet indicates that everyone should expect a new
language related to enterprise risk management and that necessary training
would be provided every step of the way. Some retraining would happen
multiple times throughout the implementation period.

Figure 14.9 helps to put the executives at ease, demonstrating that this
would be a methodical, well-managed approach, and that any incremental
financial cost for the program would be incurred over a two-year period.
This would be a better match with the costs at the time when a company
could start seeing some benefits. It is important to conclude the executive
pitch and buy-in on such a positive note. There can be other data points
presented and made available in the appendices if needed. The following
section shows some illustrations that may be included as appropriate. In the
case study, these slides were included in the appendix as back, but were not
needed to seal the deal.

Opportunities to Improve Over Current Program
Figure 14.10 shows the benefits of having a more robust ERM program to
help sell the program if needed or to clarify what might be seen for the
foreseeable months to come and during the transition.

Several of the items note that the existing ERM program could be
substantially improved by focusing the dedicated resources and efforts on
the program and minimize the need for the temporary external resourcing.



Figure 14.10 Opportunities to improve over current program

The most immediate change would be an increase in the frequency of the
risk assessment updates, which was previously done only every two years.
Leading practices require that a risk assessment should be done annually at
a minimum, and preferably semiannually.

The second improvement is the approach used to obtain the risk
statements during the assessments. The previous approach was
predetermined questions based on a questionnaire lacking any supplemental
conversations and as a result, lacking a full understanding of the risks
potentially gained from having in-person conversations. There are benefits
to be realized to start with a blank sheet of paper and no prescribed
guidance on suggested topics. Additionally, the previous ERM program did
not quantify the risk statements, which made it very difficult to get a good
risk profile ranking. The ranking was purely based on judgment of impact
and likelihood obtained as part of the questionnaire. There were no formal
treatment plans in place including normal project management elements
such as owners, action steps, dates, or KPIs to drive the remediation of the
risks.

Another improvement related to implementing the more robust ERM
program was in using internal experts and resources going forward. The
previous ERM program relied on an external firm that was hired to
synthesize the risk statements utilizing its offshore employees. This firm
had no knowledge of the company’s business and lacked the access to the
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employees to ask follow-up questions to clarify the context of the
statements or to better understand the acronyms, and so on. Nor was there a
cadence to monitor progress of the remediation. As a result, there was no
focus on emerging risks or even external risks that were called out
specifically for comparison to existing risks and for further thought by the
executive team. There were no comparisons made of the company’s risk
profile to the risk profile of competitors or to the risks that are reported in
the company’s quarterly and annual financial reporting filings (10Qs and
10Ks.) It also lacked a reporting to the Board of Directors on a quarterly
basis, but rather only once per year. Lastly, the rating criteria was very
judgmental without any rationale supporting the ratings.

It was clear that the previous ERM program and resulting risk profile
could be incomplete if not misleading under the existing program, and
therefore required to be changed.

ERM Implementation Plan
In anticipation of possible questions about implementation, it is prudent to
have a high-level draft of the ERM plan as shown in Figure 14.11.

This implementation plan is from the previously mentioned
semiconductor company’s project and reflects a three-quarter exercise. ELT
wanted it in place very quickly to start recognizing the benefits as soon as
possible. The time period is a little shorter than would be ideal, but the audit
team met their expectations. The resources were hired and put in place at
the very beginning of Q2. During Q2, the resources ramped up their
familiarity with the multiyear strategic financial plan and the goals and
objectives of the executives and stakeholder expectations. The Enterprise
Risk Management Charter including the supporting framework was created
with focus on topics such as:

How to work with short-term and long-term considerations;
Qualitative and quantitative factors;
Establishing the risk committee and charter; and
Other elements discussed in earlier chapters such as the templates.
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During the second three months (Q3) the training began, as well as
communicating awareness of the goals and expectations to the broader
management audience. During that same period, the first risk assessment
exercise was conducted from both a bottom-up and top-down, along with
concluding industry research such as reviewing the 10K risk factors from
competitors. These were high-volume focus activities that consumed far
more than the 1.5 FTE headcount during this three-month period. The extra
resources were pulled from the operational audit team. Lastly in Q4, risk
treatment plans were created for the Top 10 risks and reported out for the
first time.

ERM implementation plan

ERM Calendar
To supplement the Implementation Plan, it is important to provide a visual
of the normal ERM program calendar over a regular year after full
implementation as seen in Figure 14.12.

The calendar of events shows the sequence of activities such as:

Quarterly risk committee meetings;
Quarterly audit committee meetings;
Annual multiyear strategic planning;
The annual operating budget creation.

These quarterly events, are then followed by other key events such as:
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The risk assessment;
The emerging risk assessment;
The risk factor mapping to the 10K and 10Q;
The creation of treatment plans in assessing; and
The creation of the stock price analysis.

This provides an overview of when the various events happened during
the normal yearly cycle.

Proposed Implementation Timeline
To support a broader timeline of implementation and calendar, an
implementation timeline should be developed at a monthly level as shown
in Figure 14.13.

ERM calendar



Figure 14.13 Proposed implementation timeline

This schedule is not discussed during the initial executive buy-in
presentations, but it is important later on during the implementation
trainings.

The timeline (as shown in Figure 14.13) is an actual timeline used in one
of the companies as an example. It was successful and resulted in decisions
to support the ERM program with an accelerated schedule.

The following sections will discuss the implementation period.

ERM Implementation Road to Success
This section will discuss ERM implementation, Road to Success as
shown in Figure 14.14. Even in the best of business cultures, implementing
an ERM program can be extremely difficult, so it is beneficial to create the
ERM implementation checklist. Let’s start with some general comments
relative to positioning a company and the ERM Administration Team for
success. There are many factors that can complicate a successful
implementation of an ERM program, most of which can be eliminated or
dramatically reduced by considering and addressing the following concerns.

As with any companywide program, an ERM program also requires the
ongoing support of the executive level and the Board of Directors to be
successful. ELT typically understands the incredible benefits and of
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implementing a successful ERM program although they may not
necessarily understand or inquire about the administrative efforts or time
required of company personnel to generate the end results.

ERM implementation road to success

If there is a way to have the ERM program introduced to the management
level immediately below CEO, specifically being a CEO direct reports, then
the chances of succeeding will be much greater. Normally, this would be
done after the CEO/CFO presentation. The ERM Administration Team
should create a separate presentation showing the agreed-upon objectives
and expectations to the next executive-level reporting. The best time for
sharing the proposed ERM program would be at an important strategic-
setting meeting or prior to developing of the annual operating plan. This
timing will help leverage the necessity of applying whatever support is
needed for a strong strategic meeting and a strong annual operating plan.
Such presentation or level of support may depend on who requested the
implementation of the ERM program. If it was the Board of Directors, then
the CEO is best to convey this message to his or her direct reports. If the
CEO requested the ERM program implementation, then he could still be the
primary person to deliver the message; however, it can be equally as
important if the Head of ERM or the CFO were to deliver the message to
the C-suite or E-staff level of the organization, preferably with the Head of
ERM in the meeting.



In the situations where ERM program is presented by the Head of
Internal Audit or other similar functions, then the head of that function
should expect to be the primary driver and even introducing the program to
the executive team. As long as the right people are in the room and as long
as the CEO and CFO support the program, it becomes the Head of the ERM
Administrative Team to assume the responsibility and execute the plan to
make the ERM program successful.

Most companies have internal mechanisms that track project
management of initiatives, or they at least have some level of cadence from
which employees are used to creating and presenting performance results.
Similarly, it is to the best interest of the Head of ERM to try to incorporate
any existing processes or any existing templates that may already be in
place within the company to lessen the amount of additional work or
perception of additional work that the employees may need to do. This will
also improve the effectiveness of the training programs.

The timeline of implementation is also an area that can help ensure the
success of the program. In the three companies used as examples, the length
of time it took to implement the program varied. When the program was
initiated by the Head of Internal Audit, it took nearly two years to
implement the ERM program and get it stabilized so that it was an ongoing
part of everyone’s day-to-day operations. Conversely, with one of the
semiconductor companies, the Board of Directors requested the new ERM
program and the timeline mandate for implementing the ERM program
from beginning to end was only nine months. At the end of the ninth month,
the risk register had been created, all the infrastructure documents,
templates, policies, and charters had been created, as well as results of the
treatment plans were communicated, while presenting the risk profile to the
Board of Directors happened after the first six months of implementation. If
given the opportunity to implement the program over a different timeline, it
would be better to extend the implementation period longer than nine
months. The sweet spot would be between four and six quarters, and
preferably no longer than six quarters. The main reason is that this would
provide enough time to build the infrastructure, to train management,
implement the templates, and train and train and train. Once the
management team sees the results, they become more excited about the
application of the ERM program and the resulting benefits.



Another element for success of ERM program would be teaching
everyone a common risk management language. What this means is that
risk management terminology should become very prominent in the
conversations and the terms should mean the same thing for everyone who
is discussing the ERM program. “Risk treatment plan” should be called the
“risk treatment plan” by everyone. There should not be any other
terminology for the risk treatment plan. As these terms are not part of day-
to-day conversation especially at a lower management and employees’
level, it is better to establish a list of common language terms, and even
document definitions of terms and the acronyms for use during the training
sessions in the very beginning, as well as any refresh trainings that happen
subsequently.

Similarly, to introducing a common language there is another element
called culture shock. If the culture of the organization is not accustomed to
this type of oversight, coordination, and execution required for effective
enterprise risk management, they could hinder the implementation progress.
This is yet another reason to include the management team in the
development of the ERM processes, procedures, and governance models, as
they are the ones on the ground. While they are not a part of the senior
management team, they are the people who will be creating risk treatment
plans and executing the steps within the risk treatment plants. This frontline
ownership will certainly carry over into the effectiveness of the initial
program, as well as post implementation of the ERM program and
operations. A successful implementation will be difficult without involving
the frontline management. In the checklist to be discussed later,
recommendations will be provided on the best practices and advice on how
to avoid some of these common pitfalls.

Another element to help ensure “Road to Success” is to instill
repetitiveness as often as possible. Repetitiveness means that the same
process is used consistently. There must be policies that drive the same
procedures, even down to the point of creating the risk profiles and risk
rankings. This repetitiveness will also need to be carried over into how the
results are reported to the risk committee, to the executives, as well as to the
audit committee of the board. It is better to also use a standardized deck
during the quarterly presentation of these results. These decks should be in
standard formats and templates. This helps the audience get familiar with



the identical format and will make it easier for them to digest the
information and results being communicated.

This leads to the next point, which is implementing and training at a
staggered interval. When talking about a staggered implementation
concept, it is to ensure that the various levels of the company are trained
thoroughly. Different levels of a company will require different levels of
training. For example, the departments that already have or are creating
their own ERM program within the individual department, should be
preferably trained after the primary programs are implemented at a
company level using the same philosophies, terms, and templates.

Another element of success is to maintain the same repetitiveness in
communicating and adding any program enhancements at a regular
cadence. For example, once the primary ERM program is implemented, the
ERM Administrative Team should set a target to make at least one
improvement per quarter. In that fashion, the audience is familiar with the
ERM baseline and only must adapt to understanding one new concept per a
quarter. This creates incentive for the ERM Administrative Team to keep
thinking of new ways to improve the effectiveness of the ERM program.
Experience has shown that a solid goal is to implement new enhancements
every quarter for as long as the program lasts. Yes, there may be some
quarters where there is simply nothing significantly new to introduce;
however, there is always room for an improvement or refinement even if it
is as basic as new reporting or data aggregation templates.

ERM programs have changed dramatically from what they were 10 years
ago, and they will continue to change and evolve dramatically in the future.
New tools and new sources of information will become available. The
concept of heat maps and risk ranking will undoubtedly change as well, and
the use of artificial intelligence can certainly impact how the ERM program
model will look in the next five years. Therefore, it is important to keep
enhancing the ERM program on a regular basis, while not adding too many
radical changes at once.

Lastly, the road to success depends on execution. There must be a solid
execution from the first quarter and forward. Quarter after quarter, there
must be a demonstrated yield in benefits and progress for each of the risk
topics. If the program becomes stale and the Top 25 risks do not change
over time (new risks being added and old risks falling off the list due to
remediation), the program will not succeed. Solid execution on a consistent
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basis is required for the program to be successful and remain successful
moving forward. Regardless of the industry or the nuances of the ERM
program, make sure the “Road to Success” guidelines stay in the forefront
of thought.

ERM Implementation Checklist
This section includes a dialogue around a quick reference checklist for
implementing an ERM program. Each of the primary steps included in the
checklist will be discussed individually by phase.

In Figure 14.15, the Phase 1 is Selling the Program.
This phase is the preliminary work (Step 1) that needs to be done prior to

presenting to executives to obtain their buy-in. Preparation for developing
and selling the ERM program can be quite exhaustive as it must be done
with full knowledge of the organization to ensure the program is tailored to
the company’s dimensions. Most companies have missions, goals, and
objectives published on its intranet site. The ERM team must match the
ERM goals to those goals and objectives, both short term and long term.
Frequently, the quarterly goals of a CEO and his or her direct reports are
made public through a company’s goal system, which makes it much easier
for the ERM team to understand company direction.

Quick reference checklist for implementing ERM (steps 1–2)



Step 2 item under “Selling the Program” is to make sure that all company
statistics are gathered in support of the ERM program coverage.
Specifically, there needs to be accurate information about the company’s
geography, its footprint, number of locations, number of countries, global
regions, and different financial statistics. All these data points will help
drive the necessity of an ERM program and should be used to sell the
program.

Step 3 under “Selling the Program” is to research the benchmarking
statistics, particularly for companies within the same industry and a
comparable footprint and statistics. Usually, the benchmarking studies have
this information broken down by industry and by different annual revenue
figures.

Step 4 under “Selling the Program” is to determine the actual objectives
of the program for the company. The objectives will differ between
banking, manufacturing, and services companies. The team has to develop
the objectives tailored specifically to the designated company.

Step 5 under “Selling the Program” is to identify specific benefits that a
company should expect from the ERM program. This list can be refined or
expanded after the initial conversations with the CFO and CEO, and the
benefits will continue to be refined and used in the training decks later.

Step 6 under “Selling the Program” refers to the preparation in
discussing the cost of the ERM program, not only the cost to implement but
also cost to maintain the program. It needs to consider the dedicated
resources, as well as any existing resources to be utilized on a part-time
basis during the peak periods. It must consider the company structure and
footprint, where employees are located, and where executives are located.
There is a very strong possibility that the ERM Administrative Team could
reside in a low-cost location. Conducting further assessment of the cost
impact (Step 7) and specifically the timing of incurring those costs to
implement the ERM program and maintaining the program should include
systems or automated tools to facilitate the administrative efforts.

Step 8 is the last step under “Selling the Program.” This is a necessary
step to determine the decision makers in relation to implementing the ERM
program and anticipating any obstacles or pushbacks that may be received.
The ERM team needs to anticipate these obstacles and prepare additional
information for the appendix, if needed.



In summary, the first phase—“Selling the Program”—is all about
collecting the information related to the company internally and externally,
which will help develop the sales pitch that is tailored specifically to the
company and requires the buy-in of the CEO and CFO.

Phase 2 is the CFO Presentation. This presentation should be prepared
for presenting to the “one level lower decision-maker,” generally the CFO.
While the CFO would be very crucial in the decision making, the ultimate
decision would still likely rest with the CEO or the Audit Committee. This
presentation will not only cover higher level areas that have been previously
discussed, but it will go into more detailed elements of the program. Step 1
is important as a CFO is typically more adept at digesting detail to
understand the facts, repercussions, and benefits.

Step 1 is to utilize the Road to Success and other materials shown in this
book, as well as the presentation that was prepared for the CFO.

Step 2, as with any presentation, is to determine the message to be
conveyed.

Step 3 is to “over-prepare” for the CFO. This means create several
presentation materials anticipating selling the ERM program to the CFO.
Anticipate that a CFO could very easily request to go deeper into the detail
for certain parts of the program. Have this information available but place it
in the appendices as a reference.

Step 4 of the CFO presentation phase is to take notes and takeaways
from the conversation and absorb any comments or direction the CFO
suggests in preparing a similar deck for the CEO. The CFO knows the CEO
much better than most Heads of ERM and will likely know what is more
important for CEO to keep him focused.

Figure 14.16 shows Phase 3, which is the CEO presentation. This
presentation should be different and should be geared toward a higher level
of messaging.

Since a CEO will usually be the final decision maker, step 1 is to decide
on the message conveyed to the CEO using the input/guidance from the
CFO. Step 2 is to remember to reduce the level of detail and reduce the size
of the presentation as CEOs usually have a limited time for any
conversations about how the soup is made. Step 3 after the CEO
presentation is to capture any takeaways from the CEO presentation in
preparation for the Audit Committee presentation. In certain situations, it
may be wise to include the CFO in the CEO presentation. It is a choice that
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the ERM team will need to make and get CFO’s participation confirmation.
Where the CEO is the decision maker, step 4 is to obtain a confirmation of
the direction for next steps.

Quick reference checklist implementing ERM (steps 3–5)

Phase 4 is the Executive Board Approval Sign Off. Approval from the
Board of Directors or the audit committee is not always required. However,
it is beneficial to share the ERM program information during the Audit
Committee meeting and obtain their confirmation during the meeting. The
decision should be documented in the meeting minutes. Where the Audit
Committee approval is not required, the ERM team should consider sending
a confirmation e-mail to the CEO and the CFO as to the agreed-upon
decisions. This chain of decision and approvals needs to be well
documented so that there are no surprises during the implementation and
future phases. Keep in mind—“do not over promise.” Make sure the ERM
program is set up for success and that the ERM Administrative Team is set
to deliver the success.

Phase 5 is called the Detailed Implementation Plan. Once the required
approvals have been obtained and documented and the next steps agreed
upon, a detailed implementation plan must be created. It will consist of
messaging from the CEO and CFO “buy-in” presentations as well as a
timeline for the overall program. In this phase, Step 1 is to establish a
realistic timeline consistent with the current conditions of the company and
the culture of the company. Timeline was discussed earlier in the context of
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the “Road to Success.” Just to reiterate, the timeline would generally be
somewhere between one and two years to get the program fully operational
and stable and yield some benefits of the remediation efforts. The program
may be implemented in stages. In such case, the ERM team needs to
segregate the timeline for each of the stages until the full program is
implemented (Step 2). The timeline could cover a two-year period with a
month-to-month detail of the expectations.

Step 3 is to isolate the nice-to-have elements and defer it to later stages
of the program. Sometimes, it is better to add those nice-to-haves during the
second year or even third year, after program has been established;
however, the key is that it may not be in the best interest of the ERM
program to ask for everything at full cost if it has not yet been fully proven.
The detailed implementation plan should be updated regularly. It is critical
that the implementation plan follows a very logical step-by-step approach
(Step 4). While there are only four steps within the detailed implementation
plan, they take a considerable amount of time to develop and obtain the
required executive signoffs.

Quick reference checklist for implementing ERM (steps 6–7)

Phase 6 is Resource Requirements and is shown in Figure 14.17.
Although, this has been discussed to some extent earlier, the following
section will go into more detail.



It is essential for the ERM team to determine the required resources to
implement and maintain the ERM program especially for the first three
years. Once the team determines the parameters of the overall ERM
program and knows the geographic footprint and the layout of a company, it
should be able to determine how many full-time dedicated resources would
be required (which was Step 1).

Step 2 is to consider any requirements for the part-time resources that
could be pulled in from other departments or other groups within the ERM
department or internal audit department. There will be peak times,
especially during the risk assessment phase, that will require multiple
headcounts availability to conduct the interviews, synthesize the risk topics,
and consolidate in the final risk profile list. Typically, there is a very short
time period to complete these tasks and it can take multiple FTE
headcounts.

Step 3 is to create the personnel requisitions for hiring the primary ERM
program lead. This is usually the first person hired, as this person will help
build the rest of the team/department. The ERM lead person should have
prior experience of running ERM program as there really is not any time to
learn about ERM while developing, training, and implementing the ERM
program.

Once the ERM lead is hired, Step 4 deals with the requirement for a
second person to potentially be fully dedicated to the ERM process, or at
least a majority of their time. This person can have less experience but
should be able to assist in some of the more detail-oriented work, while the
lead ERM person is primarily focused on the strategic tactical elements of
the ERM implementation plan.

Step 5 involves hiring employees with ERM experience. To improve the
likelihood of ERM program success, it is always better to find candidates
with ERM experience within the same industry. To implement a robust
ERM program, the ERM Administrative Team needs to be well-versed in
the business model and products of the company. Bringing in experienced
people within the same industry will help short-circuit the training time
required.

Step 6 is to consider a centralized versus decentralized structure for the
ERM Administrative Team. Experience shows that a centralized approach is
the most efficient in the early phases of the ERM program. As the ERM
program develops, there may be a preference to have a partially



decentralized structure, especially when the executive levels are in other
global locations.

Step 7 under resource requirements is to give consideration to the
existing company offices/locations, particularly those in low-cost regions
and with executive presence. Keeping the cost of the ERM program low
especially in the beginning is very important, since the early stages of the
program must yield results and show the cost efficacy. This phase is
primarily dealing with the personnel resource requirements. There are also
other resources, which will be discussed later.

Phase 7 is called Infrastructure. As the ERM Administration Team
develops the infrastructure and gains concurrence and approvals from the
executive management, Step 1 is to create a risk committee comprising of
company executives. The composition of the Risk Committee will vary by
company, industry, and culture but the members should always include the
CEO, the CFO at a minimum, and preferably their direct reports. For
example, in a semiconductor company, the head of sales, the head of
research and development, and the head of manufacturing or operations
should also typically be members of the Risk Committee.

Step 2 is to create a Risk Committee Charter. This charter will govern the
roles and responsibilities of the Risk Committee. Components of a Risk
Committee charter were discussed in a previous chapter.

Step 3 relating to the infrastructure phase is to develop ERM program
policies and procedures. These policies and procedures will change over
time as the program continues to evolve. These base-level policies and
procedures need to be well documented to facilitate the efficient training.

Step 4 is to create standard templates for the ERM program. Preferably,
the summary or entity-level templates should be the same as allowing the
risk owners to use a consistent level of detail and project tracking as
commonly used for other company projects. It is however important to keep
all the entity-level summary documents the same for all risks report,
including the risk treatment plans, risk report cards, risk heat maps, even
risk presentations.

Step 5 of the infrastructure phase is to search for systems or tools that
can help with the administrative elements of the ERM program. Preferably,
these should be tools that are already purchased and implemented within a
company so that additional implementation costs will be minimized. The
tools or systems need to support the ERM process, not drive the ERM
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process. This does not necessarily mean that these tools should be utilized
right from the beginning. In many cases, the ERM process should be
developed prior to an automated tool being acquired or utilized. Often, the
automated tools are implemented in year two, or even year three after the
ERM program is defined and implemented.

Step 6 is to develop a calendar staging the timing of primary meetings
and required deliverables. Risk Committee meetings should normally be
held on a quarterly basis and should be booked in advance to accommodate
executives’ schedules, which are very difficult to coordinate on a short
notice. The calendar should also identify other key dates for meetings such
as the dates of the executive strategic meetings with the CEO and his or her
staff, as well as the annual operating plan/budget submissions because ERM
results should have input into both of those efforts. There should also be
quarterly updates to the Audit Committee which should be clearly defined
in this calendar. To emphasize again, the ERM program must be developed
in a manner where the output is predictable and timely to support all the
objectives of the program to benefit the company.

Quick reference checklist for implementing ERM (steps 8–9)

Phase 8 is Training as shown in Figure 14.18. Training is probably the
most underestimated step when implementing an ERM program.

Since a large amount of information and new processes must be
conveyed to the company’s management, the training programs will require



a lot of time and effort. There should be different training materials for the
various levels of audiences.

Step 1 is to develop and maintain the training materials online, so they
are readily available to all participants.

Step 2 is to create training programs that initially have a high level of
detail for the executives.

Step 3 is to create the training materials for the middle management,
which generally have more detail because middle management will be the
risk SMEs and the risk treatment plan developers.

Step 4 is to ensure that there are multiple sessions available to
accommodate the working schedules and different time zones. Absorbing
the training of ERM program concepts requires the audiences’ full
dedication and attention. Therefore, it is always better to have the training
meetings during the audiences’ normal workday in each of the primary
offices’ regional time zones.

Step 5 under the training phase is to enlist executives who will volunteer
to kick off the meetings and introduce the ERM program to elevate and
emphasize the importance of the ERM program, and to help ensure
cooperation from everyone in the intended audience.

Step 6 is to retrain the intended audience as often as necessary to
accommodate the different phases of the implementation program. Training
for creating risk treatment plans in the first month of the ERM program is
of little value since the risk treatment plans will not actually be
implemented until a few months later, and all the knowledge passed on will
likely be forgotten. A good time to refresh the training materials is during
the initial risk assessment exercise. In the three companies used as
examples, face-to-face meetings were usually held once a year to refresh
each company’s risk profile. These sessions, whether individual one-on-one
or work group sessions, were the perfect time to reintroduce the updated
training materials. It normally did not take long and were well-worth the
few minutes spent on refreshing the audiences.

Phase 9 is called Risk Assessment. This stage of the ERM kickoff is
most important to ensure its completeness as a multipurpose risk
assessment. Multipurpose means an opportunity in these one-on-one or
work-group sessions to establish relationships with all the personnel, to
refresh the training materials, and to respond to very specific questions
from the management team in the audience.



Step 1 in conducting the risk assessment is to determine the best
approach of the risk assessment. There are many options including
questionnaire surveys, face-to-face interviews, video interviews,
workshops, and the list goes on. Different approaches may work better in
different cultures. Experience has shown that the most effective risk
assessments are conducted with one-hour face-to-face interviews (versus
surveys) to establish a back-and-forth dialogue to dig deeper into the
answers provided for the initial questions. This will avoid follow-up
interviews, which are normally required using a survey approach.
Workshops also work very well. The main difference is that there are just
more people in the room, so it takes a bit more time to conclude. However,
it takes less time to have 10 people in the room for a couple of hours than to
have 10 individual meetings for an hour each; hence if done well, the
workshops can be very effective.

Step 2 refers to the live sessions that are generally better at least for the
initial assessment. There may be a need to modify the approach after these
initial assessments based on the learnings from the live sessions, as to what
works the best for the existing company culture.

Step 3 is to obtain and customize training materials for the individuals
who will be interviewed. The customization might relate to the geographic
location specifics such as cultural sensitivity, and so on, or the type of
business or product and service that is being managed.

Step 4 is to create a short list of questions to help initiate the desired
thought pattern. A short list was shown in earlier chapters of this book as an
example. In general, this short list of questions would include the goals and
objectives of the department as well as the actual risks that are in the
forefront of the specific interviewee’s mind.

Step 5 of the risk assessment process phase is to synthesize the results
from the one-on-one sessions. It pays off to document each of the session
immediately and follow up with an e-mail to confirm the ERM
Administration Team’s understanding of the responses provided during the
session.

Step 6 is to provide and document the ERM Administration Team’s
cleansed responses from these interviews.

Step 7, during the interviews, is to obtain an initial judgmental rating for
each of the risks that the interviewees surfaced. This will help in the initial
draft quantification and/or prioritization ranking for all the risks that have
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been identified. Normally, talking to 100 people will generate around 450
individual risk statements. Those 450 individual risk statements will then be
synthesized to probably around 50 to 60 common themes. If the initial
judgmental rating is obtained from the interviewees who surface the risk, it
will help in understanding where that risk might fall in the full population
list of risks, and whether it might be in the Top 25.

Phase 10 is called Prioritized Risk Profile and is shown in Figure
14.19.

Quick reference checklist for implementing ERM (steps 10–
11)

Conduct a first pass to prioritize the risk profile to segregate the obvious
lower level risks and finalize to a draft prioritized rated listing.

Step 1 is synthetizing the individual topics into common risk themes as
discussed.

Step 2 is categorizing these risk topics or themes into the categories of
strategic risks, operational risks, financial risks, or regulatory risks. This
will be used later in reporting the risk profile of the organization.

Step 3 is to apply the predefined rating criteria to determine the
approximate ranking from a more mathematical standpoint. This will help
in preparation for the next step.

Step 4 is to identify Top 25 risks for quantification.
After the Top 25 risk list has been drafted move to the next step.



Step 5 is to review the ratings with executives to ensure a general
concurrence is obtained. There will be differences for all the ratings;
however, sometimes judgment is necessary and is logical in categorizing or
ranking the risk topics.

Step 6 is to identify the initial possible risk owners for the Top 25 risk
statements who will be tasked for preparing the Risk Treatment Plans.
These owners may change over time, but at least it is a starting point.

Phase 11 is Risk Treatment Plans. Treatment plans in the first phase
should normally be created only for the Top 10 risks. There is a learning
process that will improve over time. The Risk Administrative Team will
probably need to assist the risk owners in creating the first attempt at the
Risk Treatment Plan.

Step 1 of this phase is to share the treatment plan template with the risk
owners and again, hold training sessions.

Step 2 is to assist the risk owners in creating KPIs that will measure the
progress of remediation.

Step 3 is to identify the appropriate support personnel, typically from
finance, who can assist in quantifying risk exposure.

Step 4 is to converse with the risk owners to understand if any
subprogram already exists. If so, integrate the results of those programs into
the enterprise level as much as possible.

Step 5 of the Risk Treatment Plan is to share the report card templates, so
the risk owners are aware of it and understand that the report card will be
created in the future once the program has been established and in place for
two or three quarters. The risk report cards are very transparent and create a
high-level visibility of the performance of the risk owner.

Step 6 is to ensure that the risk owner reviews their Risk Treatment Plan
with their immediate manager and obtains approval of the direction.
Sometimes the risk owners operate in of a vacuum and present the
treatment plan only to find out that their manager knows of conditions that
may change the direction of the treatment plan completely.

Step 7 is to ensure that the risk owners understand the quarterly cadence
for updating the Risk Treatment Plan and that they own the responsibility to
update the treatment plans. Normally, the ERM Administrative Team will
hold meetings on a quarterly basis with each risk owner to discuss this
cadence and help update the templates as appropriate.

Phase 12 category is Emerging Risks as shown in Figure 14.20.
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The ERM team needs to create a process to identify and monitor the
emerging risks within the industry as well as external to the industry and
organization. Emerging risks can be of so many different varieties and are
usually difficult to identify.

Step 1 is to identify experts in the specific industry to garner insight to
the emerging risks. Ask for the CEO and CFO to offer the experts from the
organizations of which they are members.

Step 2 is to identify experts in the professional community that provides
studies. Several examples were shared earlier in the book. Create
relationships with these peer groups to set the stage for open dialogue.

Step 3 is to match the results of these SMEs with the risk profile from the
first risk assessment and do so each quarter, moving forward. Emerging
risks can change very frequently as well, and Audit Committee members
are requesting this information more often.

Quick reference checklist for implementing ERM (steps 12–
14)

Phase 13 is Corporate Risk Trend. After the ERM program has been
stabilized, is helpful to show the executives the total company risk
quantification for the Top 25 risks.

Step 1 is to implement this reporting after the ERM program has been
embedded for at least three full reporting cycles. The quantification process
is difficult and can take a few iterations to become accurate.
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Step 2 requires the ability to track both the inherent and residual risk
quantifications. This corporate risk trend can be cumulative or a rolling
four-quarter trend. Experience has shown that a rolling four-quarters trend
will level out the peaks and valleys, but it really depends on the audience,
organization, and industry.

Phase 14 is Treatment Plan Report Cards. The ERM team must
develop a report card template and then create a specific report card for
each risk treatment plan. These will need to be suitable for consolidating at
a company level.

Step 1 is to implement this report card after at least three reporting cycles
are in place with some stability in the program.

Step 2 is to create this report card using a method that can best utilize
existing programs that help measure success against incentive programs or
goals. As noted earlier in this book, the most productive ERM programs
exist when components are tied directly to compensation incentive
programs.

Phase 15 is Risk Factor Reconciliation that is shown in Figure 14.21.

Quick reference checklist for implementing ERM (steps 15–
18)

Step 1 is to create a quarterly process to reconcile the risk profile to the
risk factors as reported in the quarterly 10Q and annual 10K public filings.
It should be implemented once the risk profile becomes stable, which may
mean at least two reporting cycles. Usually, the public reporting of risk



factors is the responsibility of the legal department. Share the results of the
current risk profile with the appropriate team at least two weeks prior to the
filing date (and before the executive Disclosure Committee if one exists).

Step 2 is to monitor the risk factors of competitors to ensure that the risk
profile portfolio as well as the current public filings are commensurate.
Risk factors from other companies will be a great benchmark to compare
against for the quality of the public reporting.

Phase 16 is Leading/Lagging Indicators. This phase shows requirement
to create reporting formats that will show trends of actual to previous and to
predicted ratings. This relates to leading and lagging indicators. Lagging
indicators are normally used in the initial ERM program. Refinement of the
leading indicators will typically be introduced into the program at least two
reporting cycles from the beginning. Once the risk owners are familiar with
thinking about leading performance indicators for each risk profile, it will
become much easier to incorporate leading indicators to predict the
subsequent quarter’s results.

Phase 17 is Competition Risk Factors refers to allocating a cadence
within the ERM team to spend a certain amount of time each week to
monitor publicly available information about the industry and competitors.

Step 1 is to report successes and failures of competitors, which may
include bankruptcies, class action lawsuits, and successes. The public
information can create some independent and real data points that should
help executives think about those events within the organization. The
results of other competitor companies’ successes and failures may also be
used to track against the risk profile of the current company. It will typically
confirm the blend of risk events between the various categories of strategic,
operational, financial, and regulatory.

Phase 18 is Risk Opportunities refers to maintaining separate registers
for each: risk and profit maximization opportunities. These can supplement
the benefits of the ERM program. Step 1 is to include this question in the
risk assessment interviews and surveys just to start the initial list of
opportunities. Certain opportunities can also result in a potential risk.



Figure 14.22 Quick reference checklist for implementing ERM (steps 19–
23)

Phase 19 is Risk Appetite and Tolerance shown in Figure 14.22.
Developing a risk appetite and risk tolerance program applicable at the

risk statement level and at company level is important as well. This is a
very difficult process and is not always well accepted. Step 1 is to create
and implement these elements only after the program has been fully
embedded for at least three to four reporting cycles. Trying to implement
this in the beginning will be nearly impossible as risk appetite and tolerance
depends on the type of risks being considered. Risk tolerance and appetite
will be a combination of individual risk topic level with company level. For
example, there may be a very low appetite to accept a risk that could affect
the company’s reputation.

Phase 20 is Share Price Tracking. The ERM team needs to create a
timeline that shows stock price changes and indicate events that have
occurred at the same timeframe. Step 1 is to implement this process within
two to three reporting cycles, but do not report out on the results for at least
four to five cycles of a full program. Training should emphasize that this
timeline is not intended to predict share price or justify changes in share
price, but to show correlations of events and how the market reacted. It



could provide an insight to the future actions of the company and the risk
profile.

Phase 21 is Departmental ERM Models. As elements/levels of ERM
program must be developed at departmental levels, the ERM team needs to
sell and support the creation of such departmental-level ERM programs.
This is asking certain departments that have an interest in creating its own
miniature ERM program and heat map to track its own risk profile. Many of
the risks could represent a risk at an entity-level profile. Step 1 is to
implement this process once the risk treatment departmental ERM models’
plans have been embedded for at least three cycles. The risk owners and
department heads must first get used to the cadence in the day-to-day
operational thoughts of risk management. The financial magnitude of these
risk will generally be smaller for individual departments compared to the
entity-level ERM program but could be quite high risk within its own
function.

Phase 22 is Professional Peer Groups. The ERM team needs to engage
with as many peer groups as possible, and as soon as possible, before
beginning the implementation of an ERM program. These peer groups
could include professional organizations, academic organizations, or
industry connections. It’s important to maintain these peer group meetings
and sharing of leading practices to continue to be creative in modifying or
enhancing the program.

Lastly, Phase 23 is Automation. Assessing the options to automate the
administrative elements should be considered as it may significantly
increase the efficiencies of the ERM program. Step 1 is using what was
learned in the initial pre-implementation phase. Consider when it makes
sense to purchase and implement new automation tools. Normally, it takes
at least three cycles before the ERM programs will show tangible benefits
and that is the time to introduce a request to purchase automation tools and
provide a provable payback. ERM tools are improving as technology for
ERM becomes more of a focus.

In summary, this checklist for implementing an ERM program is not
exhaustive but does include all the major steps and some consultation points
at a detailed level.
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CHAPTER 15

Case Study

As we mentioned in earlier chapters, the real-life examples in this book
were mostly from our own experiences in implementing ERM programs at
companies from the solar and the semiconductor industries. For both, ERM
programs were implemented from the bottom up. In this chapter, the first
case study will be from the solar company. The solar company case study
spans over a three-year period, while the second case study related to the
semiconductor company and spans over a one-year period. In the case of
the solar company, the discussion will be limited primarily to the results and
benefits of the ERM program, while the discussion related to the
semiconductor company will show the entire journey to success.

The solar industry is one of the most dynamic and volatile industries in
the world. Before the Total Corporate Risk trend is shared, there will be an
overview of years 1, 2, and 3, setting the stage for the conditions and status
of the ERM program.

Figure 15.1 shows the Corporate Risk Trend for the period of
implementation beginning in Q1 of year 1 through Q1 of year 3. We will
only discuss the first three years with an understanding of the progress and
the challenges of the program in this rather unique industry.

In Figure 15.1, the Corporate Risk Trend shows a rolling four-quarter
average rating of the Top 25 risks. In the case of the solar company, these
were all short-term risks. Longer term risks were not yet identified and
included in the ERM program’s first year. The corporate risk trend shows
the (upper) red line, which represents the inherent risk for the Top 25 risks
and the lower (green) line, which represents the residual risk for the Top 25.
The wider the spread between the upper (red) line and the lower (green)
line, the more successful the remediation plans have been. Also, keep in
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mind the spread represents a net impact of adding new risks and mitigating
other risks. If there is a lot of movement in the Top 25 risk register, the pure
progress of increasing the gap between the inherent and the residual risk
will not be as dynamic or as great. In this solar company example, the
corporate risk trend also reflects vertical bars for each quarter, each
consisting of color bars as follows:

Corporate risk trends

Top Darker Gray (Green)—is the new risk amount added during the
current quarter to the Top 25;
Mid-section light gray above left hand side scale “0” value (Yellow)
—the risk amount brought forward from the prior quarter;
Darkest lowest gray (Blue)—the managed risk for the current
quarter; and
Darker gray below left hand side scale “0” value (Gray)—the
managed risk from the prior quarter.

This shows that the managed risk (blue, gray, and green) is greater than
the risk from prior quarters (“yellow”) indicating a trend of a solid
remediation.

However, as noted before, the spread between the inherent and the
residual risk is not as great as one would like to see, which is directly
related to the frequent quarter-over-quarter movement in the Top 25 risks
including additions and mitigations.
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Figure 15.2 shows the list of the Top 25 risks at the end of the second
year and risk ratings from Q1 through Q4 for each of those Top 25 risks.

As mentioned earlier, the solar industry is extremely volatile and
dynamic and so are the risks affecting it. This is demonstrated at the level of
risk movement between Q1 and Q4 of the same year in the 2nd year of the
program. Note that 11 risks decreased in the ranking between Q1 and Q4,
which in general is considered a good result. However, it can also be
misleading due to the risk fluctuation. You can also observe that six risks
actually increased in ranking, which could be an indication that the risks
above these six risks improved and therefore decreased in the ranking, and
in doing so pushed the six risks higher in rankings. There were four new
risks added to the Top 25 during the 2nd year and there were three risks that
fell out of the Top 10 due to effective remediation. There were also three
risks that had to be recharacterized into separate risk topics because
dynamics changed the characteristics of the risk topic.

ERM movement trend of risks for the Top 25 during year 2
of ERM program

Figure 15.3 provides a closer look at the highlights in the 2nd year of the
ERM program with the outlook for the 3rd year of the program.

The highlights during the 2nd year of the program included:
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Defining and tracking key performance indicators for the Top 25
risks.
Risk movement and history discussions by each of the executive
leadership team members and the four business divisions.
A longer term risk register was created including time periods
beyond 12 months.
A bottom-up risk assessment refresh conducted at the end of the
year.

By the end of the 2nd year, the low light was that some of the risk
treatment plans were not fully developed. This was partially due to the
volume of risks movement within the Top 25 risks and the actual makeup of
a few of the specific risk topics.

The 3rd year outlook included some newly added elements of the
program. The outlook was to quantify and prioritize longer term risks with
an annual deep dive. As noted earlier, having separate risk registers for
short- and long-term risks can be somewhat confusing and probably is not
always the best direction. Experience has shown that combining the longer
term and shorter term risks into the same heat map gives prioritization and
quantification to those elements from a qualitative and quantitative
standpoint helping create a solid singular Top 25 risk profile. The 3rd year
then shows the total corporate risk register created (retroactively) as was
discussed in Figure 15.1.

The next improvement in the 3rd year was that the metrics and measures
were defined to assess the maturity level of the risk topics. Another addition
was to create a risk heat map per country, per region, as well as a separate
heat map for the various lines of business. It became beneficial to create a
heat map for each of the lines of business as subrankings had to be managed
by the respective executive teams.

Lastly, the expectation was to identify an automated tool to help with the
administrative elements of the program. To recap, year 1 was
implementation year and a period of learning for everyone in the new
program. In year 2, basic elements were stabilized as they relate to the
remediation of quantification activities. In year 3, there was expanded
reporting coverage and a refinement of the elements within the program.
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Achievements and outlook going from year 2 to year 3 of the
ERM program

This concludes the discussion of the benefits from the solar industry
organization. For learning purposes, it may be more relevant to cover the
semiconductor company ERM program implementation since the industry
is more stable than solar and is also a more current approach in risk
management.

The next section relates to the semiconductor industry. Figure 15.4
summarizes the benefits recognized after two years of implementation of
the ERM program in the semiconductor company.

The above benefits are reflective of the ERM program implemented after
lessons learned were experienced from the solar company. Many of the
elements that were added in the third and fourth year of the solar company
were added during year 1 and year 2 at the semiconductor company. The
benefits recognized after the first two years of implementation included the
following elements:

First and most important benefit was that several inherent risks that
went through partial or full remediation and recognized over two
years totaled roughly $2 billion. This improvement in residual risks
took about three quarters to gain the momentum of recognized
corrective actions.
Second benefit was that there were several risks that unknowingly
helped prepare the company for the unexpected pandemic, which
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began in year 2020. There were risks related to business continuity,
disaster recovery, employee staffing, and supply chain. Supply chain
management were addressing risks around single versus sole
suppliers and lead time with backup facilities for manufacturing.
Those efforts eased some of the burden from the pandemic.

Benefits recognized after two years of implementation

Third benefit is that the program did not just look at current day
compared to historical performance like in the solar company case.
The semiconductor ERM program brought in a forward-looking
view with predictive risk ratings for the upcoming quarter. As the
risk treatment plans were updated and reported as of the current
quarter end and compared to the prior quarter, it was also compared
to the previously predicted ratings for the current quarter. This gave
an assessment of how well the risk owners were anticipating the
corrective actions and created an accountability if they fell short of
the predicted scoring.
Fourth benefit was that the reporting process guaranteed the board
of director exposure to the risks profile on a timely basis as the risks
started changing rapidly toward the end. It was expected by the
Board of Directors that all Top 10 risks were addressed in the
primary board presentation.
Fifth benefit was the connection of the risk management program
accomplishments to the incentive compensation goals.
Accomplishments of the goals drove the level of payout for the
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bonus of the employees. This process generated the need for starting
to issue the performance report cards quarterly to the CEO.
Sixth benefit was that the ERM program was implemented quickly
and sustained at a solid depth, that it was useful input to the strategic
discussion covering the 10-year strategy.
Similarly, the seventh benefit was that the updates of the Top 25
risks were refreshed in time to provide input to the annual operating
plan/budget with the expectation of planning the costs needed in the
upcoming year to help remediate the substantial risks identified
during the current year.
Eighth benefit was that during this short period of time, risk
management became embedded into the decision making daily by
management personnel at all levels. This was apparent in the
dialogues within the operations reviews presented to the CEO.
The last major benefit was that each department or function tailored
a similar ERM program using the same templates and reporting
processes for its own individual function or department. This made
it particularly easier to refresh and identify new risks because each
department was constantly updating its own departmental ERM heat
maps using its own level of materiality. Programs were implemented
by the Tax and IT organizations, the Research and Development
team, and the Legal function.

In the semiconductor case study, before we move into actual
implementation story, there should be a few points discussed, which will
help make sense of the case study as it progresses through the program.
Specifically, the Corporate Risk Trend for the semiconductor program
differed from what was shown for the solar company. In the case of the
semiconductor Corporate Risk Trend, some of the details around the
specific bars were removed and provided the messaging at a higher and
more understandable level. The Corporate Risk Trend in Figure 15.5 shows
five of the eight quarters, which will be addressed throughout the rest of
this case study. Specifically, the third quarter when the program was
implemented and reflected the following five quarters.

The above Corporate Risk Trend has both the upper (red) line for
inherent risks and the lower (green) line for residual risks. These are
computed based on the risk scores for each of the risk profiles for the Top
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25 risks. Figure 15.5 shows a steadier state level of Top 25 risks, meaning
that the inherent risk did not change dramatically from one quarter to the
other. However, the residual risk changed substantially over the five
quarters. Additionally, there is a dotted line that shows the predicted risk
score. Performance exceeded the predicted risk score for the fourth quarter,
and then came back on track in Q1 of the following year. Figure 15.5 shows
a tremendous progress in mitigation effectiveness, which began as early as
the second quarter all the way through the following five quarters. This
improvement is also noted in Figure 15.6, which is the blended risk heat
map.

Corporate risk trend

“Blended” means considering both long-term and short-term risk
elements for the Top 25 risks. Figure 15.6 also shows that nearly all the Top
25 risks improved in Q1 versus the prior quarter when compared against its
own performance in the prior quarter, while not considering the ranking.
This trend is illustrated by the green arrows pointing down. Then in Figure
15.7 there is the same Top 25 ERM blended risk heat map for Q4 of the
same year.

Even by just a visual comparison of the risk balls positioning, there is a
noticeable shift out of the upper right-hand (red) quadrant down to the
lower left-hand (yellow) quadrant. This indicates that remediation is
working and that the risks are declining from both qualitative and
quantitative perspectives. Even though a few risks remained in a steady



Figure 15.6

state in Q4 versus Q3 of the same year, the overall results from Q1 to Q4
represented tremendous gains for the organization.

Figure 15.8 shows the Tier 1 and 2 risk listings from prior two heat maps
and compares the results against each other.

When comparing the Q1 risks listing on the left-hand side to the Q4 risks
listing on the right-hand side, there were three out of the Top 10 risks that
moved lower into the next 15 because of remediation efforts. Also, between
the two listings, the black arrows illustrate that nearly all the risks went
down in a ranking except for one, intellectual property, which went up and
stayed at a relatively steady state. On the right-hand listing, one risk which
is the speed of margin and growth, continued to be the number one risk
from a ranking perspective throughout most of the entire year. However, the
risk trend rating arrow on the very right-hand side pointed downward
(digital copy is the green arrow) shows for this speed of margin and growth
improvement risk. The risk score trend history taken from the report card
for that risk immediately below that chart shows the dramatic improvement
in the actual risk score versus the predicted and from previous quarters.
Therefore, while the speed of margin and growth remained the number one
risk for the organization, it did show dramatic improvement (downward)
from the inherent to the residual risk. It is beneficial for the audience to
understand the full story of how the risks relate to themselves from quarter
to quarter, otherwise the rankings can be a little misleading.

Top 25 ERM blended risk heat map Q1 2019
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Figure 15.8

Top 25 ERM blended risk heat map Q4 2019

Q1 versus Q4 ranking versus rating for the year 2019

Figure 15.9 shows the complete view of the Risk Performance Report
related to the number one risk (Speed of Margin and Growth). Examining
the performance report for this particular risk shows why the risk rating
improved when compared to itself in the prior quarter.

In the bottom right-hand side, the Overall Action Completion box shows
that almost 60 percent of the action items have been completed. No action
plans were delayed and about 37 percent have been started but not due yet.



That shows that the risk treatment plan was very effective and working
quite well.

An easier, more visible reference of the improvement noted during the
year of 2019 is shown in Figure 15.10.

The mere positioning of the balls, each representing one of the Top 25
risks, moved substantially from the upper right-hand darker gray corner (in
digital copies the red corner) more toward the lower left-hand lighter gray
(in digital copies—yellow) corner. This progression means that the risks’
likelihood and qualitative factors, including the financial impact, have
improved dramatically.

The first few slides illustrated that the ERM program over a simple two-
year period was incredibly beneficial to the company, which also indicates
that the implementation plan was well thought out, well executed, and well
supported by management. This success shows that also the risk owners
were serious about the treatment plans while improving the company’s
performance. To gain this level of benefit during year 1 or 2 is difficult to
obtain for most ERM programs, but it is achievable. To further expand on
how such benefits can be achieved, the rest of this chapter will be dedicated
to program implementation planning, the steps taken, and the resources
required to achieve the end results.

Figure 15.11 shows the company ERM story. The progression started
from April 2018 when the creation of the ERM program was initially
requested by the board of directors.

The Board of Directors’ request for an ERM program was discussed
internally with the CEO and decided upon during the first quarter of 2018.
During this period, a presentation was made to the CEO and CFO as to the
elements of the ERM program and the timeline to help set executives’
expectations. Resources were hired in April of the same year to strengthen
the implementation plan. During the months of May, June, and July, a large
portion of the infrastructure was developed and approved for the
implementation. A number of the training materials were developed as well.
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Figure 15.10

Risk performance report: #1 speed of margin and growth

Risk heat map trend



Figure 15.11 The company ERM story

In August, the Risk Committee was established, and its charter was
approved accelerating the ERM program. During the same period, the first
risk assessment was conducted identifying a Top 25 list of risks topics to be
included in the CEO’s annual strategy presentation happening in October,
the same time the second risk committee meeting took place. The first ERM
program presentation to the Audit Committee happened in November. This
means that the full program infrastructure was put in place between April
and November.

The ERM processes and training materials were created and documented.
By December of the same year, the first treatment plans were developed for
the Top 25 risks.

The Risk Committee reviewed the treatment plans for the Top 10 risks in
depth during January the following year (2019). This progress continued
focusing on the primary elements which further solidified the program.
Strong executive support and a highly experienced ERM Administrative
Team implementing the program ensured the sustainability of the program.

In developing the cadence for the program, the calendar shown in Figure
15.12 was created. It showed the stakeholders, including the Board of
Directors and executive team, the frequency and timing of the key ERM
meetings as well as other key meetings including the strategic meetings,
annual operating plan meetings, and Quarterly Operations Reviews.
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The key dates drive the individual actions of the ERM events to ensure
the results are available for the key meetings as planned. In the lower half
of Figure 15.12, there is a view of other related ERM events, one being
refreshing the risk assessment in each quarter allocating time to identify any
emerging risks, as well as allocating time to map the Top 25 risks to the
company’s 10Q and 10K risk factors. During each quarter, approximately
two months were dedicated to helping risk owners develop their risk
treatment plans and providing updates to the following key meetings.
Lastly, time was allocated toward the end of each quarter to create the
shareholder stock price analysis.

ERM calendar

A tremendous amount of work went into this short implementation
period to harden this level of cadence and quality of information in a
meaningful fashion. Such accelerated implementation may not necessarily
be desired by all companies; however, in this particular case study, there
was tremendous support from the Board of Directors, the CEO, CEO’s
direct staff, and by upper- and middle-level management. Much of the
success was driven by including the treatment plans in the Quarterly
Operations Reviews and having the treatment plan activities tied to the
bonus incentive programs. This calendar was developed in the early stages



to enable discussions during the training sessions, and to emphasize the
importance placed on the success of the new ERM program.

Figure 15.13 shows the ERM infrastructure established at the beginning.
This illustration depicts the normal pyramid type of infrastructure that to

certain extent, equates to the 3LoD, especially between the second and the
third lines of defense and how each would interact with the overall risk
program governance. Oversight is provided at the top of the pyramid by the
Audit Committee and in some cases, the entire Board of Directors. The
governance over the program is provided by the Risk Committee, which is
responsible for promoting the risk awareness and evaluating the adequacy
and effectiveness of the risk responses. The third tier down is the ERM
Administrative Team, which is responsible for maintaining the continuous
risk register, tracking the treatment plans, and reporting on the status each
quarter to executive management, Risk Committee, and Audit Committee.
The next level down in the pyramid is the Risk Champions, which primarily
include the direct CEO’s reports (also referred to as C-suite, ELT, or E-
staff). The Risk Champions are accountable for the risk treatment plan
execution at a high level. Figure 15.13 was developed a few quarters into
the program to show the resources required to maintain the program. Note
that there are 10 Risk Champions for the Top 25 risks. The risk owners who
create and manage the risk treatment plans were typically senior vice
presidents or senior directors. In this case study, there were 28 global risk
owners who shared the Top 25 risks.

Lastly, at the bottom of the pyramid, there are the risk treatment plan
Subject Matter Experts. These are the people who actually execute the risk
treatment plans and are normally at director and above levels. In this case
study, there were 83 Subject Matter Experts involved in executing risk
treatment plans for the Top 25 risks. While there are about 120 people in
total to manage the Top 25 risks, please bear in mind that a large amount of
the incremental administrative efforts was already absorbed by the ERM
Administration Team. The risk owners utilize existing project management
tools that are already in place and therefore, not in need of any additional
resources. In this case study, there was no need for implementation of new
tools or managing of the risk treatment plans’ details.



Figure 15.13 The ERM infrastructure

Figure 15.14 shows in this case the implementation team, the ERM
Administrative Team.

Figure 15.14 was developed during the second year of the ERM program
to provide a view of the experience of the implementation team responsible
for maintenance of the ERM program. The program was led by the Head of
Internal Audit and the Manager of ERM. There were five members in the
pool of internal auditors for this company, and each of those five people
contributed only a part of their time to the ERM program. Some of the team
contributed more than the others, which depended on the other projects that
were ongoing throughout the year. It is important to note that everyone
became cross-trained in the risk assessment activities. Majority of the other
projects included investigations, Sarbanes–Oxley testing, internal audits,
and similar internal audit related projects that surfaced throughout the year.
The team member experience came from a variety of industries, and each
had ERM background that substantially contributed to the success of the
ERM program implementation.

Figure 15.15 provides an overview of the semiconductor business model
and the departments that were involved from the beginning to the end.

Figure 15.15 shows that in this case study the ERM program included all
the normal business cycle of the global organization such as product
development, new product introduction, sales, operations, procurement,
manufacturing, logistics, and customer support. The center hub comprised



Figure 15.14

of the administrative functions such as finance, legal, human resources, and
information technology.

As mentioned earlier, one of the first steps after the ERM program
infrastructure is developed, is to conduct a bottom-up risk assessment.
Figure 15.16 shows the parameters used for this risk identification step.

The ERM implementation team



Figure 15.15

Figure 15.16

ERM business coverage

Risk identification

The respondents or participants included 100 percent of the board
members, 70 percent of the leadership team (defined as senior directors and
above), and 15 percent of the middle management (defined as senior
managers and directors) who were specifically picked based on their
particular job function related to risk management. The external sources



such as external auditors, the big 4 firm, programs like voice-of-the-
customer, and the competitor’s 10K analysis were also included. The
assessment approach was primarily based on the one-on-one interviews and
lasted typically about one hour each. It is important to note that these one-
hour sessions were also utilized to communicate and retrain employees on
the ERM program. There were also some work group sessions particularly
in manufacturing that proved to be more productive and efficient individual
meetings. Data analytics and research was also utilized. In this case study,
in addition to the above, there were already existing versions of risk
management programs already in place throughout the company providing
a very solid input to the enterprisewide level program. It is important to
identify those subprograms and consider their value as it can improve the
overall success of the companywide ERM program.

Figure 15.17 provides an example of the risk assessment guide questions
used for the one-on-one interviews and at the workshop sessions to generate
the thought flow toward risk management.

The questions focus heavily on initially understanding the company’s
objectives for the year, as well as any changes that are expected over the
next one or two years within the business model, location, or geography.
These 9 to 10 questions will generally stimulate enough conversation to
obtain enough detail for highlighting the risks. Additional question and
answer exchanges may create a more thorough understanding of specific
areas such as the financial impact and other qualitative factors.



Figure 15.17 One-on-one interview risk assessment guide questions

Figure 15.18 suggests that it is very helpful for management to look for
external factors related to their department to find risks and answers about
potential risks, especially when there are major changes expected within the
business model, product, or territory.

In this particular case study, there were many discussions around industry
consolidation and tracking competitors’ acquisitions or spinoffs. There were
also conversations about using various analytical models such as Porter’s
Five Forces or PESTLE analysis to be able to better understand other risks
related to new geographies, new business models, new products, and so on.
These one-on-one interviews and work group sessions were healthy
conversations spurring additional thought-provoking dialogue.

Figure 15.19 shows the respondent profile for the first risk assessment
that was done in the first year of implementation compared to the refresh
conducted six to eight months later in the following year.

The functional areas did not change dramatically, but they did represent a
very broad coverage and fair representation of all members of the business
community within the organization. The previous illustration also shows the
statistics of the respondents that were in each of the three primary regions
(Europe, the Americas, and Asia Pacific) as well as the job titles/levels of
the respondents. Maintaining this type of information is very helpful to
prove the credibility of the risk identification process, as well as monitoring
that the number of respondents is directly proportional to the primary
business models, the people-centric activities, and the organizations that are
new or have disappeared. It confirms that a representative number of people
were included in the right geographic areas and in the right functions. In the
risk identification process for the semiconductor industry, it was appropriate
to perform a risk assessment of the distributor process. The company in this
case study used an external distribution channel to sell to the end customer
for a large percentage of the revenue. This step may not be applicable to
other organizations, but it does suggest that one should look outside of the
normal sources that can affect the business. These other sources could also
include third parties such as contractors, suppliers, foundries or original
equipment manufacturers (OEMs), original design manufacturers (ODMs),
joint ventures, service providers, customers, and so on.



Figure 15.18

Figure 15.19

Looking for external factors (pre/postmortem, PESTLE,
Porter’s Five Forces, and gaming workshops)

Actual risk assessment respondent profiles

This type of risk identification must be handled with extreme care as it
involves discussing risks with third parties and customers. The best practice
is just to contain the risks conversations with the distributors to the specific
business relationship between the company and the customer.
Conversations should center on the pain points, the differentiators,
opportunities, and should include regional account executives who own the
customer relationship. It is also beneficial to ensure the conversations are
held with distributors’ executive management to gain the bigger picture.



Figure 15.20

This process was found to also be very beneficial to the relationship with
the distributors because the distributors were generally impressed that the
company was spending this type of time and effort in trying to improve the
relationship, as well as addressing the challenges that also impacts the
distributors.

Figure 15.20 shows a sample guide of questions for interviews with a
distribution channel partner, and Figure 15.21 shows the results of these
risk identification conversations with the distributors.

As shown above, there were specific pain points brought to light, but
there were also some suggestions to improve the competitive advantage of
the company’s products as well as the opportunities that may increase the
business success for both the company and the distributor. This activity was
taken a step further and became one of the Top 25 risks addressing
primarily the challenges and pain points that were not covered in other
risks.

Distributor risk assessment guide questions



Figure 15.21 Distributors risk assessment key takeaways

Figure 15.22 shows the population or the risk universe for the refresh that
was done in year 2 of the program after the year of implementation.

There were a few new risks identified even though they landed in Tier 4
category and ranked under the Top 25. In such an ERM Risk Register
refresh, the general expectation is to identify additional completely new
risks, as well as more risks related to the existing risk topics.

Figure 15.23 provides a view of comparing the frequency at which the
risk topics were brought up versus last year.

The previous illustration represents a comparison of the ERM Risk
Register refresh compared to the prior year. The bottom axis shows a
percentage of the respondents who identified the particular risk topic, which
are shown on the left-side axis. The frequency of these elements resulted
from the conversations. The lighter gray bar (in digital copies—in orange)
is the prior year, and the darker gray (in digital copies—blue) bar is the
current year of the new refresh assessment. It is interesting to see how some
of the dynamics changed dramatically, while others substantially improved.
One risk topic however became a major highlight in the previously shown
refresh. Nearly 85 percent of the respondents stated “employee hiring and
retention” was a high risk to the company, and was nearly double that of the
prior year. Although this particular risk was more of a perceived risk than a
real risk, one might anticipate this topic to become the number one risk for



the company. It did get on the risk register, but closer toward the Tier 3
risks group. Even if this risk topic was not necessarily a material topic in
the risk ranking profile, it still shows that there is a significant perceived
risk that must still be addressed. This topic may not be included in the risk
treatment plan, but it must be addressed via other means such as
communication and being statistically analyzed to see how severe this
perceived risk is or how accurate the respondents are.

The location of the “hiring and retention risk” respondents is shown in
Figure 15.24.

Each of the teardrops shows the percentage of respondents at that
location, which brought up this topic as a risk. The darker gray teardrops (in
digital copy—orange) indicate locations with high percentages (100 percent
or so) but because they had only one or two respondents, whereas the
lighter gray teardrops (in digital copy—yellow) show locations where there
were many respondents, and in this case study the percentages were still
concerning (still quite high). This provided executive management with the
information needed to decide where to focus their communication and deep
dives into the root causes. In this example of hiring and retention risks
statistical analysis, San Jose, California showed 73 percent (corporate HQ
location) and Philippines had 71 percent (location with a substantial amount
of manufacturing facilities) and could not be ignored as a result. The bottom
left shows the total percentage per region: 65 percent of respondents
concerned about this risk topic were in North America, while 54 percent
were in Asia and 43 percent were in Europe. These percentages indicate a
startling concern, and to maintain the credibility of the ERM program and
of executive management, a specific project was created and managed by
the human resources department to address this risk.
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Figure 15.23

Refresh ERM risk register (total risk universe) in 2019

Risk frequency comparison with prior year



Figure 15.24 Global mapping of hiring and retention risk respondents

After the risk identification step was completed, the next phase is to
quantify the risks to generate a Top 25 profile. Figure 15.25 shows the Top
25 risk topic register with the heat map on the left side resulting from the
refresh that occurred in 2019.

There are the different colors of the rating balls, each ball representing a
risk topic in the Top 25 list. The black color indicates a balanced influence
of short term versus long term. The dark grey (blue) ones represent risks
that were important, but in a much longer term influence. The light grey
(green) color reflects risks that are very short-term driven. The number of
short-term driven risks was higher than what is normally seen in the heat
map throughout the two-year period. There were events happening in the
semiconductor industry at this time, which required an immediate and a
very specific attention in certain areas.



Figure 15.25 Top 25 ERM blended risk heat map

Once the risk heat map was done and the Top 25 risk list identified, the
next step is to work with risk owners on creating risk treatment plans.
Figure 15.26 shows the risk treatment plans in the left-hand-side section
that had been in process for about four to five quarters.

The main components of the treatment plans include the risk
accountability, KPIs, quantification, root causes, and high-level action
plans. To supplement that, the ERM Administration Team created the
individual risks scorecard, which is the center section as shown in Figure
15.26. This scorecard keeps track of the actual risk score trends versus past
and versus predicted risk scores covering the last four quarters. It also
showed the achievement of the KPIs over the last four quarters, which
indicates the level of remediation that has taken place. If a given KPI has
been accomplished for three straight quarters, the conclusion could be
drawn that the risk is substantially remediated. The risk scorecard also
shows the status of action plans from a completion percentage standpoint.
In other words, are the risk owners on time with their treatment plans or are
they delayed? Lastly, the section on the right-hand side is a result of pulling
all the individual risk scorecards together and showing the corporate risk
trend, which was shown in the very beginning of this chapter.

Figure 15.27 shows the actual template used for creating the risk
treatment plans.



Figure 15.26

Figure 15.27

All additional project management tracking tools showing related action
plans at a more detailed level should support this standard high-level
template. This treatment plan template is a single-page format that would
summarize all the actions to treat a particular risk topic. The same template
must be used for all the Top 25 risks to create standardization in reporting
and comparability.

Similarly, Figure 15.28 shows the template used for the risk performance
report card.

ERM residual risk performance report

Risk plan template



Figure 15.28 Risk performance report template

This template was used to create the score card for each of the Top 25
risks. It shows performance trend versus the individual quarter
performance, and contains the narratives discussing the direction, the
challenges, and the results.

The next three illustrations are similar in format. Figure 15.29 is a spiral
graph that shows the residual risk performance for the Top 25 risks
numbered around in the circle, while Figure 15.30 compares actual Q4
versus the predictions made in Q3 for Q4 results.

In the “Actual Q3 results versus Actual Q4 results”, the grey (green) area
represents an improvement in the risk ratings. Conversely, if there was a
negative direction in the risk rating, it would show as a dark grey (red) gap
in the graph.

The above shows that the remediation continued to be successful. There
was one risk (risk number 20 titled “continuous pricing pressure”) that
actually declined, but by such a small amount, it was not visible in the
graph.

The third measurement in Figure 15.31 is the actual Q4 versus where the
risk owners predict the performance for the next quarter (Q1).

Figure 15.31 shows that all risks, except for one, are predicted to stay the
same or maybe improve. Any of the risks that had a substantial change
whether in the lighter gray (green) or in the darker gray (red), were
highlighted with a small call-out explanation addressing the root cause.



Figure 15.29

These above three graphs were viewed intensely by the CEO in the quarter
reviews, as well as the Audit Committee in the quarterly Board of
Directors’ meetings, both of which want to be able to look forward, as well
as look backward at actual results. The ability to look forward from a
prediction perspective was a very positive addition to this ERM program
(and it was not present in the prior example of the solar company ERM
program).

Figure 15.32 shows the Top 25 risks and illustrates the assignment of the
risks to specific committees of the board of directors for proper oversight.

Note that the full Board of Directors was responsible for several risk
topics, while the Audit Committee was responsible for most of the others.
Both the Compensation Committee and the Nominating and Corporate
Governance Committee owned the oversight of one risk topic each. This
element of accountability and ownership adds a layer of transparency to the
Board of Directors and serves as a reminder that they do own these risks
and that each of the board meetings should be addressing them.

ERM top 25 residual risk performance (Actual Q3 versus
Actual Q4)



Figure 15.30

Figure 15.31

ERM top 25 residual risk performance (actual Q4 versus
predicted Q4)

ERM top 25 residual risk performance (predicted Q1 versus
actual Q4)
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ERM top 25 risk accountability and ownership

Figure 15.33 is a representative illustration that shows the work of
developing and comparing external or emerging risk updates.

There are several sources for identifying external and emerging risks.
Those sources are generally well known but need to be developed by the
ERM Administrative Team to find the organizations and the studies that are
most applicable to your company and related industry. In this particular
case, the top risks topics were taken from four various sources shown as
follows and compared against the Top 10 risks on the semiconductor
company’s heat map.

The middle column of the top risks was from a survey of “Board of
Directors and C-suite” participants conducted by a university
organization.
The next column to the right lists the top threats from “Global
CEOs,” which was a survey conducted by a research company.
The next column is the Top 10 emerging risks, similarly from a
broader survey from a different source.
The last column shows how those risks compared to the
semiconductor company’s risk ranking.

This comparison helped the executives of the semiconductor company to
understand whether the semiconductor company had all the key emerging



Figure 15.33

risks being addressed in their risk profile. Those were the risks shaded in
lighter gray (green), which were identified as emerging risks from the three
other sources, but not in the Top 25 for the semiconductor company. This
generated the need for the ERM Administrative Team to do analysis and
research to determine if those risk topics should be accelerated into the
higher ranking.

Figure 15.34 shows yet another opportunity to confirm whether the Top
25 register is complete.

This exercise was performed periodically and resulted from a review of
competitors’ 10K risk factors to identify differences between the
competitor’s risk factors versus those of the company. In some cases, the
ERM Administrative Team had to do more follow up for the risks topics
that were not included in the current ERM program. The chart on the right-
hand side shows the frequency of risks based on the competitors’ 10K risk
factors. As an example, in 10 out of 10 companies, intellectual property was
listed in their 10K risk factors. The same topic was ranked as number 4 in
the semiconductor’s risk profile heat map. Cyber security was mentioned by
9 out of 10 companies, employee hiring and retention was also listed by 9
out of 10 companies. This comparison provided a very positive support to
the credibility of the current risk topics portfolio.

External/Emerging risk updates



Figure 15.34 Comparison to competitor 10K risk factors

The last illustration in this chapter is shown in Figure 15.35 and
represents stock price trending of the semiconductor company over the
period of the ERM program shown in this case study.

Since there were notable shifts in the company’s share price, the ERM
Administrative Team would identify (using a publicly reported information)
the events that happened during this period. While this does not mean that
all these activities caused the change in the share price movement, it does
make the executive team think about the potential influence of key events
on the share price. This analysis was well received by the investor relations
department primarily and was subsequently developed in conjunction with
their efforts.

In conclusion of the semiconductor case study, we would like to point out
that while it was a more advanced ERM program than one shown for the
solar company, it yielded a significant success only after two years of its
existence. Some of the key reporting templates were shared along with
information that needed to be provided to the Board of Directors and
members of the organization in charge of the individual risks, but we want
to remind you that these programs and processes can and should be
continuously improved to increase their efficiency and to increase their
benefits to your organization.



Figure 15.35 Stock price analysis—percent change
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CHAPTER 16

Conclusion

Enterprise Risk Management (ERM) is essential for any business as it
encompasses all relevant risks. An ERM Framework supports a company
leaders’ competency to manage the risks comprehensively, and with an
understanding of the correlation among various risks. The successful
business implements a robust ERM capability as part of its culture
establishing a comprehensive and integrated view of a business’s risks in
the context of its business strategy. By doing so, the business reduces the
likelihood and consequences of risks materializing. Other benefits include
competitive advantage, reduced cost of capital, and better financial
reporting.

In conclusion, ERM programs can be implemented in a very short
timeframe or over a longer period of time and with very solid results.
Regardless of the implementation period, there are certain conditions that
must be met to facilitate a successful implementation of the ERM program.
They include:

Visibility into ELT and board of director support;
Solid program infrastructure in place;
Extensive hands-on training sessions;
Organized and talented ERM Administrative Team;
Culture open to change and common risk management language;
and
Mindset to refine and improve the program in a thoughtful manner
over time.
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Visibility Into ELT and Board of Director Support
Support from the top is the primary driver of an ERM program. The most
optimal situation is when the Board of the Directors requests the program.
However, it is nearly as effective and receives as much support if it is
requested by the CEO. Other sources such as the CFO or the Head of
Internal Audit are more of contributors in selling the program over time, but
certainly have a major influence to make the program successful. Other
types of support that can be facilitated by the CEO or CFO would include:

Incorporating the responsibilities and performance of the Risk
Treatment Plans into an incentive compensation program. The more
specific the attachment is, the stronger the impact. Sometimes this
will create the need to audit the results since it impacts
compensation.
Incorporating the reporting of the Top 25 treatment plan results in
the CEO’s Quarterly Operations Reviews. Sharing content at the
executive level provides strong incentive to show results in a
knowledgeable fashion. This process allows the CEO to probe into
any level of the detail as desired.
Incorporating the ERM progress into company goals, even if not at a
specific bonus arrangement. Remediating risks to promote company
goal achievement is a win for all shareholders.
Incorporating the results of the ERM program into both short-term
and long-term company strategy planning sessions.
Incorporating the results of the ERM program into the annual
operating plan budget. Many risk mitigation efforts require some
investment to recognize the offsetting gain or benefit. Those
financial impacts need to be transparent in the beginning.

Solid Program Infrastructure in Place
New processes and programs generally work better when the infrastructure
parameters are designed, approved, and implemented early to facilitate ease
of implementation, consistency in execution, and environment to sustain the
program. Some examples include:
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Creating a formal Risk Committee to include key members of
executive management to provide overall governance of the
program.
Developing a formal Risk Committee Charter to provide guiding
principles for the program governance.
Developing standard policies and procedures with documentation
available to the general population for training and maintenance
purposes.
Determining the model for quantifying and rating risks within the
risk profile for prioritization and to measure performance.
Providing a regular reporting cadence to the various audiences
needing to know such as the Risk Committee, Audit Committee, and
Risk Champions.
Utilizing standard templates for summary-level reporting to
maintain familiarity of the information flow and messaging.

Extensive Hands-On Training Sessions
The amount of training required can be surprising, considering the many
different levels of audiences from board of directors, to executives and
upper and middle management. The level of training details varies by
audience and requires periodic refresh sessions. Some of the training will be
hands-on—for example, developing Risk Treatment Plans with the risk
owners. Program standardization makes it easier to maintain a common risk
language and reduce the complexity and frequency of training.

Organized and Talented ERM Administrative
Team

The resources required to create, implement, and maintain an ERM
program must be highly knowledgeable in the applicable industry, capable
of learning the business, and educated in risk management discipline. The
resources required to maintain the program will vary throughout the year
and at each gating reporting cadence. In addition, there is a need to access
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other resources to complete the tasks during the peak periods of the
program such as conducting the risk assessment exercise. The ERM
Administration Team’s personalities must be of such ability to build
relationships extending into trust and credibility. This team should
eventually become a source for consultation to management.

A Culture Open to Change With a Common Risk
Management Language

Modifying any business culture is difficult and can take years to
accomplish. However, there are some qualities that can facilitate enough
change to achieve the right mindset to build a successful ERM program,
and include:

being able to sell the benefits of the program;
influencing risk owners to apply the needed about of attention to
detail utilizing a common risk language for clarity in messaging;
utilizing existing programs, where possible, to minimize the amount
of incremental work required for the program members; and
embedding the philosophy of risk managing into daily operations
and management decision making.

Mindset to Refine and Improve the Program in a
Thoughtful Manner Over Time

Once the basic ERM program is in place, the best practice is to add a new
element every one or two quarters. Keep in mind that too much change may
be difficult to implement at one time, so the changes made should be
gradual to make it easier for everyone to digest and learn. There are many
elements that can be added or refined throughout the life of the ERM
program. Some enhancements might include:

Risk heat maps at company, geographic, business model, or
departmental levels;



•
•

•

•
•

•

•
•

Increased level of focus on emerging and external risks;
Use of automation and Artificial Intelligence in risk identification
and quantification;
Use of an automation tool reducing the administrative elements of
the program;
Shareholder Price tracking;
Competitor comparisons and tracking for both company- and
industry-level activities;
Identify opportunities for profit maximization that are not
considered risks;
Refined risk tolerance and risk appetite application; and
Recognition programs for remediation successes and leading
practices within the organization.

The performance and even vitality of any business in today’s global
economy depends on managing the known and foreseeable risks. Every
business must understand the level of acceptable risks in achieving its
objectives as well as the type of risks that are embedded within its
operations. It is vital to identify and prioritize significant risks and detect
the weakest links. We hope that our book equipped you with enough
excitement, ingenuity, and knowledge to create/implement/manage a
successful ERM program at your organization.

Thank you for taking the time to read our book.
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