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Introduction

Why yet another book on the governance of information security? 

Information security (IS) has become a major issue for businesses and communities 
in the context of digital transformation, business model changes, cyber threats, and 
compliance requirements. IS is on the agenda of decision-makers and is no longer 
considered solely a technical discipline. It has benefited in recent years from numer-
ous recommendations regarding the importance of good governance. But govern-
ing IS is not easy for boards of directors and senior officials, and many of their 
questions remain unanswered. How can the adequacy of IS be evaluated consider-
ing the real needs of the company? How can different initiatives and investments 
be prioritized? How can the complex world of security controls be understood? And 
finally, what questions should management ask their security officer, and what are 
their respective duties in the context of governance?

Security officers are aware of the importance of governance and the role it must 
play in bringing operations and strategies closer together. Their duties today go 
beyond fighting cyber threats and repeated incidents with limited resources. They 
must become a major player in the development of their company in this new con-
text and promote a new kind of security as a partner in the value chain. But dealing 
with strategic aspects while ensuring operations is an impossible mission without 
senior officials’  support, involvement, and understanding of security issues.

This book helps fill the gap. Starting from a hierarchical approach with the 
division of IS governance and management activities into three levels (strategic, 
tactical, and operational), it becomes easier to understand the areas of responsibility 
of each one. Such a framework offers a reading grid that focuses immediately on the 
main areas of governance and asks the right questions.

The standards, such as International Organization for Standardization (ISO), 
National Institute of Standards and Technology (NIST), Control Objectives 
for Information and Related Technology (CobIT), Information Technology 
Infrastructure Library (ITIL), and others, note the good practices of IS manage-
ment and governance and propose in particular controls or measures of protection 
that should be put in place, but with no advice as to how to implement them. This 

Introduction Introduction
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book fills this gap too. Based on modeling controls at three levels, the main areas 
of IS governance and management activities are grouped together, and then, their 
tools and methodical approaches are presented.

The following are major problems of security governance:

Responsibility : IS can no longer be delegated entirely to information technol-
ogy (IT) services. Business leaders have become involved, not only because 
of cybersecurity threats, the theft of confidential data, or high operational 
costs, but also because of regulatory requirements. IS must therefore be prop-
erly managed, its contribution to the company measured, its accountabilities 
defined, and its cost maintained under control.

Positioning : Security must contribute to the strategic development of the com-
pany and its businesses. Yet, despite an awareness of the need for good gover-
nance, reality is often quite different: weak strategic alignment with business 
objectives, disinterested management, lack of risk-based investment decisions, 
and hasty implementation of technical solutions without further expectations 
from the return on investment.

Comprehension : Even though standards such as ISO 2700x note the require-
ments that a security management system must meet, they are not enough. 
Decision-makers need to be able to visualize security and its components in 
a more synthetic fashion, allowing them to ask the right questions and easily 
assess the adequacy of the controls in place.

This book presents a framework for modeling the main activities of IS man-
agement and governance. This same model can be used for any security subdo-
main, such as cybersecurity, data protection, access rights management, business 
continuity, and so on. It presents tools and examples allowing the various man-
agers to take on their roles. Management and board members will find the ele-
ments to help them better understand IS, ask good questions, or require proper 
reporting. Security managers will find the necessary tools to assume their role 
and thus meet the needs of the company and its customers. The book is aimed 
primarily at information security managers (chief security officer [CSO], chief 
information security officer [CISO]), senior executives (chief executive officer 
[CEO], chief operating officer [COO]), IT managers (chief information officer 
[CIO]), chief risk officers (CRO), members of the board of directors, or any 
other business manager or project manager involved in the governance or man-
agement of the security program. It answers “ How?”  questions and is of interest 
as a repository of tools and pragmatic methods that are complementary to the 
standards. Many examples illustrate the concepts throughout the chapters that 
follow.

This book is not an explanatory guide to the standards. Other books are dedicated 
to them. It is not a technical reference either. It will not provide recommendations 
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on the latest technologies or detailed explanations of the tools or operational con-
trols to be implemented.

What is the structure of the book? 

The book is divided into 12 chapters. Following are their summaries.

Chapter 1. Security Governance  covers the principles and good practices of IS 
governance and management. The difference between management and gov-
ernance is noted along with the division of responsibilities. The main activi-
ties are presented for which tools are developed in the following chapters.

Chapter 2. Security Governance Control Framework  proposes a three-level secu-
rity control positioning concept called the three-level control framework 
(TLCF): Strategic (governance), Tactical (management), and Operational 
(technical measures). The first two levels consist of building blocks or key con-
trol activities: Strategy, Policies, Organization, Risk Management, Program 
Management, Reporting, Asset Management, Compliance, and Metrics. The 
characteristics and purpose of each of these blocks are presented. The focus 
is on the usefulness of such a model, mapping this framework with the stan-
dards, including ISO 27001/2, and applying the framework to specific secu-
rity domains such as cybersecurity or data privacy.

Chapter 3. Control Framework Use Cases  presents examples of using TLCF as a 
tool to self-assess governance practices. It is shown how this same framework 
can be applied to different security domains and how to adapt it to the needs 
of every company.

Chapter 4. Strategy  is devoted to strategy development methods and tools as the 
foundation of every security program. The following concepts are discussed 
in detail: the security strategy and its content; the process and tools to define 
a strategy aligned with business objectives; establishing and carrying out a 
strategy development project; and ways to present and use the strategy in the 
identification of security program improvement initiatives.

Chapter 5. Policies  deals from a practical point of view with developing policies 
and the internal regulatory framework for IS. After noting the objectives of 
the internal regulatory framework, the chapter focuses on the different types 
of documents that compose it, the structure and content of policies, and the 
process of developing policies and documentation frameworks.

Chapter 6. Organization  describes the principal functions, roles, and responsi-
bilities that are part of an information security management system (ISMS). 
Today’ s context requires changes in the responsibilities and profiles of 
employees, security officers, and their teams. The most appropriate organiza-
tional structures are shown according to the characteristics of the company 
and the positioning of IS.
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Chapter 7. Risk Management  deals with the management of security risks. Risk 
mitigation is the raison d’ ê tre of every security program. It is therefore essen-
tial to be able to correctly identify, assess, and treat security risks. The meth-
ods and tools necessary for pragmatic and effective security risk management 
are presented with the following topics: the risk management process with 
practical recommendations; establishing the concept of risk management in a 
company; risk identification, analysis, evaluation, and treatment methodolo-
gies; and the best approaches to risk communication and reporting.

Chapter 8. Program Management  discusses core governance and management 
activities. The management of the program must ensure an appropriate level 
of security as well as the execution of initiatives to achieve set objectives. 
Steering a security program or ISMS is the responsibility of the security offi-
cer but must be overseen by the governing body. Emphasis is placed on man-
agement methods and tools, how to elaborate a security program that meets 
the needs of the business, essential tools in program management, and the 
program review cycle. One of the vital tools in managing the program is the 
catalog of controls, which is discussed, presenting some recommendations 
and tools for its establishment.

Chapter 9. Security Metrics  is devoted to the design and implementation of met-
rics and key point indicators (KPIs) that are used in the governance process. 
Metrics are indicators to assess the posture (capacity) of IS, its return on 
investment, or the security program’ s progress toward set objectives. Metrics 
have always been a challenge for the CISO, because the legitimate need to 
measure the effectiveness of investments is opposed by the difficult task of 
finding reliable indicators. This chapter presents the main types of metrics 
that can be used, along with tools or methods for their effective design.

Chapter 10. Reporting and Oversight  addresses the topic of security communica-
tion for the needs of governance and for other stakeholders. The purpose of a 
report is to present the state of security and its evolution based on key indica-
tors. An approach is presented to establishing a reporting system that is able 
to answer questions such as “ How is our security?” , “ What is its evolution?” , 
or “ Are our expenses justified?”  It also serves as a reference for establishing 
the objectives of the security program.

Chapter 11. Asset Management  focuses on the management and protection of 
corporate information assets. There can be no effective governance or prag-
matic management of a security program without knowing what to protect. 
This concerns not only data and their flows in the business processes but also 
all the other media and means of accessing information, such as the network, 
servers, or applications. This chapter presents methods and tools to effectively 
manage all the information assets, including how to develop and use an asset 
inventory.
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Chapter 12. Compliance  presents tools to manage security’ s compliance with the 
legal and regulatory framework. Knowing which legal and regulatory secu-
rity framework applies to the business and how to comply with it is essential 
for governance. The legal and regulatory framework includes all the laws or 
regulations to which a company is bound by its activities. This chapter pro-
poses an approach to creating a regulatory reference, compliance mapping, 
and gap analysis. It also addresses the management of compliance projects.

How should this book be read? 

The best way to gain a broad view of all the tools and methods that can be used 
to govern and manage a security program is to read this book from beginning to 
end. Nevertheless, it is designed so that chapters can be read independently of each 
other. So, you can start with the topic that interests you the most and then go back 
to the others later on. We recommend reading Chapters 2 and 3 and Chapters 9 
and 10 in that order to benefit from some prerequisite concepts.

The content of this book is designed to be accessible to a wide audience and 
immediately applicable in the governance and management of everyday security. 
Our goal is to make complex topics more accessible and above all, to guide the 
reader through the maze of security controls and benchmarks of good practices, 
which are often tedious. The methods, tools, and examples presented should not 
necessarily be reproduced per se. They are there to stimulate the creativity of secu-
rity officers and the main actors in the governance process in their companies.
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Chapter 1

Security Governance

As a vital resource in the digital economy, information must be protected. 
Companies realize the importance of being able to ensure its availability, confi-
dentiality, and integrity. However, technical security measures alone are no longer 
sufficient. Senior managers are looking for ways to ensure a level of protection in 
line with the needs of their company. They must also have better control of the 
costs related to information security while remaining in compliance with legal and 
regulatory frameworks.

Security governance must be enforced at all levels of an organization. But many 
still do not understand quite what Security Governance is, what is its main objec-
tive and how it should be integrated within existing structures in an organization. 
This chapter provides answers to the following questions:

◾◾ What issues are behind information security in the global context?
◾◾ What questions should senior officials ask about security governance?
◾◾ What trends are we seeing today?
◾◾ Exactly what does information security governance include?
◾◾ How can inadequate security governance adversely affect a company?
◾◾ How is good security governance recognized?
◾◾ What is the difference between governance and management?
◾◾ Is there any specific standard for information security governance?

What issues are behind information security in the global context?

Information Security Governance: Framework and Toolset Security Governance
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1.1 � Information Security Is Important for Business
Information exists nowadays in multiple formats; it is stored on different media 
and exchanged through uncontrolled networks. Yet, it is a vital resource for the 
economy and for everyday transactions. Companies must therefore ensure informa-
tion’s availability (for its intended use), confidentiality (exploitable by those who are 
authorized), integrity (protected against unauthorized changes), and authenticity.

Information security (IS) is currently making a serious contribution to business 
development by ensuring not only reliable operations but also new opportunities for 
qualitative differentiation. It is increasingly seen as a value creator or facilitator of 
operations in new business models. Its added value includes providing reliable and 
secure exchanges, ensuring secure data transfers, enabling remote protected access, 
ensuring the availability of services, and offering the possibility of outsourcing pro-
cesses in a controlled and secure manner. More traditionally, it protects a company’s 
know-how and reputation, reduces operational risks, and ensures compliance with 
legal and regulatory frameworks. It is no longer considered a technical discipline 
that can be delegated to specialized services. Security is becoming an increasing 
matter of concern for top executives and is being supervised more and more at 
the highest level of company responsibility. This is not only required by laws and 
regulations but is also a reality in many companies anxious to improve cost controls 
and the return on their investment in protection systems. It is no longer an ancil-
lary activity, as companies seek to optimize investments and ensure the adequacy 
of deployed IS measures. Management and the board of directors are additionally 
involved in developing IS objectives and supervising its added value to business 
objectives. Whether they are customers, partners, suppliers, employees, or share-
holders, all stakeholders are concerned about security issues.

What should senior officials know about security governance?

Executives and board members must therefore be better acquainted with IS 
issues so that they can fully assume their new responsibilities. If they do not have 
answers to the following questions or if the answer is “no”, then there is a real need 
to review the practices of IS governance within the organization:

◾◾ Is the board regularly informed about IS risks and measures taken?
◾◾ Are management or line managers involved in strategic decisions concerning 

the development of IS?
◾◾ Who defines IS strategy, policies, and guidelines?
◾◾ Who is responsible for data protection and associated measures?
◾◾ Do we know which business processes are threatened by high IS risks and 

whether anything is being done to mitigate them?
◾◾ Where is confidential data stored and how is it processed? Who is account-

able for data privacy protection?
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◾◾ Is our IS adapted to the real needs of the business?
◾◾ Are business units members of committees that decide about IS measures 

concerning their operations?
◾◾ Do our know whether IS expenses are justified and what is their return on 

investment?

If it can be shown that security plays a part in attaining strategic objectives and 
reducing the risks involved, then it can benefit from senior executives’ attention and 
take its place as a link in the value chain. Security is essential, but the question is 
what level of maturity is needed: in other words, how much and what level of IS are 
enough? Its contribution margin, and especially its cost, must therefore be measurable. 
However, this cannot be achieved unless the board of directors and management are 
involved in setting objectives and monitoring the deliverables of the security program.

What trends are we seeing today?

Several studies have highlighted a positive evolution in management’s awareness 
of the importance of IS. However, it is still noted that technical means are often 
deployed in a disorganized manner, in successive layers, to overcome visible threats. 
Boards and management are not involved or are unable to understand the real issues 
behind IS, and thus, they delegate this task to bodies with little decision-making 
power and therefore, few means to act. The return on IS investments is not evalu-
ated systematically. Priority is being given to technical solutions without making the 
necessary organizational adjustments. Roles and responsibilities are often not well 
defined, resources are lacking, decisions are not made, objectives and information 
architectures are not clearly established, and this results in loss of energy, increased 
costs, and a sense of frustration by both management and the teams responsible 
for deploying protective measures. This, in turn, causes misunderstanding on the 
part of the governing bodies, which do not have sufficient visibility regarding the 
adequacy of the measures and the costs related to real risks, leading to a race to find 
technical solutions to counter visible threats, but without any real means of control.

The following observations may characterize many companies that have 
neglected the importance of governance in the field of IS:

◾◾ Lack of awareness of IS strategy and its degree of alignment with business 
strategies.

◾◾ Ignorance of the problems and concerns of the IS by senior executives.
◾◾ Lack of a formal evaluation process for IS performance or return on security 

investments (ROSI).
◾◾ Priority is often given to technical solutions without adjusting organizational 

structures.
◾◾ Lack of manager involvement in the prioritization of risk treatments.
◾◾ Lack of architectural design requirements for IS.
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According to PwC (The Global State of Information Security® Survey 2018) 
[Source: PwC, CIO and CSO, The Global State of Information Security® 
Survey 2018, October 18, 2017]: “Most corporate boards are not proactively 
shaping their companies’ security strategies or investment plans. Only 44% 
of respondents say their corporate boards actively participate in their compa-
nies’ overall security strategy”. The implication of the board in overall secu-
rity is estimated as follows: 45% in the security budget, 44% in the overall 
security strategy, 39% in security policies, 36% in security technologies, and 
1% in the review of current security and privacy risks.

According to EY’s 19th Global Information Security Survey 2016–
2017 [EY - 19th Global Information Security Survey 2016-2017], 73% of 
companies are concerned about poor user awareness and behavior around 
mobile devices, 86% say their cybersecurity function does not fully meet 
their organization’s needs, and 86% of respondents say they need up to 50% 
more budget.

These observations lead us to believe that many companies have yet to establish 
real IS governance. There are many reasons behind this; our goal is not to list them 
but rather, to propose tools to facilitate the implementation of a governance process 
adapted to the realities of each company. But, first, let’s take a closer look at gover-
nance and management activities to better understand what we are talking about 
and why it is important.

What does information security governance mean?

1.2 � Information Security Governance
Security governance is an integral part of corporate governance. Remember that 
there is no single or commonly accepted definition of the term governance. It can 
be summarized as a set of activities and responsibilities aimed at achieving the 
objectives that a company has set by satisfying the needs of all stakeholders. From 
this point of view, we can obviously conclude that the same principles of gover-
nance can be applied to any other functional unit of a company, business line, or 
geographical unit. Consequently, we can talk about the governance of information 
systems and the governance of a specific sector of a company or of a subsidiary. 
IS and its governance system are therefore an integral part of a company’s global 
governance system.
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According to Control Objectives for Information and Related Technology 
(CobIT) 5, A Business Framework for the Governance and Management of 
Enterprise IT (Chapter 6), governance could be defined as follows:

Governance ensures that stakeholder needs, conditions and options are 
evaluated to determine balanced, agreed-on enterprise objectives to be 
achieved; setting direction through prioritization and decision making; 
and monitoring performance and compliance against agreed-on direc-
tion and objectives. 

It should be noted at this stage that for a company to benefit from appro-
priate governance, the board of directors and management need to adopt a 
strategy or define company objectives to involve all levels of responsibility, 
whether in the decision-making process or in conducting operations. In fact, 
governance is not just about the choices and decisions of the board of direc-
tors. It affects all levels of the hierarchy, allowing a company to make decisions 
quickly and apply them in business operations. Governance processes therefore 
traverse all company activities and spread at all levels, from strategic decisions 
at the top of the hierarchy to operations, going in both directions. Governance 
encompasses managerial conduct, decision-making structures, and processes 
that drive a business.

As with corporate governance, there are several definitions of IS governance. 
We will mention one here that we think is important because it stresses the manda-
tory nature of security governance:

Information Security Governance is the process of directing and con-
trolling an organization to establish and sustain a culture of security 
in the organization’s conduct (beliefs, behaviors, capabilities, and 
actions), treating adequate security as a non-negotiable requirement 
of being in business. [“Governing for Enterprise Security (GES) 
Implementation Guide”, Jody R. Westby, Julia H. Allen, SEI Carnegie 
Mellon University 2007]

Therefore, IS governance should be seen not as ancillary or an activity isolated 
from the rest of the company, but as an essential part of overall governance to pre-
serve assets and mitigate risks. Stakeholders should look at security as a set of mea-
sures needed by the company to properly pursue its activities. This is not just a 
matter of skills, technologies, solutions, or plans and procedures; it must be a busi-
ness objective and a permanent concern for every employee.
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According to the Information Security Institute, Guidance for Information 
Security Managers, ITGI 2008, security governance must contribute to the follow-
ing five objectives:

	 1.	Strategic alignment of information security with business strategy to support 
organizational objectives.

	 2.	Effective risk management by executing appropriate measures to manage and 
mitigate risks and reduce potential impacts on information resources to an 
acceptable level.

	 3.	Value delivery by optimizing information security investments in support of 
organizational objectives.

	 4.	Resource management by using information security knowledge and infra-
structure efficiently and effectively.

	 5.	Performance measurement by measuring, monitoring and reporting infor-
mation security governance metrics to ensure achievement of organizational 
objectives.

The involvement and commitment of all the executives in a defined security 
program is obviously a sine qua non for a company to benefit from security tai-
lored to its needs. So, the real question is how to manage IS issues by means of 
an appropriate organization and a governance system that meets its needs. IS can 
no longer be reduced to a mere set of technical measures. Security measures must 
be integrated into business processes, rely on a defined program, and be in com-
pliance with legal and regulatory frameworks. This is not only good practice but 
also a requirement for company management, who are responsible for ensuring the 
adequate protection of company values (Figure 1.1).

Governance:
1. Strategic alignment,
2. Effective risk management,
3. Value delivery,
4. Resource management
5. Performance measurement

Board

Management

Business units

Operations

Figure 1.1  The five axes of security governance.
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Complying with the requirements of the standards is not a guarantee of quality, 
by the way. A company where security decisions are made at an inadequate hierar-
chical level, where policies and directives are not applicable, where responsibilities 
are not exercised by persons with sufficient power to act, cannot pretend to have 
adequate governance and security. The following is a (nonexhaustive) list of exam-
ples of practices characteristic of inefficient or inappropriate IS governance:

◾◾ Responsibility for deploying IS measures or controls is concentrated in a sin-
gle department.

◾◾ Business line managers consider IS to be the exclusive responsibility of the 
chief information security officer (CISO)/chief information officer (CIO), 
and it is up to them to ensure the right level of protection.

◾◾ The board of directors does not get involved in strategic IS decisions and del-
egates this responsibility, considering itself not qualified to give an opinion.

◾◾ The IS officer does not have the means to ensure the adequacy and application 
of security policies and directives.

◾◾ Business initiatives and projects for change are not assessed to ensure their 
compliance with the security strategy or to identify security risks.

◾◾ The board of directors does not have reports on the state of IS, its adequacy, 
and the effectiveness of the measures in place. It cannot evaluate the added 
value of security for the business.

◾◾ The security officers feels that they are neither listened to nor supported 
by their superiors. Their prerogatives are reduced to actions to combat new 
threats or restore the situation after repeated incidents.

◾◾ And so on.

Poor involvement by governing bodies in IS issues is a reflection of inadequate 
governance. The availability of efficient technical teams and sophisticated tools 
alone is not enough to ensure long-term protection. IS measures cannot be deployed 
without integrating them into business operations, without empowering all the 
employees, and without getting support from business unit managers. Without 
senior management support, the CISOs or senior information security executives 
and their teams will continue to fight visible threats with limited resources without 
being able to adopt a holistic and more proactive approach.

How can inadequate security governance adversely affect a company?

Finally, how can inadequate security governance affect corporate objectives? 
Senior executives need to ask themselves this question even if they think they are 
not concerned by IS. Table 1.1 summarizes some of the possible negative impacts on 
business objectives in the event of lack of adequate IS governance. 

Governing well means considering adequate security to be a prerequisite for 
company prosperity. If IS objectives are not defined, sufficient resources cannot be 
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allocated. Under these conditions, the desired level of protection cannot be achieved, 
measured, or supported. A certain level of maturity in governance requires that 
IS be directed by leaders with sufficient power and authority, including decision-
making, accountability, and allocating the necessary resources. In such an environ-
ment, security can contribute to company objectives by strategically aligning with 
the business, implementing adequate measures (controls) to maintain asset-associ-
ated risks at an acceptable level, and managing the allocated resources effectively.

How is good security governance recognized?

Effective security governance has the following characteristics:

◾◾ The whole company is involved: The assets to be protected are known, and the 
level of security is defined. IS is considered indispensable by business units. 
Security measures support business operations.

◾◾ Responsibilities are defined: The board and management are involved in the 
security program decision-making process. Business unit managers validate 

Table 1.1  Negative Impacts on Business Objectives in the Event of Lack of 
Adequate IS Governance

Business Objective
Possible Negative Impact in Case of Inadequate 

Security Governance

Developing a new business 
model

Inadequate level of protection required by 
operations

Protecting the company’s 
reputation

Adverse opinion of customers aware of the 
importance of security for transaction and 
data privacy

Compliance with legal and 
regulatory frameworks

Exposure to fines and loss of customers’ and 
partners’ confidence

Preserving the company’s 
culture and value

Loss of security awareness and risk increase

Cost containment Loss of control over security-related costs

Alignment of security 
measures with business 
needs

Inadequacy of implemented measures (too 
much or too little)

Operational risk 
management

Loss of control over security risks that may 
impact operations
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security measures that support their operations, projects, and development 
strategy. Data and process owners are identified and functioning. IS special-
ists implement the program according to defined strategies and policies.

◾◾ The level of protection depends on risk appetite: IS risks are assessed and sys-
tematically treated. Risk appetite is defined, and proactive risk management 
is in place concerning all company activities, both operations and projects for 
change. IS controls are managed and associated with risks.

◾◾ Security is actively managed: Security strategy, policies, and guidelines are 
established to serve the needs of the organization. The assets to be protected 
are identified, and responsibilities are defined. Management allocates ade-
quate resources according to a repetitive evaluation and decision-making 
process. Responsibilities are defined at all levels. The reporting system sup-
ports the decision-making process and is based on key indicators. An inci-
dent management system is in place. Employees are trained and risk aware. 
The security program is supervised, audited, and adjusted to the needs of the 
company.

What is the difference between governance and management?

1.3 � Information Security Management
When talking about security governance, we often tend to confuse it with man-
agement or operational management. Appointing a CISO, setting up an access 
rights management team, or convening a committee to decide on some issues 
related to IS activities planning does not constitute improving or establishing 
governance. Conversely, if policies and guidelines are established without requir-
ing rigorous monitoring and management of their implementation, the desired 
level of security cannot be achieved. Therefore, a company must be able to set 
goals for its security program and ensure that they are met (governance) and 
at the same time ensure the means for the program’s effective implementation 
(management).

The difference between security management and security governance is not 
very clear. To simplify, management encompasses the implementation and moni-
toring of the security program, while governance provides strategic orientations and 
ensures its proper execution.

To illustrate this, we can use the scheme proposed by the CobIT 5 framework 
(Figure 1.2). Governance includes activities called Evaluate (the state of security 
based on business needs and management feedback), Direct (provide orienta-
tions), and Monitor (oversight). The management part includes activities related 
to the security program: Plan, Build, Run, and Monitor. Management feedback to 
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governance is one of the key points in this process. It is indeed the CISO who should 
ensure the implementation of the program and reporting to governance bodies. 
He or she is also responsible for two-way communications with regard to strategic 
directions (or new business directions impacting security) as well as reporting opera-
tional indicators.

Governance

Management

Management

Business Unit Manager

Security Committees

CSO / CISO

Security Team

Security 
Engeneers

Heads of operations

ResponsibilitiesFunction

Define Strategy

Establish policies

Define risk appetite

Manage resources

Ensure adequacy of security measures

Manage risks

Establish security controls

Communicate and educate

Establish metrics and reporting

Establish architecture and standards

Secure applications, infrastructure,
and operations

Board

Figure 1.3  Distribution of responsibilities between governance and management.

Figure 1.2  Distinction between governance and security management according 
to CobIT [CobIT5, “A Business Framework for the Governance and Management 
of Enterprise IT”, ISACA, 2012].
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Generally speaking, governance includes decision-making, while management 
ensures the implementation of controls. An information security management 
system (ISMS) implements IS measures or controls and provides monitoring for 
reporting purposes to decision-making bodies. If we draw up a list of activities rang-
ing from defining the strategy to carrying out security operations or controls, we 
will find that it is actually more appropriate to classify some in governance (e.g., 
strategy development) and others in management (e.g., monitoring or reporting). 
Considering the main activities of an ISMS such as those proposed by the standards, 
we can roughly schematize the areas of competence of governance and management 
as shown in Figure 1.3.

It is important to remember that governance and management responsibilities 
are found in nearly every security program activity.

EXAMPLE

A strategy cannot be validated solely by members of the board of directors or 
management without the involvement of the business managers, the CISO, 
and even the operations managers. For it to be applied, it must be accepted 
by everyone and considered as an indispensable part of the program. On the 
other hand, securing day-to-day operations also requires some involvement 
on the part of boards of directors to ensure that security measures have been 
adequately deployed (e.g., through audits). Between these two extremes, all 
other activities require attention from both those who govern and those who 
manage IS.

OK, but all of that is already well defined and explained in the standards! 
Why not simply follow them?

1.4 � Using Security Standards
We might ask: why not simply apply IS standards or best practice recommendations 
to establish good governance? Standards, guidelines, or benchmarks of good prac-
tices in the field of IS are indeed indispensable and extremely useful. However, they 
must be used for what they are: a set of recommendations to help build a security 
program. To draw a parallel with the field of construction, these standards can be 
compared to technical construction standards that provide the essential components 
of buildings but do not replace the work of the architect. A security program is a set 
of essential components, controls, or IS measures that are part of a defined architec-
ture that meets the specific needs of a company.
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Our goal here is not to explain the different standards in detail. Some excellent 
books have been published on standards, and the very explicit texts of the standards 
themselves can be referenced. The reader is invited to familiarize himself or herself 
with these, if they have not done so already; this will further facilitate their under-
standing of the rest of this book. Nevertheless, we will give brief explanations of some 
of the standards that may be useful in the development of an IS governance system.

The most widely used international IS standards are published by the follow-
ing organizations: International Organization for Standardization (ISO), National 
Institute of Standards and Technology (NIST), Information Systems Audit  and 
Control Association (ISACA) with its CobIT and Information Technology 
Infrastructure Library (ITIL). Other standards, recommendations, or benchmarks 
of good practice exist in some specific IS domains, such as the NIST Cyber Security 
Framework (CSF). The standards differ in their approach to presenting the recom-
mendations: NIST presents and systematizes a catalog of controls, the ISO 2700x 
series is more process oriented in the development of an ISMS, and ITIL presents 
service-oriented security best practices in the form of specialized publications. Some 
directives or compliance frameworks may be issued by regulatory bodies (such as 
Finma in Switzerland, the Hong Kong Monetary Authority, or the Securities and 
Exchange Commission [SEC] in the United States for the financial sector) or by 
associations or interest groups in a given sector. Some regulations have been assimi-
lated into laws directly impacting company IS processes (e.g., the General Data 
Protection Regulation [GDPR] in the European Union).

Almost every standard includes generic recommendations in different areas of 
IS, ranging from governance and technical infrastructure to more complex activities 
or controls such as risk management, access rights management, or incident man-
agement. They all mention the requirements that a security system must meet but do 
not specify how it should be constructed or guidelines for the realization of specific 
controls. In fact, there are many ways to meet the standard requirements: We will 
briefly introduce SABSA framework for establishing security architectures as well as 
the family of ISO 2700x standards that will often be referenced through this book.

	Sherwood Applied Business Security Architecture (SABSA)

The SABSA approach [Enterprise Security Architecture, White Paper, John 
Sherwood, Andrew Clark & David Lynas, 2009] is not a standard in the sense 
previously mentioned. It does not offer a catalog or recommendations for opera-
tional controls. Its goal is to provide a framework for the establishment of a secu-
rity architecture in accordance with business needs, which in turn makes it easier 
to design protection measures for critical business operations. To avoid building 
an IS system based on an accumulation of tactical controls or solutions without 
justification from above, SABSA proposes defining a security architecture based 
on strategic objectives. This allows operational controls to be defined based on the 
actual business needs.



﻿Security Governance  ◾  13

The framework is comprised of six different Architectures based on six views in 
a layered approach (Table 1.2).

Each of these architectures is further formed while addressing process areas 
regarding what, why, how, who, where, and when, to understand the context of 
each of the layers and their relationships with other layers. This layered approached 
in combination with the process areas result in a business security architecture 
offering complete traceability in two ways:

	 1.	From the Business Requirements to Security Controls (Completeness: Did we 
identify everything we need ) and

	 2.	From Component Architecture (Security Controls) to Business Requirements 
(Business Justification: is every component traceably associated with a business 
requirement?) (Figure 1.4).

Table 1.2  Architectures Based on Six Views

Views Architecture

The business view Contextual security architecture

The architect’s view Conceptual security architecture

The designer’s view Logical security architecture

The builder’s view Physical security architecture

The tradesman’s view Component security architecture

The service manager’s view Security service management architecture 

 

Contextual

Conceptual

Logical

Physical

Component

Service Management

Contextual

Conceptual

Logical

Physical

Component

Service Management

Completeness:
Did we identify
everything we need?

Business Justification: is
every component traceably
associated with a business
requirement?

Figure 1.4  Traceability of controls.
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	ISO 2700x Family

The ISO/IEC 27000 family includes nearly 30 references in the field of IS. They are 
jointly published by the ISO and the International Electrotechnical Commission 
(CEI). Some of the main standards useful for IS governance are listed here:

ISO 2700x series (excerpt):
–	 ISO 27001 Information security management systems — Requirements
–	 ISO 27002 Code of practice for information security controls
–	 ISO 27004 Monitoring, measurement, analysis and evaluation
–	 ISO 27005 Information security risk management
–	 ISO 27014 Governance of information security

Other ISO standards dealing with information security (excerpt):
–	 ISO 15408 Evaluation criteria for IT security (Common Criteria)
–	 ISO 18045 Methodology for IT security evaluation
–	 ISO 15504 2013 Process assessment

The standard ISO 27001 can be used for the certification of an ISMS. However, 
compliance with the standards does not in itself guarantee adequate security. In 
addition to the recognition of security processes, certification could be credited 
with obliging a company to ask fundamental questions about its program, which 
would be beneficial if done with care and the desire to build a security program 
adapted to the context and needs of the company. By establishing fundamental IS 
processes based on a standard, the security officer can manage complexity better, 
improve communication, and reassure stakeholders.

To illustrate the use of the standards, let us take the example of recommenda-
tions in ISO 27001 applied in two different ways by two companies with different 
contexts. Both companies will reach the same level of maturity for the given process 
using completely different IS measures.

EXAMPLE

Two companies, a small family business (Company A) and a large bank 
(Company B), aim to establish effective management of their assets according 
to Recommendation A.8, “Asset Management,” of the ISO 27001 standard.

In its control objective 8 of Annex A, ISO 27001 groups together recom-
mendations for the establishment of an asset management system. It basically 
says that a company should (abstract):

	 1.	Inventory all the assets and assign ownership. These include information 
(data), applications, servers, or data repositories.
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	 2.	Classify assets (in terms of value, legal requirements, sensitivity, and criti-
cality) and take this into account while assigning access rights.

	 3.	Define, document, and implement rules for the appropriate use of assets.

The two companies differ primarily in size and industry sector. 
Even without prior analysis, we can easily guess that only a few files or 
directories in Company A contain truly confidential data such as cus-
tomer records or production secrets. There is no complex data processing 
involving confidential data. On the other hand, the production assets 
(machines or numerical control software) are critical for the survival of 
the company.

Company B has complex data processing involving both confidential and 
critical data. It must provide access to this data to different user profiles from 
inside and outside, as well as from many client applications. Different busi-
ness operations also use the same data.

Company A made a relatively simple inventory of the few files or data-
bases hosting confidential and critical data and assigned them a relatively 
high-level owner (chief operating officer [COO] or operational manager). 
The information was classified into two categories: (1) confidential and 
(2) nonconfidential. Access rights were given to a restricted group of people 
for Category 1 and to all staff for Category 2. The availability of data is 
ensured by a backup system and its confidentiality by an encryption system. 
Access to the applications processing this data was given to a restricted group 
of people.

For Company B, the inventory of assets was much more complete: it 
contains all the applications, servers, and main confidential data flows. 
The attributes of the items in the inventory are: owner and privacy class. 
The classification of data is more elaborate: (1) confidential, (2) limited 
(accessible by a certain group), and (3) public. Traditional banking 
applications will probably only rarely be associated with a single class of 
data, because they use both confidential and public data. The responsibil-
ity or ownership of the data is spread among several people, probably one 
person per business unit or geographical location. The access rights man-
agement system involves complex workflows to enable validation by mul-
tiple data owners. There is also a system for tracing the activity of those 
with access rights to a large amount of confidential data. Regulations 
probably prevent concurrent access to multiple applications or confiden-
tial data sources (segregation of duties). Security controls or measures 
also include data encryption systems not only at rest (databases) but also 
in transit.
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This is just one example of different ways to meet the requirements of standards 
and regulations according to the specificities and real needs of each company. The 
complexity of an ISMS depends on many factors, including the industry sector, 
company size and complexity, and its risk appetite.

Is there any specific standard for information security governance?

	ISO 27014 Governance of Information Security

(©ISO Adapted from ISO/IEC 27014:2013 with permission of the American 
National Standard Institute (ANSI) on behalf of the International Organization for 
Standardization. All rights reserved.) The ISO 27014 standard released in 2013 is 
dedicated entirely to the governance of IS. In its summary, it recalls the importance 
of good governance not only to ensure compliance with legal and regulatory frame-
works but also to preserve an organization’s assets and reputation. It refers to the 
governing body that is responsible for overseeing IS and ensuring that set objectives 
have been achieved. It also stresses the importance of links between the governing 
body, management, and those responsible for the implementation of operations: 
“Furthermore, an effective governance of information security ensures that the gov-
erning body receives relevant reporting—framed in a business context—about infor-
mation security-related activities. This enables pertinent and timely decisions about 
information security issues in support of the strategic objectives of the organization.”

According to this standard, the governing body is ultimately responsible for 
the decisions and performance of the organization. Its main objective must be to 
ensure that the security program is effective, is aligned with business objectives and 
strategy, and meets the needs of the stakeholders.

The standard first proposes some concepts, in which we find the abovemen-
tioned characteristics of good IS governance: strategic alignment, value creation, 
accountability, security adequacy, investment decision process, and compliance 
with standards. It then lists six principles that should guide organizations in estab-
lishing governance processes. These principles are the following:

◾◾ Principle 1: Establish organization-wide information security.
◾◾ Principle 2: Adopt a risk-based approach.
◾◾ Principle 3: Set the direction of investment decisions.
◾◾ Principle 4: Ensure conformance with internal and external requirements.
◾◾ Principle 5: Foster a security-positive environment.
◾◾ Principle 6: Review performance in relation to business outcomes.

These principles are finally translated into five governance processes with the 
participation of the governing body, executive management, and stakeholders. The 
flows and interdependence of these processes are presented in Figure 1.5.
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The objectives of each of these processes can be summarized as follows:

	 1.	Evaluate: Compare the current state of achievements in the security program 
with the objectives set. This allows the identification and communication of 
points of improvement and provides an orientation for the “Direct” process.

	 2.	Direct: Issue guidelines with regard to strategy and security objectives. These guide-
lines may relate to resources, prioritizing activities, policies, and risk appetites.

	 3.	Monitor: Enable the governing body to assess the degree of achievement of 
the strategic objectives.

	 4.	Communicate: Based on the elements of the Evaluate process, this pro-
cess allows information to be exchanged between the governing body and 
stakeholders.

	 5.	Assure: Identify areas for improvement in governance and operations. The 
governing body may order independent audits or reviews.

The standard also mentions some essential elements for process entry to 
facilitate decision-making. Responsibility lies within the governing body and 
the IS management (Figure 1.6). Thus, for Process 1 (Evaluate), the governing 

Governing Body

Executive Management
(Information Security Management)

4. Communicate

2. Direct 3. Monitor

1. Evaluate

5. AssureStakeholders

Requirements Report

Strategy, Policy Proposals Performance

Recommendations
Commission

Figure 1.5  ISO 27014 processes.



18  ◾  Information Security Governance: Framework and Toolset﻿

body must ensure that business initiatives take into account security impera-
tives (strategy, policies and guidelines), and IS management must ensure that 
ISMS supports business objectives and presents projects to improve the IS 
position.

The standard describes governance processes without going into too much 
detail, letting companies adopt them in their own way. It can therefore be used 
as a reference to identify potential gaps in company governance processes.

The chapter dedicated to metrics will show how a program or a governance sys-
tem can be evaluated. Let us just mention that this is something critically desired 
by every business leader. The question should not be simply “Is our security ade-
quate?” but also “How appropriate is our governance system?” Thus, there is no 
single or unanimously accepted model or methodology for IS governance, man-
agement, and program development. Such an objective requires thorough analysis 
of a company’s specific features, its business model, and its context. The standards 
are very useful and can help define the scope of action, but it is ultimately up to 
the boards of directors, the management, and the CISO to find the best way to 
guide and supervise the IS program so that it is tailored to the specific needs of 
each organization.

2. Direct

1. Evaluate

3. Monitor

4. Communicate

5. Assure

Business oriented metrics and KPIs
Performance feedback.
New threats.

Assess effectiveness of the ISMS.
Ensure compliance.
Consider changes in business.

Matters that require decision.
Give advice on actions to be taken. 

Report on IS adequacy.
Inform about corrective actions.
Recognize regulatory obligations.

Support the audit, review or
certifications commissioned by
governing body.

Request an external and 
independent opinion.

Define risk appetite.
Approve IS strategy.
Allocate resources.

Develop strategy and policy.
Align security objectives with
business objectives.
Promote security culture

Ensure that the business initiatives 
take into account security issues.
Prioritize actions.

Ensure that information security 
supports business objectives.
New projects with significant impact
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em

en
t

Go
ve

rn
in

g 
Bo

dy

Figure 1.6  ISO 27014 processes with inputs from Governing Body and IS 
Management.
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1.5 � Conclusion
Information security is an important part of business in today’s environment. 
Despite this, we still see today that in some organizations the governance of the IS 
has not received the attention it deserves from the leaders and the board of direc-
tors. The responsibility is certainly shared between the different actors.

In this chapter, we have presented the essential elements of IS governance, its 
main issues and characteristics. Understanding the difference between governance 
and management helps to identify potential adjustments of responsibilities within 
the company.

The standards and benchmarks of good practices have not been presented in 
detail because many works already treat them in a very complete way. However, 
some of them deserve greater attention in governance and we have briefly presented 
them in this chapter. They will be used in the examples throughout especially in 
relation to the framework that will be presented in the next chapter.

Many books deal with the issue of governance of IS from different angles and it 
is certainly appropriate to consult them especially for the readers who are in charge 
of developing or reviewing processes in this field.
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Chapter 2

Security Governance 
Control Framework

To establish effective governance and management processes, managerial controls 
should be modeled or grouped into easily recognizable blocks. Governance-specific 
activities are often presented alongside operational practices in the standards, which 
makes them difficult for senior executives to read. This is why it would be very 
useful to have a simple model presenting the main areas of management involve-
ment when setting up an information security (IS) management system (ISMS). 
Such a model could also be useful in facilitating business leaders’ involvement in 
the change management process, which impacts IS. Having such a model would 
make it easier to guide discussions with management, review practices in a struc-
tured manner, discuss new opportunities, and above all involve everyone, as well 
as security specialists, who has a role to play in setting up adequate security in an 
organization.

This chapter provides answers to the following questions:

◾◾ What do we mean by the term security “control”?
◾◾ How can managerial controls be presented and highlighted?
◾◾ How can controls be grouped by hierarchical responsibility?
◾◾ What are the characteristics of each level of a three-level control framework 

(TLCF)?
◾◾ What is the purpose of each building block and what do they contain?
◾◾ What is the mapping between TLCF and security standards?

How can managerial controls be presented and highlighted? How can 
controls be grouped by hierarchy of responsibility?

Information Security Governance: Framework and Toolset Security Governance Control Framework
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2.1 � Three-Level Control Framework
Different terms designate the means that are deployed to protect information confi-
dentiality, availability and integrity: measure, control, protection, countermeasure, 
and so on. We will use the term control, which, a priori, can be taken as a synonym 
for all the other terms commonly used.

Controls can be classified into different categories; for example:

◾◾ By nature: regulatory, physical, technical, human
◾◾ By security domain: information, physical (safety), human
◾◾ By protected target: information systems, physical premises, human integrity
◾◾ By characteristics: preventive, corrective, detective
◾◾ And so on.

When we look at security standards’ recommendations, the immediate ques-
tion that arises is: how can the various controls be broken down by level of respon-
sibility? Board members cannot be expected to read the standards to identify the 
controls under their responsibility. So, we need a model that groups controls under 
different levels of responsibility, enabling the rapid identification of who is respon-
sible for what in the governance process.

EXAMPLE

In ISO 27001, A.9 Access Control, the following control objectives can be 
considered from different levels regarding accountability:

◾◾ A.9.1.1 Access control policy (should be under the responsibility of the 
board of directors).

◾◾ A.9.2.5 Review of user access rights (should be under the responsibility of 
business units).

◾◾ A.9.2.2 User access provisioning (should be under the responsibility of IT 
operations).

Since security responsibility today is essentially shared by several actors in an 
organization, what we need is a model that allows us to quickly identify the following 
three classes of vertical controls: governance (orientations, assurance), management 
(steering, oversight), and operations (technical controls or processes). This makes 
it easier to identify the responsible authorities and any gaps in the governance and 
management process. It is still not uncommon today to see operational or technical 
controls put in place in response to incidents or to overcome a visible threat without 
worrying about the managerial- or governance-level impact. This usually leads to a 
waste of resources, misunderstanding among the different stakeholders, and poor 
alignment with business needs. The Sherwood Applied Business Security Architecture 
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(SABSA) framework mentioned in Chapter 1 can help set up security architecture 
that facilitates the implementation of operational controls in line with business needs. 
However, this approach also requires a high level of governance maturity.

EXAMPLE

Take the example of setting up a new system of identity and access management 
(IAM) based on business roles (role/rule-based access control [RBAC]). Setting 
up such a system means taking different levels of control into account, not just 
technical ones. It is not enough to simply install a software solution that automates 
the provisioning of user privileges from the human resources (HR) database on 
target platforms. The expected organization of responsibilities in role management 
must also be taken into account, along with elaborating specific policies in this 
field, defining the accountability of oversight or incident management. There is 
certainly a hierarchy of controls and a vertical distribution system that must be 
respected. This hierarchy of controls could be presented as follows (not exhaustive):

Level Control (excerpt) Responsibility

Governance Policy, organizations Governing body

Management Risk management, 
program management

Chief information security 
officer (CISO) or IAM 
officer

Operations Role and privilege 
management, periodic 
certifications of access

Business

Technical Incident management, 
monitoring

IT operations

This vertical distribution of the control groups is of paramount importance in set-
ting up IS governance and management. It emphasizes the need to share responsibility 
at different levels, which is a prerequisite for establishing adequate security. Every level 
of responsibility must be concerned by IS. In this context, any significant adaptation 
of the system, such as the one just observed, can have repercussions on governance, 
managerial, operational, or technical controls. Some changes in technical controls, 
however, such as replacing one intrusion detection system with another, will most 
likely have little or no impact on guidelines or risk management. Nevertheless, the 
scope of any change to IS governance and management should always be reviewed.

Why not use the standards?



24  ◾  Information Security Governance: Framework and Toolset﻿

Each of the standards has adopted a system of grouping and distributing con-
trols in sets of its own. The NIST 800-53 standard presents a catalog of controls 
and classifies them into 18 families and three classes: managerial, operational, and 
technical. ISO 27001 groups the requirements that an ISMS must meet into seven 
clauses containing 22 recommendations. In its appendix it presents 14 Groups con-
taining 25 Control Objectives with 114 controls. The ISO 27002 standard (Code 
of practice for information security controls) reiterates the Objectives and Controls 
and adds, for each control, a guide to good practices (Figure 2.1).

The following observations can be made:

◾◾ The grouping and naming of groups, control objectives, and the controls 
themselves evolve from one version to another.

◾◾ Groups and objectives in ISO do not refer to the same level of responsibility. 
For example, A.5 “Information security policy”/A.5.1 “Management direc-
tion for information security” is not at the same level of responsibility as A.13 
“Communication security”/A.13.1 “Network security management.”

◾◾ Some groups refer to generic controls or processes (e.g., A.6 “Organization of 
information security”), while others mention controls linked to the means of 
protection (e.g., A.10 “Cryptography”).

This is quite understandable. In fact, to avoid unnecessary complications, the 
standards seek to present the completeness of the controls in the smallest possible 
format, perhaps to the detriment of a certain vertical (hierarchy) and horizontal 
(domains) distribution of the control objectives. The formalism of presentation 
is not oriented toward governance but toward the completeness of the processes. 
Changes or adaptations to the content from one version to another are mainly due 
to evolution in the threats or protection techniques.

Objectives (35)

Controls (114)

Implementation Guide for each 
control

ISO 27001
Requirements for an ISMS

Annex A

ISO 27002
Best practices

Groups (14)

Recommendations(22)

Clauses (7)

Figure 2.1  Structure of ISO 27001/2 standards.
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Therein lies the importance of proposing additional methods of grouping con-
trols other than the standards. We need a simpler model allowing the consolidation 
of governance, management, and operational controls into building blocks for an 
entire ISMS or for a particular security domain (mobility, IAM, continuity) or tech-
nology (encryption, cloud). This will allow decision-makers to focus immediately 
on the sets of controls that affect them. Indeed, as we have just presented in the 
example of IAM, some control objectives have to be taken into account regardless 
of the scope of the system under observation. These control objectives are: strategy, 
policy and guidelines, security organization, risk management, security program 
management, reporting and oversight, asset management, compliance, and metrics.

What is the main purpose of such a framework?

Such a framework should allow management and security practitioners to ask 
pertinent questions about governance for IS as a whole, a specific security domain, 
or during major IS changes. These questions are the following:

	 1.	Do we have a strategy?
	 2.	Have we established our policies?
	 3.	Is our security organization adequate?
	 4.	What are the risks and how are they managed?
	 5.	How is our IS program managed?
	 6.	Is the reporting and oversight system adequate?
	 7.	Which assets (data, applications, etc.) are impacted, and who is responsible for them?
	 8.	Are we in compliance with the legal and regulatory framework?
	 9.	Do we have metrics or key performance indicators (KPIs) to track the 

adequacy of our protection system?

EXAMPLE

Suppose a company wants to outsource some of the operations of a business 
line onto the cloud of an external provider. This initiative or project is obvi-
ously not only a technical matter and requires management approval. The 
security risks faced by the company must also be considered. The questions 
that management should ask are the following:

	 1.	Do we have a strategy in the domain of cloud computing?
	 2.	How should our security policy evolve following this change?
	 3.	Is our security organization suitable? Who is responsible for it: IT or the 

business line?
	 4.	What are the security risks that ensue?
	 5.	What specific controls should be put in place or adapted?
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	 6.	Is there a need to review our system of monitoring the effectiveness of 
controls following this change?

	 7.	What data or applications are involved?
	 8.	What is the impact on our compliance with the legal and regulatory 

framework?
	 9.	What indicators do we need to monitor the adequacy of the solution?

Other examples can easily be found of changes that raise the same questions, 
highlighting the key concerns of any responsible actor in the IS governance process.

What are the building blocks of the model?

Continuing our line of reasoning on the essential controls that governing bod-
ies and security management must ensure, we can classify these controls into nine 
building blocks as follows (Figure 2.2):

	 1.	Strategy
	 2.	Policies
	 3.	Organization
	 4.	Risk management
	 5.	IS program management
	 6.	Reporting and oversight
	 7.	Asset management
	 8.	Compliance
	 9.	Metrics

StrategyPolicies Organiza�on

Risk 
management

Program 
management

Repor�ng 
and 
oversight

Asset 
management Compliance Metrics

Opera�ons

Figure 2.2  Building blocks of the information security governance framework.
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A tenth block, Operations, could be added, despite the fact that they do not 
directly comprise the main activities of governance and management. The controls 
contained in this block provide essential elements for good governance, such as 
monitoring operations, metrics, the nature of the data processed, and so on. The 
operational level can be considered a functional instance of the security program.

Is there a hierarchy or functional dependency between these blocks?

Finally, is there a hierarchy between these blocks, and can we establish a func-
tional interdependence? The answer is “yes.” A security program cannot be managed 
without knowledge of the legal or regulatory framework, nor can a reporting system 
be developed without previously establishing a security metrics.

The primary interdependence between the model blocks is as follows:

	 1.	Strategy is the prerequisite for a security program.
	 2.	Policies and guidelines depend on strategic directions.
	 3.	Organization (roles and responsibilities) is established to reflect the strategy 

and policies.
	 4.	Managing risks requires knowing risk appetite as well as policies, strategic 

choices, and the assets to protect.
	 5.	Reporting and oversight should be based on organization (or target audience).

They use metrics and KPIs.
	 6.	Operational processes provide essential knowledge needed to identify the 

assets to protect.
	 7.	Compliance with the legal and regulatory framework depends on operational 

processes, the company context, data to be protected, and metrics.

StrategyPolicies Organiza�on

Risk 
management

Program 
management

Repor�ng 
and 
oversight

Asset 
management Compliance Metrics

Opera�ons

Figure 2.3  Interdependence between building blocks.
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	 8.	Metrics and KPIs are identified by observing operations.
	 9.	Finally, the security program is managed based on the strategy, risks, and 

report results and must be in compliance with the legal and regulatory 
framework.

This interdependence is schematized in Figure 2.3.

EXAMPLE

In the area of IAM, the Strategy sets out the objectives of the system that we 
want to build: for example, delegating the assignment of user access rights to 
business units provided that privileges are established based on business roles. 
This strategy will be used to develop Policies and access rights guidelines, 
including the role-based approach and the involvement of business units. 
The Organization describes the roles and responsibilities in the processes. 
Operations involves the effective implementation of the processes and mecha-
nisms for granting access rights. These processes will enable us to identify the 
data to be protected (assets), exposure to the legal and regulatory framework 
(e.g., protection of personal data) (Compliance), as well as the Metrics that 
we will need. A Reporting and Oversight system will be set up for program 
management needs and will use the previously defined metrics. Finally, the 
IS Program will be managed by implementing and improving all the controls 
that are part of the system.

How can controls be classified according to hierarchical responsibility in a company?

There is also a hierarchical relationship between the building blocks in this 
model. A security strategy aligned with business is obviously the responsibility of 
senior management and the board. Risk management or the establishment of met-
rics will most likely be the responsibility of the security officer. Security operations 
or technical controls will be under the responsibility of the security or IT operations.

Controls at all levels help protect assets. These levels can thus be presented as 
follows (Figure 2.4):

Strategic: This level includes all governance controls intended to provide overall 
direction for the security program: Strategy, Policies, and Organization.

Tactical: This level includes all managerial controls aimed at setting up and 
managing a security program: Risk management, Program management, 
Reporting and oversight, Asset management, Compliance, and Metrics.

Operational: This level encompasses all the operational and technical controls 
within the security program.
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The model building blocks can thus be placed in the different levels as shown 
in Figure 2.5.

This three-level representation allows us to separate the families of controls 
by their nature and main level of responsibility: Governance, Management, and 
Operations. All the actors involved in setting up and running a security program 
can easily identify themselves in one of these three levels. The board of directors 
and business unit heads will be primarily involved at the strategic level, the CISO 
and the functional managers at the tactical level, and the security specialists at the 
operational level.

Observing the requirements of the standards and benchmarks of good prac-
tices, all the recommendations or controls could be placed in one of these levels 
(the controls recommended by ISO 27001 will be mapped with the blocks of the 

Strategic

Tactical

Operational

Asset

Figure 2.4  Levels of control.
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Figure 2.5  Breakdown of blocks into levels of control.
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model at the end of this chapter) (Figure 2.6). This breakdown lets us propose a 
framework focusing on the main activities of each level, along with tools to analyze 
the adequacy of our practices in each block of the model.

Security controls in major areas such as human security, IAM, cybersecu-
rity, mobility, data privacy, and so on can also be distributed in these three levels 
(Figure 2.7). Therefore, the model can be applied to the ISMS as a whole or to a 
specific security domain.

2.2 � Strategic Level
The strategic level encompasses the three main building blocks of the model: 
Strategy, Policies, and Organization (Figure 2.8). These are the three areas where 
senior executives have the greatest responsibility.

Strategic

Tactical

Operational

Asset

Strategic

Tactical

Operational

Asset

Figure 2.6  The recommendations of the standards fit into the levels of the model.
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Figure 2.7  Specific controls for major security domains can also be distributed 
in three levels.
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Changes at the strategic level directly affect processes and controls at tactical 
and operational level. The opposite is also true. Significant operational changes 
cannot be made without referring to the strategic level.

A new business strategy or changes in the business model (strategic level) require 
an adjustment of controls at the operational level. Technological evolution (e.g., in 
the context of process digitalization) or new security threats also require adaptations 
in operational controls, which in turn may require repositioning at the strategic 
level. Annual surveys of the large consulting firms indicate an almost systematic 
delay in the adjustment of controls at the strategic level, primarily due to inertia 
or the natural propensity of senior management to consider IS a purely technical 
discipline.

2.3 � Tactical Level
The tactical level encompasses all the main activities and responsibilities that can 
be attributed to IS management. Since the implementation of a strategy and poli-
cies requires the deployment of various controls within an ISMS, the term tactical 
seems more appropriate than managerial. The grouping of activities into building 
blocks at this level makes it possible to highlight the main axes of security executive 
officers’ activity either for the entire IS or for a specific domain (Figure 2.9).

All activities or controls at this level depend on the orientations given at the 
previous level. Once the strategic orientations have been taken, the security program 
will be reviewed or adapted according to a systematic approach. We should therefore 
talk about the repeated or renewable process of establishing and managing a security 
program. The opposite is also true. If management or the board do not have insight 
into tactical-level activities (such as risk management, the effectiveness of measures, 

StrategyPolicies Organization

Figure 2.8  Strategic level.

Risk 
management
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Reporting 
and 
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Figure 2.9  Tactical level.
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asset management, compliance, or metrics), they will not be able to make educated 
decisions about investments, new projects, or the adjustment of controls. Good 
governance therefore needs a high-performing and transparent tactical level.

2.4 � Operational Level
The operational level includes all operational security measures, processes, or con-
trols. We often talk about the instantiation or functional realization of a security 
system. Standards, such as the National Institute of Standards and Technology 
(NIST), present a comprehensive catalog of all controls to be part of an operational 
system (Figure 2.10).

Controls at this level have been put in place to protect the company’s assets in 
accordance with the strategy and internal regulatory framework and within a spe-
cific security organization (strategic level). Their main objective is to mitigate risks 
within the framework of an IS program; their effectiveness is measured; they are the 
subject of reporting and oversight; and they protect the assets in accordance with 
the legal and regulatory framework (tactical level). Operational controls should not 
be deployed in a disorganized manner by adding successive layers of highly innova-
tive technical solutions. Company needs must be met at the best cost/performance 
ratio within the framework of an IS program and established plans.

Any operational measure or control must meet the following requirements:

◾◾ It is justified by the presence of a risk to which it responds.
◾◾ It is the responsibility of a specific person or entity.
◾◾ It responds to business strategy or need expressed by the business.
◾◾ It has been tested.
◾◾ Its effectiveness is measurable.

What is the purpose of the model blocks, and what do they contain?

2.5 � Main Functions of the Model Building Blocks
Finally, what is the function of each building block, and how do they contribute 
to better IS governance? What do they contain? They will be analyzed in detail in 
the following chapters, and tools and methodical approaches will be presented to 
establish the controls that compose them. First of all, let us recall the role of each 
one in the IS governance system.

Operations

Figure 2.10  Operational level.
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2.5.1 � Strategy 

The first block involves setting up a strategy for the entire 
security system. A specific security domain can also 
benefit from its own strategy aligned with the overall 
security strategy.

Having a vision for IS makes it easier for a company 
to choose among the different options available for the IS program and specific 
operational controls. All the actors should be familiar with the vision and align their 
efforts with objectives acknowledged as important for the organization. There are 
no alternatives to this approach. In fact, a security system without a strategy will be 
built by piling up protective techniques against new threats or ad hoc processes to 
comply with audit recommendations. This will ultimately have a negative impact on 
costs, will not be understood by management, and will not be efficient.

The security strategy includes the direction the company wants its IS program 
to take in the near future. It can also be established by major security domains (e.g., 
cybersecurity strategy, continuity, human resources, etc.). The strategies are entirely 
the responsibility of the company’s management or its board, but proposals might 
be given by the security manager or a committee authorized for this purpose.

As with any strategy, a security strategy takes the form of a relatively short 
document that presents two essential elements: the vision or goal to be achieved in 
a period of a couple of years and initiatives that must be undertaken to achieve it.

EXAMPLE (SIMPLIFIED) OF A STRATEGY

International School of Management
IS must ensure the protection of our data and operations in the context of 

business development: offering courses of study adapted to new technologies in 
an international context, collaborating with experts and international institu-
tions, outsourcing our IT operations (cloud), and opening new subsidiaries in 
European Union countries. To achieve this goal within 3 years, IS will be orga-
nized as an entity independent of IT with a CISO under the responsibility of 
the rector and board of directors. The following actions should be undertaken:

	 1.	Development of a new charter, security policy, and organization
	 2.	Revision of security guidelines and development of a new documentary 

framework
	 3.	Implementation of security organization based on information ownership 

and risks associated with different units, including compliance and confi-
dentiality requirements

	 4.	Establishment of a central unit to monitor threats and manage incidents 
(Security Operations Center)

Strategy
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A business plan or project portfolio is often confused with a strategy. Just because 
a company has compiled a list of security projects for the coming period, often moti-
vated by audit findings or foreseeable threats, it cannot boast of having a strategy. 
The strategy must be at the origin of the projects and not the other way around.

Strategic initiatives therefore remain objectives to be achieved over the more or 
less long term. It is obvious that resources will be primarily devoted to resolving 
incidents and restoring production. However, the realization of a strategy will lead 
to the progressive reduction of incidents and cost optimization.

Strategic initiatives serve as drivers for the establishment of roadmaps or more 
specific projects in annual plans (see more in Chapter 8, Program Management). 
These high-level initiatives or objectives have deadlines and need to be reviewed 
periodically. They mainly serve as support for the development of more specific 
programs or projects.

EXAMPLE

The objective “Inventory sensitive data and describe the missions of the data 
owners” could lead to several projects:

◾◾ Development of a policy or guideline on the protection of sensitive data
◾◾ Categorization and classification of corporate data
◾◾ Transfer of data responsibility in business units
◾◾ Development of a data inventory

The security strategy should explicitly include foreseeable changes in the con-
duct of business and new technologies, with defined roadmaps if possible.

The following elements should be part of the security strategy:

	 1.	The external environment and business context.
		  Recall the context and explain why the security strategy and positioning 

should be adjusted.
	 2.	Legal and regulatory framework and its impact.

	 Recall the main areas of compliance required and mention adjustment required 
to new regulations.

	 3.	Changes in threats, vulnerabilities, technologies, and risk appetite.
	 It is important to adopt a posture concerning threats, especially due to the 

evolution of technologies, business models, and risk appetite. The company 
can take a position in its strategy in the form of choices such as “no outsourc-
ing of confidential data” or “waiting for the technology to mature,” and so on.

	 4.	Corporate culture.
	 Recall the essential criteria that must drive IS decisions according to the com-

pany’s culture and its position vis-à-vis competitors.
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	 5.	Requirements for explicit alignment with certain business initiatives or 
strategies.

	 When a company has to adapt quickly because of new directions in business 
strategies (such as new services, a new market, mergers or acquisitions, and so 
on), security must follow and adapt.

The IS strategy, promoted by the CISO, should enable governing bodies to 
obtain answers to these key questions:

◾◾ Does IS strategy cover all the priorities of the business?
◾◾ Is the security strategy well understood by business unit managers?

HOW IS STRATEGY REFERENCED IN THE STANDARDS

The term strategy is not used as such in the International Organization for 
Standardization (ISO) or NIST standards. The ISO speaks primarily about 
the “context of the organization,” and in NIST it is “planning” (see the map-
ping of the model and the standards at the end of this chapter).

The strategy establishment will be discussed in Chapter 4 (Strategy).

2.5.2 � Policies

The block called Policies is primarily about the internal 
regulatory framework. Policies are high-level internal 
regulatory documents. They translate the strategy into 
more restrictive terms. This block also deals with docu-
ments of the lowest level of the internal regulatory frame-
work, such as guidelines, standards, or procedures.

The reasons why an internal regulatory framework is important are obvious. Let 
us recall some other arguments in favor of IS policies in the current context.

Support for the Extended Enterprise

An extended enterprise is understood to be an organization that is active in 
globalized markets and uses process digitization technologies. These processes 
are distributed among several actors in the value chain. Changes in business 
models, business diversity, geographical distribution, advanced outsourcing or 
delegation of activities, strong interaction, and sharing data with suppliers are 
just a few examples that characterize an extended enterprise. IS poses major 
challenges in this context and must be supported by a defined internal regula-
tory framework.

StrategyPolicies
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Governance and Management Component

The development of IS policy is a very effective way to put security on the agenda 
of decision-makers and other stakeholders in the organization. A policy that has 
been discussed, validated by line managers, and signed by the board of directors 
proves to be a very useful instrument for governance. All stakeholders are strongly 
interested in this, because it helps to anchor the IS program closer to their needs:

◾◾ The board may require periodic reports allowing it to make decisions regard-
ing the evolution of the IS program and investments.

◾◾ Business unit managers can rely on the policies and guidelines to ensure that 
security meets their needs.

◾◾ Security officers will use the policies to strengthen controls and justify 
investments.

◾◾ Auditors will be able to rely on the policies to assess the compliance of operations.
◾◾ Teams responsible for implementing security controls need internal regula-

tory framework to guide their activities.
◾◾ Finally, the policies and guidelines can be used to raise awareness and as a 

code of conduct for all the employees.

Reflects the Needs of the Business

The policy is established with the business and for the business and its needs. It 
is validated, understood, and supported by management. Nevertheless, different 
business units with different business models might have different risk appetites 
and therefore need different security policies.

Imposes the Establishment of a Documentary Framework

Policies and the underlying documents that are guidelines and procedures must be 
part of a enterprise-wide documentary framework. This facilitates accessibility and 
an understanding of the internal regulations. Policies and internal regulatory docu-
ments will be available on the intranet pursuant to the graphic charter, comprehen-
sible, and easily accessible and searchable.

Internal regulations, validated by all the stakeholders, should enable governing 
bodies to obtain answers to these key questions:

◾◾ Do we have security regulations in place that apply to all our activities?
◾◾ Are our internal regulations reviewed, and by whom, to ensure they are 

complete and accurate?
◾◾ Are our regulations adapted to the needs of the business units?
◾◾ Are policies and guidelines well understood by all the employees?
◾◾ Who is responsible for the evolution of our internal regulatory framework?
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The following ISO 27001 recommendations are directly related to policies 
and the internal regulatory framework.

Requirements
5.2  Policy

Reference control objectives and controls (Annex A):
A.5  Information security policies
A.6.2.1  Mobile device policy
A.6.2.2  Teleworking
A.9.1.1  Access control policy
A.10.1.1  Policies on the use of cryptographic controls
A.13.2.1  Information transfer policies and procedures
A.14.2.1  Secure development policy
A.14.2.5  Secure system engineering principles
A.15.1.1  Information security policy for supplier relationships
A.17.2.1  Planning information security continuity

A method to develop policies and documents for the internal regulatory frame-
work will be presented in Chapter 5 (Policies).

2.5.3 � Organization

The term organization will be used to describe all the 
requirements related to responsibilities and functions in 
the context of an ISMS. This is not just about the govern-
ing body or executive management as specified in ISO 
27014, but includes all the security functions, roles, and 
responsibilities aimed at ensuring the operations of an IS program. Organization 
requirements must be formulated in the security policy.

EXAMPLE

A formalized incident management process is recommended by all the stan-
dards and also by numerous sectoral regulations, in particular in banking, 
through financial sector control and regulatory bodies in many countries. 
Almost all these regulations require the board and senior management to 
ensure that there is incident management process, that they are informed, 
and that they inform the regulators in the case of particularly important 
incidents.

StrategyPolicies Organization
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Specific security organization should therefore be put in place to manage 
incidents with the following functions:

◾◾ Central registration and incident dispatching service
◾◾ Incident owner or responsible for the resolution and follow-up of correc-

tive measures
◾◾ Committee (if needed) to decide on the severity and follow-up of an inci-

dent (communication, crisis management)

Establishing security organization today is no longer limited to appointing a 
CISO. The responsibilities of different areas of security are scattered throughout the 
company. The role of a CISO has changed significantly in recent years. In the 1990s, 
they were the head of the user access rights team within IT departments with a techni-
cian’s profile. Today, they lead multidisciplinary teams in charge of securing business 
processes and bringing added value. Their spectrum of activity is very broad, ranging 
from securing operations to communication, ensuring awareness, management of 
security risks, management of the overall program, and reporting to the board.

Modern security management means above all coordinating everyone’s efforts. 
HR will most likely be responsible for monitoring and mitigating security risks 
related to human risks. Business units will be required to itemize the security risks 
specific to their operations. IT system engineers will be responsible for the basic con-
figuration of equipment and the infrastructure. New security organization should 
take into account not only new needs, such as the integration of disaster recovery 
planning (DRP) in business continuity or the evolution of human and cyber threats, 
but also the overall problem of steering the IS program throughout the company.

Security organization can take different forms. There is no ideal model that fits 
every business. Nevertheless, it is important to recognize several functions that are 
needed to ensure good governance. The assignment of functions to individuals heav-
ily depends on the size of the organization, its specificities, and the risks involved. 
The security executive officer or the CISO can be located inside or outside the 
IT department and may or may not direct a team of security specialists with some 
or all of the security functions under their responsibility.

Leaders will ensure that there is no conflict of interest and that decisions can 
be implemented with sufficient resources. One of the main mistakes is to mandate 
a CISO who does not have sufficient authority to make decisions without system-
atically consulting the board or management. Organizational changes have the 
same priority as projects. An effective security organization will contribute to the 
achievement of strategic objectives.

Although IS organizations can vary greatly from one company to another, 
a shift is being seen from operations toward governance, risk, and compliance 
(GRC). The positioning of the security team and the CISO has an important role 
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in this evolution. IS organizations traditionally oriented toward operations, even 
with technology’s extremely important role, are unable to effectively combat all the 
threats over the long run. On the other hand, an organization focusing on proactive 
risk management and business needs is more likely to bring perceived value and use 
available resources more effectively.

The establishment of adequate security organization will allow the governance 
bodies to obtain answers to these key questions:

◾◾ Do we have IS organization that covers all the necessary functions?
◾◾ Is the organization reviewed, and by whom, to ensure that there are no gaps?
◾◾ How does our organization compare with our competitors or similar 

companies?
◾◾ Is security organization well understood by business unit managers? Do they 

participate or are they represented in the different decision-making bodies?
◾◾ What are the main drawbacks in our organization, and how can they be 

fixed?

The ISO 27001 recommendations directly related to security organization 
are the following.

Requirements:
5.3  Organizational roles, responsibilities and authorities
7.2  Competence

Reference control objectives and controls (Annex A):
A.6. Organization of information security

The characteristics of different IS organizations, a method and tools to set up 
security organization, the best practices, and a pragmatic implementation approach 
will be developed in more detail in Chapter 6 (Organization).

2.5.4 � Risk Management

Risk mitigation is the raison d’être of any security 
program. The activities grouped under this block 
will all be dedicated to the risk management process, 
including identification, analysis, treatment, and 
reporting as essential IS governance support.

Risk analysis allows security organization to fix priorities based on risk appetite, 
strategy, and policies. One of the main concerns of security governance must be to 
ensure the effective management of security risks, in particular their identification, 

StrategyPolicies Organization
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analysis, and treatment. Ignoring risk or its implicit acceptance is one of the main 
dangers of any IS program.

The ultimate responsibility for security risks lies with the board of directors. 
Operational managers from different business units own the security risks in their 
operations. As the security operations manager, the CISO is also responsible for 
risks in their own department (e.g., the effectiveness of controls or failure of secu-
rity operations). Their role is also to provide support for the identification and man-
agement of security risks in the business units.

Security risks are part of a company’s operational risks, although they have 
some characteristics that must be taken into account. For example, quantitative 
evaluation methods are very often impossible to apply because of the difficulty of 
observing events within the organization. On the other hand, it is relatively easy 
for someone accustomed to observing security threat trends to qualify a risk on a 
simple scale such as small, medium, large. The chapter dedicated to IS risks will 
show a pragmatic way to analyze them.

Security risk assessment and emerging trends are key indicators for steering the 
IS program. An increasing risk for which mitigation measures are no longer suf-
ficient or are poorly adapted must clearly be addressed as a priority.

EXAMPLE

If we discover that cybersecurity risk has been increasing over a period of time 
simultaneously with a decrease in the level of the effectiveness or maturity of 
security controls, such as “Intrusion Detection Systems” or “User Awareness,” 
then these two indicators may be sufficient to make the decision to invest 
more in improving the intrusion detection systems to ensure a level of risk 
consistent with enterprises appetite. The IS program should then include an 
initiative to improve the efficiency or maturity of the associated controls to 
reduce risk.

Chapter 7: Risk Management will show in detail how to obtain these indicators.
The evolution of legal and regulatory requirements, as well as new threats, has 

made boards of directors aware of the need for good security risk management with 
their complete involvement as being ultimately accountable for the approval of 
reports and setting up mitigation measures. Therefore, they need to take an active 
stance in the risk management process to get answers to these key questions:

◾◾ Do we know what security risks can impact the business, how they are evalu-
ated, and what are the priorities in their mitigation?

◾◾ How is IS risk management organized?
◾◾ How have risks evolved compared with the previous period and why? How 

have the associated controls evolved during the same period?
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◾◾ Are security risks, the measures used for their mitigation, and periodic reports 
validated by the heads of business units or their risk managers?

◾◾ What constitutes high risk, and do we have a plan for its short-term mitigation?
◾◾ Are we doing everything necessary to facilitate mitigation of the most impor-

tant risks?

The recommendations of ISO 27001 directly related to risk management are 
as follows:

Requirements:
6.1	 Actions to address risks and opportunities
8.2	 Information security risk assessment
8.3	 Information security risk treatment

Chapter 7 (Risk Management) will focus on a method and tools to manage risk 
for IS governance purposes.

2.5.5 � Program Management

Program management encompasses all the activities 
that ensure the effective deployment of security controls 
as part of an ISMS. Standards such as ISO 27001/2 or 
NIST (800-53) give a good summary of these controls.

According to Control Objectives for Information 
and Related Technology (CobIT) 5, management activities also applicable to secu-
rity are defined as “plans, builds, runs and monitors activities in alignment with the 
direction set by the governance body to achieve the enterprise objectives.”

The main activities of the CISO and their teams consist of implementing and 
managing security controls. In addition to operational controls (“run” mode), a 
security program includes initiatives and projects that aim to improve the effective-
ness of the controls in place or put in place new ones (“change” mode).

To be able to govern well, it is essential to know the controls in place and their 
usefulness (protection objective) as well as their effectiveness. Management and the 
governing body must be able to visualize all the controls in the form of a catalog or 
inventory containing the notions of responsibility and the level of maturity. This 
catalog is used as one of the main tools in the security program and risk manage-
ment process and as support for internal and external auditors.

Operational measures or controls cannot be deployed without support from 
security strategy, policies, organization, and risk management and without a secu-
rity program plan. The companies most successful in optimizing their security 
resources are those that implement operational controls based on their strategy and 
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risk appetite and follow the policies and guidelines by first protecting data identified 
as critical or confidential in accordance with the legal and regulatory framework.

For a security program to be effective, the activities of this block must be based 
on the deliverables of all other blocks in the model. The strategy provides guidance 
on overall IS goals, allowing the program to stay focused on essentials; risk manage-
ment pinpoints the main threats to be countered; reporting and oversight provide 
information on discrepancies between the current and desired states, as well as prog-
ress toward the goals set; and compliance provides information on developments in 
the legal and regulatory framework that must be addressed by the security program.

A steering committee or governing body, in collaboration with the security exec-
utive officer, must review the objectives and adapt the program at defined frequen-
cies. Management of the IS program, which is the responsibility of the CISO, should 
enable governing bodies and management to obtain answers to these key questions:

◾◾ What security controls do we have in place, how do they contribute to the 
mitigation of our risks, and who is responsible for them?

◾◾ Is there a control monitoring process, and how are the results presented to 
management?

◾◾ How does the maturity of the controls evolve, and is it in line with the 
requirements of the risk treatment decisions?

◾◾ What is the roadmap for control improvement projects?
◾◾ How have security program priorities been validated by representatives of the 

business units?
◾◾ What can still be done at the management level to facilitate the implementa-

tion and improvement of the IS program?

The recommendations of ISO 27001 directly related to management of the 
security program are as follows:

Requirements:
4.4	 Information security management system
6.2	 Information security objectives and planning to achieve them
7.1		 Resources
7.4		 Communication
8.1	 Operational planning and control
10		 Improvement

Reference control objectives and controls (Annex A):
A.12.1.3  Capacity management
A.18.2.2  Compliance with security policies and standards
A.18.2.3  Technical compliance review
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Chapter 8 (Program Management) will be devoted entirely to essential methods 
and tools to manage the IS program.

2.5.6 � Security Metrics

IS governance needs reliable indicators as decision sup-
port. Metrics are used in reports; they quantify risks, 
evaluate trends and control effectiveness, calculate return 
on investment, and so on. They also make it possible to 
set thresholds to warn about trends and thus prevent 
incidents.

Nevertheless, measuring security is not easy, due primarily to the absence of 
measurable events or incidents. We cannot, for example, know exactly how many 
attempts have been made to break into companies similar to ours, their type, and 
especially whether they were successful or not. It is also difficult to know whether 
an intrusion protection system has captured all the attempts or not. There are many 
other examples like these. On the other hand, purely technical and widely avail-
able metrics, such as the number of viruses or attacks prevented or the number of 
servers configured with the latest updates, do not provide governing bodies with 
relevant information about the overall performance of the protection system. Basic 
metrics must generally be compiled or aggregated to convey useful information for 
the management, such as evolution of the level of protection compared with the 
evolution of risks, real return on recent investments to implement security solu-
tions, the level of improved resilience against cyberattacks, the effectiveness of the 
awareness program, or the completeness of measures taken to fill gaps after the last 
penetration tests.

Security is one of the few areas that do not have their own standards or mea-
surement techniques, as opposed to other well-known indicators such as consump-
tion (kW/h), efficiency (price/earning ratio), yield, and so on. Senior managers 
are used to financial indicators or measuring the evolution of business turnover. 
Therefore, management and CISOs together must find a way to measure security 
for governance purposes.

The methods and tools to measure security developed in Chapter 9 will allow 
governing bodies and management to get answers to these key questions:

◾◾ What indicators do we have that allow us to measure security from the gov-
ernance perspective?

◾◾ Are our metrics well suited to reporting purposes, and have they been vali-
dated by the stakeholders?

◾◾ Do we have metrics required by the legal and regulatory framework?
◾◾ How do we improve metrics to meet governance and management needs?
◾◾ How can we evaluate our security posture, and how do we compare with our 

competitors?

StrategyPolicies Organization

Risks Program Reporting

Assets Compliance Metrics



44  ◾  Information Security Governance: Framework and Toolset﻿

The recommendations of ISO 27001 directly related to security metrics and 
KPIs are as follows.

Requirements:
9		  Performance evaluation
9.1	 Monitoring, measurement, analysis and evaluation
9.2	 Internal audit

Reference control objectives and controls (Annex A):
A.12.7.1  Information systems audit controls

Chapter 9 (Security Metrics) will be devoted entirely to methods and tools to 
elaborate security metrics from the governance perspective.

2.5.7 � Reporting and Oversight

A reporting, oversight, or monitoring system is essential 
for good governance. Above all, it allows the secu-
rity executive officer to present the state of IS from a 
holistic point of view; to relate investments, controls, 
and risks; and to use key indicators to explain how 
the security program contributes to business development and how resources are 
allocated.

This block groups methods and tools to develop IS reports for all the company 
stakeholders. Audit findings and recommendations, as well as specially commis-
sioned reports, are also included.

The security reporting process is the responsibility of the CISO as insti-
gated by the board of directors or governing body. It must provide decision 
support and allow the governing body to obtain answers to the following key 
questions:

◾◾ How appropriate is our IS program?
◾◾ How are risks evolving, and what are we doing to mitigate them?
◾◾ How does the effectiveness of our controls evolve? 
◾◾ What are our key investments in IS?
◾◾ What are the most important control change projects (new or improve-

ments to existing controls), their objectives, and the roadmap of planned 
implementation?

◾◾ How can management and the governing body help resolve IS problems (or 
pain-points)?

◾◾ What are the costs related to security, and how do we control them?

StrategyPolicies Organization
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As with all the rest, there is no single reporting template that can fit every busi-
ness. The content and form will depend on the nature, size, and diversity of the busi-
ness and the sector in which it operates. The regulatory framework requires security 
reporting to facilitate decision-making and enable the board to fulfill its responsi-
bilities. Security reports and dashboards are not intended solely for the governing 
bodies. They also bring value to all stakeholders:

◾◾ For the different business units, they must present the achievements of the 
various security projects aimed at contributing toward their objectives. 

◾◾ For customers and partners, they must convey information on the level of 
maturity of the controls.

◾◾ For employees and security operations specialists, they must present a road-
map of strategic initiatives with priorities validated by the governing body.

The term communication is often used to emphasize the importance of dis-
seminating information, raising awareness, or sharing information. Reporting, 
in our context, concerns and includes communication with the stakeholders to 
make security and its concomitant activities more visible. Communication in the 
sense of educating or raising awareness is part of security operations or operational 
controls.

The recommendations of the ISO 27001 standard directly related to the 
reporting process are as follows.

Requirements:
9.3  Management review

Reference control objectives and controls (Annex A):
AA.18.2  Information security reviews

Chapter 10 (Reporting and Oversights) will be devoted entirely to methods and 
tools to elaborate security reports.

2.5.8 � Asset Management

Asset management within the wider security framework 
provides the basis for internal data protection policies 
and guidelines and for the assessment and treatment of 
associated risks. Risks involving data of different privacy 
classes will not have the same impact on the business. 
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Adequate security cannot be provided if protection priorities are not known. It is 
therefore important to classify assets, identify asset owners, establish protection 
rules for each class of assets, and establish an asset inventory.

Management knows the company’s data but is perhaps not sufficiently aware of 
the risks related to how it is handled. IT asset management often involves inven-
torying hardware and software infrastructure components with specialized tools 
within a configuration management database (CMDB). Apart from the configura-
tion tracking process, these inventories do not provide information on the nature, 
criticality, or confidentiality of the various components. The contents of databases 
or servers are often ignored by system administrators. These are mainly inventories 
of the technical layers of a system’s architecture. The characteristics of the applica-
tions or functional levels, and especially the confidentiality of the data, are often 
not disclosed.

A company’s asset management activities must provide decision support and 
enable governance bodies to obtain answers to these key questions:

◾◾ Do we know our assets?
◾◾ How are our assets classified?
◾◾ What are our policies and protection guidelines by class/asset/context?
◾◾ Who are our asset owners?
◾◾ How do various processes use confidential data, and what are the main flows 

of confidential data?

The recommendations of ISO 27001 directly related to asset management 
are as follows:

Reference control objectives and controls (Annex A):
A.8  Asset management

Chapter 11 (Asset Management) will be entirely devoted to methods and tools 
required for asset management.

2.5.9 � Compliance

Company activities are subject to global and sectoral 
laws and regulations. IS is particularly affected by this 
legal and regulatory framework, data protection above 
all. Therefore, one of the priorities of security gover-
nance is to understand this legal and regulatory frame-
work and ensure the conformity of the security program. Collaboration with legal 
and compliance departments is particularly important in this area.
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EXAMPLE

The European General Data Protection Regulation (GDPR) has require-
ments for all companies that process the personal data of European citizens. 
These requirements have a significant impact on IS programs.

Failure to comply with the legal and regulatory framework not only exposes a 
company to sanctions but may also have a negative impact on its reputation, over-
all security posture, and good business conduct. As with internal regulations, it is 
very important to raise employee awareness of the legal, regulatory, and normative 
requirements in their daily activities. An awareness of this framework facilitates an 
understanding and acceptance of IS constraints. For these reasons, it is essential to 
have a reference system of the laws and regulations in force (cartography, documen-
tation, presentation, etc.) that can be made available to all staff members.

Compliance management activities enable governing bodies and management 
to get answers to these key questions:

◾◾ Do we know how legal and regulatory framework affects our information security 
program?

◾◾ Do we know the extent of our compliance and the gaps that need to be filled? 
Have we established an IS compliance map?

◾◾ Have our internal regulations adapted to the requirements of the legal and 
regulatory framework?

◾◾ How do we make employees aware of the legal and regulatory framework?

The recommendations of  ISO 27001 directly related to compliance are as 
follows.

Requirements:
4.		  Context of the organization
5.2	 Policy (commitment to satisfy applicable requirements related to infor-

mation security)
10.1	 Nonconformity and corrective action

Reference control objectives and controls (Annex A):
A.18  Compliance

Chapter 12 (Compliance) will be entirely devoted to methods and tools for the 
compliance management process.
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2.5.10 � Operational Level

Finally, the operational level includes the technical con-
trols put in place to prevent threats and mitigate risks. 
They are often considered company data’s first line of 
defense. This is the set of controls that make a functional 
security system.

To take an example from the standards, NIST has released a best practice 
repository called Cyber Security Framework (CSF) that describes in detail 
the controls to be deployed in a cyber defense system. Controls are divided 
into five main functions (Figure 2.11). To simplify, we can say that the last 
four functions, which are Protect, Detect, Respond and Recover, cover con-
trols or measures at the operational level, while the Identify function groups 
together the main governance and management activities related to strategic 
orientations.
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Functions
IDENTIFY PROTECT DETECT RESPOND RECOVER
Develop an 
organizational 
understanding to 
manage cybersecurity 
risk to systems, 
people, assets, data, 
and capabilities

Develop and 
implement 
appropriate 
safeguards to ensure 
delivery of critical 
services

Develop and 
implement 
appropriate activities 
to identify the 
occurrence of a 
cybersecurity event

Develop and 
implement 
appropriate activities 
to take action 
regarding a detected 
cybersecurity incident

Develop and 
implement 
appropriate activities 
to maintain plans for 
resilience and to 
restore any 
capabilities or services 
that were impaired 
due to a cybersecurity 
incident

Categories
Asset Management
Business Environment
Governance
Risk Assessment
Risk Management 
Strategy
Supply Chain Risk 
Management 

Identity Management 
and Access Control 
Awareness and 
Training
Data Security
Information 
Protection Processes 
and Procedures
Maintenance
Protective Technology

Anomalies and Events
Security Continuous 
Monitoring
Detection Processes

Response Planning
Communications
Analysis
Mitigation
Improvements

Recovery Planning
Improvements
Communications

Figure 2.11  NIST Cyber Security Framework (CSF). (Framework for Improving 
Critical Infrastructure Cybersecurity, Version 1.1, National Institute of Standards 
and Technology. April 16, 2018.)
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The recommendations of the ISO 27001 standard that directly concern the 
operational level are as follows.

Requirements:
7.3  Awareness
7.4  Communication
7.5  Documented information

Reference control objectives and controls (Annex A):
A.7  Human resource security
A.8.3  Media handling
A.9.2  User access management
A.9.3  User responsibilities
A.9.4  System and application access control
A.10  Cryptography
A.11  Physical and environmental security
A.12  Operations security
A.13  Communications security
A.14  System acquisition, development and maintenance
A.15  Supplier relationships
A.16  Information security incident management
A.17  Information security aspects of business continuity management
A.17.1.3  Verify, review and evaluate information security continuity
A.17.2  Redundancies

This level will not be further developed in the chapters that follow, because 
technical or operational controls are not part of the primary objectives of this book. 
Nevertheless, we will refer to operational controls when mentioning the importance 
of a catalog of controls as an essential tool for good IS program management.

What is the mapping between ISO 27001 and the TLCF?

2.6 � Mapping between ISO 27001 and TLCF
Mapping between the standards does not really make sense, mainly because of the 
differences in their presentation, approach, and objectives. Many mapping tools 
between standards exist and can be consulted. NIST also publishes a mapping of 
controls between its standard and ISO.

Table 2.1 shows the correspondence between the blocks of the TLCF and the 
recommendations of ISO 27001. Since the TLCF is not a collection of good prac-
tices, the purpose of this mapping is to enable the reader to group the ISO control 
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Table 2.1  Mapping of TLCF—ISO 27001/2

Three-Layer 
Control 
Framework

ISO 27001 
Requirements

ISO 27001
Control objectives and 

Controls (Annex A)

Strategy 4.1, 4.2, 4.3, 4.4

Politicies 4.4
5.2

A.5
A.6.2.1, A.6.2.2
A.9.1.1
A.10.1.1
A.14.2.1, 1.14.2.5
A.15.1.1

Organization 5.1, 5.3
7.2, 7.3

A.6

Risk 
management

6.1.1, 6.1.2, 6.1.3
8.2, 8.3

A.6.2.1

Program 
management

6, 6.1, 6.2
7.1, 7.4
8.1
10

A.12.1.3
A.18.2.2, A.18.2.3

Reporting and 
oversight

9.3 A.18.2

Asset 
management

A.8

Compliance 4, 5.2, 10.1 A.18

Metrics 9, 9.1, 9.2 A.12.7.1

Operations 7.3
7.4
7.5

A.6.2.2
A.7
A.9.1.2, A.9.2, A.9.3, 
A.9.4

A.10.1.2
A.11.1, A.11.2
A.12
A.13
A.14
A.15
A.16
A.17
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objectives into the blocks presented earlier. The reason why many of the ISO 27001 
control objectives are found in the “Policies” block is because this is explicitly 
required in many control objectives.

Some of the standards’ recommendations will be spread across all the blocks 
of the TLCF model because they relate to entire security domains (e.g., access 
control).

Other activities that may be thought of, but which are not explicitly mentioned 
in the standards, are listed in Table 2.2 with their mapping to TLCF’s building 
blocks.

Table 2.2  Other Activities Related to IS Governance and Their Mapping to 
TLCF Blocks

Other Security Activities Mapping to TLCF Blocs

Audit Metrics

Training and awareness Operations

Outsourcing Vertical domain – all blocs

Human resource security Vertical domain – all blocs

Security architecture Operations

Application security Policies
Operations

Cybersecurity Vertical domain – all blocs

Segregation of duties Policies
Organization

Change management (acquisition, 
development)

Policies
Operations

Crisis management, communication Organization
Operations

Monitoring and supervision Metrics
Operations

Data Privacy Vertical domain – all blocs
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2.7 � Conclusion
IS governance requires the involvement of management and boards of directors. To 
facilitate the understanding of the requirements of security standards, it is necessary 
to present them in a simplified form and grouped together in homogeneous blocks. 
In this chapter, we have presented a way to group security controls into blocks 
divided into three levels of responsibility. Each of the building blocks is presented 
with all the activities that constitute it and the objectives that these activities are 
intended to cover.

The TLCF model is not a benchmark of good practice and does not in itself 
make any recommendation that is not already present in the standards or reference 
works on security governance. Its main utility lies in the grouping and simplified 
presentation of the complex universe of activities related to the governance of IS.

In the following chapter, we will present the use cases of the three-level control 
framework. Methods and tools to achieve the objectives set out in each of the build-
ing blocks will be presented in the following chapters.
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Chapter 3

Control Framework 
Use Cases

The three-level control framework (TLCF) is not intended to replace informa-
tion security (IS) standards or any other inventory or benchmark of good prac-
tices. The recommendations of all the standards can fit into the model’ s building 
blocks, as seen in the previous chapter, but the model itself does not provide new 
recommendations. It should therefore be used as a complementary tool enabling 
decision-makers to focus on the essentials and ask the right questions about the 
IS governance process. The TLCF serves mainly as a support tool in the process 
of evaluating practices and as a grid to read recommendations from a governance 
point of view. Our primary intention is to make it easier for managers and govern-
ing bodies to read the standards by offering them a thought-provoking framework 
around the main blocks of the model.

This chapter provides answers to the following questions:

◾◾ What does the TLCF model provide, and what is its potential use?
◾◾ What are some typical use cases?

What is the model’ s potential benefit? 

Information Security Governance: Framework and Toolset Control Framework Use Cases
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3.1 � Model Use Cases
Governance and management practices can be schematized by applying the TLCF 
template to either an entire IS management system (ISMS) or a specific security 
domain. It can be used as an observation grid for the standards and as a model to 
group all the activities within the context of an ISMS, a specific security domain 
or a new technology or change. It can also be used to support discussions or 
brainstorming during change management or the self-assessment of governance 
practices.

The TLCF model can thus be used to observe security governance practices in 
various scenarios and from different angles. We have already seen some examples 
of its application, but remember that it can be used in all areas of security where 
governance practice is desirable. Generally speaking, security systems requiring a 
particular strategy, policy, or organization (roles and responsibilities), those with 
specific risks, and those having a particular legal and regulatory framework can be 
analyzed from the TLCF framework perspective (Figure  3.1).

Such systems can be grouped into the following categories (nonexhaustive list):

	 1.	By security domain:
Identity and access management
Infrastructures, telecommunications and networks, applications
Business continuity
Physical security
Human security

Operations

Asset mgmt Compliance Metrics

Risks Program

Policy Strategy

Reporting

Organization

ISMS
Security domain (e.g. Cybersecurity)

New technology or change (e.g. Cloud, Mobility)

Figure  3.1  Areas of application of the TLCF model.
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	 2.	By the nature of the threat:
Cybersecurity
Data privacy

	 3.	By technology:
Cloud computing
Virtualization
Mobility
Consumerization
Digitalization of processes

	 4.	By geographical or organizational units

The TLCF model can be used in these three situations:

	 1.	 Governance self-assessment.  As the name suggests, its aim is to provide a 
synthetic view of how well governance practices are being implemented for a 
given system and suggest changes without necessarily going through an audit.

EXAMPLE

Cybersecurity posture can be the subject of self-assessing governance practices 
to ensure that operational controls benefit from all the necessary governance 
and management support: strategy, policies, organization, risks, program, 
asset management, compliance, metrics, and reporting.

	 2.	 Impact on governance— a proactive approach.  This approach aims to estab-
lish good governance practices in anticipation of a new system or a major 
change.

EXAMPLE

When a new outsourced human resources management system is being set 
up, it is highly probable that governance aspects will need to be addressed: 
strategy, policies, organization, data protection, risks, program, and oversight. 
An  analysis of the characteristics of the new system will then identify 
governance requirements and distribute them into the TLCF blocks.

	 3.	 Impact on governance— a reactive approach.  This approach consists of 
reviewing practices in the model’ s nine building blocks as a result of changes 
in operational controls.
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EXAMPLE

An office file encryption system as a means of protecting content (operational 
control) cannot be put in place properly without reviewing its impact on the 
model’ s nine blocks. A review will most likely be necessary of the guidelines, 
encryption key management organization, risks, the deployment schedule, 
office file classifications, and compliance with regulatory requirements.

3.2 � Governance Self-Assessment
Self-assessment of governance practices can be done for an entire ISMS, for a spe-
cific security domain, or as part of a business or geographic entity. Such an analysis 
can obviously be made by using all the recommendations in the standards and then 
evaluating their level of maturity. This is done in audits, for example. However, we 
are looking for a less cumbersome and less restrictive way for management to judge 
the governance practices of a system based on a few key questions.

The template of the TLCF model makes such introspection possible and 
facilitates the task of identifying major points to improve. The model can be 
used in different ways: during brainstorming sessions, during the initial phase 
of major projects, within management security awareness seminars on security 
strategies, or during the meetings of committees in charge of planning major 
security initiatives.

Each model building block has a series of questions to focus discussion 
(Figure  3.2) adapted to the area under observation. A questionnaire that facilitates 
brainstorming can be made using recommendations from the standards, the regu-
lations, the requirements of a maturity model, or any other document or study that 
deals with security governance good practices.

Using a model such as the TLCF to stimulate creative thinking or brainstorm-
ing about IS governance can be more beneficial than traditional methods such 
as maturity models (often based on one or more of the standards) or strengths, 
weaknesses, opportunities, and threats (SWOT) analyses. The proposed questions 
are meant to kindle thought processes and spark discussion on topics that are fre-
quently not on decision-makers’  agendas, because the model highlights key areas 
of responsibility at the strategic and tactical levels of IS. The outcome of such a dis-
cussion can be a report containing improvement proposals for each of the model’ s 
nine blocks.
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During discussions, participants will be invited to comment on the possible 
weaknesses or gaps they see, along with proposals to resolve them. The different 
proposals will then be discussed, consolidated by model block, and presented as a 
future action plan (Figure 3.3).

Operations

Asset mgmt Compliance Metrics

Risks Program

Policies Strategy

Reporting

Organization

How do we control
the adequacy of our

security?

Have we defined 
roles and 

responsibilities in 
governance and 
management?

Do we have KPIs to 
measure security for 

governance 
purposes?

Do we have policies
and guidelines? Are
they followed and

applied?

Are our security
risks identified,
assessed and

treated?

What are the assets 
we must protect? 

Who is accountable?

Do we have a 
security strategy? Is 

it applied?

Do we have an 
improvement plan 
and how are the 

priorities 
established?

Are we in 
compliance with 

legal and regulatory 
frameworks

Are our controls 
identified? Who is 

responsibilities? Are
they evaluated?

Figure  3.2  Questionnaire for each TLCF block. 

Asset mgmt Compliance Metrics

Risks Program 
mgmt

Policies Strategy

Reporting

Organization

Asset mgmt Compliance Metrics

Risks Program
mgmt

Reporting

Figure  3.3  TLCF template as brainstorming tool. 



58  ◾  Information Security Governance: Framework and Toolset﻿

The following is an example of questions that can be used to spur discussions 
about the governance practices of an IS system. The action plan for each block is 
presented in the third column.

Block Questions Action plan

Strategy Do we have a security strategy 
aligned with business 
objectives?

What is the level of 
management’ s understanding 
of security issues?

How involved is the security 
executive manager in 
developing business strategies?

Review the security 
strategy based on 
discussions that will 
take place between 
business managers and 
the chief information 
security officer (CISO)

Align security initiatives 
with business 
objectives

Policies Do our security policies and 
guidelines correspond to the 
needs of the business units?

Do we have the means to 
monitor the effective 
application of our guidelines?

Do policies mention the 
responsibility of all the 
employees and the 
consequences of neglect?

Have we established a 
documentary framework for 
internal regulations?

Who is responsible for proposing 
adaptations to policies and 
guidelines?

What is our security policy 
validation process?

Review the documentary 
framework of the 
policies and guidelines 
and provide better 
readability
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Organization Have we delegated 
responsibilities in the 
governance of IS?

Does the position of the security 
officer and their team make it 
easier to take business unit 
needs into account?

Do we have a committee 
empowered to rule on 
exceptions and changes to 
security policies and directives?

How does the security officer 
communicate with the business 
units about security objectives 
(in both directions)?

Each business line must 
appoint a security 
delegate to participate 
in quarterly security 
project review 
meetings

Risks Does security risk management 
fit into the company’ s 
operational risk management 
concept?

How involved are business unit 
risk managers in analyzing 
security risks?

Have we established a security 
risk inventory validated by all 
the business lines?

Do we have metrics and key 
performance indicators (KPIs) to 
measure the performance of 
our different security controls?

Have we established a security 
risk treatment plan?

No improvements 
needed



60  ◾  Information Security Governance: Framework and Toolset﻿

Program 
management

How involved are the board, 
management, and business unit 
leaders in setting security 
priorities?

How are operations managers 
involved in prioritizing security 
initiatives?

Do business units participate in 
the development of the security 
business plan?

Are all the expenses in technical 
solutions justified by a risk and 
cost– benefit analysis? Are the 
objectives clearly defined?

Do we have an inventory of 
operational controls with 
responsibilities, maturity level, 
and validity test plans?

Have we established an 
employee awareness program 
regarding the protection of our 
assets?

Set up a committee to 
validate IS initiatives 
and projects

Reporting Do we have an IS reporting 
system for management, the 
board, and business units?

Does the reporting system 
contain relevant information on 
the state of IS, high risks, 
compliance and maturity gaps, 
and the effectiveness of actions 
taken?

No improvements 
needed

Asset 
management

Have we identified, classified, 
and categorized our data?

Do we know who the data 
owners are?

How is it guaranteed that data 
owners’  privacy, availability, and 
integrity requirements are 
integrated into the security 
program?

Define data classes and 
categories and 
inventory them in a 
catalog

Identify data owners for 
each class/business line
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Compliance Do we know what laws and 
regulations apply to IS?

How is the legal and regulatory 
framework communicated to 
employees?

Have we established a 
compliance program?

Set up an employee 
awareness program 
regarding the legal and 
regulatory framework 
that impacts security

Metrics Do we know the direct, indirect, 
and analytical (by activity) costs 
of information security?

Do we have metrics to measure 
the performance of our various 
security controls?

How do we measure the degree 
of employee training regarding 
threats and means of 
protection?

How are business lines involved 
in validating security metrics?

No improvements 
needed

This process is an example of using the TLCF framework as part of self-assess-
ment or brainstorming on security governance practices. This approach is based on 
answering a set of key questions that cover all the governance activities and then 
establishing recommendations for improvement.

3.3 � Impact on Governance— a Proactive Approach
The proactive approach analyzes a specific domain (e.g., cybersecurity) from the view-
point of all the model building blocks. To illustrate, let us take an example from the 
field of data privacy, although the same approach can be applied to any other domain.

The protection of personal data in the digital economy has become a subject 
of concern for many regulators. The European Community has adopted compre-
hensive guidelines to protect the personal data of the citizens of its countries— the 
General Data Protection Regulation (GDPR). Many other countries have similar 
regulations, such as the Swiss Data Protection Act or the Singapore Personal Data 
Protection Act, to name just two.

The GDPR requirements impacting IS are summarized in the following list. 
They should not be confused with other requirements, such as the right to be 
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forgotten, the lawfulness of treatments, profiling, or explicit consent, that do not 
directly involve IS but rather, compliance and legal departments and therefore will 
not be taken into account in this example.

The GDPR recommendations on the protection of personal data that may 
impact IS or an ISMS are listed as follows.

	 1.	Personal data identification, categorization, and classification 
		  Personal data are the data of customers, suppliers, employees, or any other 

person that a company uses and processes for its operations. Regulations 
require companies to identify such personal data, including the use and pro-
cessing of “ highly sensitive data”  such as genetic, biometric, health related, 
and so on. It is therefore important to be able to categorize these data (cus-
tomer, employee, supplier, etc.) and classify them according to the criteria 
of confidentiality (e.g., confidential, public), which will then allow adequate 
protections to be put in place.

		  The internal regulatory framework then specifies how these data are pro-
tected according to their classification and the context in which they are pro-
cessed or stored.

	 2.	Inventory of personal data 
		  A company must have an inventory of personal data, the servers and 

applications that process these data, and a description of personal data flows 
(which process uses which data). These systems are classified according to the 
classification of the data they host or process, making it easier to set up spe-
cific risk management linked to these data and create the relevant indicators.

	 3.	Measures to protect personal data 
		  A company must be able to demonstrate the existence of controls or mea-

sures to protect personal data according to data classification, storage mode, 
and treatment (access, transmission, destruction, change management, or 
backup).

		  The data protection program put in place should include not only opera-
tional controls but also independent audits, privacy impact assessment (PIA) 
procedures, HR controls, and training and awareness plans. Protective tech-
nologies such as encryption should be used to avoid exposing data where this 
is not required (e.g., in development environments).

	 4.	Data protection by design 
		  Personal data processing must be designed from the outset to provide 

functions such as the deletion of personal data at the request of the customer 
(right to be forgotten), access by customers to their personal data, and porta-
bility (data extraction in electronic form).

	 5.	Organization and responsibilities in data protection 
		  Security organization must be in place and include data protection respon-

sibilities in information technology (IT), HR, business units, decision-making 
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bodies, management, and the board of directors. Specific functions should be 
defined, such as data processor, data controller, data owner, and data protec-
tion officer (DPO). A company must be able to demonstrate its compliance, 
and the board of directors must be held duly responsible for personal data 
protection with a direct line of reporting to it.

	 6.	Risk management related to personal data 
		  A company is required to manage the risks related to protecting personal 

data and report to the board of directors for decisions on the appropriate 
actions to take.

	 7.	Liability of third parties 
		  In the case of outsourcing, it is important to be able to ensure how per-

sonal data is secured from the viewpoint of both storage and processing. 
Regulations must also be respected by third parties.

	 8.	Incident management 
		  Incidents must be managed through a process that includes detection, 

remediation, and specific measures to prevent unauthorized access to data. A 
company is obliged to report incidents of a certain importance to supervisory 
authorities.

Based on these requirements, mandatory IS controls can be set up in all of the 
TLCF blocks. This makes it easier to plan the involvement of different profiles in 
the compliance project.

Strategy Review security strategy to encompass data privacy rules 
for third parties, outsourcing and data transfers

Define risk appetite regarding data privacy

Policies Develop a data privacy policy or adapt existing data 
protection or security policies

Include the definition of personal data, classification, 
categorization, and special categories of personal data 
(e.g., sensitive data)

Specify what personally identifiable information (PII) is 
being processed

Have written standards specifying minimum protection 
according to data classification, categorization, and 
context (data at rest, in transition, end-user access, 
transfer, mobility, etc.)

Review and update HR policy regarding personal 
employee data
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Make sure there are policies and standards concerning 
personal data protection in the system life-cycle 
management process

Include the “ data protection by design”  concept in 
development processes

Update the externalization procedures, data sharing with 
third parties, and data transfers

Organization Define security organization and establish responsibilities 
in data privacy protection (data processors, data 
controllers, data owners, governing bodies, management 
of the DP program, and DPO)

Review or establish reporting lines to the board

Risk Adapt the security risk catalog to include data privacy risk 
scenarios. This must include risks not only for the 
company but also for data owners (clients, employees, 
contractors, etc.).

Carry out a PIA of the current security program, assess 
risks, and adapt priorities

Program 
management

Define the data privacy program’ s mission and goals. 
Adapt priorities for Data Protection/Data Privacy

Specify in the catalog of controls who is responsible for 
which control and when effectiveness tests should take 
place

Reporting Make sure there are sections in the reports concerning 
DP risks, the effectiveness of associated controls, and 
KPIs (incidents, breaches)

Asset 
management

Build/update the asset inventory to reflect the systems 
and applications hosting personal data

Identify the major data flows of personal data

Compliance Make a gap analysis with DP regulations

Assess/update access rights management to comply with 
data privacy internal regulations on personal data

Review data retention and disposal regulations for data 
privacy
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Metrics Update metrics and KPIs to facilitate data privacy risk 
assessment

Operations Implement encryption where needed to protect personal 
data

Adapt the Data Breach Incident Response Plan and 
associated procedures (responsibilities, reporting to data 
controllers by data processors, notification obligations to 
the authorities, etc.). Maintain an internal incident and 
breach register

Update training and awareness programs for data privacy

Implement controls to render data unintelligible in the 
case of unauthorized access

3.4 � Impact on Governance— a Reactive Approach
Every time operational controls are changed, it is important to verify their interde-
pendence with controls at the strategic and tactical levels. In other words, we have 
to ensure that governance activities and tools are adapted to the new operational 
controls. Requests for changes resulting from incidents, audit findings, or visible 
threats are often sent to operational managers who sometimes minimize the scope 
of change, ignore the imperatives of governance, or simply do not have the means 
to require that strategic or tactical-level controls be adapted accordingly.

EXAMPLE

The ISO 27001 standard recommends the following control:
A.13.1.3 Segregation in networks: “ Groups of information services, users 

and information systems shall be segregated on networks.” 
For network segregation to add value to a company, it must address a 

business unit need or the need to separate assets or infrastructure from dif-
ferent confidentiality classes. This involves making strategic decisions and 
adapting security policies to take into account differences in the risk appetite 
of operators in different parts of the network.

Many operational controls cannot be implemented properly without strategic 
orientations or adjustments in the policies and guidelines. Even if not specified in 
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the standards or audit findings, it is very important to examine the impact of opera-
tional changes on the governance process. Change managers could then use the 
TLCF template to present the impact of change on strategic and tactical controls.

EXAMPLE

Suppose an audit finding notes the lack of encryption solutions for USB flash 
drives. This is a weakness that could expose confidential data. After analy-
sis, the company decides not to implement an encryption solution for USB 
devices, because it has other means of protection, including blocking USB 
ports on individual workstations and the obligation to pass by a support ser-
vice if someone needs to store information on a USB device. This is considered 
sufficient to reduce the risk. Nevertheless, the company’ s regulatory frame-
work does not mention this process clearly and must be adapted accordingly.

To illustrate this approach, which can be called reactive  or bottom-up  when 
using the model, we will take the example of cybersecurity.

Cybersecurity is a set of controls to fight malicious attack threats against 
infrastructure and corporate assets from cyberspace. Companies are much more 
vulnerable today due to their heavy dependence on information technologies, 
digitalization, national laws often unsuited to the international context, the very 
great availability of means for malicious attacks on the dark web, and the explosion 
of connected objects. The typology of the attacks is also changing: they are now 
more targeted, and malicious persons need less and less technical knowledge. The 
attacks are a set of operational risks that could threaten a company’ s very existence. 
Governing bodies must therefore remain sufficiently aware of their evolution.

As with any other security domain, the cyber-threat protection system must 
be integrated into the existing IS program. Cybersecurity should not be seen as a 
set of isolated technical measures. The fight against cyber threats requires the exis-
tence of a strategy, a policy, organization, risk management, a control management 
program, a reporting system, inventories of assets to protect, visibility regarding 
compliance with the legal and regulatory framework, and indicators and metrics to 
gauge the adequacy of the program.

The controls that a company implements to protect against cyber threats cover 
the capacity not only to detect and protect but also to recover after an attack. The 
context of rapidly changing threats means that the effectiveness of controls must be 
monitored so that they can be adapted accordingly. Management often asks whether 
their company is sufficiently protected, how their security compares with that of 
other companies in the same sector, and how to improve in the future. On the other 
hand, it is entirely legitimate for a company to consider installing a cyberdefense 
tactical domain with specific responsibilities to better manage its program.
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Example of Adapting Governance Practices Following Changes in Operational 
Controls

Suppose a company wants to evaluate its protection capacity against cyber threats. 
The management has delegated this project to the IT department and expects to 
receive a report specifying the current level of maturity, the required level of matu-
rity, and what actions should be taken to close the gaps.

The NIST Cyber Security Framework (CSF) standard can be used to assess the 
company’ s current cybersecurity posture. The primary purpose of this standard is 
to identify all essential operational controls in the field of cyberdefense. By assessing 
the maturity of its controls against the recommendations of the standard, the com-
pany will be able to propose improvement initiatives. The NIST CSF Framework 
Core containing all the controls consists of the following:

◾◾ Five major functions grouping cybersecurity protection controls called 
IDENTIFY, PROTECT, DETECT, RESPOND, AND RECOVER 
(Figure  2.11)

◾◾ Each function subdivided into many categories
◾◾ Each category encompassing a certain number of subcategories or requirements

The complete list of these subcategories is available in Annex A of the NIST 
publication Framework for Improving Critical Infrastructure Cybersecurity, 
Version 1.1, National Institute of Standards and Technology. April 16, 2018.

Purely governance and management controls are mentioned in the categories 
within the IDENTIFY function. The other functions primarily contain requirements 
for operational controls. At first glance, management has less insight into the impact 
of these controls on the governance process. Therefore, it is important to highlight the 
possible implications of operational controls at the strategic and tactical level.

Let us suppose that a maturity evaluation of the controls in place compared 
with the standard’ s requirements results in the six findings presented in Table  3.1 
next to each subcategory.

The recommendations and their impact on practices in the blocks of the TLCF 
model are summarized in Table 3.2. Findings 1 and 2, which are directly related 
to the CSF’ s Asset Management and Risk Management Strategy categories, also 
concern the TLCF Strategy, Risks, and Asset Management blocks. Other recom-
mendations have implications not only at operational level but also at the strategic 
and tactical levels in our model, including Strategy, Policies, and Program. We will 
not go into the details of the recommendations in this example, because they have 
to be worked out based on the company’ s context. Nevertheless, it is important to 
note that the findings, which are ultimately oriented toward operational controls, 
also have implications for strategic and tactical controls.
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Table  3.1  Findings after Comparison with NIST CSF Fram ework 

Function  Category  Subcategory  Findings 

IDENTIFY  Asset 
Management

ID.AM-5: Resources 
(e.g., hardware, 
devices, data, time, 
personnel, and 
software) are 
prioritized based on 
their classification, 
criticality, and 
business value CIS

1. Not all systems are 
inventoried or 
classified

Risk 
Management 
Strategy

ID.RM-2: 
Organizational risk 
tolerance is 
determined and 
clearly expressed

2. Risk appetite is 
not clearly defined 
or expressed in 
terms of factual 
indicators

PROTECT  Data Security PR.DS-2: Data-in-
transit is protected

3. Encryption is not 
used. Data flows 
are not classified

PR.DS-5: Protections 
against data leaks are 
implemented

4. There is no 
automated data 
leak protection

Information 
Protection 
Processes and 
Procedures

PR.IP-9: Response 
plans (Incident 
Response and 
Business Continuity) 
and recovery plans 
(Incident Recovery 
and Disaster 
Recovery) are in 
place and managed

5. There are no clear 
guidelines or 
service-level 
agreements on the 
time to recover 
critical processes. 
Tests are based 
solely on the 
restoration of all 
functionalities

RECOVER  Recovery 
Planning

RC.RP-1: Recovery 
plan is executed 
during or after a 
cybersecurity 
incident

6. There are no 
planned tests of 
large-scale 
cyberattacks

http://ID.AM-5
http://ID.RM-2
http://PR.DS-2
http://PR.DS-5
http://PR.IP-9
http://RC.RP-1
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Table  3.2  Impact of the Recommendations on the TLCF Blocks 

Findings  Recommendations  TLCF Impact 

1. Not all systems are 
inventoried or classified

Define a classification and asset 
inventory. Include data flows

Asset 
management

2. Risk appetite is not 
clearly defined or 
expressed in terms of 
factual indicators

Define risk appetite and KRI for 
cyber risks

Risk

3. Encryption is not used. 
Data flows are not 
classified

Define an encryption policy 
based on confidentiality 
classifications. Install 
encryption protection for all 
flows that need to be 
protected according to the 
policy

Policies

4. There is no automated 
data leak protection

Depending on the risks and the 
return on investment, decide 
whether it is mandatory to 
install an automatic data leak 
protection system

Strategy

5. There is no clear 
direction or SLA on the 
time to recover critical 
processes. Tests are 
based solely on the 
restoration of all 
functionalities

Establish guidelines on the 
recovery requirements of 
processes deemed critical for 
the business. Schedule a 
regular time for recovery tests 
for critical processes

Policies

6. There are no planned 
tests of large-scale 
cyberattacks

Make a schedule for tests of the 
recovery from large-scale 
cyberattacks

Program
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Therefore, any project aiming to change the operational level of controls must 
consider its impact on governance and the strategic and tactical level of controls. 
Only the vertical integration of governance controls and tools will provide a com-
pany with the information security it needs.

3.5 � Conclusion
We presented the use cases of the TLCF model for the self-assessment of gov-
ernance practices, for anticipating changes (proactive approach) and the impact 
of changes (reactive approach) on the strategic and tactical levels. Evaluating the 
impact of changes on governance, risk, and compliance activities should be a con-
cern not only for security officers and management but also for all those responsible 
for changes in the field of security controls.

The model could also be used for all needs of simplified presentation of the 
controls at strategic and tactical level for the persons having a function in the gov-
ernance of the IS and not very familiar with the standards and benchmarks of good 
practices.
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Chapter 4

Strategy

New operational controls are often set up in the aftermath of incidents, new threats, 
new regulations, or audit findings. This reactive approach does not constitute a 
strategy. In the long run, stakeholders do not understand the role of security, its 
goals, and return on investment. The term security strategy is often confused with 
project roadmap or business plan, which usually consist of a list of projects aimed 
at mitigating risks. Although this is important, it is not a strategy, which is a set 
of projects that should reach a specific strategic goal. And what is this goal? What 
we need to understand is how and to what extent security activities contribute to 
business development.

A reactive stance marginalizes security executive managers and restricts them to 
their technical role outside of management. Aggravated by a jumble of expensive 
technical solutions, such an approach will not attract the attention of business unit 
managers. Without benchmarks showing progress toward commonly accepted goals, 
it is not sustainable in the long run. Security managers often have trouble drawing the 
attention of decision-makers and justifying their investments. If they cannot explain 
why and how security helps to reach business objectives, there is no reason to consider 
security efforts essential. Equally importantly, security executive managers and their 
teams must understand the objectives that are targeted by their efforts.

A security plan that supports business initiatives with a roadmap of projects 
heading toward them can catch decision-makers’ attention and prevent security 
from being perceived as a necessary evil or cost center. Everyone is increasingly 
convinced today that security is essential for business development in a digital 
economy. Technologies and threats are changing; business models too. This evolu-
tion forces the chief information security officer (CISO) to solicit more resources, 
but such efforts do not seem to be appreciated at their full value. The reason is often 
the lack of a well-defined security strategy that has been circulated at the company-
wide level.

Information Security Governance: Framework and Toolset Strategy
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This chapter provides answers to the following questions:

◾◾ What is a security strategy, and what is its purpose?
◾◾ What should a strategy include?
◾◾ What are the main steps in a strategy development project?
◾◾ How should a strategy be formulated?
◾◾ How should a strategy be presented?

What is a security strategy, and what is its purpose?

4.1 � Security Strategy
In general, a strategy is the declaration of an objective, including ways to achieve 
it. A security strategy must therefore present the outline of a “new” security that 
will better contribute to business objectives. Without this aspect of its fundamental 
purpose, a security strategy will not be understood.

Every activity requires direction that gives meaning and purpose to what we 
do. Such purpose, along with coordinated actions to achieve it, is called a strategy. 
The term strategy is used in different contexts: military, political, business, gaming, 
and so on. They all encompass a specified purpose and the means to achieve it but 
are fundamentally different in form and content, since they are used by and for 
different actors and purposes. A gaming strategy is more about how, or the steps, 
to achieve a well-known goal, while a business strategy is more about positioning a 
company’s products on the market or customer segment.

A security strategy that defines its future state and its alignment with business 
objectives in the coming years, and has quantifiable objectives to demonstrate its 
added value, will enable all the stakeholders to support its efforts. It should be noted 
that an information security (IS) strategy can be established on several levels. A 
global strategy can be supported by strategies in different areas, such as cybersecu-
rity strategy, outsourcing strategy, cloud service strategy, and so on.

Creating a strategy is one of the first tasks of any security officer: setting the 
objectives of change and initiatives leading toward them. Nevertheless, for them to 
be supported, these objectives must be expressed in terms everyone can understand.

EXAMPLE

If mobility is a business goal, then the security strategy supporting it should 
include not only components for secure connections but also specific policies 
such as access restrictions to sensitive data. Presented in this way as the logical 
continuum of actions leading to a clearly defined objective based on appropri-
ate risk analysis, the security strategy will be understood and accepted.
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There are different views on the need to have a strategy. Some may argue that 
it is useless to develop a security strategy with distant objectives, because security 
only works in reactive mode. Recent studies and surveys by specialized firms, how-
ever, indicate that a security organization focused on strategy, governance, and risk 
has greater maturity than one focused solely on operations.

It is not uncommon for management to ask the CISO: “What is your strat-
egy for such and such technology?” It is not the CISO’s job to define a strategy 
for new technology; rather, the company or business unit that benefits from the 
technology must define the strategy together with the CISO or his or her team. 
Security can provide an analysis of associated risks and propose adjustments 
to the controls to ensure that the technology is deployed under good condi-
tions. The security strategy must follow the business strategy, not the other way 
around.

EXAMPLE

A security team member or CISO cannot answer the question: “What is our 
strategy for cloud computing?” if there has been no prior discussion about 
business or information technology (IT) needs. Such a strategy depends on 
several factors: the type of data, the processes and applications concerned, 
the intended use, the storage location, the regulatory framework that applies 
to it, and so on. The company must first develop its change project with 
the potential use of an external cloud infrastructure. The security team can 
then propose controls based on a risk analysis, and then, the strategy can be 
defined jointly.

A security strategy is an essential tool for governance, although this is often 
neglected by the CISO in favor of technical security solutions decided locally. 
Without a strategy, these same solutions might be misunderstood and, more impor-
tantly, not achieve the true goal of protecting assets, which is what the business 
needs. Governing bodies need to know goals to make decisions. A security strategy 
presents a long-term framework, plan, or roadmap enabling operational solutions 
to be put in place. Therefore,

◾◾ A security strategy is a plan, validated by the company’s management, pre-
senting modifications to the current state of security to reach a goal (future 
state).

◾◾ It provides guidance for all the company’s security initiatives and projects.

Strategy is the first mission of security governance. It must be developed 
before anything else. It anchors the security program, and all the governance 
building blocks are influenced by it. But a strategy is not fixed in time; it has to 
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evolve with technological changes, business orientations, changes in the envi-
ronment and the regulatory framework, the context and relations with external 
partners, new business models, and so on. A roadmap of projects related to 
strategic objectives will be maintained as a framework for the entire security 
program.

What should a strategy include?

4.2 � Security Strategy Content
A security strategy may be expressed in more ways than one. There are many exam-
ples with a variety of form and content. However, the essential elements of a strat-
egy are Mission, Context, Role and Responsibilities, Objectives, and Initiatives 
(Figure 4.1).

The mission is a short statement recalling security’s main objectives, its main 
functions, and its contribution to business goals.

The context describes several elements necessary to understanding the strategy, 
in particular:
–	 The company’s desire to protect its assets, and in particular the confiden-

tiality, availability, and integrity of its data
–	 The security imperatives given the characteristics of the company, its sec-

tor of activity, the environment in which it operates, its risk appetite, and 
the legal and regulatory framework in which it operates

–	 The role of the strategy as a basic guideline for any future security initia-
tives and a reminder of principles that should guide any decision

–	 Remarks on the organization’s current situation, major challenges, and 
future developments

Mission

Context

Roles and
responsibilities

Strategic Objectives

Strategic Initiatives

Figure 4.1  Key elements of a security strategy.
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The Roles and Responsibilities section is a reminder of the principles of gover-
nance, the roles and responsibilities of managing the security program, and 
the fact that security organization will have to be adapted to the objectives 
and initiatives of the organization.

Strategic Objectives or Vision for the coming period should be clearly men-
tioned. They are formulated in terms of maturity of processes and support 
for business objectives. Security must position itself as a key player in the 
development of the company and formulate a clear direction and its future 
positioning. This will allow all stakeholders to better understand the initia-
tives that will lead to it.

Strategic Security Initiatives, which will lead to an established vision, should be 
clearly enumerated with
–	 A description of their contribution to business goals
–	 Their key deliverables (expected results)
–	 How their contribution is measured (with some key point indicators that 

monitor their evolution toward the objectives)

Despite its apparent simplicity, this is a relatively complicated exercise for any 
CISO. Indeed, they cannot elaborate a strategy by themselves, alone and in isola-
tion. On the other hand, there is no commonly accepted model to define a strategy, 
which means different things to different people. CISOs are not often invited to 
discuss business strategies, which in turn, are often not communicated in a suf-
ficiently explicit and measurable way. The danger of a “solitary” approach is the 
possibility of delivering a roadmap of security projects with no apparent links to 
business objectives. As such, it will not be understood as a strategy by most busi-
ness managers, since it will not be aligned with their needs and will not meet their 
desire for technology changes to develop the business and provide better customer 
services.

The following is a methodical approach to achieve this goal.

What are the main steps in a strategy development project?

4.3 � Approach to Defining a Strategy
A common mistake in developing a strategy is to list projects corresponding solely 
to elements that traditionally drive security programs: audit findings, vulnerabili-
ties and threats, known risks, and regulatory constraints. A strategy must clearly 
take these elements into account, but to be convincing, it must explicitly mention 
and target business objectives for the reasons noted earlier. This alignment with 
business strategies is a challenge not only for security managers but for all technolo-
gists in general.
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Many factors influence the development of a security strategy. They can be 
categorized as follows:

◾◾ Business operation strategies and needs
◾◾ External factors, including the legal and regulatory framework, the environ-

ment in which the company operates, and constraints linked to working with 
external partners

◾◾ Imperatives to close IS maturity gaps
◾◾ Risk mitigation

The process to develop a strategy can be summarized as shown in Figure 4.2.
Besides traditional business units, the IT department, corporate entities, 

Human Resources (HR), and others should be considered as partners in the con-
text of developing a security strategy.

To be able to define objectives (security vision) and initiatives to achieve them, 
numerous factors must be taken into consideration within a methodical approach 
aimed at capturing the needs of the business units. The main steps, tools, and 
expected outcomes for each step will be presented next. We will not develop project 
management best practices in detail, as this is not our objective here; rather, we will 
simply mention the following important key factors for a strategy project to be a 
success.

A strategy steering committee must be set up with the primary role of providing 
necessary support to the project manager, making decisions about objectives and 
resources, and monitoring progress toward agreed objectives. It should be composed 
of individuals with relatively important decision-making authority, such as the chief 
risk officer (CRO), the chief information officer (CIO), one or more representatives 
from management, and one or more representatives from the main business units 
or sectors of activity.

"Current" state 
of security

Business 
strategy and 
operations

External 
factors and 
compliance

Imperatives for 
improvement

Initiatives

Risk 
mitigation

"Future" state of 
security (Vision)

Strategy

Figure 4.2  Security strategy development process.
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The team that will participate in developing the security strategy consists of 
people selected from the business units. These experts will be responsible for con-
veying the strategic directions and evaluating security aspects in operations. They 
should be chosen based on their knowledge of the business unit’s strategic vision, 
their knowledge of operations, and their demonstrated interest in IS.

The project leader will ideally be a CISO or their representative. They could also 
be an external consultant, but they must work under the close supervision of the 
security manager.

The strategy development project consists of four stages, the purpose of which 
is to provide all the elements necessary for its definition:

	 1.	Establish what IS can do to better support business strategy (change)
	 2.	Establish what IS can do to better support business operations (run)
	 3.	Define IS Vision and Initiatives to improve overall IS effectiveness
	 4.	Group the Initiatives and establish a project roadmap
	 5.	Formulate a strategy
	 6.	Communicate on IS strategy

4.3.1 � Initiatives to Support Business Strategy

As a first step, it is very important to be able to sense a company’s needs, change 
initiatives, IS expectations, and “pet projects.”

◾◾ Understand business imperatives and their success factors.
◾◾ Understand strategic projects, and possibly infer other strategic directions not 

clearly communicated.
◾◾ Identify initiatives and goals where security can bring value.
◾◾ Identify security rules that are considered a hindrance to reaching business 

objectives.
◾◾ Determine how security can contribute to the achievement of business 

objectives.
◾◾ Define with the business lines which indicators will be used to measure the 

adequacy of IS with regard to business objectives.

EXAMPLE

HR services have a strategic objective to develop their Internet recruitment ser-
vice. Security can contribute to this objective in different ways, including setting 
up personal data protection controls, integrating authentication components 
provided by third-party application providers, and so on. Support for such ini-
tiatives can also be beneficial to other business units with similar needs, such as 
defining an integration architecture of different authentication methods.
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The expected outcome from this phase will be

	 1.	Knowledge of the business strategic objectives
	 2.	A list of security initiatives that can contribute to the achievement of business 

strategic objectives
	 3.	Indicators to measure the degree of adequacy of security with regard to stra-

tegic objectives (Figure 4.3)

Business strategies are often not defined or clearly stated, although they are 
expressed through initiatives, new projects, visions, or the results of strategy review 
sessions. It is therefore not surprising that a document called enterprise strategy or 
business strategy does not exist; rather, at best, there is a multitude of documents or 
presentations that mention it.

In what follows, we will consider the business strategy of a company as a whole 
or of one of its business units or divisions without going into the complexity of the 
business. The approach to the security strategy will be the same.

The Sherwood Applied Business Security Architecture (SABSA) framework 
advocates an enterprise approach, which is very laudable and certainly preferable: 
“The concept of enterprise carries the meaning that the organization is perceived as a 
single entity rather than as a collection of cooperating units. In particular this concept 
embraces the notion of end-to-end business processes.” Nevertheless, the business-unit-
by-business-unit approach has the merit of reinforcing the security position and 
does not detract from the “enterprise” perspective, which will be given later in the 
consolidation exercise.

The main steps to identifying business initiatives and listing the security initia-
tives to support them are the following:

	 1.	Prepare: set the goals, timing, and deliverables.
	 2.	Compile a questionnaire allowing strategic business initiatives to be identi-

fied along with security initiatives that can help.
	 3.	Map strategic business initiatives. Hold meetings with business unit represen-

tatives to clarify their strategic initiatives.
	 4.	Consolidate strategic business initiatives and draft underlying security 

initiatives.

Business 
Strategic 
Change

Security 
Initiative

Security 
Initiative

Business
Strategic 
Change

Figure 4.3  Security initiatives supporting business objectives (change).



﻿Strategy  ◾  79

Before starting to review the business strategy, carefully select the experts who 
will be on the steering committee and team (business unit representatives), define 
objectives, and convene the committee and team for a kick-off session where the 
objectives, method, and timing will be presented.

The session in which the project manager works with business unit rep-
resentatives to gather strategic directions should be prepared very carefully. 
Business units often do not have well-defined strategies or roadmaps. This 
is why the project preparation session is very important, and the backing of 
management and the board is paramount in this regard. It is not uncom-
mon for unit managers to maintain their view that security is a support that 
should be kept outside of business concerns and concentrate on technical pro-
tection. In this case, a presentation of the expected benefits could be very 
useful. Another danger could come from business unit managers who, having 
misunderstood the meaning of the security strategy project, delegate persons 
to work on it who do not have sufficient knowledge of business objectives or 
a position allowing them to transmit all the relevant information. This is why 
the role of a project leader who is well informed about the company’s realities 
is extremely important.

Compile a questionnaire that should ref lect the objective; that is, draft-
ing a list of strategic business initiatives along with how security can add 
value to each of them. The questionnaire can be compiled in different ways 
depending on the context of the business, its characteristics, or knowledge we 
already have. However, for the sake of efficiency and to preserve the appeal of 
a consultative approach such as this, a simple and effective approach should be 
maintained. This is ultimately an exchange that should be seen as beneficial 
to all parties.

Here is an example of a questionnaire:

	 1.	What is the mission of your unit?
	 2.	Have you defined strategic objectives for the coming period? For each 

objective, list the expectations of information security that can help 
achieve it.

	 3.	Have you started projects, or do you have a roadmap to achieve these objec-
tives? If yes, list them and note for each one the expectations of information 
security.

	 4.	What are the main challenges to achieving your objectives? For each of these 
challenges, how do you see the added value of security?

	 5.	What are the opportunities in your activities for the next few years? What 
could be the added value of information security?

	 6.	Are you aware of similar winning strategies adopted by your competitors? Are 
there any specific security components (tools, processes, organization) that 
could help?
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	 7.	Independently of your own goals, how should security controls or guidelines 
change to fit the context of your business (you have yet to define a strategy, 
but you know this will be essential)?

	 8.	Do you foresee radical changes in your products and services that will require 
the adjustment of technical or security components?

The pre-established questionnaire will serve as a common thread during ses-
sions with business unit representatives. Insist on the priority of a clear statement 
of business objectives. Proposals on how security can help business units realize 
their strategies will come later. If the business units have only vague objectives, the 
consequences for IS will be even more so.

It is important to reiterate that this is not a brainstorming session on business 
strategies. If the units are unable to formulate their change strategy, this simply 
means that there is no strategy, and their operations will continue to use the pro-
cesses in place. Security contributions to current operations will be discussed in 
Phase 2: “Security Initiatives to Support Business Operations.”

The results of the questionnaire can be presented in the form of a summary 
table containing the strategic objectives of the business units, their vision of secu-
rity contributions, and the desired completion timeframe.

EXAMPLE

Financial institution

Strategic Objective

Business Initiatives to 
Support the 
Objective Deadline

Security 
Contribution

1. Offer financial 
products 
including 
cryptocurrencies

1.1 Establish a 
cryptocurrency 
strategy.

1.2 Define and 
implement 
products including 
cryptocurrencies.

1 year Integrate 
blockchain and 
key protection 
issues in security 
controls

2. Outsourcing 
customer 
relationship 
monitoring 
(CRM) operations 
in the cloud

2.1. Establish an 
outsourcing 
strategy.

2.2. Deploy the 
currently in-house 
infrastructure to 
the external 
provider.

6 months Do risk 
assessment and 
establish 
necessary 
controls

Deploy security 
controls needed 
for the cloud
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The strategic initiatives and the contribution from security could be sum-
marized as follows:

Crypto-
currency

Cloud
computing

Security
controls

for crypto

Security
controls for

cloud

4.3.2 � Initiatives to Support Business Operations

The second phase in the development of a security strategy consists of proposing 
security initiatives to bridge perceived gaps in process maturity to support opera-
tional business needs.

It is often said that security measures are not exactly adapted to business needs 
and even hinder day-to-day operations. Reviewing a company’s security strategy is 
therefore an opportunity to better define the changes that security could make to 
improve this perception.

EXAMPLE

Many employees often express the need to use new means of communication 
and data sharing through external platforms. Their question “Why can’t we 
use these means for professional data exchange?” will most likely receive 
this answer by the CISO: “Because our data is confidential and our policies 
don’t allow it.” In fact, instead of this answer, the CISO should ask the fol-
lowing question: “What data or documents would you be willing to share 
on external platforms?” and the users’ response will then certainly not be 
“Everything!”

Policies must therefore be refined and controls put in place that allow or 
prevent this sharing according to the classification of the content. If a risk and 
cost–benefit analysis is made together with the interested business profession-
als, a general prohibition might be agreed! The difference is that in the latter 
case, the decision will be made by the business units themselves and not by 
IS staff.

In this phase, the project leader will tend to identify security processes that can 
be improved to better support current business operations.
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The expected outcome from this phase will be

	 1.	Business operational efficiency goals
	 2.	Security maturity gaps from the point of view of business operations
	 3.	Grouping initiatives to support business objectives (Figure 4.4)

The main phases in establishing security initiatives to support business opera-
tions are as follows:

	 1.	Establish a maturity model of security services.
	 2.	Make a gap analysis using the maturity model.
	 3.	Consolidate improvement points into initiatives.

4.3.2.1 Establish a Maturity Model of Security Services

Opportunities to gain feedback from business lines on the effectiveness and useful-
ness of security controls are rare and must be productively used. The establishment 
of a maturity model of security services will allow a project leader to capture the 
opinion of business leaders on the perceived adequacy of security controls in place. 
This is why we should propose a questionnaire and maturity assessment tool to sys-
tematically register their opinions on the perceived adequacy of security measures.

Maturity assessment tools will be presented in more detail in Chapter 9 (Security 
Metrics). Determining the degree of user satisfaction with security solutions can 
be done using a variation of the ISO 15504 (Information Technology - Process 
Assessment) process maturity level scale (Figure 4.5).

	 1.	Incomplete: Inexistent or poorly defined.
	 2.	Performed: Used occasionally (ad hoc).
	 3.	Established: Organization-wide standard (usable).
	 4.	Predictable: Aligned to meet the organization’s need.
	 5.	Optimizing: Organization is focused on continuous improvement.

For every security service being evaluated, the following three evaluation crite-
ria will be established:

Business Operational 
Efficiency

Security 
Initiative

Security 
Initiative

Figure 4.4  Security initiatives supporting business operations (run).
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◾◾ Current maturity
◾◾ Desired maturity
◾◾ Priority (1. Low, 2. Moderate, 3. High)

The first two allow us to measure the importance of the perceived gap, while the 
third helps prioritize it. These three criteria make it possible to calculate an indica-
tor called Importance as follows (Figure 4.6):

	 Importance Desired maturity Current maturity Priority= − ×( ) 	

The importance of desired change will be between 0 and 12. This allows us to set 
a threshold from which business needs will be considered. Topics of higher impor-
tance require as detailed an explanation as possible of the reasons for this situation.

EXAMPLE

Suppose we have submitted two subjects/security services to be evaluated by 
a business line (see following table):

	 1.	Security policies and guidelines—relevance to your business
	 2.	Accessibility of security policies and guidelines

According to the qualifiers given by business representatives, we under-
stand that the security regulatory framework should be improved, but this 
is not really the priority. It is more important to improve the accessibility of 
these same documents for their daily operations.

1: Performed
0: Incomplete

3: Established 

4. Predictable

5: Optimizing

2: Managed 

Low

High

Figure 4.5  Maturity levels.

Subject Detail Current
Maturity

Desired 
Maturity

Priority Importance

Business related security service Detailed explanation 1. Performed
2. Managed
3. Established
4. Predictible
5. Optimizing

1. Performed
2. Managed
3. Established
4. Predictible
5. Optimizing

1. Low (1 Y)
2. Medium (6 M)
3. High (now)

Calculated:
1 - 3 Low
4 - 6 Medium
7 - 9 High
10 - 12 Urgent

Figure 4.6  Maturity model of security services.
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Detailed explanation

Subject Detail Current 
Maturity

Desired 
Maturity

Priority Importance

Business related security service 1. Performed
2. Managed
3. Established
4. Predictible
5. Optimizing

1. Performed
2. Managed
3. Established
4. Predictible
5. Optimizing

1. Low (1 Y)
2. Medium (6 M)
3. High (now)

Calculated:
1 – 3 Low
4 – 6 Medium
7 – 9 High
10 – 12 Urgent

1 Security policies and guidelines - 
relevance to our business

Degree of adequacy of policies 
and guidelines for the needs of 
our business.

2 3 2 2

2 Accessibility of security policies 
and guidelines

Ease to find policies and 
guidelines for our needs 1 4 3 9

An explanation will be given for Point 2 to better understand the rea-
son for this evaluation: for example, “New employees have difficulty finding 
security guidelines and examples on the intranet. The index or full text search 
should be improved.”

The topics to be evaluated can be found in different sources, such as the 
company security control catalog (see Chapter 8, Program Management), stan-
dards such as the International Organization for Standardization (ISO) 2700x, 
National Institute of Standards and Technology (NIST), Control Objectives for 
Information and Related Technology (CobIT), SABSA framework (service man-
agement matrix), or maturity models such as I-OSM3 (Open Information Security 
Management Maturity Model, The Open Group 2011).

There follows a nonexhaustive list of topics and classifications that could be 
used to draft a “perceived maturity” questionnaire for security services.

Security governance (encompasses topics related to governance and security 
oversight)
–	 Strategy (related to business strategies)
–	 Adequacy of policies and guidelines
–	 Accessibility and availability of policies and guidelines
–	 Security organization (roles and responsibilities, CISO, team, involvement 

of business unit management, involvement of company management)
–	 Security program management, prioritization, visibility
–	 Risk management, consideration of security risks in business processes or 

projects (proactivity, adequacy of controls, etc.)
–	 Asset management, classification, associated responsibilities (data owners) 

and security measures to protect infrastructure components
Security in relation to human resources (all topics related to people as actors in IS)

–	 Support of the security team
–	 Level of employee awareness, continued training, communication
–	 Added value of security committees or representatives
–	 Technical security skills needed in business lines
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Security processes and their suitability to business needs
–	 Effectiveness of security controls in business processes
–	 Consideration of legal and regulatory compliance in security processes
–	 Identity and access rights management
–	 Continuity management
–	 Physical security
–	 Change management process, acquisition and developments
–	 Outsourcing and supplier management

Technology
–	 Internet and external communications
–	 Office document protection system
–	 Access to applications and IT resources
–	 Adaptability of security solutions to new technologies

The abovementioned topics are not an exhaustive list of everything that can be 
addressed in a questionnaire for the business units. The goal here is not to formulate 
yet another method to evaluate security processes but rather, to propose a pragmatic 
approach that allows the quick identification of improvement points related to cur-
rent operations. This exercise in itself should not present an obstacle to continuous 
improvement. Business representatives do not have a lot of time to spend discussing 
security. Results from initial meetings may help improve the questionnaire during 
periodic strategic reviews.

4.3.2.2 Gap Analysis Using the Maturity Model

A session to identify gaps in the perception of security maturity levels is a privileged 
moment in which to initiate constructive dialogue. The different topics and ques-
tions must be understood and discussed. It is therefore not recommended to send 
the questionnaire to different experts and hope that they will send back a maturity 
chart without any explanation or discussion. Business units should understand that 
the exercise is intended to provide relevant information to elaborate or review the 
security strategy. They should be willing to invest their time, hoping to have a 
return on that investment.

4.3.2.3 Consolidate Improvement Points into Initiatives

The first result of a gap analysis could be an important table of gaps by topic and 
business unit (Figure 4.7). As soon as the sessions with business leaders have made 
it possible to establish this mapping, the next step is to select the subjects that have 
the most significant gaps among the business units.

Topics are then grouped into initiatives. The following example shows improve-
ment points consolidated into three initiatives.
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EXAMPLE

	 1.	Review policies and guidelines regarding the secure exchange of documents 
with external correspondents and the accessibility of confidential data on 
the move (e.g., encryption of personal data) and establish the correspond-
ing operational controls.

	 2.	Establish security responsibilities in business units: let the document owners 
manage access rights to office documents.

	 3.	Plan a certification of access rights by business unit managers.

BU 1 BU 2 BU m

Topic 1 4 12 6 4 12 4 12 6 4 12

Topic 2 2 4 2 6 2 5 4 9 6 2

9 6 5 6 4 4 6 5 6 12

6 12 8 4 12 6 12 2 12 9

9 5 4 6 2 4 5 9 6 4

4 12 12 4 12 4 12 6 4 12

4 4 9 6 2 2 4 9 6 2

12 6 5 6 12 12 6 12 6 12

6 4 4 4 9 6 8 4 4 9

Topic n 8 5 2 6 2 9 5 8 6 5

Figure 4.7  Example of security services maturity gaps with estimated “Importance”.

Business Operational Efficiency

Review policies
and guidelines

Establish security
responsibilities

Certification
of access 

rights

Figure 4.8  Security initiatives supporting business operations.
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An exercise closing session with all the participants would be very beneficial 
to validate the results. In this way, participants could comment on the initiatives 
decided within their own units. Security initiatives supporting business operations 
can be summarized as follows (Figure 4.8).

4.3.3 � Initiatives to Improve Information Security  
Effectiveness

Security, as a corporate or functional unit within or outside of IT, must also 
ensure the improvement of its own efficiency. IS vision and strategic initiatives 
can be established by observing risk evolution, maturity gaps, audit findings, 
strengths, weaknesses, opportunities, and threats (SWOT) analyses, technol-
ogy evolution, organizational changes, regulations, resource availability, and 
so on.

The expected outcome from this phase will be

	 1.	A vision for information security
	 2.	Strategic initiatives to achieve this vision (Figure 4.9)

Contributing to business initiatives is an important goal. However, if secu-
rity does not have the required capacity, an organization facilitating governance 
and management, and sufficient process maturity, it simply cannot aspire to 
become a reliable partner. A security committee under the leadership of the 
CISO should assess the state of security, set objectives, and choose initiatives 
that make it possible to reach them. There are different ways to set strategic 
objectives for IS:

SWOT analysis. An examination of the strengths, weaknesses, opportunities, 
and threats in different areas, such as the effectiveness of controls, technical 
solutions, organization and processes, finances and costs, human factors, the 
external environment, the legal and regulatory framework, and a compari-
son with similar industrial sectors, already gives us a good idea of potential 
improvement points.

Vision for Informa�on Security

Security 
Ini�a�ve

Security 
Ini�a�ve

Security 
Ini�a�ve

Figure 4.9  Security initiatives supporting the goals of improving maturity.
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Maturity models. Maturity models can be used to show gaps between the matu-
rity levels of current and desired processes. Many models exist and are often 
based on the standards. Specialized consulting firms or advisors will also be 
able to give an overview of benchmarks among companies in the same sector.

Audit findings. Audit recommendations are important drivers and justifica-
tions for new security initiatives. Boards of directors and management gener-
ally have great confidence in these recommendations.

Risk assessment. The risk assessment process helps identify the weaknesses 
of the controls in place and thus helps define objectives and more strategic 
initiatives.

New technologies. New technologies are increasingly in demand, and security 
must take this into account. Some justified requests will need quick adapta-
tions (such as using different means of communication or consumerization) 
and others, which present a fundamental paradigm shift, will need more 
appropriate means (such as digitization, fintech, or blockchain).

An analysis of the security posture could lead to the same findings of maturity gaps 
already noted during interviews with the business units. In addition, gaps concerning the 
regulatory framework that is specific to security, the security of the infrastructures and 
applications, or certain technical controls can only be identified by security specialists.

EXAMPLE

Taking our example from the financial institution, suppose that the security 
team has identified the following two initiatives that should be implemented 
over the short term:

◾◾ Cybersecurity guidelines with specific organizational aspects
◾◾ Provisioning of access rights

In this case, the identity and access management initiatives previously 
identified and the provisioning of access rights will be integrated into an 
Identity and Access Management global initiative.

4.3.4 � Grouping of Initiatives and Establishment 
of a Project Roadmap

The initiatives identified so far may overlap (e.g., between business and security 
objectives). So, the goal is to formulate an optimized or consolidated list of initia-
tives to support strategic business and IS objectives. These initiatives could also be 
broken down into projects and presented in the form of a roadmap.
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The expected outcome from this phase will be

	 1.	Security initiatives and projects supporting strategic objectives (Figure 4.10)
	 2.	Initiative roadmap (planning in time) (Figure 4.11)

4.3.5 � Formulation of a Strategy

Having established all the elements, we are finally able to formulate a security strat-
egy. There are many examples of security strategy designs and presentations to draw 
from; however, it would be prudent to present our strategy by focusing on expressed 
business needs.

If we resume the strategy composition set out in Section 4.2 and take the exam-
ple used throughout this chapter, we can summarize the strategy as follows. We 
will not formulate the mission, context, and roles and responsibilities, as they are 
specific to each organization. Strategic objectives and strategic security initiatives 
will be based on the example used throughout this chapter.

Strategic 
change

Business Opera�onal 
Efficiency

Vision for Informa�on SecurityStrategic 
change

CHANGE RUN IS MATURITY ENHANCEMENT

Objec�ves

Ini�a�ves

Projects

Figure 4.10  Set of initiatives and security projects.

IS ROADMAP

Timeframe

Figure 4.11  Roadmap of IS initiatives/projects.
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EXAMPLE

	 1.	Mission
	 2.	Context
	 3.	Roles and Responsibilities
	 4.	Strategic Objectives

IS ensures the protection of corporate assets and actively participates in business 
development. In particular, it helps achieve the following business objectives:

	 1.	 Introduce new financial products encompassing cryptocurrencies
	 2.	 Outsource some application infrastructures and storage to external 

cloud providers
	 3.	 Improve the operational efficiency of all the business units by adapting 

controls allowing business units greater autonomy in controlling access 
rights and adapting policies, procedures, and tools in the domain of 
data transfers and communication

The continuous improvement of company capabilities in line with risk 
appetite and cost optimization remains a strategic objective for IS. The new 
objectives are as follows:

	 1.	 Strengthen cyber-threat protection skills, in particular through stricter 
policies and guidelines that encompass a specific security organization

	 2.	 Automatize the management of access rights

	 5.	Strategic Security Initiatives

Strategic security initiatives to support the objectives outlined previously 
for the coming period can be summarized as follows:

	 5.1.	 Establish security controls for cryptocurrencies

		  Goal: Offer security components to enable the introduction of 
financial products and services using cryptocurrencies

		  Success criteria: Entity’s ability to offer products and services 
including cryptocurrencies easily and on demand

	 5.2.	 Assess the risk of using third-party cloud infrastructures and 
propose security measures

		  Goal: Establish a risk analysis and provide the company with a 
policy and guidelines having measurable key criteria that allow 
business units to decide quickly and intelligently whether and 
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how much they want to outsource the management of application 
infrastructures and storage to third-party clouds.

		  Success criteria: Ability to deploy solutions in the external cloud 
with a defined and assured security baseline

	 5.3.	 Delegate security responsibility to the business units

		  Goal: Transfer certain controls to the business units to optimize 
resources and operational efficiency. In this context, the following 
responsibilities will take priority:

◾◾ Responsibility for assigning access rights, periodic verification, 
and update requests

◾◾ Management of security risk related to business unit processes

		  Success criteria: Reduction of the timeframe when providing 
access rights

	 5.4.	 Define Cybersecurity Policy

		  Goal: Formulate a cybersecurity policy for the company. Once the 
policy has been accepted by the board of directors, security will 
ensure that lower-level guidelines and documents are drafted to 
create a cyber-threat protection system.

		  Success criteria: All the business units as well as corporate 
departments, IT, and HR will be aware of cyber threats and 
the means of protection against cyberattacks. Effective controls 
will be put in place to ensure the adequate resilience of the 
operations according to service-level agreements (SLAs) to be 
defined.

	 5.5.		 Identity and Access Management

		  Goals: Manage identities and access rights to company resources 
in a more automated way by applying management princi-
ples based on roles or business rules. Provide business units 
with the opportunity to verify their employees’ access rights 
themselves.

		  Success criteria: Heads of business units are able to carry out the 
annual certification of access rights. Reaction time and the alloca-
tion of access rights to a new employee should decrease by 10%, 
all else being unchanged (same number of requests for the same 
number of operators).
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The strategic objectives supported by the security initiatives are shown as 
follows:

Crypto
currency

-

Security
controls 

for crypto

Security
controls
for the 
cloud

Improve 
Cybersecurity, IAM

Cloud 
computing

Cybersecurity
policy

CHANGE RUN IS EFFICIENCY

Business Operational Efficiency

Delegate security
responsibility

Identity and
Access 

Management

Objectives

Initiatives

How should a security strategy be communicated?

4.4 � Security Strategy Communication
When preparing a strategy document, avoid presenting security initiatives solely as 
protection against threats. This gives a sense of prohibition instead of reinforcement. 
We know that security controls are designed to reduce risk, but they also help create 
the conditions to deploy new solutions. Therefore, it is better to use positive terms 
and say that security measures help to achieve strategic goals instead of negative 
terms that point out their limitations. Emphasize what security measures make pos-
sible instead of enumerating what they prevent, reduce, or prohibit.

EXAMPLE

Security contributions can be expressed in two ways.

Negative Approach Positive Approach

Reduce the risk of data leakage from PC 
loss or theft

Facilitate work on the move by 
ensuring the confidentiality of 
PC content

Prohibit unauthorized access to 
applications

Protect a company’s confidential 
and important information by 
optimizing access rights

Reduce cyberattack risk against web 
servers (DOS—Denial Of Service)

Improve the resilience of infrastructures 
and ensure continuing service to web 
customers

Prohibit sending messages containing 
confidential data

Facilitate use of the means of 
communication while ensuring 
data confidentiality
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The “Strategy” document is a starting point for more detailed presentations or 
explanations. Strategic initiatives or objectives can be presented in a much more 
visual way at annual meetings or corporate events. The example in Figure 4.12 is 
the presentation of a security strategy on a page.

4.5 � Conclusion
Establishing a formal company security strategy is of paramount importance in 
security governance. This step should not be underestimated, since it influences the 
security processes, organization, activities, and controls that will be put in place. 
The strategy document is important, but the process leading to it is even more 
important, because it strengthens the collaboration of all the stakeholders and legit-
imizes the results achieved.

To maintain a pragmatic orientation, it is often not necessary to proceed 
through all the listed steps. Some managers or board members may already have 
a very clear idea of what their security program needs to achieve and therefore, do 
not need to analyze and build consensus among the business units, especially since 
this exercise could inadvertently provide an opportunity for units to compete for 
security or IT resources.

Main Security Initiatives

Virtual 
currency security 

solutions

Security for 
the external 

cloud

New policies and guidelines: 
Cybersecurity, data and file transfer 

solutions.

Security 
responsibilities 

in business 
units

Identity and 
Access 

Management

Mission

Vision

Current state: Security report

Business Objectives:
New products/services

Operational effectiveness

Security Objectives:
Security Posture 

Enhancement

Regulatory and Compliance Objectives

Figure 4.12  Simple presentation of a security strategy.
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The process and tools to formulate a security strategy presented in this chapter 
are just one example of what can be done in this area. The importance lies in adopt-
ing a formal approach to the establishment and revision of a security strategy. This 
will lead to better governance, put security issues on decision-makers’ agendas, and 
strengthen prioritization with the collaboration of all the stakeholders around a 
common goal.
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Chapter 5

Policies

Security policies and lower-level instructions consolidate the principles applied in 
operations to protect company assets. They should contain instructions for all the 
information system users in the course of their work. Policies and instructions also 
serve as a reference of conformity for auditors. They are therefore an important level 
of information security (IS) governance.

All the stakeholders call for clear security rules. Management needs a regulatory 
framework that reassures partners, promotes the deployment of a coherent security 
architecture, and dispels the doubts of engineers in charge of setting up techni-
cal controls. Security officers are unanimous in their belief that high-level policies 
and operational instructions are critical to the success of any security program. 
However, developing security regulations in the current context presents a chal-
lenge for security managers. Business diversity, geographical distribution, differ-
ent legislations, outsourcing operations, interdependence with suppliers, customer 
diversity, and new technologies are only a few of the features of what can be called 
an extended enterprise .

This chapter provides answers to the following questions:

◾◾ What is an internal regulatory framework?
◾◾ What is the difference between a policy, a guideline, and a standard?
◾◾ How should regulatory framework documents be organized?
◾◾ What is included in a security policy, and how is it structured?
◾◾ How is a documentation framework set up?

Information Security Governance: Framework and Toolset Policies
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What is an internal regulatory framework? 

5.1 � Internal Regulatory Framework Principles
An internal regulatory framework can be defined as a set of policies, guidelines, 
and lower-level instructions that impose rules on company operations. With respect 
to security, this framework encompasses all the policies, guidelines, and standards 
dealing with conduct, setting up and using controls to protect the confidentiality, 
availability, and integrity of the company’ s assets. Before explaining how to develop 
and maintain internal regulation, let us recall the following key points.

An internal regulatory framework is a governance tool. It translates, in terms more 
binding and directly applicable to the company’ s processes, a certain strategic desire to 
protect assets. It should reflect the needs of the business and support its operations. It 
must be elaborated with the business units for their needs and be validated and complete 
(without gaps or ambiguity). It must be understood, acknowledged, and supported by 
management. In the absence of regulations, operational units (including information 
technology [IT]) will make subjective interpretations of protection requirements and 
controls, which will weaken the architecture and the protection system as a whole.

EXAMPLE

Sometimes, in the absence of clear guidelines on certain topics, one might be 
tempted to advocate using standards such as ISO 27001/2, especially for the 
needs of security specialists responsible for implementing operational controls. 
Taking this shortcut is obviously not acceptable, since the standards do not 
advocate how to meet requirements. As noted previously, different solutions 
exist for each requirement depending on a company’ s context. Therefore, it 
is important for the internal regulatory framework to be complete. Standards 
can be used as a reference to ensure that all areas have been covered.

Regulatory framework documents must cover all security instructions and be 
easily accessible to every employee. They should be available on the intranet in a 
framework or structure that is easily understandable and facilitates consultation 
and research by different criteria. An internal regulatory framework needs to be 
reviewed and adapted regularly according to defined processes. One or more com-
mittees must be in charge of their validation, publication, and adaptation. The 
main features of a regulatory framework are that it should be implementable, realis-
tic, consistent, comprehensive, enforceable, directive, documented, and accessible.

A policy (high-level document) must remain neutral in relation to the products 
or technical solutions used to implement it. It must be resistant to technological 
changes and stable over time. Security policies must clearly express the requirements 
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based on a description of the company’ s risk-related security posture. In real terms, 
this means that principles recognized as useful at the highest level of management 
must be clearly expressed instead of remaining vague and leaving room for doubt.

EXAMPLE

It is better to use this wording:

“ To protect our data and resources, we advocate the systematic application of 
the least privilege principle in all control processes— only persons who really 
need classified or confidential data to carry out their operational activities 
will be granted access to them” 

instead of this wording:

“ To protect our data and resources, we advocate the application of centralized 
and rule-based access rights management.” 

The board of directors and its management must validate policies, be respon-
sible for them, and guarantee their application. All security controls or program 
improvement initiatives will be based on a policy or guidelines accepted or vali-
dated by governance bodies.

What is the difference between a policy, a guideline, and a standard? 

5.2 � Classification of Regulatory Framework Documents
Internal regulatory framework documents can be classified in different ways. 
Following is a classification that is found most often in companies.

5.2.1 � Classification by Document Nature or Hierarchy

Policies, as top-level documents, encompass the requirements and objectives set by 
management and the board of directors. For them to be implemented, they should 
be accompanied by more explanatory documents, which may be called guidelines , 
standards , or procedures . Hierarchical classification allows them to be organized 
according to the level of document abstraction or scope. Such a representation is 
shown in Figure  5.1.

Policies may be preceded by a very special document called a charter . A security 
charter is a single document, valid for the entire company, that includes the high-
est-level statements of intent and expresses the will of the board and the manage-
ment. This short document (one to two pages) gives a vision for security, presents 
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global objectives, expresses risk appetite, sets guidelines for security organization, 
and gives a clear mandate for security program management. Considered the prop-
erty of the board and management, it is signed by their representatives and engages 
their responsibility in its implementation.

Policies are documents at the highest level of the hierarchy. They reflect the 
wishes expressed in the charter and translate them into binding terms for all the 
stakeholders. Policies explain how to protect the fundamental assets of the com-
pany, guide everyone’ s security efforts, and ensure legal and regulatory compliance. 
In general, they consist of the following components:

◾◾ An explanation of the context
◾◾ The raison d’ ê tre of the policy
◾◾ General principles
◾◾ The scope and its recipients
◾◾ Governance imperatives of the security management system
◾◾ The internal regulatory framework
◾◾ The organization of security system management, the primary functions and 

responsibilities of all actors in the field of security, including user responsibili-
ties, and a description of security postures in all areas

Policies are validated by the board and management but remain the property of 
the security committees and the CISO.

Guidelines , directives, or functional policies are documents that summarize 
security requirements for processes, business units, or specific areas. They may 
also contain more detailed explanations of certain policy concepts, such as the 

Charter
Enterprise commitment to security

Policy
High-Level Internal Regulation 

Guidelines/Functional Policy
Specific Policy or Guidance by Domain

Standard
Mandatory Technical Specifications

Procedures
Instructions for specific tasks

Ownership

Board /
Management

CISO / Sec. leader /
Sec. Committee

Operational
Unit

Document

Figure  5.1  Hierarchy of documents in a regulatory framework. 
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responsibilities of data owners, how technologies or products are used (Internet, 
mobile devices, cloud computing), the employee code of conduct, and so on. This 
level of document hierarchy in the internal regulatory framework does not refer to 
the names of specific technologies or products and is under the responsibility of the 
CISO and security committees in charge of supervision.

Standards  translate the requirements of policies and guidelines into opera-
tional terms for system users. These are specific instructions in relation to top-level 
requirements such as baseline security specifications, system security configura-
tions, instructions for using mobile devices, encryption systems or document pro-
tection, password rules, emergency procedures, and so on. These documents are 
developed by and the property of the heads of the operational units (business units 
for instructions specific to their operations) or IT for everything related to securing 
the systems.

Procedures  or documents of the lowest level can be seen as “ recipes.”  These are 
technical documents that specify in detail the operational procedures (e.g., proce-
dures for hardening, encryption, password recovery, etc.). They are the responsibil-
ity and the property of persons in charge of the products or procedures in question.

EXAMPLE

To illustrate the differences between the levels of regulatory documents, 
we will use two examples: identity and access rights management and data 
protection.

IDENTITY AND ACCESS RIGHTS MANAGEMENT
Security Charter:

“ We advocate centralized management and the supervision of access 
rights … ” 

At the policy or functional policy level:

“ Access rights are assigned based on business roles …  Business roles 
are established by business unit managers …  Roles are built on the 
principle of least privilege (sufficient to perform a specific task) …  Data 
Owners validate data access requests …  The organization, roles and 
responsibilities are as follows … ” 

At the standard level (operations):

“ When authorization has been given by the employee’ s manager and 
HR, the operator triggers the privilege provision process on different 
platforms.” 
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DATA PROTECTION
Security Charter:

“ Our data must be protected according to their level of confidentiality 
… ” 

At the policy or functional policy level:

“ Data classification is as follows …  Data protection rules by class are 
as follows …  Any application processing data classified as highly confi-
dential must use a strong authentication system … ” 

At the standard level (operations):

“ To develop applications using strong authentication the following 
standards should be used … ” 

The hierarchical classification of internal regulation documents is mentioned 
most often in security literature. We can consider the number of documents to be 
inversely proportional to their hierarchical level, hence forming a pyramid.

5.2.2 � Classification by Business Unit or Business Sector

Large companies with several separate or geographically distributed business units 
could opt for different regulatory frameworks for their units. R&D and sales in 
pharmaceutical industry may not have the same risk appetite. The former deal with 
confidential data and can thus adopt a series of protective measures which would 
not be acceptable by the latter.

The requirements of internal regulations can thus vary within the same com-
pany. This is called segregation  or differentiation  of the security regulatory framework. 
Despite its simplicity, segregating the regulatory framework runs into difficulties, 
since the same IT infrastructures are used. Take the example of the virtualization of 
application servers. If a company’ s IT architecture does not take data classification 
level into account as part of its physical architecture, it could happen that the same 
physical servers host the application servers of different classes of confidentiality. 
This could prevent the segregation of regulations on access rights or availability, or 
at least make it very difficult. When IT infrastructures are shared by business units 
with differing risk appetites, a single policy adapted to units with the lowest risk 
appetite will penalize the others.

We could theoretically have different internal regulations by business unit, 
activity sector, geographical distribution, and so on (Figure  5.2).
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EXAMPLE

With the availability of personal productivity applications and mobile devices 
such as smartphones, tablets, or laptops, internal regulations can authorize 
the use of such devices (bring your own device [BYOD]) depending on the 
risk appetite of each unit. These devices will probably be prohibited in a 
watch manufacturer’ s assembly department but authorized in the marketing 
and sales departments.

5.2.3 � Classification by Domain

Many security domains, such as identity and access management (IAM), mobility, 
IT development, human risk, or new technologies, may require a set of internal 
regulatory documents ranging from policy to technical procedures. In such a case, 
a third dimension must be included, which is the regulation of a specific domain 
across all business units (Figure  5.3).
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Figure  5.2  Segregated internal regulations. 
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Figure  5.3  Three-dimensional regulatory framework. 
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EXAMPLES

IAM processes can vary from one organizational unit to another in the same 
company, particularly following major restructuring, mergers, or acquisi-
tions. Consequently, the policies, guidelines, and standards linked to this 
activity could differ among the units.

Internal regulations on the use of mobile devices could also vary from 
one company unit to another depending on risk appetite, data characteristics, 
applications in use, and so on.

Geographical units could operate under different legislations and thus use 
guidelines adapted to their operational processes.

How should internal regulatory framework documents be organized? 

5.3 � Documentation Framework for 
Internal Regulations

Every company needs a documentation framework for its internal regulations rang-
ing from policy to procedures. The design of this framework is very important, 
because it facilitates an understanding of the regulations and their acceptance by 
the employees, strengthens governance, and allows easy maintenance by those who 
are responsible. The matrix or three-dimensional document framework presented 
earlier is suitable for large companies with a diversity of business units and risk 
appetites. Smaller firms obviously do not need to develop such structures and could 
be satisfied with a document summarizing the rules for business operations and a 
set of standards for IT.

The mistake that we often see is an accumulation of documents of different 
hierarchical levels that sometimes overlap with very little room left for a more for-
mally organized documentation framework. It is therefore important to clearly 
define the location of each type of document within a company or business unit, 
thereby facilitating document accessibility as part of the company’ s intranet.

In cases where there is no need to differentiate policies or guidelines between 
business units, classification by hierarchy is sufficient. Companies that need to seg-
regate policies according to the nature of the business can use a simplified version 
of the three-dimensional model as shown in Figure  5.4.

The security charter and general policy remain unique for the entire company. 
Some differences in security policies, risk appetite, organization, or context may 
exist within this same policy for different business units, provided they are clearly 
presented. In the intersections between domains and units, documents of different 
levels will be found concerning a specific domain (e.g., mobility) for a specific unit 
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(e.g., sales). If it is necessary to have a policy for a specific domain, we can use the 
term functional policy .

Functional policies are extremely useful when a very high-level set of rules is 
needed in a specific domain. Here are some features of the target domain that can 
be used when deciding whether to establish a functional policy specific to it or to 
adapt the general security policy:

◾◾ Some singularities in the context (internal or external)
◾◾ Specific nature of risks, threats, and vulnerabilities
◾◾ Specific features of the legal and regulatory framework
◾◾ Characteristic aspects in security organization (roles and responsibilities)
◾◾ Domain-specific concepts and terminologies
◾◾ Particularities of the controls to put in place

EXAMPLE

Cybersecurity, personal data protection, and IAM can be seen as specific 
areas or security domains that deserve their own functional policies.

What is included in a security policy, and how is it structured? 

5.4 � Content of a Security Charter and Policy
In what follows, we will see the content of a charter and a policy (or a functional 
policy) in more detail. There is no universally recognized model or framework con-
sidered the best for a security policy. Each organization can design its policy docu-
ment according to its needs. There are, however, some general recommendations 
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Figure  5.4  Two-dimensional regulatory framework. 
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that can be given regarding a policy’ s content and form. They are intended to make 
it more readable, more comprehensive, and ultimately more useful to all the stake-
holders in the organization. Some main outlines have already been stated. We will 
now see how they translate concretely into documents.

5.4.1 � Contents of a Security Charter

The highest-level document expressing a company’ s main security orientation to 
protect its property may take different names, such as Charter, Code of Conduct, 
Statement of Intent, and so on. It communicates management’ s strong commitment 
to security and formulates the mandate given to it. A security charter describes a 
company’ s main objectives with regard to IS without specifying how to achieve 
them. It expresses management’ s commitment to its protection system by refer-
ring to the context of business conduct, compliance with the legal and regulatory 
framework, the requirements for ethical employee behavior, the values and culture 
of the company, the principles of security protection and individual responsibilities. 
The main chapters and a summary of their contents are as follows.

Introduction or context 
–	 Presentation of the context and main issues for the company, its con-

straints, and the importance it gives to the protection of its values
–	 Reminder of the company’ s culture and the reasons why it supports secu-

rity efforts
–	 Expression of willingness to have an adequate security system
–	 Corporate responsibility for the protection of assets including personal 

information (customers, employees, suppliers, etc.)
Scope and target audience 

–	 Presentation of the charter’ s scope and to whom it is addressed
–	 Special mention of the importance of the documentation framework and 

its usefulness in managing the security program
High-level responsibilities 

–	 Summary presentation of strategic roles and responsibilities: data owners, 
governing bodies, executive security management, employee responsibili-
ties, and so on

Some principles to be mentioned 
–	 Protecting company values
–	 Risk management
–	 Employee rights and responsibilities

Managerial objectives 
–	 Security governance and organization objectives
–	 Security management objectives and involvement in the company’ s 

operations
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5.4.2 � Content of a Security Policy

A policy or functional policy states the broad orientations and guiding principles 
for security as a whole or for a specific domain. There are many examples of security 
policies. The following is a summary of the main chapters as an example without 
claiming to be exhaustive.

Introduction or context 
–	 Internal and external context of the company, the issues and importance 

of the security policy with regard to achieving business objectives
–	 Purpose of the policy, area to be covered, and the reason for its existence
–	 Announcement of high-level requirements

Scope and target audience 
–	 Scope of the present policy— to whom it is addressed and who should 

apply it
–	 Principles on which the policy is based (regulatory and normative 

frameworks)
–	 Purpose of the policy and the wishes of the initiators or owners of the 

policy
Positioning of the policy in the internal regulatory framework 

–	 Reminder, if necessary, of the documentation framework of internal reg-
ulations and the (hierarchical) positioning of this policy

Principles 
–	 Enumeration of the fundamental principles of the policy (what the policy 

seeks to achieve)
Policy statements 

–	 High-level statements that lay down the objectives of the policy
–	 Explanation of each statement’ s rationale, its raison d’ ê tre, and how it 

should be applied (without mentioning how it should be done)
Organization, roles, and responsibilities 

–	 Governance and management of the information security
–	 Main functions and responsibilities: board of directors, committees, 

management, security team and CISO, business units and their security 
representatives, IT and operations, data owners, and security specialists

–	 Responsibility of all the employees and their obligation to comply with 
the policy

–	 Responsible, accountable, consulted and informed (RACI) matrix sum-
marizing the responsibilities of all functions involved

Orientations by specific areas 
		  Top-level guidance for some security areas or domains may be included in 

a general policy if there is no need to develop specific functional policies.
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–	 Risk management concept
–	 Human security
–	 Definition of assets and requirements for their protection
–	 Physical security (safety)
–	 Data protection, data privacy
–	 IT security (acquisition, configuration, change management, use, 

outsourcing)
–	 Business continuity
–	 IAM
–	 Compliance
–	 Incident management
–	 Reporting system
–	 Additional explanations specific to a domain (e.g., categories of cyberat-

tacks if it is a cybersecurity functional policy)
Disciplinary action in the case of noncompliance 
Review process 
Glossary 

–	 Explanation of some specific terms for greater clarity

How is a documentation framework set up? 

5.5 � Process of Establishing a Regulatory Framework
Finally, how should we proceed to build or review an internal regulatory 
framework? What are the steps to develop policies, guidelines, or standards? Can 
we use templates, and most importantly, how can we make sure that the framework 
is complete?

There are multiple answers to these questions. Remember, however, that it is 
not desirable to build a documentation framework based on predefined examples 
or templates, since this weakens security governance. If management views a docu-
mentation framework as useless, then it is better to do nothing than to build one 
as an alibi. Senior executives need to be involved and validate policy content at 
different levels. The documents of a regulatory framework must also serve all the 
employees in the performance of their daily tasks. It must therefore be designed and 
accepted by all the stakeholders.

There follow some pragmatic steps suitable for both the construction and the 
revision of a regulatory framework.

	 1.	Preparation
1.1 Understand the business context and strategy, especially with respect to 

risk appetites and security needs in different business units. Understand 
the existing framework and whether it is partially adapted or not.
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1.2 Understand which assets need to be protected. If necessary, map the data, 
flows, and applications in collaboration with the business units. Classify, 
if not already done, these assets according to the standards of the company 
or according to an ad hoc classification (e.g., public, limited, confidential).

1.3 Review the catalog of security risks, risk assessments, and associated con-
trols. Establish, if possible, a maturity map of the controls associated with 
the main risks.

1.3 Decide whether to segregate general policies between the different units. 
If the company is engaged in different businesses with different risk appe-
tites, the units should be considered as companies with differentiated 
approaches to developing their regulatory frameworks.

1.4 Define the architecture of the regulatory framework (based on the three 
dimensions explained previously or some other). Decide how the regula-
tory framework will be accessed.

1.5 Identify who will participate in the development of the regulatory frame-
work; ideally, they will be representatives of management, the business 
units, and IT. Ensure that management and the board feel that they own 
what will become the charter and general corporate security policy.

	 2.	Policy elaboration
2.1 Discuss and decide on the organization and functions of security gover-

nance and management (see more in Chapter 6, Organization).
2.2 With the team in charge of implementing security controls and those in 

charge of business unit operations, identify important points requiring 
clarification in the regulatory framework. This bottom-up approach is 
crucial, as this will ultimately give legitimacy to the future policy. This 
can be done through a questionnaire or security process maturity model 
developed as part of the strategy (see the previous chapter).

2.3 Establish the charter and general security policy in collaboration with 
members of the team. Use the layout proposed in previous chapters.

2.4 Have the business units and IT validate the charter and the policy. This 
is very important, because the charter and the policy should be fully sup-
ported by operations. Stick to the SMART rule (specific, measurable, 
agreeable, realistic and time-bound).

2.5 Ensure that policies are validated by the board and management.

	 3.	Developing functional policies or guidelines
3.1 Set up a team of people involved in the operational management of specific 

security domains requiring a particular functional policy (e.g. cybersecu-
rity, IAM, continuity, mobility, or data protection). Ensure that this policy 
is supported by a leader or person responsible for its future application.

3.2 Proceed with developing the functional policies as for a general policy 
(2.1– 2.5).



108  ◾  Information Security Governance: Framework and Toolset﻿

	 4.	Establishing standards
		  When establishing internal standards, ISO 27001 (and its Annex A) can 

be used as a checklist to verify the completeness and coverage of the regula-
tory framework.

Table  5.1 presents a proposal for document positioning in an internal regu-
latory framework dealing with the requirements of ISO 27001. Standards, of 
course, must follow the recommendations of policies, guidelines, or functional 
policies and provide other necessary instructions to operations. If a requirement 
is not specifically mentioned in Table 5.1, it will be dealt with by a higher-level 
document. For example, “ A.11 Physical and Environmental Security”  and all 
the lower-level requirements will be covered in the Physical Security Functional 
Policy document.

The following is a checklist of whether all precautions were taken during the 
development of the regulatory framework.

	 1.	Do our internal regulation documents have a good level of granularity?
		  Business characteristics define the correct level of granularity. For an 

enterprise with all operational functions controlled internally, high granular-
ity (few details) may be sufficient.

	 2.	Have we covered all the subjects?
		  If not, identify the gaps, communicate them, and plan the corrections. 

This primarily concerns future topics such as regulations on new technologies 
or threats. Internal project planning or a project roadmap to elaborate new 
regulatory documents is very useful for audits and all the stakeholders. We 
can also take advantage of change projects to include the development of a 
functional policy or missing procedures.

	 3.	Can we optimize the regulatory framework and eventually remove, lighten, 
or reorganize certain documents?

		  Before developing a new functional policy, see whether it would be better 
to include it in an existing policy or directive and then bring it up to date. For 
example, policies on the protection of personal data could be integrated into 
existing data protection policies.

	 4.	Are our internal regulations up to date and accessible to everyone? Have we 
established review processes and responsibilities for all the regulatory frame-
work documents?

Last, remember that a documentation framework that has no perceived value 
for the business units, IT, and corporate and HR functions has no reason to exist. 
The best way to ensure its adequacy is to submit it systematically and as often as 
possible to key stakeholders during awareness sessions, when launching new change 
projects, or during coordination sessions between security and the business units.
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Table  5.1  Positioning Documents in an Internal Regulatory Framework 
Dealing with the Requirements of the ISO 27001 Standard 

ISO 27001 Reference Control 
Objective (Annex A) Position in a Framework

A.5 Information security policies Internal regulatory framework

A.6 Organization of information 
security

Policy

A.6.2 Mobile devices and teleworking Guideline / Functional policy

A.7 Human resource security Guideline / Functional policy

A.8 Asset management Guideline / Functional policy

A.8.2 Information classification Policy

A.8.3 Media handling Standard / Procedure

A.9 Access control Guideline / Functional policy

A.9.2.1 User registration and 
de-registration

Standard / Procedure

A.9.2.2 User access provisioning Standard / Procedure

A.9.2.3 Management of privileged 
access rights

Standard / Procedure

A.9.2.4 Management of secret 
authentication information of users

Standard / Procedure

A.9.2.5 Review of user access rights Standard / Procedure

A.9.2.6 Removal or adjustment of 
access rights

Standard / Procedure

A.9.3 User responsibilities Policy

A.9.4 System and application access 
control

Standard / Procedure

A.10 Cryptography Standard / Procedure

A.11 Physical and environmental 
security

Standard / Procedure

A.12 Operations security Standard / Procedure

A.13 Communications securrity Standard / Procedure

(Continued)
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5.6 � Conclusion
We have presented in this chapter the importance and different characteristics of 
the internal regulatory framework and a methodical approach to establishing or 
revising it. It is obviously not a question of recipes that must be followed at all 
costs and literally, but rather, the principles on which we can rely, the needs of each 
organization being different. However, it is important to bear in mind the objec-
tive of establishing this framework: the collection of all instructions to facilitate 
the application of protection strategies. The company can adopt different forms or 
documentary frameworks for its lower-level policies and documents, but they must 
be comprehensive and consistent and meet the needs of all stakeholders.

ISO 27001 Reference Control 
Objective (Annex A) Position in a Framework

A.14 System acquisition, development 
and maintenance

Standard / Procedure

A.15 Supplier relationships Guideline / Functional policy

A.16 Information security incident 
management

Standard / Procedure

A.17 Information security aspects of 
business continuity management

Guideline / Functional policy

A.18 Compliance Policy / Guideline

Table  5.1 (CONTINUED)  Positioning Documents in an Internal Regulatory 
Framework Dealing with the Requirements of the ISO 27001 Standard 
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Chapter 6

Organization

The term security organization includes different functions, organizational units, 
roles, and responsibilities within the framework of an information security man-
agement system (ISMS). It is broadly defined in the general policy based on require-
ments mentioned in the charter. If security organization is defective, a company 
might not explicitly cover certain responsibilities, leading to shortcomings in the 
program and weakening the company’s posture and the protection of its assets.

Providing a company with security organization adapted to its needs is one of 
the main responsibilities of management and the board of directors. Appointing 
a security officer is not enough. The company’s issues and context must be thor-
oughly understood to propose adequate security organization.

This chapter gives answers to these key questions:

◾◾ What are the main roles and responsibilities in an ISMS?
◾◾ How will the role of the chief information security officer (CISO) and their 

team evolve?
◾◾ What are the main security organizational structures?
◾◾ What skills will be needed in the future?

What are the main roles and responsibilities in an ISMS?

Information Security Governance: Framework and Toolset Organization
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6.1 � Roles and Responsibilities in 
Information Security (IS)

As already mentioned, there is no clear boundary between governance and security 
management. Taking another look at our diagram of the continuum between strat-
egy and operations (see Figure 1.3, Chapter 1), we can say that governance tasks are 
distributed generally among the following functions:

◾◾ Board of directors
◾◾ Security committees
◾◾ Business unit management (including the chief information officer [CIO])

while operational management tasks are divided between the following functions:

◾◾ The CISO and their team
◾◾ Security operations management (Figure 6.1)

The board of directors is the supreme body of corporate governance and as such, 
of IS governance. It is accountable for risks and actions taken to mitigate them, 
validates strategies, makes sure that resources are used responsibly, and is the privi-
leged recipient of performance reports and audits. Monitoring performance is part 
of its responsibilities vis-à-vis the stakeholders. For the board of directors, compli-
ance with the legal and regulatory frameworks should result from healthy manage-
ment and not be a goal in itself.

Governance

Management

Management

Business Unit Manager

Security committees

CSO / CISO

Security Team

Security 
Engineers

Security Operations 
Management

Board of directors Strategy

Operations

Figure 6.1  Distribution of responsibilities within governance and management. 
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Security committees can be formed on demand with various responsibilities: to 
establish or validate strategies and policies, prioritize initiatives, decide on issues 
requiring a strategic decision, or represent the board and management in all secu-
rity program decision-making processes. These committees can take different forms 
and usually consist of representatives of the business units, corporate and human 
resources (HR) functions, information technology (IT) management, and the CISO.

Business unit managers generally have an important role to play in coordinating 
and supporting security initiatives as part of a defined strategy. Since the strat-
egy was developed with the business units for their needs, unit managers actively 
take part in disseminating and supporting a security culture within their respective 
units. This goal is aided by the CISO’s role in coordinating and strategically align-
ing security with the needs of the business units and management.

The CISO and their team play a vital role in the company’s security organiza-
tion, because they centralize the majority of management and security operational 
activities. The importance and responsibilities of the CISO and their team have 
been increasingly recognized in recent years. They have greater visibility, take on 
more strategic responsibilities, are more governance and risk oriented, and report 
more and more outside of IT and to C-level executives.

EXAMPLE

In the current context requiring tighter control of costs while ensuring IS 
compliance with regulatory requirements or technological developments, 
CISOs are increasingly invited to participate in strategic decisions and report 
to bodies outside IT.

Technological changes, new business models, and process digitalization present 
companies with new challenges. New responsibilities are increasingly proposed to 
the CISO not only in security risk mitigation related to new technologies but also 
in the domain of governance. These include

◾◾ Reporting and security communication to the governing body, committees, 
and business units

◾◾ Proposing the security strategy
◾◾ Developing the regulatory framework
◾◾ Implementing security controls and program management
◾◾ Security risk management (identification, assessment, and treatment)
◾◾ Developing an awareness program for all the stakeholders
◾◾ Monitoring (threats, vulnerabilities, compliance, and control efficiency)

Operations managers and security specialists are part of the teams in charge of 
operating the security controls, tools, and other technical solutions. They are pri-
marily in charge of
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◾◾ Infrastructure security (network, servers, workstations, and endpoints)
◾◾ Equipment management (firewalls and intrusion prevention/detection 

systems [IPS/IDS])
◾◾ Security information and event management (SIEM)
◾◾ Security Operation Center (SOC)
◾◾ Incident management
◾◾ Identity and access management

The ISO 27014 standard specifies two main bodies in IS governance: the 
governing body and executive management. They act jointly within governance 
processes, as mentioned in Chapter 1. The governing body has essentially a deci-
sion-making role. It may consist of members of management, the board, or business 
unit managers. A security committee can also play this role. The tasks of executive 
management can be assumed by the IS manager and the CISO and their team.

EXAMPLE

Let us take the example of “Monitor” (achieving strategic objectives) in the 
ISO 27014 standard. This process requires several inputs, some of which 
should be the responsibility of the governing body, including:

◾◾ Assess the effectiveness of information security management activities.
◾◾ Ensure conformance with internal and external requirements.
◾◾ Consider the changing business, legal and regulatory environment and 

their potential impact on information risk.

However, it is often found in practice that the CISO and their team take 
charge of these tasks, which are intended to help in decision-making, because 
management considers them most qualified. The effectiveness of the ISMS is 
evaluated by the security specialists themselves, the degree of compliance is 
appraised by the CISO, and the need for change is presented without formal 
risk analysis or assessment of the return on investment. This obviously does 
not encourage the governing body to assume its security responsibilities. 

Collaboration between the governing body and IS management can also be 
schematized by an iterative process aimed at continuously improved alignment 
between controls in place and the needs of the company (Figure 6.2). The govern-
ing body sets security objectives derived from company objectives. These objectives 
then have a decisive influence on the IS program, which is under the responsibility 
of the CISO. Controls will be deployed to meet protection needs. The CISO will 
monitor the effectiveness of the controls and report back to the governing body, 
which can then adjust high-level objectives, and so on.
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The CISO is therefore responsible for implementation of the program, controls, 
and operations. Strategy, risk appetite, and security policies remain the responsibil-
ity of the governing body. Translating the strategy into IS objectives and then into 
an action plan and controls is the responsibility of the CISO.

We can also summarize the main responsibilities in the governance and man-
agement of IS by a responsible, accountable, consulted and informed (RACI) 
matrix applied to the three-level control framework (TLCF) model (Table 6.1).

Another representation of the responsibilities that should be assumed by the 
governance functions identified earlier is given in Table 6.2. If we take the objec-
tive “Strategic Alignment,” the role of the board of directors is to “Set directions 
for a demonstrable alignment,” whereas the role of the CISO is to “Develop 
security strategy, oversee the security program and initiatives.” The role of the 
board in performance measurement is to “Set directions for reporting of security 
effectiveness.”

Finally, regardless of how governance and management bodies are set up, the 
extent of their prerogatives must always be borne in mind. In small companies, 
several functions will be performed by the same person, whereas in larger organiza-
tions, there might be entire teams.

How will the role of security officer evolve?

6.2 � New Demands on the CISO and Their Team
Technical controls are essential and form the basis of any security program (also 
called instance of security program). However, the reactive approach in building 
this system does not guarantee optimal protection, especially not today with the 

Governing body 
(board/direc�on)

Management 
(CISO)

Enterprise 
Objec�ves

Security 
Objec�ves

Security 
Program

Security ControlsMonitoring

Security report

Figure 6.2  Distribution of roles and responsibilities between governance and 
management. 
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development of new business models, activities extending outside the company 
perimeter, and new means of communication. A new approach is needed in orga-
nizing the activities of the CISO and their team, particularly in developing strate-
gies, integrating business units when a security program is set up, improving the 
adaptation of controls to business unit needs, and a proactive approach to risk. The 
reasons for this are multiple.

Technology cannot adapt quickly to new threats coming not only from cyber-
space but also from inside the company, caused by new communication technolo-
gies and IT consumerization, extending activities, and integrating the services of 
third parties. Company boundaries are no longer rigid, and the trend of extending 
activities creates new challenges for security managers. To adapt to this evolution, 
CISOs must improve their planning and justify their initiatives by adopting a pro-
gram based on company realities.

Table 6.1  Responsibilities of the Different Governance Bodies in the TLCF 
Blocks 

R: Responsible
A: Accountable
C: Consulted
I: Informed Board Management

CISO 
and 

Team IT HR
Business 

Unit

Strategy A I R C C C

Regulatory 
framework

I A R C C C

   Charter A I R C C C

   Policies I A R C C C

   Guidelines I A R C C C

   Standards I I A R R R

Risk management A I R C C C

Program 
management

I A R C C C

Reporting and 
Oversight

A I R C C C

Asset 
management

I A C R R R

Compliance 
management

A I R C C C

Metrics and KPI A I R C C C
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This new context requires a review of the organization of security teams. The 
activities of operational security teams need to be more integrated into business 
operations and with broader skills than just technical. These changes will bring 
greater acknowledgement of CISOs and their teams and acceptance of them as a 
partner in business development discussions. The security team will no longer be 
composed exclusively of specialists in protection technologies. Its positioning in the 
overall organization will depend on company characteristics and real needs. In the 
most complex situations, it will not only ensure technology operations and deploy-
ment but also deal with risks and architectures while ensuring effective coordina-
tion with business units and governance.

The demands on security are increasing. The current context, technological evo-
lutions in the digital economy, and the interdependence of economic partners play 
an important role in the growing demands being made of security officers and their 
teams. Boards of directors and management require CISOs to provide optimal pro-
tection and deliver tangible value to the business units, but in a context of stagnant 
budgets. The CISO’s position is also changing from technical manager within IT 
to a more executive role reporting directly to the highest levels in the company or 
C-level.

Although this evolution of the CISO’s responsibilities is certainly encouraging, 
it is not always accompanied by the necessary revision of underlying organizations. 
Boards and management often ask the CISO and their teams to take on more 
responsibility without the necessary investments and adaptation of resources. The 
relative immaturity of corporate security governance certainly has something to 
do with it. This results in CISOs and security teams that are often overwhelmed 
by new tasks. They continue to struggle against increasingly sophisticated threats 
and fail to meet expectations regarding a greater focus on strategy, governance, and 
proactive risk management.

Traditionally focused on operations, the CISO and their team must now extend 
their activities and become more involved in managing initiatives for better gov-
ernance, compliance, and alignment with business goals. Their scope of security 
responsibilities is expanding and now ranges from strategy to operations. This “big 
gap” in the continuum between strategies, needs, and business requirements and the 
necessary reinforcement of operational protections in the current context of cyber 
threats and employee IT consumerization will intensify in the future (Figure 6.3).

It is obvious that with no change in resources, security teams are unable to 
ensure smoothly running operations and meet strategic needs while managing risks 
proactively. In this context, there are two possibilities:

	 1.	Adapt security organization by adding resources to ensure greater support for 
governance, strategy, and risks, or

	 2.	Outsource or delegate security operations by changing the requirement speci-
fications of existing teams.
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Many companies offer security operation outsourcing services as security as a 
service (SaaS or SecaaS). Nevertheless, this outsourcing of security operations is 
only possible under certain conditions. For it to be economically expedient, the 
maturity level must be high, satisfying the following conditions:

◾◾ Security operations are well established and optimized
◾◾ The controls are effective
◾◾ Services are based on service-level agreements (SLAs)
◾◾ Defined standards are respected in all operations
◾◾ The infrastructure is adapted, and access rights are secured
◾◾ There is a regular monitoring (follow-up) process. A reporting system is 

defined and based on stable metrics
◾◾ Jurisdiction over security operations remains internal. Changes are initiated 

solely by the internal operations manager
◾◾ Risk scenarios are established and monitored
◾◾ Metrics developed in the outsourcing framework can also be used to report 

to the governing body
◾◾ Outsourced operations must be auditable, especially regarding compliance 

with the standards, continuity, agreed controls or means to protect sensitive 
data

◾◾ Outsourcing does not diminish the level of protection
◾◾ The organization of other activities is not weakened by outsourcing. Released 

resources can change profile and handle other tasks

So, there are two major poles of responsibility for the CISO. Security organiza-
tion will depend on their position on the operations–strategy or governance risk 
and compliance (GRC) axis as presented in Figure 6.3. Some key features of these 
two orientations are presented in the following paragraphs.

Strategy oriented

Operations oriented

CISO and their team

New requirements: 
business support, 
strategy, policies, 
compliance, reporting. 

Need to 
strengthen
operations

Figure 6.3  Evolution of the responsibilities of the CISO. 
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6.2.1 � Security Organization Oriented toward 
Strategy and Business Needs

In a security organization geared to the GRC pole, the focus is on strategic align-
ment, risk management, compliance, and support for business objectives. The 
maturity level is generally high for reporting, return on investment metrics, train-
ing, and awareness. Security representatives have their place in business forums and 
committees and are regularly consulted on issues related to the evolving security 
risks of new technologies. In such a configuration, the CISO often reports outside 
of IT, and their team is in charge of policies, compliance, and risks. Security opera-
tions are either outsourced or assumed by an IT team integrated into engineering, 
operations, or the infrastructure.

6.2.2 � Security Organization Oriented toward Operations

In an operations-oriented organization, the CISO and security teams often reside 
within IT, with the CISO reporting directly to the CIO or a lower level. They 
have very little opportunity to interact with the business units, are not involved in 
strategy debates, and most often focus on the operational and technical aspects of 
security. Their main mission is to take care of the deployment, optimization, and 
monitoring of security tools and technologies. The CISO in charge of these teams 
has the same profile and great technical expertise.

The advantages of such organization are found in the high level of technical-
ity, mastery of security tools, and ability to choose the best solutions and integrate 
different technologies. The disadvantage is that having very little contact with 
business needs, the CISO and their teams remain locked in their comfort zone 
and feel no urge to take strategic change initiatives. This propensity leads to the 
danger of security continuing to be viewed as a service that “says no” and has dif-
ficulty finding a modus vivendi with employees who are keen on new modes of 
communication (consumerization). Business units often have to look to external 
suppliers for easier solutions for their communication or exchange needs with sup-
pliers or customers. 

EXAMPLE

Operational security teams will probably not be asked for their opin-
ion on the means of integrating blockchain solutions for the business 
units unless they have obtained a specific mandate from their superiors. 
Supporting changes is not part of their remit, especially in the context of 
IT that is oriented toward production optimization, functional results, 
and reducing costs.
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How will the responsibilities of the security teams evolve?

6.3 � Roles and Responsibilities of the Security Teams
The traditional activities of security teams can be divided into two main groups: 
security engineering and security operations. Without going into too much detail, 
these two groups include the following activities.

Security engineering:

◾◾ Application security
◾◾ Threat and vulnerability management
◾◾ Security in projects and new technologies

Security operations:

◾◾ Infrastructure security (configuration, network, end point)
◾◾ Managing security components
◾◾ Monitoring, device management and SOC
◾◾ Incident management and investigations
◾◾ Identity and access management

Security teams today generally take on all these activities, providing great added 
value to IT departments. Many books and standards provide more details on the 
objectives and best practices of operational-level security management.

The new demands on the CISO and their team can also be divided into two groups. 
The first concerns a business relationship orientation and encompasses activities aimed 
at strengthening the links and coordination between the governing body, the busi-
ness units, and security operations. It involves integrating strategies into operations and 
ensuring better two-way communication between governance and business units, on 
the one hand, and teams implementing controls, on the other. The second group can be 
called proactive risk management and encompasses all the activities that provide better 
risk analysis and treatment in a changing context by taking into account new technolo-
gies, new business models and working methods, the empowerment of users or con-
sumerization, activity outsourcing, cloud computing, mobile technologies, and so on.

The primary new demands encompassed in a business relationship can be sum-
marized as follows.

Business communication, security account management, and marketing: Business 
managers are often reluctant to discuss security risks with technical profiles, 
since they consider this is not their area of expertise. The fact that IT will 
patch a server exposed on the Internet presenting an easy hacking target does 
not provide consumers of IT resources with valued information. However, 
if they are told that the services offered by this server might not be available 
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due to an intrusion, this might lead them to pay more attention to security 
arguments. In addition, the business units have specific security needs that 
the CISO team can satisfy: context-specific training or awareness, risk iden-
tification and security controls related to their specific operations, guidelines 
and standards, and so on. These services are very valuable, but they require 
specific security resources such as account management or customer relation-
ship management. Security marketing is also an activity that facilitates gov-
ernance: communicating the added value of security with the right tools and 
at the right level. Telling success stories of benefits gained through security 
allows it to be integrated into decision-making processes with better position-
ing. “Security inside” or “Designed with security in mind” could become a 
quality label for services offered to clients and partners.

Strategy and business alignment: In the previous chapter, we discussed the impor-
tance of developing a security strategy and aligning it with business needs. 
Indeed, the regular monitoring of business directions and needs could facili-
tate security alignment. Establishing a means of exchanging information 
through an account manager or business unit representative as a security 
advocate, or vice versa, could only be beneficial.

Business reporting and metrics: Good governance needs security reports based on 
reliable key performance indicators expressing trends in an easily understand-
able language. It is no longer enough to present raw metrics produced by 
protection systems, such as the number of patches applied. Trends should be 
monitored on how security helps the business achieve its objectives. This will 
be discussed in more detail in the chapters on reporting and metrics.

Awareness and support: Awareness-raising has always been one of the main tasks 
of the CISO and their team. However, it is no longer enough to recall guide-
lines. Needs are changing in this area as well, and business units now require 
support sessions focused on topics that concern them first and foremost. 
Standardized awareness sessions focused solely on end users might not reso-
nate sufficiently with key executives and other decision-makers. Sensitization 
(awareness) efforts must focus more on the reality of the job combined with 
support for day-to-day activities.

Compliance and program management: Security has always deployed controls 
to satisfy a particular regulation, audit report, customer request, and so on. 
Program management must include the regulatory requirements along with 
counterbalancing them with initiatives that can bring value to the business. 
Good governance takes care of the security program and puts all require-
ments in perspective, be they internal or external, audit findings, new threats, 
or requests from partners. Maintaining a clear mapping with requirements 
and roadmaps allows businesses to understand how security projects are 
linked and how they contribute to common objectives.

		  Security is no longer an obstacle to development but rather, a success fac-
tor. New demands on the security teams primarily result in their greater 
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involvement in managing changes, especially in anticipating and mitigating 
new risks (proactive risk management).

Policy management: Managing the regulatory framework as a fundamental com-
ponent of governance remains in the hands of the security team. It is up to 
the CISO team to maintain policies and help the business units, including 
IT, uphold their standards in line with the needs of the company. Changing 
requests for exceptions often indicates inadequate policies and guidelines.

Third-party and externalization risk management: Many companies outsource 
their activities or rely on external service providers in the value production 
chain. Security teams are asked to protect shared data and resources as if they 
were internal. This is a very difficult situation for security experts, because 
it is almost impossible to secure such operations after the fact. The security 
team must therefore be involved in the selection process and participate in a 
proactive risk analysis. It can help in the selection of partners, application of 
the recommended protection standards, audits, and due diligence.

Proactive risk assessment: Risk assessment services related to new projects and 
business initiatives are highly appreciated. This is one of the rare occasions 
when the security team can demonstrate its contribution to the change 
process.

EXAMPLE

Using cloud services coupled with an application provided by a third-party 
supplier is an attractive solution for business units. However, if this initiative 
is conducted without support from security team, it is a safe bet that audits 
or risk analysis just before the start of production will shed light on new vul-
nerabilities. Risk analysis carried out beforehand by the security team could 
expose the risks and propose potential solutions.

Security architecture: Establishing and strengthening security architecture that 
combines technologies and policy-based processes will be one of the most 
sought-after capabilities in security teams in coming years. Starting from the 
company’s policy and objectives or business initiatives, a security architect 
will establish the standards and concepts for the teams in charge of setting up 
technical controls. The security architect has a dual role. They can not only 
identify and communicate risks to governing bodies but also provide solu-
tions that best fit the corporate context. Once a decision is made, the archi-
tect works out the concept and standards, and participates in elaborating the 
solution. Architects and engineers also contribute to projects and ensure that 
concepts and standards are respected. They represent security in forums and 
participate in the work of the company architect group.
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After all that has been said, traditional operations-oriented activities and new 
activities that are closer to the strategy, risk, and governance pole are shown sche-
matically in Figure 6.4.

New tasks—OK, but what new areas have to be covered?

6.4 � New Areas of Responsibility for 
the CISO and Their Team

In addition to qualitative changes that can be seen in security services, especially 
a certain vertical evolution of the CISO and their team, new areas related to secu-
rity are looming on the horizon that could very likely influence security service 
specifications. These include cybersecurity, human risks and investigations, fraud 
management, and services in the field of personal data protection (data privacy).

Cybersecurity

Security and IT teams are naturally responsible for implementing cyber-threat pro-
tection measures. Protections that must be put in place often go beyond the con-
fines of the enterprise. The CISO must therefore participate actively in discussion 

Security operations:
Infrastructure security.
Monitoring, device management & SOC (Security 
Operation Center).
Incident management and investigations.
Identity and access management.

Security engineering:
Application security.
Threat and vulnerability management.
Security in projects and new technologies.

Business relationship:
Business communication, account management, 
and marketing.
Strategy and business alignment.
Business reporting and metrics.
Awareness and communication.
Compliance and program management.

Proactive risk management:
Policy management.
Third party and externalization risk management.
Proactive risk assessment.
Security Architecture.

Strategy oriented

Operations oriented

CISO and their team

Figure 6.4  Set of responsibilities of the CISO and their team. 
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forums, collaborate in state (government) coordination bodies, and report on the 
events observed.

Human Risk Management and Investigations

Numerous statistics, surveys, and recent events in various sectors indicate that major 
threats do not come from isolated hackers but from advanced persistent threats 
(APTs) with internal complicity or doors opened in negligent security devices (for 
example, opening attached files in emails resulting in installation of malicious code) 
and also from malicious employees. The management of human risks includes set-
ting up new controls enabling the detection of precursor signals of unusual activities. 
Human risks should be addressed in specific HR departments, but investigative or 
screening technological skills are often sought in security services.

Fraud Management

Fraud attempts can be manifested in different forms. New means of communi-
cation, the availability of personal data, and new technologies obviously present 
opportunities for malicious people. These are mostly attempts to extort financial 
assets, confidential information, or benefits of any kind by exploiting business 
operations. The intentional transgression of internal rules (which may be called 
an offense) cannot be considered fraud until the realization of the benefit has been 
proved. As with human risks, fraud management should be provided outside the 
security services. Nevertheless, security specialists will be in increasing demand in 
this area, if only for investigative or forensic issues. They will also have to put spe-
cific indicators or controls in place to detect fraud attempts.

Data Privacy

Protective measures for confidential or personal data, whether required by regula-
tions or by the business itself, affect information security. Some examples of this 
impact were given in Chapter 3. As far as security organization is concerned, new 
responsibilities required by regulations primarily involve the data processor, the 
data controller, the data owner, and the data protection officer (DPO).

What are the main security organizational structures?

6.5 � Security Organizational Structures
The security organizational structure reflects the role that a company wants to 
give its security team. This structure also determines its ability to achieve set 
objectives. The positioning of the different functions influences the strategy of 
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recruiting security specialists and the place that will be held by the security officer 
himself or herself.

There is no optimal or unique security organization applicable to all companies. 
Any attempt to present an ideal model is therefore impossible. The sector, size, and 
characteristics of the company will determine the positioning and responsibilities 
of the team in charge of security. Each configuration of security organization has 
its own logic, so it is important to understand the features and strengths of each 
one. The evolution of the security team to the highest strategic level should not be a 
goal in itself but should result from the will of the company in line with its context.

Security organization can usually be classified into one of these four archetypes:

	 1.	Operations-oriented security
	 2.	IT security
	 3.	Enterprise security
	 4.	Distributed security

6.5.1 � Operations-Oriented Security

Operations-oriented security is characterized by a focus on technologies and 
operational controls (Figure 6.5). This structure is usually integrated into IT 
operations.

In such an organization, the security officer and their team are responsible 
for securing the IT infrastructure, choosing the most appropriate technologies, 
and keeping costs under control. Their main objective is to limit the number 
of incidents (such as malfunctioning and unavailable security equipment) and 
combat new threats and vulnerabilities. The security officer usually does not 

CIO

IT 
Operations

Security 
Manager

Security 
Operations

Figure 6.5  Operations-oriented security. 
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have the title of CISO. They are consulted on technical aspects of security, par-
ticipate in IT projects to protect IT resources and data, but have no contacts 
outside of IT. They are sometimes invited to comment on the technical aspects 
of business initiatives.

6.5.2 � IT Security

IT security is an organization that deals with functional policies and security 
standards at the IT level, the integration of technical solutions into projects, and 
application security. The charter and the general security policy are not part of its 
prerogatives. Two teams can be found: one part of IT engineering responsible for 
security solutions, concepts, and technologies; and the other in charge of operations 
such as the one presented earlier. Such an organization generally has a high concen-
tration of skills in all security technology areas (Figure 6.6).

The highest-level security components, such as corporate directories, strong 
authentication technologies and systems, application security concepts and stan-
dards, and so on, are part of its responsibilities. Security engineers are system-
atically asked to participate in IT projects as support. Security risks are managed 
within the context of IT risks. Compliance aspects are treated in IT-specific proj-
ects in the same way as all other development or change projects.

The security manager may hold the title of CISO, even if it is not a real C-level. 
They report directly to the CIO and may be in charge of engineering or security 
operations teams. In some configurations, they are part of the IT management 
committee and participate in decisions on technological developments. The CISO 
has very few contacts outside of IT, except when asked about security-related tech-
nologies. They may have a functional relationship with the enterprise’s risk man-
ager as a security risk expert. They advise the CIO and other IT managers but are 
not part of the company’s strategic committees.

CIO

CISO / Sec. 
Manager

Engineering Security 
Opera�ons

Enterprise 
risk

management

Figure 6.6  IT security. 
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6.5.3 � Enterprise Security

If a company is willing to raise security to a strategic level and include it in resolv-
ing business needs as a partner in the same way as IT, then we call this organization 
enterprise security. IS functions, including those focused on risk and governance, 
help create business opportunities. Security is intended to give support to the busi-
ness units, actively take care of their needs and technologies, act as a consultant on 
security risks related to new opportunities, and proactively contribute to the reso-
lution of problems related to compliance, such as the protection of personal data 
(data privacy).

Such a security organization actively deals with policies, proactive risk 
management in the context of business opportunities, architectures, com-
pliance, awareness programs at all levels, reporting and metrics for gover-
nance needs, strategies, and active communication with the business units 
(Figure 6.7).

Security teams in such an organization report to the CISO or CSO, who occu-
pies a real C-level outside of IT. The CISO reports to the CEO or chief risk officer 
(CRO) and has authority and visibility at the company level. They are on strategy 
committees and manage a budget covering the security program for the whole 
organization.

Such an organization can bring together other areas of security, such as physi-
cal security, human security, and business continuity, as mentioned in the previous 
chapter. It can also take charge of large-scale projects such as compliance or direct 
security teams in different geographic regions within large companies.

CIO CISO / CSO

CEO

Figure 6.7  Enterprise security. 
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6.5.4 � Distributed Security

In very large organizations, for matters related to cost, operational efficiency, and 
keeping expertise closer to operations, it is often preferable to establish a security 
organization with distributed competence centers. This organization covers the fea-
tures of enterprise security as mentioned earlier, but the security teams remain in 
various business units with a matrix organization and reporting lines between the 
CISO/CSO and local officials (Figure 6.8).

This form of organization can be the most natural and realistic in the current 
context. Strong governance through committees or governing bodies can compen-
sate for some loss of direct CISO authority among the security teams. This configu-
ration, however, requires not only a high level of maturity in governance but also a 
security culture formalized within the internal regulatory framework.

What skills will be needed in the future?

6.6  Security Profiles
Security organizations are set to change in the coming years under the influence 
of new technologies, new business models, and more stringent regulations. It is 
therefore useful to review some of the skills that will certainly be needed in differ-
ent security organizations.

Each security organization requires multiple skills. First, the structural 
model of security organization needs to be defined and then, the skills that 
might be lacking and how to redefine each employee’s role. A good balance 
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Figure 6.8  Distributed security. 
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needs to be found between technical skills, expertise in risk management, 
anticipation capacity in the areas of threats and vulnerabilities, interest in busi-
ness prospects, communication skills, and so on. If the maturity of security 
organization needs to evolve toward greater alignment with the business units 
and strategy, then a culture of customer service must be instilled in the security 
teams.

Revising or setting up adequate security organization is not easy. It is there-
fore important to include all the stakeholders in the discussions and approach 
this task as a company project or initiative. There follow some profiles that appear 
essential today, bearing in mind that several functions can be held by the same 
person.

Security Administrator

This profile has great technical skills and focuses on the qualities of operations. 
They have specific training in protection technologies and/or past practice in the 
field of system infrastructures. Their main objective is to ensure the protection of 
the perimeter and infrastructures by setting up technical barriers.

Security Engineer

The security engineer looks for the best technical, and possibly organizational, solu-
tions based on the specifications presented to them. They focus on the quality of the 
standards and the efficiency and flexibility of the solutions put in place. Their role 
overlaps with that of the security architect regarding technical solutions. They often 
do not have a very broad business understanding. Such a profile is in great demand 
as a consultant for business and IT sectors when choosing among different options 
to secure data and the infrastructure. Most often, they specialize in certain security 
technologies or domains such as application security, system and database security, 
access management, corporate directory, and so on. They are actively involved in IT 
projects as an advisor for security solutions.

Security Coordinator

The security coordinator acts as a facilitator between different teams as part of 
a distributed security organization (see earlier). Their main role is to explain the 
requirements and points of view between IS risks and governance, and operations 
or engineering. They are often part of IT, but due to their responsibilities, they have 
many contacts with all the other teams and in particular the CISO. They mainly 
focus on policies and standards and their interpretation and application in the busi-
ness processes. Such a profile has training and experience in all areas of security and 
great communication skills.
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Human Security Analyst

To properly assess and address HR risks, many companies use specially trained 
analysts to perform screenings and behavioral research and analysis. They focus on 
fraud models and other legal indicators to identify risk behavior.

CISO with Extended Responsibilities

Closer rapprochement is being seen in companies between information security, physi-
cal security, human security, and business continuity because of similar and often over-
lapping protection objectives. The CISO could thus evolve toward the position of CSO 
responsible for these four domains with dedicated teams. This is often motivated by a 
company’s desire to establish a centralized management system for all areas involved in 
protecting the integrity, availability, and confidentiality of their assets, along with better 
monitoring and reporting. This obviously implies a CSO position outside of IT and at 
the same level as the other C-level executives with direct reporting to the CEO or board 
of directors. They have a special relationship with the CRO (Chief Risk Officer).

Security Delegate

The security delegate is a person who acts as business spokesperson while maintain-
ing strong expertise in the areas of risk and IS. Their main role is to bring business 
and IS together and dispel the image of IS as a brake to business development. They 
communicate security concerns and prospects to the business units and, conversely, 
present the objectives of the business to the security teams, thus facilitating a rap-
prochement of the two visions (Figure 6.9).

They have a privileged relationship with the business manager and the CISO. 
They are part of project teams or committees on both the business side and the 
security side; they take care of awareness or support sessions specific to the business 
and ensure the follow-up of requests. This role is traditionally performed by the 
CISO, but as we will see later, this depends on their position in security organiza-
tion, the maturity of the security services, and of course, the size of the company. 
Security delegates can have different titles, such as security account manager, busi-
ness security leader, business information security officer (BISO), security coordi-
nator, and so on.

Third-Party Security Coordinator

Business operations are less and less confined within a company’s infrastructure. 
Security coordination with providers and implementers of outsourced services is 
becoming a major concern. The role of the coordinator in this context is to ensure 
compliance with security rules and adapt them if necessary. They are also in charge 
of assessing risks and proposing measures for their mitigation.
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To be able to take on the new requirements and those mentioned previously, 
especially with the evolution of security services toward more strategic positions, 
the new functions in the following list could emerge in many companies.

Security Architect

The role of security architect is to ensure the development of security architecture 
as mentioned earlier. They must be familiar with business operations but also have 
thorough knowledge of technological capabilities. Their main role is to assess risks 
in the context of operations. Business unit managers are not sufficiently familiar 
with the controls in place and as such, are not able to correctly assess the residual 
risk. The security architect must be able to propose security solutions encompassing 
policies, standards, and technical solutions based on the functional needs expressed 
by the business and the requirements of the desired maturity level. The extent of 
their remit depends greatly on their position. In all cases, they should be part of the 
company’s architecture committee.

Data Protection Officer

The DPO will naturally be found among the ranks of security specialists most 
familiar with the data protection controls put in place. Their main responsibili-
ties are to understand how data is processed and to be able to establish whether 
the protections in place meet regulatory requirements. This position must be 
independent of hierarchical structures and have autonomy, such as reporting 
directly to the board of directors or to regulatory authorities. It can also be 
outsourced.

Business objec�ves:
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key success factors,
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Opera�ons
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Figure 6.9  Role of security delegate. 
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The correspondence between various profiles discussed herein and the set of 
functions in security teams can be schematized as on Figure 6.10.

6.7 � Conclusion
Security organizations are set to change in the coming years under the influence of 
new technologies, new business models, and more stringent regulations. New skills 
will also be sought among those responsible for security operations and program 
management. Each company’s strategy and context will define the most appropri-
ate security organization.

The possible organizations presented in this chapter provide some insight into 
setting up or adapting security organization so that it facilitates governance and 
offers support to the business units in achieving their objectives. A deeper examina-
tion of the subject to better understand current trends can lead to some major reor-
ganizations of security functions within large structures in coming years. However, 
it should never be forgotten that security organization must remain at the service 
of the company’s objectives. Decision-makers and boards of directors, who play an 
important role in governance, need to consider security organization as a major 
player in achieving their strategy.

Security operations:
Infrastructure security.
Monitoring, device management and SOC (Security 
Operation Center).
Incident management and investigations.
Identity and access management.

Security engineering:
Application security.
Threat and vulnerability management.
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Business reporting and metrics.
Awareness and communication.
Compliance and program management.

Proactive risk management:
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Third-party and externalization risk management.
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Figure 6.10  New skills and security functions. 
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Chapter 7

Risk Management

Risks are an inherent part of business, and every business executive is preoccupied 
with their mitigation. The impact of certain risks can have dramatic consequences, 
posing a major threat to a company. Security risk management is of paramount 
importance due to the very nature of the protection provided by a security pro-
gram. Risk analysis and mitigation are the raison d’ ê tre of any security program. 
Opinions are sometimes divided between those who consider that security risks 
cannot be measured with precision and those who claim, on the contrary, that 
it can be done with very elaborate methods. This chapter presents a pragmatic 
approach to managing security risks as an essential element of security program 
governance and management.

This chapter provides answers to the following questions:

◾◾ How does risk management contribute to security governance?
◾◾ What is the security risk management process?
◾◾ Why is a risk management concept important?
◾◾ How can risks be identified, analyzed, evaluated, and treated?
◾◾ How can risks be presented and monitored?

What is information security risk? 

7.1 � Information Security Risks
According to ISO 31000 (ISO 31000:2018, Risk management - Guidelines), secu-
rity risk may be defined as the “ effect of uncertainty on objectives.” 

Information Security Governance: Framework and Toolset Risk Management
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An effect is a deviation from the expected. It can be positive, negative, or both, 
and can address, create, or result in opportunities and threats.

Objectives can have different aspects and categories, and can be applied at dif-
ferent levels.

Risk is usually expressed in terms of risk sources (3.4), potential events (3.5), their 
consequences (3.6), and their likelihood (3.7).

Security risks are part of a company’ s operational risks. Other categories of risk 
include financial, legal, human, compliance, reputational, etc. The multitude of 
security risk scenarios and potential impacts makes it almost impossible to provide 
a comprehensive inventory of all security risk scenarios. Therefore, depending on 
its context and specificities, each company will have to design its own risk manage-
ment system adapted to its needs.

By analyzing and addressing its security risks, a company can optimize its oper-
ational costs. If it believes that security risk management is not really mandatory 
and it suffices to implement standard technical protections, a company not only 
exposes itself to sanctions provided by the legal and regulatory framework, but also 
weakens its overall security posture, is unable to optimize security-related expenses, 
and exposes itself to potentially significant damage.

Unfortunately, an insurance policy cannot be taken out against the conse-
quences of security risks. If, under certain conditions, indemnity can be offered 
against the effects of nonavailability or blackmail in the context of cybersecurity 
risks, this is not generally possible for all scenarios. An insurance policy covers a 
certain risk by paying a fee, but this implies that the risk, its consequences, and the 
amount of the fee can be defined. No insurance policy offers this service due to the 
variety of conditions and consequences related to security risks.

Risk management should cover as many scenarios as possible. If a risk has 
not been identified, this does not mean that it does not exist. On the contrary, 
this risk will be implicitly accepted, which can have dramatic consequences. 
An inherent risk can be accepted without any measures, but this must be done 
consciously.

The board of directors is ultimately responsible for the risks taken by a com-
pany. The chief information security officer (CISO) and their team are usually 
responsible for security risk management, but it is the board of directors that 
ultimately approves the risk report and mitigation plans. The resulting decisions 
belong to them. 

The spectrum of security risks is constantly changing, and many new risk sce-
narios have not yet been identified. New business models and technological change 
bring new threats for which companies are not always prepared.
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How does security risk management contribute to governance? 

7.2 � Risks and Governance
The goal of security risk management is to analyze and present the state of risk, 
making it possible to prioritize and improve mitigation measures. Through risk 
management, CISOs and information security professionals have the opportunity 
to influence decisions and increase the visibility of the added value of their efforts. 
Unfortunately, to reduce costs, many executives agree to simplify risk management 
under the pretext that nothing changes over time, the risks have been known for a 
long time, and in any case, security will not be improved by adding these unpro-
ductive tasks. So, they are reluctant to involve operations experts, deepen their 
knowledge of business risks, or carry out a systematic identification or analysis. 
Managers themselves are often not sufficiently stimulated to finance the imple-
mentation of formal risk management processes because of the doubts they have 
about their return on investment. This attitude turns a blind eye to the real dangers 
incurred by the company.

EXAMPLE

The nature and intensity of risks in the field of information security are chang-
ing. The studies and surveys of specialized firms show different trends from 
year to year, which are often linked to changes in technology and changes 
in business models. For example, security risks related to internal threats or 
business partners have certainly increased in recent years. Advanced Persistent 
Threat (APT) or threats targeting a particular enterprise by non-detectable 
intrusions by the protection systems replaced the threats of traditional hack-
ers. Firms that rely heavily on robotics or the use of automation solutions for 
operations are certainly more vulnerable to cyber threats. The examples are 
numerous.

Risk managers are therefore given more and more responsibility in the current 
context. Boards, management, business unit managers, auditors, external partners, 
and customers all want to be reassured about the existence of a formal risk manage-
ment process that is proved and helps the company protect its assets.

If there is anything that can influence decisions, it is the establishment of a risk 
policy containing the context, evaluation criteria, and a clear and comprehensible 
report on the evolution of risk. These aspects could ultimately make the difference 
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between a comprehensive risk approach that brings value and an approach that has 
no support and will have little effect.

For risk management to add value to the business and facilitate information 
security governance, a formal process should be established based on the following 
principles:

	 1.	Have a security risk management policy and concept : Define the framework and 
concept of risk management and establish the context, criteria, and risk appe-
tites. Define the risk management process, with roles and responsibilities.

	 2.	Identify risks : Have an inventory of categorized risks containing all the nec-
essary information about each risk. All risk scenarios should be covered by 
identified risks.

	 3.	Analyze risks : Understand existing controls and determine risk levels.
	 4.	Evaluate risks : Compare risk levels with company criteria and set priorities. 

Establish (decide) the desired risk levels.
	 5.	Treat unaccepted risks : Identify risk treatment options and carry out a risk 

treatment plan.
	 6.	Have a system for risk monitoring, reporting, and communication : Establish 

reports and risk communication plans for all stakeholders.

A more detailed explanation of each principle and the means to achieve them 
will be given further on. When establishing a formal risk management process, we 
will rely on the recommendations of the standards, especially ISO 31000 and 27005.

Many standards, good practices, methods, frameworks, and tools for informa-
tion technology (IT) and security risk management can be consulted that propose a 
methodological framework with specific guidelines. The goal here is not to present 
or compare them. This information is widely available, and readers are invited to 
familiarize themselves. Let us mention some of the better known:

◾◾ ISO 31000 : Risk management— Guidelines, 2018. Provides principles and 
guidelines on risk management.

◾◾ ISO 31010 : Risk management— Risk assessment techniques, 2009.
◾◾ ISO 27005 : 2018 Information technology—Security techniques—Information 

security risk management. Provides guidelines for information security risk 
management.

◾◾ RISK IT : Information Systems Audit and Control Association (ISACA), 
2009. It is a complement to Control Objectives for Information and Related 
Technology (CobIT) for IT risk management.

◾◾ OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) : 
Software Engineering Institute (SEI), Carnegie Mellon University, 2001. 
Oriented analysis of computer security risks, specifically vulnerabilities and 
threats.
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◾◾ EBIOS (Expression des Besoins et Identification des Objectifs de Sé curité ) : 
National Agency for the Security of Information Systems (ANSSI), 2010. 
Information system security risk management.

◾◾ Enterprise Risk Management: Integrating with Strategy and Performance, 
COSO (Committee of Sponsoring Organizations of the Treadway Commission), 
2004, update 2017.

We will now present a pragmatic way to implement a formal risk management 
process.

How should we manage risks? 

7.3 � Risk Management Process
Let us note from the outset that the standards or good practices, as stated earlier, 
are very useful when identifying the requirements of a risk management pro-
cess. However, it must be borne in mind that the process serves a company first 
and foremost to set up measures against its most important risks. The process 
must remain simple, understandable, and acceptable to all stakeholders. A risk 
management process can indeed become very complex. If large companies can 
afford to adopt a strict methodology, the majority cannot due to the cost it gener-
ates. On the other hand, every company can accept the major principles, making 
their information risk management process as complete as possible within their 
context.

The ISO 31000 standard presents a set of principles, concepts, and a process for 
implementing risk management. The general concepts make it adaptable to the risk 
management needs of every organization. It also states that risk management must 
take into account several factors, such as company objectives, context, structure, 
activities, processes, functions, projects, products and services, and specific assets 
and practices.

The ISO 27005 standard deals specifically with the management of informa-
tion security risks and as such, is an extension of ISO 27001/2 and principles in 
ISO 31000. Its annexes contain recommendations for implementing the process, 
in particular:

◾◾ Annex A : Defining the scope and boundaries of the information security risk 
management process.

◾◾ Annex B : Identification and valuation of assets and impact assessment.
◾◾ Annex C : Examples of typical threats. 
◾◾ Annex D : Vulnerabilities and methods for vulnerability assessment.
◾◾ Annex E : Information security risk assessment approaches.
◾◾ Annex F : Constraints for risk modification.
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The titles of the annexes are sufficiently explicit and do not require additional com-
ment. They are extremely useful for all the steps that will be presented in the following.

ISO 31000 standard gives generic recommendations on risk management. 
(©ISO Adapted from ISO/IEC 31000:2018 with permission of the American 
National Standard Institute (ANSI) on behalf of the International Organization 
for Standardization. All rights reserved.)

Chapter 4 (Principles) sets out the requirements that each organization must 
meet for its risk management process to be effective.

Chapter 5 (Framework) presents the components of the framework essential 
for risk management and its integration into significant activities and functions 
(Figure 7.1). These components can be summarized as follows:

◾◾ Leadership and commitment: top management should demonstrate leader-
ship and commitment, accountability for risk management, and oversight.

◾◾ Integration: integration of risk management under existing structures and 
context of the organization.

◾◾ Design: understanding the context, articulating risk management commit-
ment, defining roles and responsibilities, allocating resources, establishing 
communication.

◾◾ Implementation: of the risk management framework.
◾◾ Evaluation: periodically evaluate the effectiveness of the risk management 

framework.
◾◾ Improvement: monitor and adapt risk management framework.

Chapter 6 (Process) describes the risk management process through activities 
presented in Figure 7.2. These activities will be referenced more in detail in what 
follows.

Integra�on

Design

Implementa�onEvalua�on

Improvement

Leadership and 
Commitment

Figure 7.1  Major components of the ISO 31000 risk management framework. 
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Why is a risk management policy important? 

7.4 � Establishing a Risk Management Policy
A risk policy describes why risk management is necessary and how it will be han-
dled by the company. It serves primarily the following two objectives:

	 1.	Establish the company’ s risk management framework and process.
	 2.	Define the risk management context.

EXAMPLE

In ISO 31000, the first of these objectives is contained in the Framework, and 
the second is the first step in the risk management process. Context setting 
has four key elements according to this standard: external context, internal 
context, risk management context, and risk criteria. With regard to informa-
tion security, the ISO 27005 standard notes that the context must mention 
the criteria of risk evaluation, impact, and acceptance.

A company’ s general security policy often does not fully explain the context and 
risk management process. Therefore, a specific information security risk management 
policy should be defined as a complement to the general policy. This policy may have 
different names, such as security risk management concept , framework , or guidelines .

The elaboration of the policy can be inspired by the standards or good practice 
guidelines. For simplicity, a risk management policy should contain at least the 
following elements:

Context : Consideration of the company’ s objectives and the contexts (internal 
and external) in which it carries out its activities. For information security, 
the importance of information and its preservation should be mentioned.

Scope, context
and criteria

(6.3)

Risk
identification

(6.4.2)

Risk
analyzis
(6.4.3)

Risk
evaluation

(6.4.4)

Risk
treatment

(6.5)

Communication and consultation (6.2)

Monitoring and review (6.6) 

Risk assessment (6.4)
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Figure 7.2  Risk management process according to ISO 31000. 
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Definition of risk (security risk) : What is meant by risk, the different categories 
of risk, and in particular, the fact that a security risk results from a threat 
exploiting a vulnerability.

Objectives and principles : A clear statement of the company’ s risk management 
objectives and especially, how to achieve them.

Scope : Definition of the policy’ s scope, whether functional or geographical. Its 
duration and validity should also be mentioned.

Legal aspect : The legal and regulatory bases that the policy will cover.
Framework : Clarification of how risk management activities should flow and an 

explanation of the process and who is responsible.
Risk categorization : Better risk allocation for monitoring, aggregation/consolida-

tion, and reporting purposes.
Risk appetite : An expression in quantitative or qualitative terms of the level of 

risk that a company is prepared to take. Risk attitude expresses its willingness 
to confront, or not, certain risks and, if so, how. It gives a precise definition 
of the qualitative and quantitative criteria.

EXAMPLE

Qualitative criteria include statements such as: “ the company will only engage 
in new activities if its risk management process allows the new risks to be 
maintained at a level defined as acceptable by the board of directors.” 

Quantitative criteria mean statements such as: “ the company will only 
engage in new activities if its risk management process allows it to maintain 
risk below the ‘ medium’  level defined by probability and impact thresholds” .

If a company is able to calculate all the losses due to the realization of 
certain risks (operational losses), then it can set a threshold whereupon risk 
will no longer be acceptable:

If the ratio losses/gross income > x%, then the risk will no longer be 
acceptable.

Roles and responsibilities in risk management : The role and responsibility of each 
organizational unit should be defined: in particular, the board of directors, 
heads of the business units (functional, geographical, and corporate), control 
and audit bodies, teams in charge of operational risk management, various 
decision-making committees, the CISO, and information security team.

Risk management process : Defining the process enables a company to bet-
ter govern risk management activities. The responsibilities, objectives, and 
expected results of each activity should be described. Communication con-
sists of a reporting system, and its objectives, content, presentation methods, 
recipients, and publication frequencies must be mentioned.
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Documentation and risk attributes : Risk documentation has to do with how risks 
are presented (e.g. inventory, risk map) and the information that is associated 
with each risk (see later).

Assessment method and risk map : The aim is to define how risks are assessed, 
in particular the calculation of likelihood or occurrences in a given period, 
impact categories, and the calculation of risk values.

EXAMPLE

If a company chooses to assign a risk value according to the following formula:

	 Value of risk Likelihood Impact= ´ 	

with likelihood degrees defined as 1— Rare, 2— Unlikely, 3— Possible, 
4— Likely, and 5— Almost certain, and impacts as 1— Low, 2— Minor, 
3— Moderate, 4— Major, and 5— Extreme, then the risks could be classified 
by gravity according to their value:

1 – 3 Low risk
4 – 6 Moderate risk
8 – 12 High risk

15 – 25 Extremely high risk

and visualized in the following matrix:

Almost certain 5 5 10 15 20 25
Likely 4 4 8 12 16 20

Possible 3 3 6 9 12 15
Unlikely 2 2 4 6 8 10

Rare 1 1 2 3 4 5
1 2 3 4 5
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Considerations for special cases : A company must specify how it wishes certain 
risks or events to be treated: for example, risks with a potentially very high 
impact but with very low probability, high risks, risks considered as major 
(top risks), etc.

Specific instructions regarding the risk management process : Some very explicit 
standards can be set in the policy to help managers and risk officers decide 
how to treat specific risks cases.
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EXAMPLE

A company can decree when to accept, avoid, reduce, or transfer risk.
Requiring incidents to be categorized in certain ways facilitates their 

company-wide consolidation. By establishing standards and a taxonomy in 
the management of incidents (leakage, loss, error, fault, fraud, etc.), a com-
pany will be better able to evaluate the corrective measures in place, react to 
changes in trends, and communicate.

Criteria for the presentation of assessment matrices and criteria for likeli-
hood and impact calculations can also be established (see Risk Assessment 
section).

How can risks be identified, analyzed, evaluated, and treated? 

7.5 � Risk Identification
Risk identification aims at the following objectives:

◾◾ Identify threats and vulnerabilities, areas of potential impacts and their 
nature, and causes and circumstances of risk events.

◾◾ Establish an inventory or list of risks that may have an impact on the com-
pany achieving its objectives.

◾◾ Establish whether there is a correlation (dependency) between risks.

Risk identification should take place not only during periodic risk reviews but 
also for each new project, change request integration of new partners or suppliers, 
strategic changes, etc. Knowing which assets to protect is essential in this step (see 
the Chapter 11 on Asset Management).

First, all the events and circumstances that might generate risk must be identi-
fied. Two fundamental approaches exist: top-down and bottom-up.

In the top-down approach, we start from an analysis of known threats and vul-
nerabilities or those presented in the standards or proposed by risk identification 
methods. We ask ourselves whether they could be considered risks to our assets in 
our context. Many methods and tools offer very comprehensive questionnaires to 
facilitate the risk identification process. However, identifying all possible risk sce-
narios is not very useful. With knowledge of the company, we can quickly focus on 
those that will be relevant in our context.
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EXAMPLE

Annex C of ISO 27005 contains examples of threats, and Annex D has vulner-
abilities that can be used to identify risks. Risks can be identified by combin-
ing threats and vulnerabilities (a risk is a threat that exploits a vulnerability). 
For example, combining the threat “ Unauthorized use of equipment”  and the 
vulnerability “ Wrong allocation of access rights”  identifies the risk “ Access to 
unauthorized data by malicious people.” 

The bottom-up approach identifies risks by examining risk scenarios based on 
experiences and operations. Threats and vulnerabilities observed by security opera-
tions specialists, business unit operations managers, and employees result in the 
formulation of risk scenarios.

Risk Classification

A formal taxonomy or classification allows a company to group risks of a similar nature 
and analyze them better, and facilitates reporting. This can be done using the rec-
ommendations of the standards presented earlier. Classifications for industrial sec-
tors, such as Basel III for the financial industry, SEI (Software Engineering Institute) 
for software development, National Institute of Standards and Technology (NIST)  
800-30 for information security risks, or Risk IT from ISACA for IT risks, are also 
available. Other ways to identify risk categories include the expertise of specialized 
firms, classification according to the company’ s objectives that could be impacted, tax-
onomies already available in other sectors of the company, etc. However, for pragmatic 
reasons, it is sometimes more judicious to take these proposals as a starting point for 
building one' s own taxonomy and making sure a large category has not been missed.

EXAMPLE

There are countless examples of the classification of security risks. Following 
is a first-level classification:

	 1.	Theft or fraud (internal, external)
	 2.	Data leakage by negligence (includes the loss of data supports or mobile 

devices)
	 3.	Noncompliance of the security system
	 4.	Unavailability of infrastructures and/or services
	 5.	Confidentiality and data protection
	 6.	Human risks
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	 7.	Business continuity and service availability
	 8.	Processes and organization
	 9.	Operational errors

The risk “ Access to unauthorized data by malicious person,”  as identified 
in the previous example, could be classified in 1. Theft or fraud (internal, 
external).

In this classification, cybersecurity risks are classified in several categories. 
If a company wants to classify risks by domain, it can easily use categories 
such as cybersecurity, access rights, etc. In this case, the risk mentioned ear-
lier should be subdivided into two: “ Access to unauthorized data by malicious 
person from the outside” — in cybersecurity and “ Access to unauthorized 
data by malicious person internally” — in access rights.

Risk Inventory

The purpose of establishing a security risk inventory is to define and list all the 
risks that will be analyzed in subsequent stages. It is of paramount importance for 
the rest of the process, as it serves as a basis for risk communication, analysis, and 
reporting.

Various methods are available to identify security risks, including the norms 
and standards presented earlier. Several sources should be combined using both the 
top-down and the bottom-up approach. In the following, we simply recall several 
pragmatic approaches that can be applied to identify risks and build a comprehen-
sive risk inventory.

Combine threats and vulnerabilities : As mentioned in the earlier example, we 
can identify risks by combining threats and vulnerabilities of assets. This is a 
top-down approach.

Use internal expertise : Different scenarios can be identified by bringing together 
people from different areas of expertise and instigating a discussion on poten-
tial security risks. This is a combination of the top-down and bottom-up 
approaches.

Use the expertise of the audit and specialized firms : Auditors and security consult-
ing firms can help make an initial list of risks or risk scenarios. Numerous 
professional associations also publish good practices in this field for their 
members. This can help identify the majority of risks.

Use studies on trends in the field of security : These studies are published by spe-
cialized firms and provide good insight into security risks. Many events that 
have had an impact on corporate objectives or results might be identified as 
risks.



﻿Risk Management  ◾  147

Separation and Aggregation of Risks

One of the biggest problems in the process of identifying risks and consolidating an 
inventory is the mixing of different risk levels and overlapping risks.

Risk level can be defined as the degree of detail when using threat and vulner-
ability scenarios to describe a risk. A very large amount of risk is difficult to manage. 
It is recommended to aggregate risk scenarios at the highest level, as long as indica-
tors can be proposed to assess their likelihood and impact. In fact, the lower the 
level, the easier it is to find good indicators. The interest has to be weighed between 
having many risks that are easy to measure and a few high-level risks that are com-
prehensible at the governance level but are difficult to measure.

Risk overlap means that several risks are similar in terms of threats, vulnerabili-
ties, and potential impact. This situation complicates the analysis and treatment of 
risks and does not provide additional information on needed protection, since the 
same controls act on different risks with different degrees of efficiency.

EXAMPLE

The risk “ 1. Data leakage by negligence”  encompasses many scenarios and 
could be subdivided into lower-level risks as follows:

1. Data 
leakage by 
negligence

1.1 Loss of mobile 
device containing 

sensi�ve data

1.2 Transfer of 
sensi�ve data

1.1.1 Loss of 
professional 
smartphone

1.1.2 Loss of 
professional 

laptop

1.2.1 Usage of 
private eMail for 

professional 
communica�on 

1.2.2 Usage of 
private eMail

containing 
sensi�ve data

This is the result of a top-down analysis in the process of identifying risks. 
The risk “ 1. Data leakage by negligence”  is of a very high level and could 
be considered a category rather than a risk. The two risks, 1.1 and 1.2, of 
the lower level are well separated and will have different key risk indicators 
(KRIs). Risks 1.1.1 and 1.1.2 are probably two scenarios of the same risk, 
and their analysis will not bring anything new concerning the controls that 
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should be deployed. Risks 1.2.1 and 1.2.2 overlap but are interesting because 
of the specific metrics that can be associated with them (business data leak 
incidents). In this case, it will be better to keep one of the two scenarios.

Therefore, we can reduce (optimize) the number of risks contained in the 
inventory and keep the following three risks, which will all be classified under 
the category “ Data leakage by negligence” :

Transfer of 
sensitive data

Loss of mobile 
device containing

sensitive data

Usage of private 
eMail containing 

sensitive data

Description of Risks

Each identified risk is described by a number of attributes that will be used in the 
analysis, evaluation, treatment, and monitoring processes. The same attribute cat-
egories should be used for all the risks contained in the inventory. Table 7.1 lists a 
number of the most frequently used attributes.

The process of identifying risks should not be a one-shot exercise but rather, an 
iterative process, since the detection of all the risks is not guaranteed on the first try. 
In addition, many risk managers feel that they alone are responsible for identify-
ing and describing risks and for the quality of the controls aiming to mitigate their 
impact. Others must be involved as well, especially business and IT representatives, 
adopting both top-down and bottom-up approaches to ensure that the risk inven-
tory is as comprehensive as possible with higher-level but measurable risks.

7.6 � Risk Analysis
Risk analysis has multiple purposes. It should enable impact assessment following 
the realization of a risk, estimation of the probability or frequency of its occur-
rence within a given period of time, and consolidation of the indicators making it 
possible to qualify the risk, bearing in mind the controls aimed at its mitigation. 
From a governance point of view, the purpose of risk analysis is to provide sufficient 
relevant elements to facilitate decision-making on how to deal with risk.

Factors that negatively influence the value of a risk are the threats that act on 
the vulnerabilities that ultimately expose company assets. Risk-reducing factors 
include all the controls the company implements to protect assets, counter threats, 
and reduce vulnerabilities. Risk value is a point of equilibrium between the two 
extreme values (Figure 7.3).

Risk is analyzed to inform the board and management of the possibility of 
loss and the need to install appropriate protections. What makes the task particu-
larly difficult for the risk manager is the need to explain how the value of a risk is 
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Table 7.1  Risk Attributes

Attribute Content

Classification Risk category according to the chosen taxonomy

Name Short sentence that refers to the event or situation

Description Unambiguous description of the risk

Target Asset, physical location, objective or process that 
could be affected by the risk

Consequence Description of the potential effect in case of risk 
realization

Inherent risk Evaluation of the risk without existing controls

   Likelihood Estimate of the probability of risk occurring in a given 
period

   Impact level Estimate of the impact

   Value Calculated value according to the risk assessment 
method

Controls

   Existing control List of existing controls aimed to mitigate the risk

  � Efficiency of control For each control the efficiency of the control for the 
particular risk

Residual risk Evaluation of the risk with existing controls

   Likelihood Estimate of the probability of risk occurring in a given 
period

   Impact level Estimate of the impact in case of the realization of 
the risk

   Value Calculated value according to the risk assessment 
method

KRI List of Key Risk Indicators used to measure the 
likelihood and impact level

Actions Actions to mitigate the risk if it is considered 
unacceptable according to risk appetite

Planned risk Evaluation of the risk with existing controls and all 
the actions completed

(Continued)
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calculated from the many factors that influence it. Management is accustomed to 
dealing with absolute numbers: increase or decrease in turnover, profit/loss ratios, 
etc. They also expect to have clear indicators on the evolution of security risks and 
especially want to understand how they are calculated. The problem is not about 
understanding that a security risk exists but about being able to demonstrate how 
its value is calculated. The task becomes complicated when the level of risk remains 
stable over time despite investments. We know that this stems from the negative 

Attribute Content

   Likelihood Estimate of the probability of risk occurring in a given 
period

   Impact level Estimate of the impact in case of the realization of 
the risk

   Value Calculated value according to the risk assessment 
method

Risk owner Individual or team accountable for risk management

Deadline Planned date at which the risk will be reduced to the 
desired level

Threats

Vulnerabili�es

Asset

Ri
sk

Secuity controls

exploit

expose

increase

decrease

High

Low

Figure 7.3  Risk value. 

Table 7.1 (CONTINUED)  Risk Attributes
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evolution of threats or vulnerabilities during a period of time, but how can it be 
explained with factual KRIs?

Skepticism vis-à-vis an improbable risk management added value, and espe-
cially risk analysis, should be countered using a simple and understandable risk 
measurement method. Risk analysis cannot remain subjective due to the major 
decisions it will inevitably influence. It is therefore essential to rely on a few factual 
indicators, although the mere fact of involving many experts may provide suffi-
cient guarantees of objectivity. Even incomplete, a simple security risk assessment 
model provides a common language and sparks discussion with a large number of 
contributors, which will eventually produce information that can be used in the 
decision-making process.

Likelihood of Risk Occurrence

The likelihood of an event can be expressed by the potential number of its occur-
rences during a period of time. For example, if one type of incident occurs every 
week, then it can be said that there is a high probability that it will happen soon.

EXAMPLE

Assessment of the likelihood of a risk based on the frequency of occurrence 
of related incidents.

Likelihood

Almost certain

Likely

Possible

Unlikely

Rare > 5 years

Frequency of observable 
events

weekly

monthly

yearly

1 – 5 years

The main difficulty in assessing the likelihood of a security risk occurrence (or 
an incident related to a risk) lies precisely in the absence of occurrences. We know 
it can happen but cannot deduce its likelihood based on previous occurrences. 
For example, even if our web server has not been attacked by a Denial Of Service 
(DOS), we know that this risk exists, but we do not know its likelihood. And yet, 
it is essential to provide at least an estimate. What is the likelihood of an advanced 
persistent threat (APT) intrusion or an internal fraud?

Assessing the likelihood of an occurrence in the field of information security 
means essentially relying on external data, statistics from suppliers or consulting 
firms, specialized reports, or contacts with similar industrial sectors. We therefore 
propose a scale assessing the probability of security risk events, presented in Table 7.2.
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We can obviously use any scale, but it is important to get as close as possible to 
the company’ s standards for other types of risks. We can even go as far as using the 
same scales as for other company operational risks, mentioning that the events are 
observed both internally and externally.

Risk Impact

Risks have different types of impact. We could limit ourselves to financial impacts 
or consider other types, such as reputational, human, legal, or regulatory. As with 
probabilities, an estimate of the impact could be on a scale of 1 to 5. A risk matrix 

Table 7.2  Criteria to Estimate the Probability of Security Risks

Likelihood
Frequency of Observable Event 

Inside or Outside

Almost certain 5 Annual or monthly occurrence

Likely 4 Has occurred in the past in less than a year and 
will occur

Possible 3 Has occurred at least once in our or other 
organizations

Unlikely 2 Has never occurred in the organization

Rare 1 Is possible but has not occurred to date

Regulatory Minor non 
conformity

Remedia
on 
deadlines

Repe

ve non 
compliance

Significant fine Out of business

Human Minor injuries
First aid 
required

Hospitaliza
on
Mul
ple serious 

injuries
Death

Financial < 1% of budet 1% - 3% of budget 3% - 6% of budget 6% - 10% of budget > 10% of budget

Reputa
onal
Customer 

dissa
sfac
on
Some customer 

complaints
Spotlight and local 

echo

Major complaints 
and media 
coverage

Deteriora
on of 
the image in the 

long term
Insignificant Minor Moderate Major Extreme

1 2 3 4 5

Annual or monthly 
occurrence (< year)

Almost certain 5 Repeatable minor 
incidents

10 15 20 Announced 
disaster

Has occurred in the 
past in less than a 

year and will  occure
Likely 4 4 8 12 16 20

Has occurred at least 
once in our or other 

organiza
ons
Possible 3 3 6 9 12 15

Has never occurred in 
the organiza
on

Unlikely 2 2 4 6 8 10

Is possible but has 
not occurred to date

Rare 1 Negligible 2 3 4 Almost impossible 
disaster

Impact

Li
ke

lih
oo

d

3

10 1

4 2

3

2

1

2

Figure 7.4  Example of a security risk matrix with different impact scales. 
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with four scales of different risk impacts is presented in Figure 7.4. Risk value is 
calculated using the formula Value  =  Likelihood  ×   Impact.

Effectiveness of Controls

A risk may be observed before or after the application of mitigation controls. An inher-
ent risk is a risk that has not been mitigated by the controls in place. Residual risk is 
the state of the same risk after the application of controls. The controls act either on 
decreasing the likelihood of threats occurring (e.g. an intrusion detection system) or 
on vulnerabilities (e.g. encryption). It is also possible to introduce the notion of desired 
risk, which is the level of risk sought after the deployment of complementary controls.

A control system that is 100 percent effective would reduce a risk to 0. In 
contrast, a totally ineffective control system will have no effect on inherent risk. 
Therefore, if we can determine the effectiveness of controls in a range between 0 
and 1, the risk calculation formula could be as follows:

	 Value of residual risk Value of inherent risk 1 effectiveness of= ´ - ccontrols( ) 	

To facilitate the understanding of the risk analysis, additional explanations may 
be given in its attributes to justify or explain its evaluation.

Quantitative Methods of Risk Analysis

Many books are specialized in quantitative methods of risk analysis. We do not intend 
to present them here, as this is not our goal. Nevertheless, let us mention the factor anal-
ysis of information risk (FAIR) approach [Measuring and Managing Information Risk: 
A FAIR Approach, Jack Freund, Jack Jones, Elsevier 2015]. The fundamental question 
in every risk analysis is how to accurately and factually calculate the measure of risk.

The general idea behind the FAIR method is to propose a way to break down 
a risk into factors (FAIR ontology) and then measure these factors to quantify the 
risk. The FAIR ontology “ represents a model of how risk works by describing the factors 
that make up risk and their relationships to one another. These relationships can then 
be described mathematically, which allows us to calculate risk from measurements and 
estimates of those factors” .

If we assume that risk is analyzed to inform decision-makers about the future 
potential of loss, then risk can be decomposed into factors, as in Figure 7.5.

According to the same source, the factors are defined as follows:

Loss event frequency : The probable frequency, within a given time-frame, that 
loss will materialize from a threat agent’ s action.

Threat event frequency : The probable frequency, within a given time-frame, that 
threat will act in a manner that may result in loss.

Contact frequency : The probable frequency, within a given time-frame, that 
threat agents will come into contact with assets.
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Probability of action : The probability that a threat agent will act on an asset once 
contact has occurred.

Vulnerability : The probability that a threat agent’ s actions will result in loss.
Threat capability : The capability of a threat agent.
Difficulty : The level of difficulty that a threat agent must overcome.
Loss magnitude : The probable magnitude of primary and secondary loss resulting 

from an event.
Primary loss magnitude : Primary stakeholder loss that materializes directly as a 

result of the event.
Secondary risk : Primary stakeholder loss-exposure that exists due to the potential 

for secondary stakeholder reactions to the primary event.
Secondary loss event frequency : The percentage of primary events that have sec-

ondary effects.
Secondary loss magnitude : Loss associated with secondary stakeholder reactions.

By applying a process of assessing each risk factor (proposed in the book cited) 
and then going up the hierarchy of factors, it is possible to formulate a risk value 
with precision.

7.7 � Risk Assessment
Risks are assessed to determine the acceptability of a residual risk by applying the crite-
ria and thresholds defined by risk appetite based on KRIs. During risk assessment, all 
risk impacts should be considered, even those beyond the borders of the entity respon-
sible for the assessment. Sometimes, this requires complementary investigations.

From a governance perspective, risk assessment should provide the information 
needed to make decisions about actions to be taken and the criteria used to priori-
tize, continue investigations, or address risks. To ensure that the value of risk and 
potential impacts is properly interpreted by committees, boards, or management, 
it is essential that risk managers provide all the necessary information and criteria 
used in assessing the risk.

Loss event 
frequency

Loss 
magnitude

Threat event 
frequency Vulnerability

Contact 
frequency

Probability 
of action

Threat 
capability

Difficulty

Primary loss Secondary 
risk

Risk

Secondary 
loss event fr.

Secondary 
loss magn.

Figure 7.5  FAIR ontology. 
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EXAMPLE

In its general policy or concept of managing security risks, a company has 
defined a method to assess and present risks according to likelihood and 
impact. It has also defined thresholds allowing risks to be classified according 
to four categories: Low, Medium, High, and Very high. High or very high 
risks will be given priority.

The company’ s risk management policy stipulates: “ All high and very high 
risks should be reported immediately to the Chief Risk Officer and included in 
the semi-annual reports to the board of directors. For high risks, a remediation 
action plan must be submitted within three months. Very high risks will not 
be accepted under any circumstances and immediate action is required with a 
detailed plan on the appropriate treatment. The CISO is responsible for making 
proposals for actions and their follow-up. If a very high risk cannot be reduced, 
the decision to maintain risky activities rests with the board of directors.” 

The risk assessment options are presented as follows according to the risk value 
or gravity.

Risk value Gravity Description Actions

15 – 25 Very high risk

Unacceptable risk.
Must be followed and reviewed
regularly. Reporting at the board

level and
management

Immediate action needed: 
transfer, avoid, or reduce. 
Followed and reported by 

CISO.

8 – 12 High risk
Potentially inacceptable level. 

Must be constantly monitored and 
reported to the Risk Committee.

Action plan is mandatory 
under the responsibility of 

the CISO and / or responsible 
of geographical unit.

4 – 6 Moderate risk

Requires attention and needs to 
be reviewed annually. Reporting 

at the CISO level and security 
committee.

Regular follow-up actions as 
well as the assignment of a 

risk responsibility.

1 – 3 Low risk
Does not require any special 

actions but must be reviewed 
annually.

No action is planned outside 
the controls in place.

For a high risk, the company will have to set up an action plan under the 
responsibility of the CISO or a regional manager.

It might happen that the conditions needed to make a decision have not been 
met, and the risk has to undergo further analysis. This could happen above all to 
risks initially considered as high. In this case, those responsible for deciding how to 
assess risks might ask for further details on its likelihood and/or impact.
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7.8 � Risk Treatment
After identifying, evaluating, and prioritizing, risk treatment considers all the 
options to address risks that are deemed unacceptable. The treatment plan must 
take into consideration the cost/benefit of controls, their ability to reduce the 
likelihood or impacts, monitoring and reporting requirements, deadlines, and 
responsibilities.

From a governance perspective, this step should respond to concerns such as 
criteria used to compare different risk treatment options, planning, availability of 
resources, cost/benefit analysis, potential for long-term risk reduction, monitoring 
the treatment, etc.

EXAMPLE

Management often asks the risk manager the following question: “ Despite all 
our security investments, why does the risk level remain the same?” 

The overall level of security risks in a company often remains stable over 
time and even deteriorates in certain cases, despite investments and constant 
efforts to improve controls. This state of affairs is explained by the security 
program’ s lagging behind the evolution of threats, vulnerabilities, and the 
internal and external context. If this were not the case, every company would 
sooner or later reduce the level of their risks.

To be able to explain why the state of risk is not as expected, a thorough 
follow-up must be conducted of the treatment plan’ s performance and indi-
cators concerning threats, vulnerabilities, and context.

Risk treatment is an area in which architects, engineers, and security special-
ists can demonstrate all their know-how. If the chosen option requires miti-
gating or reducing the risk, they will be able to design controls to reduce the 
probability of the occurrence of threats or vulnerabilities. These controls might 
be technical or organizational, dealing with policy or guidelines, awareness, 
monitoring, etc.

The different risk treatment options can be classified into four main categories: 
acceptance, avoidance, transfer, or reduction.

Acceptance of Risk

The acceptance of a risk is often motivated by the level of risk reduction cost, which 
can often exceed the expected benefits or even the impact of the risk itself. In 
this case, a company can decide to cover the potential damage in the case of risk 
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realization. It is even conceivable to take out an insurance policy for very specific 
and well-defined risks (such as financial loss following cyberattacks). Therefore, no 
risk reduction measures will be planned, but the evolution of risk will doubtless be 
highly monitored so as to be able to act should there be an increase in the prob-
ability of occurrence.

Avoidance of Risk

Not all risks can be avoided. A risk that can be avoided is a risk related exclusively 
to a process or service that can be postponed or discontinued. In this case, if risk 
reduction costs are too high, the company may decide to suspend the activity and 
thus avoid the risk that ensues.

EXAMPLE

The outsourcing of an IT development or a service can be dropped should the 
supplier have insufficient measures to protect confidential data.

Transfer of Risk

Transferring information security risks is extremely difficult due to the very 
nature of risks related to confidentiality, integrity, and availability. An insur-
ance policy can cover damages related to natural events but cannot cover the 
damages of loss of image due to deficiencies in data protection, for example. 
Outsourcing transfers the risks related to this activity, but the ultimate respon-
sibility toward the customer remains with the parent company. In general, 
operational risks with significant impact and low probability (e.g. incidents 
with financial impacts) are potentially transferable to specialized insurance 
companies.

Reduction of Risks

Risk reduction remains one of the key activities of the information secu-
rity team. Preventive controls will reduce the probability of a risk occurring 
(e.g. antivirus), while protection controls (e.g. encryption) reduce potential 
impacts. If the residual risk level remains unacceptable, an action plan should 
reduce it to the desired level, provided that the threats and vulnerabilities stay 
the same.
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How can risks be presented and monitored? 

7.9 � Reporting, Communication, and Risk Monitoring
To complete the risk management process, it is important to be able to monitor the 
evolution of risk and the action plan, to communicate with a factual approach, and to 
produce reports for the stakeholders and the committee responsible for risk assessment 
and prioritization. The following subsections cover several ways to present the state of 
risk that can be used for reporting, as well as communications and monitoring.

Evolution of the Context, Threats, and Vulnerabilities

To better understand the state of risks, we must have insight into the evolution of 
factors that can influence them. Table 7.3 proposes a way to present the evolution 
of the most representative internal and external factors that can negatively influ-
ence security risks. The column “ Negative Influence on Risk”  provides an indication 
of the negative level of the factors. The column “ Trend”  expresses the evolution 
observed during a time-period. The “ Comments”  column contains all the additional 
information needed to understand the level and trends.

Risk Mapping

The term risk mapping  generally implies a representation of all the risks with their 
attributes as previously proposed. It is a means of representing all the risks with their 
main characteristics in a compact form. Risk management tools offer various presen-
tations of these maps, which are often configurable for each company’ s needs. The 
most common form is a table in which each line is devoted to a risk and the columns 
generally take up the attributes, as shown in Table 7.1. Risk status (inherent, residual, 
or expected) is often represented by three columns: Likelihood, Impact, and Level.

State of High and Very High Risks

High and very high risks are often given special attention by senior management, 
since they are a priority for the company. Various strategies can be adopted to 
present these risks, but what needs to be shown above all is their evolution and the 
achievement level of the actions planned for their treatment. An example of such 
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a presentation is given in Table 7.4. The Trend column presents the general evolu-
tion of risk.

Heat-Map

To be able to present the positioning of all the residual risks, we often use a 
variation of a heat-map. The example presented in Figure 7.6 shows the distribu-
tion of risks with an indication of the number of risks with the same value. This 
presentation is useful if it is accompanied by a reference to risk descriptions and 
their trends.

Different names exist for the risk cases appearing in the four corners of the heat-
map. These cases should be rare, but their treatment should be better explained in 
the risk management policy or concept, especially those with potentially extreme 
impacts.

Table 7.3  Factors That Negatively Influence Risks 

Factors

Degree of 
Negative 
Influence Trend Comment

Cyber threats High ↗  General evolution of cyber 
threats.

Vulnerabilities Medium ⟶  General state and evolution 
of the vulnerabilities. 
Incidents.

Weak awareness Low ↗  Level of awareness of 
employees. Examples.

Human risks Low ↘  Commentary on the general 
evolution of human risks 
and main challenges 
(e.g. turnover).

Resilience Medium →  Recovery ability after 
incidents or attacks.

Lack of resources Medium ↗  Comment on the availability 
of resources to achieve risk 
mitigation goals.
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7.10 � Conclusion
Risk management is currently a mature discipline. Many specialized works have 
been devoted to it and should be consulted, especially for in-depth knowledge of 
quantitative methods. However, with regard to security risk management, some 
precautions must be taken so that the process adds value to the governance of the 
program: identify and rationalize the number of risks to be analyzed; pay attention 
to the KRIs that will justify and explain the level of the risks; if possible, adopt 
the same standards used for other company operational risks; and present the state 
of risk coherently. The security risk management process is an indispensable tool 
for governance and must be understood and accepted by everyone. It is one of the 
major drivers of any security program and as such, is a fundamental process.

Insignificant Minor Moderate Major Extreme
1 2 3 4 5

Almost certain 5
Repeatable 

minor 
incidents

10 15 20 Announced 
disaster

Likely 4 4 8 12 16 20

Possible 3 3 6 9 12 15

Unlikely 2 2 4 6 8 10

Rare 1 Negligible 2 3 4
Almost 

impossible 
disaster

Impact
Li

ke
lih

ho
d

3

10 1

4 2

3

2

1

2

Figure 7.6  Example of a heat-map. 
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Chapter 8

Program Management

Information security (IS) governance must be based on a sound process. It is no 
longer sufficient for a chief information security officer (CISO) to present protec-
tive measures and justify them with increasing threats. Today more than ever, the 
process leading to the implementation of controls must be understood and accepted 
by all the stakeholders. Results alone are not enough. Security controls have tra-
ditionally been set up to address threats, reduce the risk of an incident, or ensure 
compliance with regulations. Such an approach, which can be described as oppor-
tunistic or bottom-up, is no longer sustainable, since managers do not have control 
over costs or longer-term planning.

Setting up a security program management process or information security 
management system (ISMS) is therefore of paramount importance to any decision-
maker. Introducing a management system based on an iterative process involving 
the governing body and business units ensures the quality of the decisions and 
especially the support of all the stakeholders.

This chapter provides answers to the following questions:

◾◾ What is a security program?
◾◾ How is a program established?
◾◾ What are the program’ s components?
◾◾ What are the essential tools in managing the program?
◾◾ How does the program review cycle work in practice?

Information Security Governance: Framework and Toolset Program Management
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What is a security program? 

8.1 � Security Program
There are several interpretations or proposals for defining the term security program . 
In what follows, a security program consists of all the measures deployed by a 
company to protect its assets, above all strategic, tactical, and operational controls 
according to the three-level model, and more generally, all the activities, regulatory 
framework, and processes related to IS.

Security program management includes steering and supervising the controls 
in place, operational activities, change projects, planning, and coordination. The 
management of a security program corresponds to the definition of an ISMS as pro-
posed in the standard ISO 27001. Therefore, the two appellations are interchange-
able and generally designate the same thing.

A security program meets the requirements of the strategy and the internal and 
external regulatory framework. It is carried out according to a defined organization 
and includes risk treatments and projects aimed at improving maturity as decided 
by the governing body. Running a security program is the main responsibility of a 
CISO. They must first ensure the proper working operations of all the controls and 
then carry out the strategic security initiatives as defined earlier.

Program management according to a formalized process is of utmost impor-
tance. Demonstrating that security reduces risk is important, but building trust 
in the process itself is even more important. Confidence in the results, indeed, 
depends on trust in the process. So, treating one risk is fine, but demonstrating 
that all the risks have been identified, and their treatment is planned, is even better. 
Therefore, managing the program in the form of an iterative process of continuous 
improvement and involving decision-making bodies is essential for effective gover-
nance. This ability to ensure that nothing has been left to chance instills confidence 
in senior officials. This also reassures auditors, regulators, and all the stakeholders.

The design of a security program establishes a virtuous circle of problem-solving, 
risk reduction, and prioritization leading to continuous improvement and prevent-
ing the recurrence of the same irregularities. Senior managers and board members 
expect the ISMS or security program in place to protect the company according to 
the strategy and policies.

Security program activities are guided by a documented process. For a program 
to be accepted by all the stakeholders, it must be based on the recommendations of 
the standards or audit findings and must also include improvement points decided 
within a process integrating the following objectives: risk mitigation, alignment 
with business needs, integration of new technologies, response to audit findings, 
improvement of maturity, etc. Security teams today still set up security controls that 
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have not always been justified or formally accepted as part of a decision process. 
Controls, often technical solutions, are installed in response to visible threats outside 
of defined planning or architecture. This is where a security project roadmap gains 
importance as a supervision and management tool.

How is a security program established? 

8.2 � Program Review Cycle
Constructing an iterative security program review cycle is the only way to activate 
management decisions about security that legitimize the actions that will be taken. 
The program review cycle forms the core of an ISMS.

Establishing a review cycle or virtuous circle can obviously start from the con-
cept of continuous improvement “Plan-Do-Check-Act” originally proposed by 
Walter Shewhart and made popular by Edward Deming and in particular in ISO 
9001, which is devoted to quality and continuous improvement. We propose a 
simplified cycle composed of three processes: Decide, Do, and Monitor, and three 
deliverables: Plan, Metrics, and Feedback (Figure  8.1).

The main components of the cycle can be described as follows:

Decide : The Decide process comprises all of the decision-making steps regarding 
program objectives for a given period. The purpose is to establish or validate 
a roadmap of initiatives or improvement projects based on the elements pro-
vided by the Monitor process.

		  The main actors are the governing body and the CISO. The governing 
body can take different forms, such as a prioritization committee, a security 
committee, or some other. They must have the authority to decide, prioritize 
initiatives, and allocate resources.

Decide

DoMonitor

Plan

Metrics

Feedback

Figure  8.1  Security program review cycle. 
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Plan : The result of the Decide process is an ISMS business plan for the next 
period. The Plan consists mainly of two types of projects:
–	 projects that maintain or strengthen controls and risk treatment 

(Maintain) 
–	 projects that offer new services (Change) such as those required by the 

strategy (see later)
Do : The Do process carries out the ISMS plan based on the objectives estab-

lished in the Decide process. This includes not only projects or initiatives as 
set out in the strategy, for example, but also objectives to improve current 
processes and controls, financial objectives, or any other objective related to 
the security program.

		  The main actors in the realization of the plan are the CISO, the security 
team, information technology (IT) operations, and management, as well as 
all employees engaged in security controls.

Metrics : The results of this process will be evaluated using metrics and key per-
formance indicators (KPIs) and will facilitate the observations made in the 
Monitor process. Metrics are used for reporting purposes.

Monitor : This process includes oversight, evaluating program results, and com-
piling reports that will be used in the Decide process. It groups together all 
the elements necessary for decision-making. Using metrics to evaluate and 
report to the decision-makers is primarily the responsibility of the CISO and 
their team.

Feedback : Consists of reports used for decision-making:
–	 Report on the achievement of strategic initiatives
–	 Risk report (and treatment plan)
–	 Maturity report (and improvement plan)
–	 Report on the progress of the roadmap or projects

EXAMPLE

The governing body has decided to transfer some security responsibilities to 
the business units (see the example in Chapter 4, Strategy). A plan was elabo-
rated under the aegis of the CISO; then, implementation began, resulting in 
the modification of certain controls, in particular those related to managing 
identities and access rights, and the authorizations of certain exceptions. The 
metrics used to measure the degree of achievement will be those typically 
used to monitor project progress. It will also be possible to measure the opera-
tional efficiency in such a change, in particular the reduction of the load on 
teams responsible for managing access rights. These KPIs will be part of the 
reports produced as part of the Monitor process. At the next review of the 
program, the governing body will thus be able to decide whether to continue 
with this strategy.
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At this point, it should be noted that new security projects can only be initi-
ated if they are justified by the need to treat a risk, improve the security posture or 
process maturity, respond to audit findings, or implement strategic initiatives. An 
ISMS is not just a set of operational controls. It is above all a systematic approach of 
continuous improvement to ensure the best protection of a company’ s assets. The 
ISO 27001 standard, containing good practices necessary to develop an ISMS and 
its review cycle, can be used. The following key principles advocated by the stan-
dard should be taken into account when developing the security program:

◾◾ Security organization context (strategy and strategic alignment)
◾◾ Management support and organization within the framework of the ISMS
◾◾ Importance of the policies and regulatory framework
◾◾ Risk management: identification, assessment, and treatment
◾◾ Planning and goal setting based on risk analysis
◾◾ Provision of resources
◾◾ Awareness and communication
◾◾ Establishment and management of controls
◾◾ Performance evaluation
◾◾ Continuous improvement and management of nonconformities

The security program review cycle as outlined earlier encompasses the ISO 
27001 recommendations contained in the Requirements for an Information 
Security Management System. The control objectives contained in its Annex 
A— Reference control objectives and controls— relate more specifically to controls 
that are part of an ISMS and are embodied in the catalog of controls that will be 
discussed later.

With reference to the three-level control framework (TLCF) model, the build-
ing blocks provide all the elements needed to establish an ISMS (Figure  8.2).

StrategyPolicies Organiza�on

Risk 
management

Repor�ng 
and 
oversight

Asset 
management Compliance Metrics

Program 
management

Figure  8.2  Program management use input from other building blocs.
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How other building blocks contribute to the management of the program are 
discussed below.

Strategy : Strategic objectives and initiatives are fundamental components of 
decision-making in the Decide process. The priorities established for the pro-
gram must take these objectives into account.

Policies : The regulatory framework sets the requirements for a security program. 
Its documents contain the rules that must be respected and instructions on 
how to implement controls.

Organization : Program management includes defining the roles and responsi-
bilities of the governing body, committees, the CISO and their team, IT, 
and all the other stakeholders. Responsibilities must be defined in the three 
processes Decide, Do, and Monitor.

Risk management : The management process highlights the principal dangers to 
the company’ s assets. This makes it possible to plan the reinforcement of 
controls within the program.

Reporting and oversight : The activities of this block, producing all the reports 
required in the Decide process, are also part of the Monitor process.

Asset management : Asset management controls take part indirectly in the man-
agement of the program through their contribution to the risk management 
process. Knowledge of the assets to be protected, the related responsibilities, 
and their classification is an indispensable source for any decision-making 
within the security program.

Compliance : The Compliance block provides all the gap analyses and recom-
mendations for remediation to fill the gaps. It deals with both the external 
and the internal regulatory framework. Audit findings are also part of this 
block.

Metrics and KPI : Provides all the metrics needed for reporting as part of the 
Monitor process.

Let us take a closer look at the tools that are needed to make a pragmatic ISMS 
review cycle.

What are the essential tools in managing the program? 

8.3 � Essential Tools of a Security Program
Finally, what comprises a security program, and what are its main tools? It was noted 
in Chapter 2 that the set of controls can be categorized in different ways, espe-
cially in three levels of responsibility as proposed by the TLCF model. The security 
standards have adopted different ways to present the universe of security controls 
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with accompanying categorizations. There are other elements in a security program, 
including all the governance and management activities, which may also be con-
sidered controls. Therefore, a security program consists of all the security controls. 
The management of the security program or ISMS entails setting up and constantly 
improving a universe of controls adapted to the company’ s needs.

Every company already has an IS program. What we need to know is whether it 
is adapted to the company’ s needs and context, and if not, how to improve it. The 
first thing to do is consult the standards to ensure that their requirements have been 
taken into account one way or another. The ISO 27001/2 standard is probably the 
best source to verify the completeness of a program.

If we take a closer look at the recommendations of the standards regarding 
the security program review cycle, they all stress the following four essential 
components:

	 1.	Planning improvements
	 2.	Identifying controls
	 3.	Indicators or metrics to evaluate results
	 4.	Reporting for planning purposes

We can therefore consider the plan (1) and a catalog (or inventory) of controls 
(2) to be a security program’s main tools. Further details will be given later. Metrics 
(3) and reports (4) will be discussed in detail in the chapters devoted to them and 
will not be developed here.

Plan

The plan is embodied in a project roadmap. The role of this roadmap is to facilitate 
an understanding of priorities and provide support for decisions concerning the 
improvement of controls and implementation of changes. An easily understandable 
roadmap that will be reviewed as part of the security program review cycle is one of 
the main tools of governance. Projects that are part of the plan can be categorized by 
the type of improvement they bring to the controls:

	 1.	Projects aimed at maintaining existing controls and their level of effectiveness 
(“maintain” projects)

	 2.	Projects aimed at introducing new controls (“ change”  projects)

“ Maintain”  security projects generally do not introduce changes in the archi-
tecture or technologies used. They aim to maintain the level of protection or 
bring about improvements needed to better respond to evolving threats or vulner-
abilities. On the other hand, “ change”  projects introduce new controls or major 
changes. These may include controls to meet new needs, the introduction of new 
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technologies, architectural changes, or new areas of protection. The origins of these 
two types of projects are as follows (Table  8.1):

Examples of maintain projects : Change of the encryption system, extending 
data leak prevention to scan “ private”  messages, upgrade of the baseline 
protection of Windows servers, cybersecurity policy review, etc.

Examples of change projects : Develop strategy and policy for external cloud 
computing, introduction of a new smart card system, setting up security 
organization to support the outsourcing of IT developments, developing a 
new service within the Security Operation Center, etc.

The roadmap for security projects is an important element of communication. 
It can be presented in different ways, but the following information needs to be 
easily available (Figure 8.3):

Origin of the request/need : The origin of the project makes it possible to contex-
tualize the need and facilitate prioritization.

Description : A short description facilitates an understanding of the project’ s 
objectives.

Planning and dependence : Graphical representation makes it easy to understand 
dependence on other projects and deadlines.

Outcome : The results or deliverables of the project should be summarized as a 
reminder.

Table  8.1  Types of Security Projects and their Driv ers 

Type  Origin 

Maintain Audit findings
Risk treatment
Compliance gaps
Incidents
Evolution of threats or vulnerabilities
Penetration test results or resilience tests

Change New technologies
New business strategy support
New business models
Fundamental changes in security stance
Changes in computer systems
Maturity gaps



﻿Program Management  ◾  171

EXAMPLE

Origin : Strategic initiative.
Description : Introduction of smart cards for internal physical and logical 

access.
Dependence : Adaptation of the authentication system at the application level. 

Adapting controls to physical access points.
Outcome : Easy employee access to applications and premises.
Saves time for employees and saves 10 percent of help desk time used for 

password resets.
Reduces the risk of internal and external fraud by introducing strong 

authentication.
Alignment with best practices and regulations regarding the protection of 

confidential data.

An example of the presentation of a roadmap is given in Figure  8.3.

Control Catalog

Good governance requires knowledge of the security protections in place, the activ-
ities and daily concerns of security specialists, as well as the objectives and plans for 
improvement. The question is how to present all the controls established in the con-
text of an ISMS so that they can be used for governance and by all those involved 
in elaborating or revising the security program.

Origin
Description OutcomeDuration, dependencies

M
ai

nt
ai

n
Ch

an
ge

Figure  8.3  Roadmap of projects as part of a security program plan. 
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We will use the term catalog  or inventory of controls  to designate a tool providing 
information about all the security controls deployed. Before proposing a systematic 
approach to designing such a catalog, let us first recall its main purpose and desired 
features. The catalog of controls can be for many different purposes:

Program management : As noted earlier, the management of the security program 
or ISMS primarily involves adapting the established controls (maintain) or 
the evolution or introduction of new controls (change). The knowledge of the 
impact and especially on which controls the projects of the Plan will act and 
for what purpose, ensures better management, planning, and implementation 
of the right resources. The characteristics of each control are noted with its 
maturity or level of effectiveness, leading to better management of priorities.

Governance and management oversight : To know the impact of its decisions, the 
governing body must have an overview of existing controls. Decisions on the 
treatment of risks will involve the controls associated with them. However, if 
the security officer cannot make a concise presentation of the controls associated 
with risks and desired improvements, knowledgeable decisions cannot be made.

Audit : Recurring audit requests are a reality in many companies. They come not 
only from regulators or internal auditors but also from customers or suppliers 
wanting better visibility of their partners’  security postures. These time-consum-
ing audits involving employees in the various areas of security and IT can be sim-
plified using a catalog of security controls. Indeed, the first task of the auditors 
is to discover existing controls, who is responsible for them, especially whether 
they have been tested, and their level of maturity or effectiveness. Different audi-
tors make similar requests to the same internal employees, which is very time-
consuming. A catalog containing key information on controls would facilitate 
the auditors’  work and help reduce the indirect costs of each audit.

Internal organization : Establishing a catalog of controls contributes to a better 
understanding of roles and responsibilities in the field of operational security 
management. Responsibility is defined for each control, resulting in more 
clarity in the security organization and management process.

A control catalog therefore consists of a list of security controls (or means of 
protection), each having a certain number of attributes, such as

◾◾ Description
◾◾ Name of the person or department responsible
◾◾ Test frequency
◾◾ Date of the last test
◾◾ Current maturity
◾◾ Desired (target) maturity
◾◾ Explanation (justification) of the target maturity
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The controls presented in the catalog should not include product names or 
deployed technologies. This is important to preserve sustainability. A catalog can 
obviously be elaborated using the standards, such as ISO 27001/2 or NIST, and 
especially how they classify the controls. The method proposed in ISO 27001 is 
interesting, because it makes it possible to develop a relatively short catalog of con-
trols. When a standard is used, the company catalog specifies the attributes of the 
control set up for each recommendation or control objective in the standard.

EXAMPLE

Control catalog format established according to ISO 27002 (extract). The 
controls are presented on two levels (control and control guidance).

Domain Responsible
Test 

frequency
Test
date

Current 
Maturity

Desired 
Maturity

Control objec�ve
Control

Control guidance
…
13 Communica�ons security

13.1 Network security management 3 3
13.1.1 Network controls Network M 2 2

Logging
System authen�ca�on
Connec�on restric�on

13.1.2 Security of network services Business Unit M 1 3
Encryp�on

13.1.3 Segrega�on in networks Network M 1 3
13.2 Informa�on transfer 3 3

13.2.1 Informa�on transfer policies Sec. Team Y 2 3
13.2.2 Agreements on informa�on
transfer

Sec. Team Y 2 3

13.2.3 Electronic messaging Sec. Team Y 2 3
13.2.4 Confiden�ality agreements Sec. Team Y 2 3

…

Controls are tested and measured for maturity (for details, see the 
Chapter 9: Security Metrics). Control guidance gives details of the practices that 
are part of the controls (e.g. logging is a practice in the context of network controls). 
The maturity levels of the control objectives are averages of the control maturities.

When developing the catalog, care must be taken that its size remains relatively 
small to facilitate its use and maintenance. Controls can obviously be expressed 
with a great amount of detail. The finer the granularity of the controls, the more 
complete the catalog, but it will be more difficult to maintain and use for gover-
nance purposes. The goal is not to detail everything that is done in the field of IS 
but rather, to present a coherent grouping of controls with the same objectives. 
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One criterion for selecting the level of detail needed would be referencing controls 
for the purpose of risk analysis and treatment. The more detailed the risks or risk 
scenarios, the more detailed the reference controls need to be.

EXAMPLE

If the risk or risk scenario is labeled “ Unauthorized device connections to the net-
work ...,”  then we will need the “ Connection restriction”  control at the control 
catalog level to be able to associate it with the risk and evaluate its effectiveness. 
However, if the risk encompasses multiple scenarios and is labeled “ Inappropriate 
Network Usage,”  then “ Network Control”  control (Level 1) could encompass all 
the means deployed to mitigate various IT network risk scenarios.

A pragmatic approach to developing a control catalog might be to present only 
one level of controls but to group them together in organizational security domains. 
This approach tries to present all the controls by area of responsibility, which could 
facilitate an understanding of the ISMS.

EXAMPLE

Domain Responsible
Test 

frequency
Test
date

Current 
Maturity

Desired 
Maturity

1. Risk management
Concept, policies, and process CISO A 2 3
…

2. Communica�on and awareness
Awareness sessions CISO A 2 3
…

3. Iden�ty and Access Management
Policy and process IAM team A 3 4
Cer�fica�on of access rights IAM team A 2 4
…

4. Con�nuity
BCM BCM A 3 4
Disaster Recovery IT A 2 4
…

5. Baseline IT security
Configura�on management IT Ops M 2 3
…

6. Incident management
Policy, process IT A 2 3
…

7. Network security
Network security controls Network M 3 4
…

etc.



﻿Program Management  ◾  175

Whatever the form of the catalog of controls, its primary use as a tool of gov-
ernance and IS management should be kept in mind. It reinforces responsibilities, 
allows the evolution of maturities to be monitored, is a reference for risk analysis, 
and facilitates the work of the auditors.

How does the program review cycle work in practice? 

8.4 � Review Cycle of an ISMS
An ISMS needs to establish an iterative process in the management of priorities, as 
we have just seen. The program review cycle is used primarily when annual plans or 
IS business plans are developed. What follows is an example of using the program 
review cycle in the context of developing an annual business plan for an IS program 
(Figure 8.4).

We must first have a set of reports that tell us about the status of the security 
program. This set of reports, which can be called state of security , consists of the fol-
lowing items produced in the Monitor process and as part of the Feedback:

	 1.	Report on risks  and, above all, a specification of the treatments required as a 
result of risk analysis.

	 2.	Report on the maturity of controls.  This report presents the gaps between desired 
and current maturities and highlights necessary and urgent improvements.

	 3.	Report on the status of projects  and especially the degree of completion planned 
for the period.

State of security 
program (year Y)

Strategic 
objec�ves

(year Y)

Decide

Roadmap
(year Y+1)

Plan

Reports on:
Risk, Maturity, 
Projects Progression

Updated strategy

Incidents, trends.
Maturity of controls.
Penetra�on tests.
Audit findings.
Compliance.
Projects KPI.

Strategy revision 
(strategic ini�a�ves)

FeedbackMonitorMetrics

Differences between 
the current state and 
the objec�ves

Figure  8.4  Diagram of developing an IS plan. 
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The risk report will tell us what treatments need to be planned to mitigate sig-
nificant risks. The report on control maturity will enable us to prioritize improve-
ments in controls in relation to the treatments required for risk mitigation. Finally, 
the project status report will help us decide whether to continue or reprioritize 
certain projects based on the new context, strategic changes, and other imperatives 
for the next period. Due to limited resources, it is not uncommon to reprioritize 
certain projects, but this must be done by the governing body or planning commit-
tee, who are familiar with the project portfolio.

The responsibility for drawing up these reports lies with the CISO and their 
team. They are produced using the metrics or KPIs resulting from the Do process, 
in particular the following:

◾◾ Incidents and trends
◾◾ Evaluation of control maturities
◾◾ Audit findings
◾◾ Compliance gap from the legal and regulatory framework
◾◾ Project (part of the plan) progress indicators

A security strategy is not set in stone and may change or be adapted to the 
business context or its evolution. A review of the strategy must be made upstream 
in the Monitor process. Project status reports must be supplemented by strategic 
orientations for the next period or a revised strategy. The responsibility for revising 
the strategy lies with a committee specifically constituted for this task but with the 
approval of the board of directors or a delegated committee as governing body.

The gap between objectives set for the current year and what has actually been 
achieved is determined in the Decide process. A new plan (or new objectives) will 
be elaborated based on this gap and new needs laid out in the strategy. The respon-
sibility for drawing up the plan could lie with the governing body or a committee. 
Sponsorship for this new plan must be ensured so that it will be accepted by all the 
stakeholders.

The diagram in Figure  8.4 summarizes how the program review cycle and its 
elements are used to develop an annual plan for the IS program.

8.5 � Conclusion
Security governance requires that the security officer produces a plan to protect cor-
porate assets. The process of producing the plan is as important as the final result, 
because internal and external stakeholders need to know that mitigating risk and 
implementing the security strategy result from a process involving decision-makers. 
It enables them to trace security efforts from the identification of objectives to their 
achievement through a formalized process involving decision-making steps.
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Most companies have adopted a systematic approach to guide security activities. 
This process deserves greater formalization involving forums or decision-making 
committees to manage priorities. The few steps and tools presented in this chapter 
can inspire security managers and governing bodies to put similar approaches in 
place to improve security program management process.
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Chapter 9

Security Metrics

The lack of standards in the measurement of security is not a coincidence. 
Information security (IS) has no dimensions or characteristics of its own. The “size” 
of a company’s security can be measured through its financial impact—its cost—
but this is not enough without measuring other aspects: profit, flexibility, added 
business value, asset protection, etc. Several factors are behind this, including 
the diversity of security activities (from the strategic to the operational level), the 
impossibility of delineating its scope (technical, human, application, physical, etc.), 
and problems with the measurement units or objects being measured. Incidents, 
risk level, leakage, threat, loss, etc. mean different things to different people.

However, measuring security is essential for good governance. Senior manage-
ment, which is ultimately accountable for security, requests reports that contain 
stable key point indicators (KPIs) of the adequacy of security. Companies need a 
pragmatic approach to monitoring the effectiveness of security countermeasures 
to enable them to adjust their program and decide on security investments, which 
need to be justified (explained) by some kind of quantitative measurements of the 
benefits. Metrics are also requested by the regulatory framework.

This chapter presents the main tools or practices to develop security metrics for 
governance and management purposes. They will be used in reporting, dashboards, 
or targeted studies for governance bodies to help them make decisions based on 
hard facts. Some specific metrics will be presented in the examples.

This chapter also provides answers to the following questions:

Why is it difficult to measure security?
What kind of measures can be used?
What are basic financial metrics?
Can we use some modeling to estimate ROSI or better assess the impact of 

change?

Information Security Governance: Framework and Toolset
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Security Metrics

How can we answer the question “How is our security”?
Is there a more pragmatic approach to measure security?
How are security goals set and progress towards them measured?
How can operational effectiveness be measured?
How can we know the real cost of security?
How can we compare ourselves with others?

9.1 � Why Is It Difficult to Measure Security?
It is generally acknowledged that management and boards of directors are not 
being given relevant or desired information allowing them to assess the overall level 
of security protection, the return on security investments, or cost–benefit ratios. 
Security is seen as a means to achieve business objectives, but ever-increasing invest-
ments foster a sense of frustration and misunderstanding among senior managers.

Having no answer to the question “What should be measured to know our 
state of security?” many believe that security is ultimately an insurance policy whose 
annual premium protects a company against a bad surprise. Obviously this is not the 
case. In addition, the company is tempted to reduce the premium while hoping that 
the disaster will never occur or, if it occurs, that the coverage will be sufficient. Many 
chief executive officers or officials are tempted to take this shortcut. Unfortunately, 
ISMS cannot be compared to insurance. Insurance protects many insured against a 
limited number of accidents with well-defined coverage, while a company’s security 
protects a single insured against innumerable accidents with no evaluation of their 
probability, their impact, or how to indemnify them.

EXAMPLE

Financial loss due to the unavailability of services (from a cyberattack or natural 
hazard) can be insured against, but a company cannot be insured against loss 
of customer confidence, loss of confidential data, or theft of an industrial secret.

In the field of security, there are no universally accepted indicators to measure 
the adequacy of the controls in place. Incident observations (or their absence) or 
examining statistics generated by technical security devices (e.g. the number of 
viruses or attempted intrusions stopped) do not allow an opinion to be formed on 
the adequacy of security. How many incidents and of what type are allowed under 
“adequate security”? And what if none are observed? This makes it difficult to mea-
sure the effectiveness of security investments with any precision.

Companies do not share their data or statistics on vulnerability and incidents 
because of the negative image this information conveys. Some cases are reported 
in the media, but details are not provided that would have allowed conclusions to 
be drawn on the costs involved or the vulnerabilities exploited. There are also no 
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common definitions or terminologies for an anonymous exchange of statistics. The 
terms incident, attack, loss, investment, etc. mean different things to different peo-
ple. It is therefore difficult to compare available data, because there are no method 
or measurement calibration standards.

Easily available indicators often do not answer the questions asked by senior 
executives. Security devices generate numerous traces of activity, such as patches 
applied, vulnerabilities detected, alerts, intrusion attempts, volume of emails pro-
cessed by antivirus tools, authentication errors, signs of system access, privilege 
changes, etc. Log management solutions are able to correlate these traces, gener-
ate reports, and thus ensure compliance with legal and normative requirements. 
However, high-level metrics require additional efforts to link and aggregate these 
different indicators. They must provide information on the expected results or 
improvements that benefit the company.

EXAMPLE

To find out whether investing in a new identity and access management 
(IAM) system was justified, there is no point in counting the number of priv-
ilege changes made over a period of time; rather, we should check whether we 
have decreased delays, optimized the use of available resources, or decreased 
the number of errors.

OK, but what can we do? What kind of different measurements can be used?

Despite the difficulty of accurately measuring security, several methods can be 
used to obtain pragmatic indicators or measurements and will be presented here. 
Let us first mention that metrics can be divided into two large blocks: quantitative 
metrics (expressed by commonly accepted units of measure) and qualitative metrics 
(expressed by subjective appreciation).

EXAMPLE

As part of the risk management concept, financial loss category thresholds can 
be set according to a percentage of the budget, as was the case in Chapter 7 
(Risk Management). This implies that we are able to calculate the actual loss 
of a risk incident; for example, the consequence of a cyberattack. These are 
quantitative metrics. However, its likelihood cannot be calculated based on 
the number of incidents over a period of time, because this information is not 
available to us. We can then express it by a qualitative metric (Rare, Unlikely, 
Possible, Likely, or Almost certain) based on a subjective estimate.
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Different strategies to measure IS can be classified into the following categories:

Financial metrics are concerned with the financial impact of investments in secu-
rity controls.

Modeling allows investment decisions to be made based on a model that is used 
instead of real values.

Assessment (measurement) of the state of security consists of evaluating the state of 
security as a whole or in a specific domain (e.g. cybersecurity, continuity, or 
application security) using various qualitative evaluation tools.

Assumption-based metrics consists of guiding the measurement process according 
to what we want to demonstrate (or are not able to demonstrate).

Posture or maturity evaluation compared with the standards or regulatory frame-
work is a qualitative metric on the level of maturity compared with the 
standards or benchmarks of good practices. Audits can be classified in this 
category.

Operational metrics measures the operational effectiveness of security activities.
Metrics of progress toward a goal is the establishment of metrics or KPIs to mea-

sure the degree of progress toward a set objective.
Cost analysis of costs in different security categories often provides highly rel-

evant indicators for governance.
Benchmarking allows measurements among similar companies.

These categories will be developed in what follows.

9.2 � Financial Metrics
Financial metrics in the field of IS help assess investment opportunities in protec-
tion solutions. To put it simply, security investments are considered justified if they 
cost less than potential losses (inherent risk). In the opposite case, they are totally 
unjustified. Note that this reasoning does not take into account the probability of 
an event occurring.

Annualized loss expectancy (ALE) is an evaluation of potential annual losses 
as the result of risks impacts. This assessment may concern all risks or only certain 
scenarios. As always with risks, there is a problem with measuring probability (see 
the preceding example). Recall once again that the calculation of ALE alone is 
meaningless unless it is accompanied by an assessment of the probability of occur-
rence of the risk.

The ALE measurement is often cited in relation to total cost of ownership (TCO), 
the idea being to compare the trends or evolution of the two values. TCO can be 
calculated relatively easily for security. It includes all costs, hardware, software, and 
human resources within the security or ISMS program (see also the later section on 
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cost analysis). TCO answers the question “How much does security cost?” TCO is 
well understood by senior officials, who are accustomed to comparing benefits and 
the evolution of expenses, including those related to security.

The gain from security investments alone—economic value added (EVA)—is 
difficult to calculate for the reasons mentioned previously, but it can be calculated 
indirectly by observing changes in ALE and TCO. Both trends are presented in 
Figure 9.1. The added value of security investments could then be expressed as

	 EVA ALE TCO= D D/ 	

EVA should always be <1 for security investments to be cost-effective. Indeed, 
if EVA > 1 according to this formula, then security investments (TCO) are not 
enough to compensate for potential losses. If EVA = 1, then security costs just barely 
compensate for the evolution of potential losses.

EVA as expressed here can be considered the same as return on security invest-
ments (ROSI). Several tools or methods exist to calculate ROSI based on loss and 
investment analyses for specific security processes or controls.

The main difficulty with these methods is that the estimate of a loss must be 
associated with its probability of occurrence for all the business units and all the 
controls deployed, which may be very inaccurate. An accurate calculation method 
requires statistics over several years with precise figures on incidents, their typology, 
and estimates of losses incurred. And this is for estimates of direct losses. Indirect 
losses (such as loss of customers or reputation) are even more difficult to estimate. It 
clearly becomes impossible for businesses to effectively manage such a large amount 
of data in a constantly changing production environment while keeping pace with 
new technologies.

Trying to calculate return on security investment (ROSI) for all the security 
investments is very difficult, if not impossible for the reasons just mentioned. On 
the other hand, this is relatively easy to calculate for elements or isolated technical 
protection devices such as firewalls, intrusion detection systems, antiviruses, etc. 
Delineating the scope and identifying the purpose of the measurements are key 
in this process.

ALE

TCO

t

$

∆ ALE

∆ TCO

Figure 9.1  Expected trends of ALE and TCO.
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Before discussing the delineation of measurement domains and the evaluation of 
the ROSI, it is essential to understand the benefit provided by security controls. To 
make an analogy, the benefit of the braking system on a vehicle is obvious. We can 
then quantify the cost of a failure and estimate the ROSI, which will probably be 
very high. Without answers to these questions on the added value, we cannot design 
the metrics and calculate the ROSI.

EXAMPLE

To calculate the profit or added value of strong authentication, we can take the 
increase in the system’s added value compared with authentication based on 
simple user ID and password. This added value can then be calculated by the 
reduction of the risk of fraud or the reduction of negative economic impact. 
Metrics to assess threats or vulnerabilities, for example, include the increase 
in the number of people who can easily access applications or the number 
of exposed applications. For financial impact, we can use cost of data breach 
surveys from specialized institutes and make an estimate or extrapolation in 
the particular context of the company.

But, is it really necessary to calculate ROSI accurately? It is more important to 
be able to assess its magnitude on the basis of a risk analysis. We will now focus 
on calculating ROSI based on the probability of incident occurrences and an esti-
mation of their impact. To estimate the total cost of an incident, it is obviously 
necessary to know its impact and estimate the total cost of rectifying the damage. 
To estimate the impact, we can use publications on losses or arbitrarily set a cost. 
The same can be done to estimate probability based on different reports or special-
ized studies.

9.2.1 � Calculation of ROSI Based on Risk Analyses

The benefit obtained from countermeasures is the difference between the inherent risk 
(without security controls) and the residual risk (after setting up countermeasures). If we 
consider that countermeasures modify the probability (P) of occurrences (e.g. the prob-
ability of the occurrence of an attack decreases because of measures such as antivirus or 
intrusion detection), risk impacts (or ALE) can then be calculated as follows:

	 Impact of the inherent risk Cost of incident inherent risk= ´ ( )P 	

	 Impact of the residual risk = Cost of incident residual risk´ ( )P 	
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The benefit can then be expressed as

	 Benefit EVA Impact of inherent risk  Impact of residual risk( ) = - 	

and the ROSI as

	 ROSI Benefit Cost of countermeasures= - 	

Discussions with management will thus be about calculating the probabilities 
of occurrence; in other words, how risks are analyzed. It should be possible to show 
how the security measures taken modify the probabilities of occurrence and/or the 
level of impact.

9.2.2 � Protection Capacity Index

If we know the impact of inherent risk (IR) weighted by its probability of occur-
rence and the impact of residual risk (RR) weighted by its probability, then we can 
use an index called protection capacity (PC), expressed as

	 PC IR RR IR= −( ) / 	

Protection capacity is ideal if the index tends to 1. This will happen if the 
impact of the residual risk is very small (or tends to 0) or if the difference 
between the inherent risk and the residual risk is very large. The idea behind this 
indicator is to attach a value to the means of protection in place or the degree 
of risk mitigation. If we know the operational costs or the cost of controls to 
reduce the risk, we will be able to follow the evolution of our protection capac-
ity with the evolution of investments. The RI − RR difference presents the risk 
reduction capacity.

This leads to several reflections. First of all, only the operational costs directly 
related to the impacts of the analyzed risks should be taken into consideration. 
In other words, we need to look only at controls that reduce the analyzed risk. 
Ideally, the PC will be calculated by risk. Subsequently, it may be possible to 
aggregate the indices of several risks into one that has an average protection 
capacity.

By combining the indicators on the operational costs of controls and the indices 
of protection capacity by risk, we will be able to present a risk map highlighting 
the relationship: operational costs − protective capacity (Figure 9.2). This will also 
point out risks having high operational costs for which our protection capacity is 
low (bottom right field).
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EXAMPLE

A Distributed Denial Of Service (DDoS) cybersecurity risk or an attack 
aimed at making a web server unavailable by saturating it with queries will be 
mitigated by relatively expensive controls, which will probably be justified as 
long as the probability of occurrence or the impact is drastically reduced. In 
this case, protection capacity will be close to 1 despite the high operational 
costs. The risk will be located in the upper right corner in Figure 9.2.

The impact of the inherent risk of computer data loss is very high, but back-
ups have reduced this likelihood, so the residual risk is very small. Therefore, 
protection capacity is close to 1 (very high), and operational costs are relatively 
low. The risk will therefore be located in the upper left corner in Figure 9.2.

Can we use some modeling to estimate ROSI or better assess the impact of change?

9.3 � Modeling
Many disciplines use models to represent reality so as to simulate or observe the 
behavior of a system, make “what if” analyses, or extrapolate the effects of decisions.

All change projects involving new investments are characterized by a setup phase 
that increases costs, followed by an operational phase in which real costs (as opera-
tional costs per unit of value produced) decrease. Cost evolution modeling makes it 
possible to visualize not only the ROI of the envisaged solution but also the time-
frame until the breakeven (BE) point, taking into account the initial investments 
(Figure 9.3). During the start-up of a new solution, setup costs are added to opera-
tional costs. Since the costs of the new solution will decrease once it is in operation, 
after amortizing the costs of carrying out the project, a BE point will be reached 
after a certain period of time. We will talk here about the timeframe of the ROI.

This approach makes it possible to plan expenses in relation to expected ben-
efits. For such modeling to be possible, it is important to project the evolution of 
the operational costs of the current solution (status quo), the project costs, and the 

Operational
costs

PC – Protection capacity

1

0

Figure 9.2  Risk distribution according to their protection capacity and opera-
tional costs.
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operational costs of the new solution. ROI will therefore be calculated as the dif-
ference in operational costs between the current solution (status quo) and the new 
solution.

Another advantage of a model like this is its simulation capabilities. We can observe 
changes in the BE point and the evolution of ROI by changing parameters such as the 
cost of the project and the evolution of operational expenses. In the absence of accurate 
measurements, this will highlight trends and also a ROI confidence interval (Figure 9.4).

There are numerous IS change projects requiring profitability modeling, such as 
setting up a team responsible for operations and security monitoring, introducing a 
new intrusion detection system, introducing new means of authentication, etc. All 
these cases involve determining the evolution of real costs or the cost–benefit ratios 
of the new solution compared with the old one.

EXAMPLE

A new role-based access rights management system will

◾◾ Improve efficiency in granting privileges
◾◾ Automatically propagate privileges to target platforms
◾◾ Validate privileges at regular frequencies
◾◾ Offer more flexibility for new needs

t

$ Operational costs of 
current solution

Operational cost of  
new solution

ROI

1Year 2

Implementation
phase

New solution
live

Break even
point

3

Project costs

Figure 9.3  Modeling operational costs.

t

$

BE pointStart-up

ROI

Figure 9.4  Confidence interval for ROI.
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A simple calculation of ROI can be made based on the following data: proj-
ect cost, annual operational cost of the new solution, and annual operational 
cost of the current solution for the same volume of processed access rights (same 
result). Operational costs will be obtained by adding labor costs, infrastructure 
costs, and indirect costs (e.g. errors). Since it is difficult to accurately estimate 
the operational benefit of a new solution, some assumptions and simulations 
can be made to arrive at an ROI confidence interval as shown in Figure 9.4.

Can we answer the question “How is our security?”

9.4 � Measuring the State of Security
Security program posture, capacity, and maturity are synonyms for means that 
allow the state of security to be presented in a concise and standardized way. The 
need to answer the question “How is our security?” has spurred security managers 
to develop different measuring and presentation tools. Governance requires simple, 
standardized ways to visualize the state of security. To make an analogy, analyzing 
risks allows us to understand our “enemies” (threats), while security posture allows 
us to understand our “weapons” (quality of the controls).

As already mentioned, being compliant with a standard does not mean hav-
ing adequate security. The different standards or good practices can, however, be 
used under certain conditions to assess security posture. The standards present the 
processes that are required but do not propose evaluation criteria or gradations of 
conformity. There are also no recommendations on how to satisfy the requirements.

EXAMPLE

Control objective A.8.3 Media handling in ISO 27002 recommends con-
trols to “prevent unauthorized disclosure, modification, removal or destruction 
of information stored on media”. The standard presents objectives and good 
practices but does not give indications on how it should be implemented. 
This process can have different levels of maturity in companies ranging from 
“non-existent” to “optimized” through all intermediate levels.

Some standards provide criteria for evaluating the security level. ISO 15408—
Evaluation criteria for IT security (Common Criteria) enables the security certifi-
cation of a computer system or product. A system that meets the requirements of 
a certain level also meets the requirements of a lower level. A similar approach to 
measuring resilience is proposed in the Software Engineering Institute “Measures for 
Managing Operational Resiliance”, Allen, Curtis, SEI, 2011. Resilience is assessed 
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as being at a certain level if it meets the requirements of that level, including the 
requirements of the previous levels.

9.4.1 � Maturity Models

Maturity models generally evaluate processes according to a scale of values. 
Standards such as International Organization for Standardization (ISO) 27001 or 
National Institute of Standards and Technology (NIST) may be used to establish a 
list of processes or control objectives for which maturity will be assessed. The matu-
rity model then proposes evaluation criteria for each process on a scale of values. 
Many examples of value scales exist, such as the one proposed by ISO/International 
Electrotechnical Commission (IEC) 15504 Information technology—Process 
assessment (Figure 9.5).

Evaluation criteria for assigning a maturity value to a process or control objec-
tive must be designed to avoid the risk of arbitrary choice. They must be suf-
ficiently explicit and, above all, unambiguous. The quality of a maturity model 
therefore depends on the quality of the evaluation criteria that are proposed for 
each process or objective being evaluated. An example of evaluation criteria for 
Control objective 5 Information security policies of the ISO 27001 standard is 
given in Table 9.1.

0: Incomplete
1: Performed

2: Managed

Low

High

3: Established
4. Predictable

5: Optimizing

Figure 9.5  Different process maturity levels according to ISO 15504.

Table 9.1  Example of Maturity Evaluation Criteria

Evaluation 
Objective

Evaluation Criteria
0: Incomplete, 1: Performed, 2: Managed, 

3: Established, 4: Predictable, 5: Optimizing
Maturity 

Level

Information 
security 
policies

0: There is no security policy
1: Some formal instructions exist and are applied
2: Security policy exists formally and covers 
the entire IS

3: The security policy exists, and its application 
is controlled

4: The security policy is applied and updated
5: The security policy is regularly adapted to 
the risks and needs of the business units

2
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The tool that supports a maturity model makes it possible to evaluate objectives 
at multiple levels of detail and then calculate averages at the highest level. The 
example in Figure 9.6 shows the result of evaluating first-level control objectives 
according to a maturity model inspired by ISO 27001.

Several methods or tools exist to measure the maturity of a security program 
such as “Open Information Security Management Maturity Model (O-ISM3)” from 
The Open Group, or “A New Approach for Assessing the Maturity of Information 
Security” from ISACA. Large consulting firms also offer their own maturity mea-
surement models. The “CERT Resilience Management Model (CERT-RMM)”, 
Software Engineering Institute, 2016 allows for evaluating the resilience or ability 
to ensure business continuity encompassing security, business continuity, and IT 
operations.

A maturity model can be used as a multilevel communication tool in a com-
pany, since it makes it possible to justify and support the initiatives contained in 
the security program. This “why” information is essential, especially for teams in 
charge of compliance (e.g. the IT department).

The scope of maturity evaluation can be limited to the company unit level or 
security domains. For example, the maturity of security management processes in 
a subsidiary can be assessed. Let us also note that the exercise of evaluating with a 
maturity model, much like the risk assessment exercise, is an opportunity to discuss 

0
0,5

1
1,5

2
2,5

3
3,5

4
4,5

Policies

Organization

Human

Asset

Access

Cryptography

Physical

Operation

Communications

Change mgmt

Suppliers

Incident

BCM

Compliance

Maturity level
Current Desired

Figure 9.6  Example of representing the maturity of controls.
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and compare views on security issues by involving business leaders, risk managers, 
auditors, or other specialists.

9.4.2 � Security Index

Indexes are used in different domains to aggregate the indicators or values of their 
components. They are primarily used to present trends (stock market indexes, real 
estate indexes, price evolution indexes, etc.). As aggregates, they conceal the under-
lying details. Thus, a stock market index can remain stable despite the opposite 
evolution of two stock prices that are part of it. A security index will be able to 
summarize various indicators: risks, operational effectiveness, costs, etc. However, 
an index only makes sense if it aggregates indicators or measurements of the same 
type. A security risk index could be constructed according to the following formula:

	 Risk index
High risk weight

Weight of all risks
= 	

where risk weight = ∑ (probability × impact) of risk. Of course, other security 
indexes can be created, such as a maturity index aggregating the maturity levels of 
different requirements, a resilience capacity or recovery index after cyberattacks, etc.

It should be noted here that regardless of the security index created, it will only 
make sense if the metrics or indicators that compose it are established quantitatively 
or qualitatively based on stable evaluation criteria. In addition, it can indicate a 
trend but can by no means suggest points of improvement, which must be sought 
within its components. For example, if a security index such as the one proposed 
here shows a negative evolution compared with the previous period, we have to look 
for the new high risks and understand the reasons for their appearance.

Is there a more pragmatic approach to measuring security?

9.5 � Assumption-Based Metrics
The proverb “You can’t improve what you can’t measure” may be complemented by 
“You can’t measure if you don’t know what you’re looking for.” Setting measurement 
objectives facilitates the choice of metrics. A measurement goal that is simple and 
detailed makes it easier to define the associated metrics. The more complex the mea-
surement goals, the less useful metrics will be, and the harder they will be to find. 
The best would be an objective defined as an initial assumption. In such a case, the 
metrics will aim to confirm or refute the assumption. For example, if we consider 
that the level of awareness is not adequate in a company department, we can set up 
a questionnaire or a survey to “measure” it precisely.
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To facilitate metric definition, a strategy would be to subdivide the initial 
assumption into subassumptions and then define the metrics in relation to these 
subassumptions so as to be able to confirm or refute them (Figure 9.7).

Different assumption-based measuring methods exist, such as the “McKinsey 
Diagnostic Method”, Goal–Question–Metric (GQM) (The Goal Question Metric 
Aproach, Basili, Caldiera, Rombach, University Of Maryland, 1994). 

EXAMPLE

To ensure that all critical processes are taken into account as part of disas-
ter recovery procedures following major incidents, it was decided to check 
whether service-level agreements (SLAs) were defined and tested.

Assumption/Objective Subassumption Metrics

There is a clear SLA on 
the time to recovery 
for critical processes

All critical processes 
are formally 
identified

Number of critical 
processes identified/
total number of 
critical processes

There is an SLA for 
time to recovery for 
all identified critical 
processes

Number of critical 
processes without 
an adequate SLA

Recovery tests 
include all critical 
processes

Number of critical 
processes tested 
during a period

Assumption

Sub assumption Sub assumption

Metrics

Define Confirm
/ Refute

Figure 9.7  Metrics associated with assumptions.
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How are security goals set and progress toward them measured?

9.6 � Measuring Progress toward Security Goals
The balanced scorecard (BSC) is a popular tool for tracking performance and 
advancing toward goals that support the business strategy [The Balanced Scorecard: 
Translating Strategy into Action, Robert S. Kaplan, David P. Norton, Harvard 
Business Review Press, 1996]. As a well-known management tool, it provides a for-
mal basis to establish and communicate results. It can be used to monitor security 
performance, thereby helping to position security as an equal partner with other 
business units. As a tool for monitoring security objectives, it can also facilitate 
management’s appropriation of security issues.

Financial performance alone does not provide all the information needed to 
assess the contribution of a unit to the consolidated results of the company. The BSC 
approach advocates benchmarking according to the objectives set in the following four 
perspectives: Operations, Client Relationship, Evolution (Learning and Growth), and 
Finance. The four perspectives must contribute to supporting the company’s strategy 
and vision (Figure 9.8). A core question is associated with each perspective to guide the 
user in choosing the objectives and performance indicators that will be applied.

BSC best practices in the field of security mention in particular the importance 
of aligning objectives with those of the business. The security strategy as defined ear-
lier should serve as a high-level reference when developing measurement objectives 
and the indicators that will be associated with them. Strategic objectives can be com-
plemented by more detailed objectives in each of the BSC perspectives. Following 
are some recommendations for the development of BSCs for security governance.

Operations Perspective: “How can we improve our security processes?”
		  We will measure to improve the performances of our security processes to 

better support the business and align with the company’s strategy. We will 
measure process efficiency and associated costs.

Strategy

Operations
"How can we 

strengthen our 
processes?"

Finance
"How can we 

improve our financial 
performance?"

Client
"How should we be 

perceived by our 
customers?"

Evolution
"How do we 

maintain the ability 
to improve?"

Figure 9.8  Four perspectives in the balanced scorecard.
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Client Perspective: “How should security be perceived by our customers?”
		  We will focus our goals and metrics on security processes impacting inter-

nal or external customers or on activities that support customer-centric busi-
ness processes. Security operations must be perceived by our customers as 
contributors to their own success.

Evolution Perspective: “How can we improve our capacity to react to threats and 
contribute to business opportunities?”

		  We will measure our level of preparation and training to support the 
changes imposed by the evolution of business. In this context, the maturity 
objectives stated earlier may prove useful.

Finances Perspective: “How can security contribute to improving the financial 
performance of the company?”

		  We will measure returns on security investments or financial objectives. 
Since it is difficult to measure ROSI directly (as mentioned before), we can 
focus on objectives that improve the effectiveness of controls contributing to 
the financial performance of business processes.

An example of the BSC for security governance is presented in Chapter 10 
(Reporting and Oversight).

Many works deal with the issue of developing security BSCs. They contain 
instructions and critical analyses of BSCs as well as a review of DOs and DON’Ts. 
The greatest attention must be given to the choice of objectives and their associated 
metrics. There are no standard measurements that can be proposed. Objectives can 
be identified using the strategy, risk analysis, maturity studies, or audit findings. The 
objectives should not be multiplied, and the number of metrics per objective should 
be limited to three or four. The BSC method can also be used for a part of security 
organization or a specific area of security.

How can operational effectiveness be measured?

9.7 � Measuring Operational Performance
Security operations can be assimilated into the controls set up within the framework 
of a security program. For example, a Security Operation Center (SOC) monitors 
threat status by means of intrusion detection technologies, data loss prevention solu-
tions, consoles, or incident tracking. Operational performance can be measured and 
presented through figures, ratios, and trends. Operational efficiency metrics can 
be used as complementary indicators for risk management and maturity analyses. 
Table 9.2 shows some examples of indicators and trends in the area of operational 
efficiency.
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How can we know the real cost of security?

9.8 � Security Cost Analysis
The cost of security or TCO, as discussed above, can be an important indicator for 
governance, especially if it is related to other factors, such as the evolution of the 
company’s overall expenses, the number of employees, the evolution of risks, factors 
generating cost, etc. An accurate answer to the question often asked of boards of 
directors, “How much does security cost?” requires taking all the different real costs 
into consideration. Quoting a figure is not enough; it must be explained and linked 
to many other elements so that it is really clear.

Table 9.2  Examples of Operational Efficiency Measures

Measurement 
Objective Metric

Trend
↗ Better
↘ Worse

Awareness Percentage od employees trained on high 
risks

↗

Efficiency in 
resolving audit 
findings

Average delays in resolving audit findings ↘

Configuration 
management

Number of patched systems/number of 
systems to be patched

↘

Incident handling Mean time to resolve incident ↗

Number of specific analyses conducted →

Average effort for specific analyses ↘

Unavailability rate 
of security 
components

Security component downtime ↗

Identity and access 
management

Average delay in processing requests to 
change access rights

→

Error rate →

Security support in 
change projects

Number of noncompliances detected/
number of projects

↗

Alert processing Average time to detect and respond ↗

Application security Mean time to fix vulnerability ↘
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Security expenses must be analyzed according to the principles of cost account-
ing. To do this, each security expense should be logged in one of the following 
categories:

◾◾ Labor, overhead, installations, depreciation (direct costs)
◾◾ Internal services used (Indirect costs)
◾◾ IS service concerned (according to IS services offered)
◾◾ Key of the distribution of charges to other departments in the company

Cost accounting methods already in practice for other units of the company 
can be used. In this way, security costs (expenses) can be analyzed using the same 
standards and presented in the same familiar format to the management and the 
board of directors. The costs or expenses can be distributed in different ways, taking 
into account the objectives of the analyses that may be made later. For example, if 
we want to know the proportion of the costs of external services (consulting) out of 
overall costs, they will have to be logged in a special expense account. We can then 
highlight the following relations or analyses:

◾◾ Distribution of costs in different categories (direct, indirect)
◾◾ Detail and evolution of the costs of each category
◾◾ Change in expenses compared with other indicators such as changes in turn-

over, number of employees, evolution of threats, etc.
◾◾ Distribution of expenses related to business or geographic units
◾◾ Evolution of expenses over several years
◾◾ Breakdown of expenses by service areas provided (IS, continuity, SOC, 

physical security, IAM, etc.)

Cost accounting techniques will not be discussed here, because many specialized 
works are dedicated to them. Cost accounting is a discipline that allows full or par-
tial cost calculations and is the basis of and main tool in business management. To 
be able to present meaningful reports, it is essential to collect the data according to 
the presentation that we want to make. Different examples of presenting analytical 
costs will be given in Chapter 10 (Reporting and Oversight).

How can we compare ourselves with others?

9.9 � Benchmarking
The term benchmarking refers to comparing companies or their respective processes 
that offer the same services to gain insight into potential improvement. A set of 
quantified comparison indicators is produced, which facilitates decision-making 



﻿Security Metrics  ◾  197

and the definition of objectives. Comparing companies in the same sector is a wide-
spread technique that is appreciated by company executives. It makes it possible to 
measure and compare the results of different strategies. Nevertheless, apart from 
comparing public financial results, it is difficult to compare companies in opera-
tional areas, particularly IS processes, because data on incidents or the means of 
protection are not publicly available.

Nonetheless, there are several methods enabling benchmarking analyses 
in the field of security. Studies or surveys conducted by different specialized 
firms on specific topics such as cybersecurity or the maturity of certain pro-
cesses contain relevant information allowing an appreciation of what others 
are doing. They also have knowledge bases on the practices of their customers. 
These data are confidential, but they can offer anonymized benchmarking 
services.

Thematic seminars or conferences are also a place to exchange and compare 
practices in different companies. Surveys are often conducted at these meetings, 
and the results are made available to the participants. Some companies agree to 
share information about security processes with each other, especially if they are in 
the same sector. This enables not only a comparison and clarification of strategic 
approaches but also an exchange of experiences in solving problems.

Business associations of companies in the same sector often conduct studies 
of the practices of their members and share this information. Chief information 
security officer (CISO) forums or associations provide opportunities to con-
duct mini-surveys, providing information on what others are doing. External 
auditors also provide a source of information on practices in other compa-
nies. They cannot transmit confidential data, but they may recall certain trends 
observed elsewhere in their comments related to audit findings. In connection 
with a finding, they might mention how the company compares with an aver-
age observed elsewhere. The company can also mandate an expert to carry out 
a study on the positioning of a security service compared with similar offers at 
other companies.

9.10 � Conclusion
Having reliable metrics and indicators is a sine qua non for good governance. 
Security is no exception to this rule. Regulatory frameworks also require compa-
nies to have reliable indicators in the decision-making process.

Developing security indicators is not easy; it requires effort on the part of man-
agers and those in charge of the development, aggregation, and maintenance of the 
indicators, which must serve a previously set objective. The opposite approach of 
trying to exploit available indicators should be avoided above all. Metrics are used 
to provide factual elements in the process of oversight and reporting, as we will see 
in the next chapter. For this reason, it is safer to try to answer the questions that 
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managers ask in a language they understand using well-known tools or methods 
such as financial metrics, modeling, maturity or posture, objective- or assump-
tion-based metrics, measuring progress toward goals, operational metrics, and cost 
accounting.

Even if security cannot be accurately measured, it can be monitored and super-
vised for governance decision-making purposes. It is also important to maintain 
and strengthen a battery of metrics subsequent to remarks expressed during their 
exploitation in reporting and oversight processes.
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Chapter 10

Reporting and Oversight

Good governance relies on reports based on key indicators to assess the ade-
quacy of information security (IS), the quality of security program management, 
costs or return on security investment (ROSI), and progress toward objectives. 
The security reports provided by the chief information security officer (CISO)/ 
chief security officer (CSO) are often considered too technical by management, 
who cannot find the relevant information for decision-making. On the other 
hand, management are often unable to clearly express what they need to find 
in a report, resulting in a certain vagueness about what a security report should 
contain.

The value of security is often differently perceived. For specialists, the fact of 
putting protection in place against certain threats is sufficient to justify investments, 
whereas management wants investments to report results expressible by figures or 
understandable ratios. The reporting method must be adapted to present security 
activities in business terms such as risk reduction, return on investment (ROSI), 
contribution to business development, etc. It is therefore essential to find a standard 
way to present security figures that will enable management to follow the security 
program and decide on investments.

We present in this chapter an approach to reporting and oversight intended for 
management and boards of directors based on various metrics and indicators. The 
development of these reports will be guided by the goal of answering questions such 
as “ Are we more secure now than last year?” , “ Are our security expenditures justi-
fied?” , and “ What should we improve and how?” 

This chapter provides answers to the following questions:

◾◾ What is the purpose of security reporting?
◾◾ What are strategic indicators?
◾◾ What are the main components of a security reporting system?

Information Security Governance: Framework and Toolset
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Reporting and Oversight

◾◾ How security costs can be presented?
◾◾ What is the difference between security report and security dashboard?

What is the purpose of security reporting? 

10.1 � Importance of Reporting for Governance
The ultimate responsibility for security lies with the board of directors. That is why 
they require reports containing stable indicators presenting the state of security at a 
given time. The purpose of reporting and oversight is to provide governing bodies 
with all the relevant information they need to judge the state of security at a particu-
lar point in time, and to provide guidance. Some essential elements for steering the 
security program were presented in Chapter 8 (Program Management). The infor-
mation produced as part of reporting and oversight activities is sometimes called 
strategic indicators . All this information does not have to be provided in one docu-
ment. These resources can be used by the CISO or management to communicate 
the state of security to all the stakeholders: board of directors, management, employ-
ees, customers, business units, correspondents, and auditors.

Questions such as “ Are our security expenditures justified?” , “ How is our secu-
rity?” , or “ What comprises our security costs?”  are not only legitimate; they are part 
of a natural evolution toward better governance. The question of security adequacy 
is crucial and is one of the major concerns of every company official.

Public statistics or surveys provide few answers about the need to invest in secu-
rity, because risks cannot be assessed outside the company context. Inaccurate finan-
cial justification undermines the credibility of security and weakens the relationship 
between security teams and the company’ s business lines. Therefore, reports should 
contain indicators along with universally accepted units of measurement such as 
cost, incident, risk, budget, strategy, annual targets, etc.

The need for reporting is also heightened by the fact that security officers 
increasingly report at a higher level in the company and often outside of informa-
tion technology (IT) (see Chapter 6, Organization). It is essential that they know 
how to explain to management the strategy and rationale for security investments, 
if possible in a business language and with a holistic perspective. They report not 
only on costs/benefits but also on longer-term strategic axes of development by 
articulating the benefits for the organization.

Senior managers are accustomed to analyzing the company’ s high-level indica-
tors— losses, earnings, ratios, economic events, sales targets, and so on— to make 
forecasts or understand a given situation. Security is part of the infrastructure or 
support, so they are more interested in reporting or feedback on the overall effec-
tiveness of the countermeasures in place. They seek to understand the evolution 
of costs. They are less interested in operational metrics or ROSI calculations for 
an isolated process or component. Since their concerns are increased revenues, 
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reduced costs, improved products or services, and cost control, security reports will 
only be taken into consideration if they adopt the same approach and the same 
language: strategic and functional alignments, achieving performance objectives, 
improving or controlling compliance, team performance, innovations, and added 
value for customers.

So, what are strategic indicators? 

10.2 � Components of a Security Reporting System
Strategic indicators are high-level indicators or aggregations of indicators or opera-
tional metrics that are used to report on the state of security or to manage the 
security program. These indicators present the security of information to governing 
bodies from different perspectives. Answering the question “ How secure are we?”  is 
not easy. This is why it will be answered indirectly through more specific questions 
whose answers provide strategic indicators or reporting elements about the state of 
security. These specific questions are as follows.

	 1.	Strategy 
How does IS contribute to achieving company strategy?
How are strategic initiatives progressing?

	 2. 	Risks 
What are our main risks, and how do they evolve?
How is the risk mitigation program progressing?

	 3.	Posture 
What is our security posture, and what are our protective capabilities?
What processes/controls need to be improved and why?

	 4.	Compliance and audit 
What are our compliance gaps?
What are we doing to fix them?
What is the status of fixing audit findings?

	 5.	Program 
What are the basic principles of the security program?
What is the status of projects in the program plan?

	 6.	Governance 
How is our governance, and what improvements are needed?

	 7.	Security costs 
What comprises our security costs?
How do they evolve?

	 8.	Security objectives 
What were our objectives, and did we meet them?
What are the objectives for the next period?
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What follows is a description of the strategic indicators needed by the IS gover-
nance body for reporting and oversight. The specific metrics and indicators will not be 
detailed, since they were the subject of Chapter 9. As already mentioned, there is a very 
strong dependence between reporting needs and the establishment of operational met-
rics. In fact, it is the need to report or oversee that will define the indicators needed. Let 
us note once again that security reporting and oversight can concern company security 
as a whole or only one domain, geographical unit, or business line. When the indicators 
are presented, all the elements or metrics that went into them must be available. This 
will provide additional explanations to enable the reports to be properly understood.

EXAMPLE

It cannot simply be stated that a risk has increased since the last evaluation. We 
must be able to explain it by key risk indicators (KRIs) or factual observations, 
such as an increase in the number of incidents observed in similar companies, 
increased threats or vulnerabilities, the introduction of new technology, etc.

Reporting elements or strategic indicators are dependent on each other. For 
example, the security program is directly dependent on the strategy, risks, pos-
ture, and compliance, as indicated in Chapter 8. This dependence and the primary 
metrics, KPIs, or other arguments used to elaborate the indicators are presented in 
Figure  10.1. The diagram shows how the primary metrics are used for reporting 
purposes (from left to right). It also shows the dependence between these elements. 
In other words, it answers the question “ What elements are used to establish the 
strategic indicators of a security report?” 

The purpose of every reporting and oversight process is to set objectives for the 
security system. These objectives include improving not only the security program 
and controls but also financial and governance objectives.

10.2.1 � Strategy

The security strategy and the initiatives that comprise it should be reviewed every 
year (see Chapter 4). Strategic initiatives are also part of the “ Plan”  roadmap of the 
security program as defined in Chapter 8. Taking stock of the progress of initiatives 
(Figure  10.2) in the reporting framework is important, because it can influence the 
priorities that the governing body wants to establish. When the report is being pre-
sented, questions regarding the reasons for potential delay or lack of resources or 
even a change in strategic direction might arise. This is why the CISO should have 
readily available arguments explaining project progress during the previous period. 
This same type of reporting will be used as part of the security program review pro-
cess, especially in the “ Monitor”  activity as presented in Chapter 8.
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1. Strategy

2. Risks

3. Posture

4. Compliance 
and audit

5. Program

6. Governance

7. Finance

9. Goals setting

Compliance gap analysis. 
Audit findings.

Incidents, KRI.

Metrics or other facts 
used for...

Operational effectiveness, 
Maturity, Benchmarking.

Results of the approach 
for defining a strategy.

TLCF self-assessment. 
Audit findings.

Cost analysis.

Operational effectiveness, 
project status.

Measure of progress 
towards objectives.

Reporting system components (high-level indicators)

Figure  10.1  Reporting system components and associated metrics. 
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Figure  10.2  Example of key indicators on the progress of strategic initiatives. 
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Prerequisite

The strategy is based on a formal process that defines needs, the strategic orientations 
of the business units, the perceived maturity of the security processes and controls, and 
the imperatives of improving the security program. For more details, see Chapter 4.

10.2.2 � Risks

As discussed in Chapter 7, the risk management process includes reporting to bod-
ies responsible for risk treatment planning. The report includes a mapping of all the 
risks with their attributes, a heat-map, a table of factors influencing risks, and com-
ments on the main events, trends, and changes since the last revision.

Reporting for oversight or program adaptation purposes can be made with a 
simplified presentation of the state of risks. In this case, we would propose a heat-
map with trends or evolutions of the risks and a matrix of high risks containing an 
action plan and the state of progress (Figure  10.3).

This presentation highlights the most important risks, their treatment plan, and 
their trend. A comment may accompany this, especially if it is relevant to under-
standing why a high risk has a “ negative”  trend.

EXAMPLE

The risk of Distributed Denial Of Service (DDoS) has become very high 
because of numerous events in recent months and attempts to block services 
with ransom demands from companies in the same sector. The solution is to 
use a protection method with scrubbing capabilities proposed by the domain 
name system (DNS) provider. This solution stops the attacker’ s traffic before 
it reaches the company network. Before proceeding with this type of protec-
tion, a mini-study must be done to see whether a hybrid solution could be 
used (which might be cheaper), i.e. continuing to exploit the local protection 
tool in combination with that proposed by the DNS provider.

Prerequisite

To be able to produce this risk reporting element, the risk management process must 
include the development of a treatment plan as presented in Chapter 7. The metrics 
and KRIs used in the risk management process will not be presented in the report 
but will be made available if additional information is needed.

10.2.3 � Posture

The report on security posture is intended to draw decision-makers’  attention to 
weak points in the protection capacities in place. Posture can be evaluated in differ-
ent ways: for example,
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◾◾ By using a maturity model
◾◾ Through a benchmarking study comparing the effectiveness of controls in 

similar companies
◾◾ By mandating an external audit

The latter two options are recommended for the evaluation of certain processes 
(e.g. a cybersecurity posture audit or assessment) but are not suitable for repetitive 
reporting and oversight.

To present the posture and be able to reevaluate it in a repetitive way, it is prefer-
able to use a maturity model, as presented in Chapter 9 (Metrics). The choice of the 
model depends on the desired level of abstraction or focus when reporting to gov-
erning bodies. A catalog of controls, as presented in Chapter 8, may already contain 
an assessment of current and desired maturity. In this case, it may be preferable to 
use these data in the report.
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Figure  10.3  Heat-map and matrix presenting the evolution of high risks. 
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EXAMPLE

Presentation of a maturity model bases on NIST Cybersecurity Framework 
(CSF).
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Regardless of the model chosen to present the security posture, it should be accom-
panied by supporting documents to better understand any differences in current and 
desired maturity. Thus, the compliance maturity gap in the preceding example may 
be due to a new regulation in a geographical area where the company is present.

We would also note that benchmarking results can influence maturity ratings. If 
we look at the previous cybersecurity example, a benchmarking study could indicate 
that the level of maturity is lower than that of the competition, which could poten-
tially affect the company’ s competitiveness. Therefore, the desired level of maturity 
must be aligned with that of the competition.

Prerequisite

To report on security posture, we must have indicators on process effectiveness, 
assessments of the maturity of controls, results of audit findings, and possibly 
benchmarking on overall IS or on certain domains. For more details on these ele-
ments, see Chapter 9: Security Metrics.

10.2.4 � Compliance and Audit

Compliance gap analyses have established priorities among the projects to fix 
audit findings. These projects are included in program planning, as presented in 
Chapter 8, and they are mandatory. Reviewing these projects or priorities should 
not be part of reporting and oversight, since it is the responsibility of other forums 
or committees. What is needed for governance reporting is the progress made in 
fixing these findings or possible delays. For example, high-level indicators that 
could be presented here include the evolution of the number of unfixed findings or 
delayed remedies compared with the number of new audit findings. The example in 
Figure  10.4 shows the evolution of delays in fixing security audit findings.

0
1
2
3
4
5
6
7
8
9

10
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Delay in audit finding fixing

New findings Delay exceeding 3 months

Figure  10.4  Delay in audit finding remediation. 
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Graphs summarizing a trend should always be accompanied by comments or 
explanations. In the earlier example, the delay in fixing audit findings may indicate 
a lack of resources, a prioritization conflict, or some other issue that governance 
should address when setting objectives.

Prerequisite

To report on security compliance and audit findings, we must have indicators on 
compliance gap analysis, progress in compliance projects, and audit findings and 
remediation plans.

10.2.5 � Program

As shown in Chapter 8, a security program is composed of a set of operational 
controls and an improvement plan with a roadmap of projects. These projects 
mobilize resources, and their objectives must be justified (explained). Through its 
program, security achieves the following objectives: the deployment of strategic 
initiatives, risk mitigation, improvement of the posture (capacity) of the protec-
tion system, reinforcement of compliance, and the implementation of corrective 
measures requested by audits. As a result, the four previous elements of the report, 
supplemented by indicators on the effectiveness of controls and the status of ongo-
ing projects, will make it possible to present the project portfolio along with project 
status. Figure  10.5 shows an example of presenting the origins of projects that are 
part of the security program.
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Figure  10.5  Example of presenting the origins of security program projects. 
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If certain projects have been triggered for reasons other than strategy, risk mitiga-
tion, maturity improvement, or compliance (e.g. securing a new subsidiary, reloca-
tions, outsourcing, new backup center, etc.), these reasons must also be mentioned.

The goal here is not to present project progress, since this is dealt with in other 
committees. However, if there are recurring problems in delivering the program, 
such as delays due to a chronic lack of resources or changes in priority, these issues 
must be clearly raised.

Prerequisite

Strategy, risks, posture, compliance, operational effectiveness metrics and the sta-
tus of ongoing projects.

10.2.6 � Governance

Presenting the strengths and weaknesses of governance when reporting is not only 
a sign of high maturity but also a means of communication and coordination for 
continuous improvement. Chapter 3 proposed different use cases of the three-level 
control framework (TLCF) model. The result of self-assessment could thus be used 
to report on the adequacy of governance practices. An example of presenting the key 
points of such an analysis is given in Figure  10.6.

StrategyPolicies Organiza�on

Risk management Program Repor�ng, oversight

Asset management Compliance Metrics

Strongly needed
Review the security strategy.
• Align security ini�a�ves with 

business objec�ves.

Needed
• Review the documentary framework 

of the policies and guidelines and 
provide be�er readability

Strongly needed
• Each business line must appoint a 

security delegate to par�cipate in 
quarterly security project review 
mee�ngs

No improvements needed Strongly needed
• Set up a commi�ee to validate IS 

ini�a�ves and projects.

No improvements needed

Strongly needed
• Define data classes and categories and 

inventory them in a catalog
• Iden�fy data owners for each 

class/business line.

Needed
Set up an employee awareness program 
regarding the legal and regulatory 
framework that impacts security.

No improvements needed

Figure  10.6  Example of governance self-assessment key findings. 
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Prerequisite

To report on governance, we must have a self-assessment analysis according to the 
TLCF framework and/or audit findings or other results of studies by specialized 
consultants commissioned by the board of directors or management.

10.2.7 � Security Costs

Cost accounting principles in controlling security expenditures were presented in 
Chapter 9: Security Metrics. If the company has accepted cost distribution criteria, 
it can then present security expenses under different aspects. Data concerning secu-
rity expenditures, possibly combined with other indicators such as turnover trends 
or number of employees, will enable the board of directors or governing body to 
better analyze the impact of security costs and propose adjustments.

Reporting on overall security costs may include the following strategic indicators:

◾◾ Breakdown of costs by category
◾◾ Evolution of the costs of each category
◾◾ Evolution of costs compared with other indicators, such as evolution of turn-

over, number of employees, overall budget, etc.
◾◾ Breakdown of expenses among other business or geographic units
◾◾ Distribution of expenses by service provided (IS, business continuity, security 

operations, physical security, identity and access management [IAM], etc.)

There follow some examples of presenting these different elements.

1. Breakdown of costs by category 

Direct security costs are generated by the activities of the security teams. They 
can be broken down into labor, overhead, and amortization or depreciation. Indirect 
costs are costs attributed to security but not generated directly by security team 
activities. Examples are IT operations related to security (projects, infrastructure, 
and operations), human resources (HR) services, corporate functions, or general 
services. These costs are often underestimated or neglected in companies precisely 
because of the absence of accounting methods to highlight them. However, they 
sometimes represent important figures. It often happens that 100 percent of the 
indirect costs are out of the CISO’ s control, because they are generated by other 
units and attributed to security.

An example of security cost distribution is presented in Figure  10.7. There 
are different ways of allocating costs, but existing standards used for other busi-
ness units in the company should be used as much as possible. Depending on the 
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purpose of the report, different levels of detail can also be presented. We could 
thus detail all the costs of different categories; for example, labor could be broken 
down into costs related to employee salaries and consultant fees, IT service-related 
expenses to the project costs of setting up controls or security infrastructure costs, 
etc. This breakdown will not be discussed in more details because it depends on the 
context of each organization.

2. Evolution of costs over several periods 

Monitoring security cost trends makes it easier to analyze them and correlate 
them with other business costs. An explanation should be provided for each signifi-
cant variation. The example in Figure  10.8 shows an increase in depreciation due 
probably to the implementation of an important security infrastructure.

Total costs 
(TCO)

Direct costs

Indirect costs

Labor

Overhead

Amortization

IT services

Corporate 
services

Figure  10.7  Example of breakdown of security costs. 
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Figure  10.8  Evolution of direct costs. 
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3. Evolution of security costs compared with other indicators 

It is often very instructive to compare the progression of security costs with that 
of other categories of financial costs. For example, Figure  10.9 shows the relative 
progress of the security budget compared with the IT budget.

4. Reallocations of security costs to other business units 

A cost allocation key can be applied to reallocate security costs to other busi-
ness units (Figure  10.10). Various cost drivers exist to establish these reallocation 
keys: for example, the number of employees or number of workstations, possibly 
weighted by the criterion of security service “ consumption level,”  etc.

EXAMPLE

If the HR and General Services departments have the same number of 
employees, the security services cost allocation keys might not be the same 
for both entities. Since HR is a greater “ consumer”  of security services (data 
protection, encryption, support, etc.), its consumption could be accounted 
using a higher weighting coefficient.

5. Cost allocation by service 

Security costs can also be allocated by services provided, such as support for 
business initiatives, infrastructure security, IAM, business continuity, support, etc. 
By subdividing all the security services into functional areas and offering the same 
basic KPIs for the management of cost allocations, it is possible to know the cost 
of each security service. This can be interesting in the case of outsourcing certain 
services (e.g. security as a service [SecaaS], access management, etc.). The earlier 
reporting examples could thus be transposed unchanged to allocation of costs by 
IS service.

YY-1Y-2Y-3

IT budget

Security budget

Figure  10.9  Security versus IT budget progression. 
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The presentation of security costs is quite relevant even if they cannot always be 
linked to the “ benefits.”  The notion of added value is extremely important, but as 
noted earlier, this value is perceived through risk treatments and support for strate-
gic initiatives. Management knows what security brings but does not always know 
what is included in its costs. Such a cost accounting can bring relevant answers.

Prerequisite

To be able to present real costs, cost accounting data for the security services is 
needed. With minor adaptations, companies that practice cost accounting will have 
no problem in providing these data and reports for the needs of security governance.

10.2.8  Security Objectives

The different reporting elements or strategic indicators mentioned earlier will enable 
the board of directors and management to assess the general evolution of IS and set 
objectives for the next period. This is not a review of the program, strategy, or risk man-
agement, but rather, an adjustment of all the activities following the oversight exercise.

One of the main tools for revising and setting new objectives is the IS balanced 
scorecard (BSC), as presented in Chapter 9: Security Metrics. Its use in the context 
of oversight is particularly recommended due to the strategic and holistic aspect 
of the objectives mentioned therein. Based on what was stated earlier, such a BSC 
could be presented as in Figure  10.11. Objectives and metrics to measure progress 
will be established at the end of the reporting session and will serve as a guide for 
adaptations in all areas of IS management.
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Figure  10.10  Security reallocation cost key to internal service consumers. 
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Prerequisite

Measurement of progress toward objectives established in the form of a BSC. All 
security report items previously presented.

10.3 � Dashboard
Dashboards are often confused with reports, and it is important to distinguish 
between the two approaches. Reporting, with its elements as described earlier, is the 
process of reviewing management practices, while a dashboard is primarily a real-
time monitoring tool for certain events or metrics. Both approaches are comple-
mentary. A dashboard is often consulted to track operational events, while a report 
is prepared for review purposes at defined frequencies.

A security dashboard can be made up of various indicators, facilitating the 
monitoring of the security system. It might include

Perspective Objective Metrics
Finance Review how technical costs are attributed to 

the IS.

Establish a breakdown of security costs per 
service.

Master the gap between the budget and 
actual expenditures.

Cost reporting.

Costs per security service.

Security costs.

Operations "Very high" risks must be reduced within 6 
months.

Decrease the number of exceptions and / or 
special permissions for mobile workers by 
50%.

Reduce the time to resolve audit findings. 
Delays of more than 3 months should not 
exceed 10% of the findings.

Progression in risk mitigation.

Number of exceptions allowed per 
year for mobile users.

No of delays > 3 months/No findings.

Client Reduce delays in projects supporting business 
initiatives

Review the security strategy for better 
alignment with business needs.

Progress of the projects.

Security strategy validated by the 
business units committee.

Evolution Educate all employees about data protection.

Define the security policy adaptation plan for 
business units.

Rate of participation in awareness 
sessions.

Result of the survey of business lines 
on the adequacy of the regulatory 
framework.

Figure  10.11  Example of a balanced scorecard  for IS. 
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◾◾ Project progress
◾◾ Evolution of incidents
◾◾ Follow-up of breaches of internal regulations
◾◾ Statistics or indicators on access rights
◾◾ Distribution of workloads by IS service (operations, projects, support, 

investigations, studies, etc.)
◾◾ Internal or external events or incidents that may impact risk assessment
◾◾ Number of investigations or forensic analyses
◾◾ Follow-up awareness sessions
◾◾ Follow-up of security control tests according to a pre-established plan
◾◾ Trends in threat monitoring

A dashboard is an aggregation of the indicators, generally on one or two 
pages, intended for the CISO or committees in charge of supervising the secu-
rity program. Many examples of dashboards exist in the literature, and it is 
not our goal to develop them further. An example of a dashboard is shown in 
Figure  10.12.
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Figure  10.12  Example of security dashboard. 
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10.4 � Conclusion
The security reporting process meets the governing bodies’  security oversight needs. 
It also serves as a communication tool and reinforces the security culture among 
all the stakeholders. The few high-level indicators presented in this chapter convey 
overall information on the state of security and the management of the program. 
These indicators are based on metrics as developed in Chapter 9. Unlike reports, 
dashboards are used as tools to monitor operations. The two approaches are comple-
mentary, and companies can use them interchangeably, as long as they provide the 
necessary elements for decision-making on the evolution of the security program. 
However, their content must be previously accepted by the boards of directors and 
management, since they will become a governance tool. The method of security 
reporting must not deviate from established company standards for other business 
units. It must be integrated into the culture and provide relevant information to 
ensure adequate governance.
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Chapter 11

Asset Management

Effective protection or adequate security is not possible without knowing precisely 
the objects or values to be protected. The standards and many authors mention 
the fact that developing an inventory of assets is the first thing to do in the con-
text of an information security management system (ISMS). This is indeed impor-
tant, although companies without an inventory often have a protection system in 
place. This is not recommended, of course, for reasons that we will see later. Good 
governance requires formal asset management, because it optimizes the protection 
system. The risk management process is based on threats and the vulnerabilities of 
corporate assets. Knowing the value of the assets and deciding how to protect them 
are essential prerequisites for risk assessment and treatment. Policies and standards 
should refer to asset classes of confidentiality and sensitivity and specify the rules 
that must be applied for their protection in different contexts.

Asset management needs one essential tool, and that is an inventory of assets. In 
many minds, this inventory is a costly and resource-intensive bogeyman of signifi-
cant proportions. It should therefore be pragmatically constructed to add value to 
the business and security processes. It is also important to distinguish an inventory 
of IT infrastructure or components from an inventory of assets to be protected. As 
with risk management, a pragmatic approach is needed to focus on the essentials.

This chapter provides answers to these key questions:

◾◾ What is an information asset?
◾◾ Why is it important to manage assets?
◾◾ What is an inventory of assets, and what is it used for?

Information Security Governance: Framework and Toolset
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Asset Management

What is an information asset? Why is it important to manage assets? 

11.1 � Information Asset Management
According to the standard ISO 55000— Asset management, an asset is an “ item, thing or 
entity that has potential or actual value to an organization.” (©ISO Adapted from ISO/
IEC 55000:2014 with permission of the American National Standard Institute (ANSI) 
on behalf of the International Organization for Standardization. All rights reserved.) 
From the viewpoint of information security (IS) governance, an asset is any information 
or means of accessing this information that the company possesses and that has value. 
Informational assets can exist in various forms, such as electronic data, communicated 
information, media on which the information resides (database, files, server, or mobile 
devices), the applications by which they become accessible, or the networks through 
which they transit. These different means should also be considered assets. Information 
must therefore be protected as content along with its medium or means of access as a 
container. This is, indeed, what IS has always done, with more or less focus on or distinc-
tion between categories or different types of assets. To better understand a company’ s 
different information assets, we can start by classifying them into categories. Without 
pretending to be exhaustive, we can distinguish the following categories:

◾◾ Data on all media (database, paper, office file, etc.)
◾◾ Applications or software (developed internally or acquired)
◾◾ Hardware and equipment (laptops, servers, mobile devices, USB)
◾◾ Network as a support for information flows
◾◾ Infrastructure (as a means for information availability)
◾◾ People (knowledge of employees and third parties)

All the standards in the field of IS offer recommendations concerning asset 
management. The International Organization for Standardization (ISO) 27001/2 
standards refer to it in their control objectives and controls. For example, part A.8 
Asset Management encompasses the following control objectives and controls:

Responsibility for assets  (A.8.1), which objective is “ To identify organizational 
assets and define appropriate protection responsibilities”  with specific controls:

◾◾ Inventory of assets (A.8.1.1)
◾◾ Ownership (A.8.1.2)
◾◾ Acceptable use of assets (A.8.1.3) 
◾◾ Return of assets (A.8.1.4)

Information classification  (A.8.2), which objective is “ To ensure that informa-
tion receives an appropriate level of protection in accordance with its importance to 
the organization”  with specific controls:

◾◾ Classification of information (A.8.2.1)
◾◾ Labelling of information (A.8.2.2) 
◾◾ Handling of assets (A.8.2.3)



﻿Asset Management  ◾  219

Media handling  (A.8.3), which objective is “ To prevent unauthorized disclo-
sure, modification, removal or destruction of information stored on media”  with 
specific controls:

◾◾ Management of removable media (A.8.3.1)
◾◾ Disposal of media (A.8.3.2) 
◾◾ Physical media transfer (A.8.3.3)

ISO has also published three other standards that set down the principles and 
best practices in the field of asset management in a much broader context. These are

◾◾ ISO 55000:2014 Asset management— Overview, principles and terminology
◾◾ ISO 55001:2014 Asset management— Management Systems— Requirements
◾◾ ISO 55002:2014 Guidelines for the application of ISO 55001

The risk management process as proposed by the ISO 31000 and 27005 stan-
dards recommends starting from assets and then identifying the threats and the 
vulnerabilities that can be exploited by these threats, so as to arrive at the risks and 
the controls that the company should implement to mitigate them. Other chapters 
of the standards, especially those relating to policies, refer to company assets to 
define the rules of their use, responsibilities, risk appetites, handling principles, and 
protective measures.

Asset management is becoming increasingly important in the current environment, 
not only because regulations require it but also because of the imperatives of paradigm 
shifts in the protection approach. The necessity of making data available outside of 
company boundaries implies that modern protection systems should be implemented 
closer to the data to protect them in all circumstances while remaining flexible enough 
and adaptable to the changing needs of the business. Network partitioning, honeypots, 
and similar techniques for attack isolation are only a sample of the measures that are 
being used in modern protection systems (Figure  11.1). A security system based solely 

Asset

Enterprise
perimeter

Asset

Asset

Figure  11.1   Close protection of assets.
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on perimeter protection is no longer feasible. If a company carries out different busi-
nesses with segregated security policies, as discussed in Chapter 5, it is a safe bet that risk 
appetites and the required protection standards will also be differentiated. Under these 
circumstances, different security strategies cannot be implemented without knowing 
exactly what assets to protect, how they are classified, and in what context they are used.

Very often, organizations adapt their security policies without a feasibility 
study or expanding their knowledge of the assets and the real needs of protec-
tion. Assets are often not classified according to their criticality and confidentiality, 
which makes the task of developing security policies even more haphazard. This 
practice can lead to policy mismatches and potentially counterproductive effects. 
Understanding data is not just about identification and inventorying. To develop 
applicable policies, organizations need to know their data life cycle, including how 
they are created, what flows and processes they are involved in, where they are 
stored, and how they are destroyed. These analyses often prove incomplete, in par-
ticular because of a lack of clearly defined responsibilities in regard to them.

Among all the recommendations for asset protection that can be found in dif-
ferent standards and professional literature, three concepts are essential and deserve 
to be highlighted. These are asset classification, policies and standards for asset pro-
tection, and asset accountability. The following explanations in connection with 
these three concepts are intended to facilitate an understanding of certain pragmatic 
practices in the context of the governance and management of information assets.

11.1.1 � Asset Classification

We have repeatedly mentioned the importance of classifying data and other com-
pany values according to different criteria. In terms of security, this means estab-
lishing different classes of asset confidentiality and criticality. Confidentiality 
classes are used to define the different categories of asset visibility or accessibility, 
while criticality classes mainly concern their availability and integrity. There is, in 
general, no direct correlation between the different classes of assets. “ Highly confi-
dential”  data might not be considered “ highly critical”  and vice versa.

EXAMPLE

A client’ s file, as a record containing all of their personal data, is considered 
highly confidential in a banking institution, while it might not be very criti-
cal (available at any time), because current operations are often performed 
with identifiers or client numbers unrelated to their personal data. On the 
other hand, application servers or stock trading applications as well as data 
on exchange rates or transactions with third parties will be considered critical 
for operations, even if they are not very sensitive.
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The number of classification levels a company needs depends not only on the 
objective criteria of the level of confidentiality, availability, integrity, legal and regu-
latory requirements, or value for the company, but also on the ability or willingness 
of the company to apply differentiated protections according to the class and type 
of asset. Asset classification must also reflect the company’ s willingness and ability 
to protect them in a differentiated manner according to risk appetite. If there is no 
need to protect “ sensitive”  and “ very sensitive”  data differently, then there is no 
need to maintain these two classes of confidentiality. One is enough.

11.1.2 � Asset Protection Standards

Protective measures should be defined for each asset class and according to the 
context of asset use. For example, it is important to specify the context and need 
regarding when applications that are considered confidential can be used, or how 
and for which need removable media can be used. It is recommended to use stan-
dards such as ISO 27001/2 as an inventory of potentially applicable controls when 
setting policies and asset protection standards. The different recommendations that 
standards propose in this area can generally be grouped into five categories: data 
hiding, access control, disposal of assets, supervision, and availability and integrity 
assurance.

	 1.	Data hiding : Data hiding techniques are used to make data unusable in 
the case of loss or theft. They include encryption or denaturing tech-
niques that devalue the data, prevent their use by unauthorized persons, 
and protect the company against penalties or complaints that could 
ensue in the event of major incidents. The management and protection 
of encryption keys are vital here and must be supervised very closely by 
security officer.

		  The ISO 27001/2 control objectives and controls that apply directly to 
this protection category are Cryptography (A.10), Policy of the use of crypto-
graphic controls (A.10.1.1), and Key management (A.10.1.2).

	 2.	Access control : Policies, standards, and techniques for managing access rights 
are intended to limit the exposure of assets solely to those who need to access 
them in the performance of their duties. In this way, the company prevents 
unauthorized access and reduces the likelihood of threats by malicious 
persons.

		  The ISO 27001/2 control objectives that apply directly to this protec-
tion category are Information security policies (A.5), Access control (A.9), 
Business requirements of access control (A.9.1), User access management 
(A.9.2), User responsibilities (A.9.3), System and application access control 
(A.9.4), Secure areas (A.11.1), and Network security management (A.13.1).
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	 3.	Disposal of assets : Companies must have deletion policies for data that are 
no longer needed for operations and for legal archiving. These measures 
aim to limit the area exposed to incidents and reduce complaints and legal 
accountability.

		  The ISO 27001/2 control objectives that apply directly to this protection 
category are Information security policies (A.5), Disposal of media (A.8.3), 
Secure disposal or reuse of equipment (A.11.2.7), Return of assets (A.8.1.4), 
and Management of removable media (A.8.3.1).

	 4.	Supervision : Asset use must be subject to regular supervision to identify inap-
propriate patterns of use. Specific measures in this area include monitoring, 
logging, log correlations, alerting, and protecting log information. The use of 
confidential assets by authorized persons may also be subject to supervision.

		  The ISO 27001/2 control objectives that apply directly to this protection 
category are Information security policies (A.5), Logging and monitoring 
(A.12.4), Control of operational software (A.12.5), and Incident management 
(A.16).

	 5.	Availability and integrity assurance : Company assets must be available and free 
from defects to ensure the smooth running of business operations. Specific 
measures in this area include backups (of data and software), availability 
of infrastructure, disaster recovery, business continuity, and availability of 
premises. Recovery techniques after incidents belong to this category.

		  The ISO 27001/2 control objectives that apply directly to this protec-
tion category are Information security policies (A.5), Equipment (A.11.2), 
Backups (A.12.3), Network security management (A.13.1), Information 
security aspects of business continuity management (A.17), and Information 
backup (A.12.3.1).

The internal regulatory framework must therefore define the standards or 
protection rules to be applied according to the classification of the assets and the 
contexts of their use. Different methods can be adopted to present and docu-
ment these standards. The following is an approach that could be appropriate 
for most businesses. Let us suppose that a company has defined three privacy 
classes:

	 1.	Confidential : Accessible only to certain persons in the organization
	 2.	Internal use : Accessible to all employees
	 3.	Public : Publicly accessible

Table  11.1 shows an example (excerpt) of presenting the rules or protection 
standards by type of asset and class of confidentiality. The boxes at the intersection 
of asset type and classification may contain protection rules or references to the 
same rules documented elsewhere. These rules (standards) must take into account 
the context of asset use and propose protective measures to be applied.
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EXAMPLE

Based on the presentation proposed in Table  11.1, the confidentiality rules 
for office documents (column B) can be summarized as follows (simplified):

Rule B.1: Office documents classified as “ confidential”  must be systemati-
cally encrypted or filed in protected folders. They cannot be consulted 
while outside the company.

Rule B.2: Documents for internal use cannot be communicated externally. 
They must be kept within the company, in a document library system 
provided for this purpose. They can be consulted outside the company.

Rule B.3: Public documents must not contain information that is for internal 
use or confidential. The content should have no mention of the company.

Internal policies must clearly establish asset classification criteria based on their 
characteristics or context of use. For example, office documents that contain confi-
dential data must be considered confidential, computer servers are classified accord-
ing to the classification of their hosted databases, and applications are classified 
according to the class of data processed.

11.1.3 � Roles and Responsibilities in Asset Management

Formal responsibility for assets is a guarantee of good risk management and adequate 
controls set in accordance with the risk appetites and measures recommended in the 
policies. We are talking here about functional responsibility as opposed to technical 
or administrative responsibility such as database administrators (DBAs) or applica-
tion support. The functional manager of an asset is more concerned with the quality 
and proper use of the asset in business processes than with technical questions. Data 
owners or application owners have semantic knowledge of the assets and are the 
privileged interlocutors of architects and information technology (IT) developers.

Table  11.1   Rules or Protection Standards for Assets Depending on Their 
Classification

Type of Asset Application
Office 

Document Database
Removable 

Media

Class A B C D

Confidential 1 Rule A.1 Rule B.1 Rule C.1 Rule D.1

Internal use 2 Rule A.2 Rule B.2 Rule C.2 Rule D.2

Public 3 N/A Rule B.3 N/A N/A
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EXAMPLE

IT servers host databases and applications. In many data centers, the “ server”  
asset is under the responsibility of system engineers whose primary concern is 
to ensure its availability along with the underlying applications and databases. 
The responsibility for the confidentiality and integrity (quality) of data and 
applications is often not well defined. DBAs or application developers cannot 
be considered the “ owners”  of these respective assets. They often ignore the 
semantics of hosted data as well as the functional aspects of the applications. 
The ownership for these assets must be defined by the business or the persons 
who use them for the needs of their operations. These functional manag-
ers must be consulted in all change projects concerning their assets (such as 
server virtualization, patches, application tests, or outsourcing).

Many companies have put in place or are evaluating the possibility of establishing 
a central data accountability function. The objective is to ensure that data are super-
vised and their use is controlled in the context of IT architectures, and to ensure the 
adequacy of policies and controls. No commonly accepted name or well-defined spec-
ifications exist for this type of profile, but it may be a chief data officer (CDO), data 
protection officer (DPO), data architect, or some other. When these responsibilities 
are assigned, it must be ensured that the person in charge has sufficient authority and 
independence to perform their duties. Such a profile can provide expertise and assist 
chief information security officers (CISOs), governing bodies, and business executives 
in the more effective management of assets and the security program.

An inventory is one of the main tools in asset management. The next section 
will present some recommendations, methods, and tools for establishing and using 
an asset inventory.

What is an inventory of assets, and what is it used for? 

11.2 � Asset Inventory
Let us say straightaway: a security program may exist even if the assets to be pro-
tected have not been formally identified. In other words, companies do not wait 
to identify and formally record their assets before setting up protection systems. 
Business leaders know implicitly what values to protect and have put controls in 
place. Hospital administrators know that patient data are confidential and must be 
protected, industrialists know that manufacturing secrets are valuable, and bankers 
know that client records and their reputation must be protected. Why, then, worry 
about identifying company assets, and why develop an inventory?
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The answer is simple. Without a formal inventory of assets classified according 
to the degree of sensitivity (confidentiality), criticality, and other criteria, a com-
pany will not be able to optimize its protection system. A security program without 
an asset inventory will be either too expensive or ineffective. Without knowing 
exactly what assets to protect, where they are, and how they are used, protection 
will not be targeted and therefore not optimized. Such a system will be either very 
restrictive and expensive, since it is supposed to apply maximum protection to all 
the assets, or inefficient, since it is unsuitable to protect very sensitive assets that 
deserve high protection. It cannot be adapted to the economic models and techno-
logical challenges of today.

EXAMPLE

Grouping or virtualizing application servers of different criticality classes on 
the same physical servers does not facilitate the implementation of a differen-
tiated availability strategy. The disaster recovery plan (DRP) will not be able 
to provide the operational recovery of key critical processes and applications 
as a priority. Recovery will be slowed down, as it will apply to the entire 
infrastructure, which could result in weakening of the company’ s resilience 
system.

An asset inventory or asset register is a list of all assets, as defined earlier, that 
have value for the organization and deserve protection. It contains the necessary 
information concerning each asset, facilitating risk management and the choice of 
mitigation measures. Volumetric data and statistics that can be derived from the 
contents of such an inventory also facilitate decision-making on the controls to be 
applied. An inventory also makes it possible to clearly establish responsibilities in 
asset protection and management and to meet regulatory requirements. The differ-
ent technical formats of asset inventories will not be developed here, because they 
are unimportant from the governance viewpoint. Nevertheless, the concepts that 
will be mentioned may be useful in inventory compilation projects.

None of the standards specifies which attributes should accompany the assets 
in an inventory, since the diversity of the attributes depends on how the company 
wants to use them. However, if we refer to what has just been said and bear in mind 
the recommendations of the standards, the essential attributes could be listed as 
follows:

◾◾ Unique identifier of the asset
◾◾ Name of the asset
◾◾ Description
◾◾ Category or type— to be defined internally
◾◾ Confidentiality class
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◾◾ Criticality class
◾◾ Owner or accountable (person or department)
◾◾ Personal data (Y/N)
◾◾ Other sensitive data (Y/N)— to be defined
◾◾ Location
◾◾ Used by third party (Y/N)
◾◾ References to other related assets— dependency links (e.g. application linked 

to a server or database)
◾◾ Referencing business units and processes that use the asset

The notion of the owner of an asset is essential. Indeed, the person or unit 
that is responsible for it is also responsible for the attributes and maintaining the 
information contained in the inventory. This owner should also be responsible for 
updating the inventory and for the use of the assets under their responsibility. To be 
able to decide which classification to assign to an asset, the asset owner can produce 
exhaustive lists of examples (e.g. provide a list of personal data such as last name, 
first name, address, etc.) as well as classification rules. The classification assigned 
to an asset may vary depending on different criteria, such as the context, and may 
be time related. For example, an internal document containing a strategic decision 
may be classified as “ confidential”  until the decision is communicated, in which 
case it could be moved to the “ limited access”  category.

How should an asset inventory be compiled? 

Compiling an inventory of assets is not an easy task. There are no predefined 
standards or templates for the content or universally recognized tools or methods 
for its development. The very evocation of the term inventory  or register  causes reac-
tions ranging from “ useless”  to “ indispensable”  according to organization maturity. 
However, in the current state of evolution of threats and regulatory frameworks, 
the question is no longer whether or not an inventory is needed but rather, how to 
elaborate it in a pragmatic way, so that the security program and security gover-
nance can make the most of it. It is very likely that most organizations already have 
the basic elements of an inventory or rudimentary formats in the form of applica-
tion lists or IT components.

Many automated tools, called ITAM (IT Asset Management), assess all the 
infrastructure assets (hardware, software, and databases) for configuration or 
licensing purposes. These solutions have the advantage of being very exhaustive in 
the establishment of inventories of the IT infrastructure. However, they often do 
not provide information on classifications, responsibilities, and the use of assets in 
business operations. These infrastructure inventories, also known as configuration 
management databases (CMDBs), could be used as a starting point for extrac-
tions to build an inventory of higher-level IS assets and then be completed by the 
attributes mentioned earlier. Asset inventories could also be compiled in a very 
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pragmatic way as lists to be filled in by hand progressively as assets are identified, 
assigned to someone’ s responsibility, and given a classification.

Many companies offer tools for mapping data, applications, or other resources 
used in business operations. These are often solutions to satisfy the need for com-
pliance in relation to data protection regulations. Questionnaires are sent to unit 
managers with the objective of recording all the assets used in their operations. The 
outcome of this census method is a data mapping (personal or confidential) across 
different company processes. It will then be used not only to identify the assets 
but, especially, to understand their use, which will facilitate risk analysis and the 
implementation of adequate protection.

Many advantages can be mentioned concerning this approach compared with tra-
ditional inventories based on the systematic inventory of IT infrastructure. A CMDB 
contains a lot of technical information about the infrastructure, the network, and data 
repositories. This is a snapshot that does not give the origin of the data, their actual use, 
and especially, the risks associated with their use by different business units.

EXAMPLE

Email addresses contained in a customer relationship management (CRM) 
used for customer tracking could also be used by the marketing department. 
A classical and static inventory of assets such as a CMDB will reference the 
CRM database but will not be able to classify it automatically or highlight 
the use of its data by other business units.

Personal data protection regulations or the principles of data privacy increas-
ingly require companies to demonstrate their ability to control flows of sensitive 
data. The establishment of personal data mapping will have the benefit of meeting 
this requirement while also enabling a more accurate privacy impact assessment 
(PIA) and risk analysis related to the processing of personal data. It will also help to 
understand the data life cycle: how data are collected, from which sources, which 
operations are dependent on them, where they are temporarily stored, which busi-
ness roles have access to them, what systems and applications use them, where they 
are deposited, and how they are destroyed.

EXAMPLE

Article 30 of the European General Data Protection Regulation (GDPR) 
requires companies to establish “ records of processing activities”  to under-
stand how personal data are actually processed. The goal is to be able to 
answer the questions “ Why are these personal data collected?”  and “ What 
processes need these data?” 
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This data mapping can be considered an inventory of applications or processes that 
use confidential or personal data with attributes such as name of the process, assets 
(application) used, data collected and processed, and reason or justification for use. This 
will then answer questions about “ how”  and “ why”  the assets of the company are used.

What is the purpose of an inventory? 

Table  11.2 shows an example of how applications (as assets) are used as part of 
the processes in different business units. Each business function can be subdivided 
into several processes that are supported by different applications and used in dif-
ferent business units. An application can be used in several processes (e.g. enterprise 
resource planning [ERP]).

The information used to build this mapping can come from an asset inventory 
as long as the attributes of the applications contain a reference to the processes and 
business units that use them. This mapping of applications highlights, for example, 
the fact that the HR process uses the A3 application in all the business units. If this 
application is classified as “ confidential,”  then it is necessary to review the criteria of 
its use and in particular, the adequacy of the protections associated with it (such as 
access rights or encryption of the underlying databases). The inventory should also 
contain the dependency links between the assets, making it possible to understand 
which assets are bound together (application, database, and server) and thus facili-
tate the analysis of risks or regulation impacts (Figure  11.2).

An inventory can also be used to track the current level of asset protection. If 
the policies and standards specify which controls should be applied to the assets 
according to their classification (see earlier), then we can qualify each asset in the 
inventory by its level of compliance with these rules. This makes it possible to 
better analyze the risks associated with assets considered insufficiently protected 
or not benefiting from adequate protection according to the requirements of the 
internal regulatory framework. The example in Figure  11.3 shows the positioning 
of insufficiently protected assets according to their classification and volume of use 
(frequency or number of users). This facilitates decision-making by the govern-
ing bodies or prioritization committees regarding the introduction of corrective 
measures. Risks related to insufficiently protected assets that are widely used and 
classified as confidential should be treated as a priority.

Many other examples of the use of asset inventories can be cited. Company govern-
ing bodies and management should be well aware of the benefit that security program 
management can gain from an inventory of information assets. They should thus 
sponsor and encourage the efforts of security managers to compile them. Ignorance 
of the benefits of such a tool is often behind the reluctance to grant the necessary 
budgets for their development, which in turn weakens the protection system, prevents 
the optimization of controls, and ultimately increases risks and security-related costs.
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 Table  11.2   Example of Asset (Applications)/Process Mapping

Function Process
Business 
Unit 1

Business 
Unit 2

Business 
Unit 3 ...

Business 
Unit n

Production Purchase A1

Controlling A1

Stock mgmt A1

A2

Production A2 A2

A2

Corporate 
functions

HR A3 A3 A3 A3 A3

A3

Risk A4 A4 A4 A4 A4

Finance A2

A2

A2 A2

Legal & 
Compliance

A4 A4

A4 A4

Relationship 
mgmt

CRM A5 A5 A5

Suppliers A5 A5

Support A5

A6 A6 A6 A6 A6

Contracts A2

Sales Marketing A5

A5

Sales A5 A5

Etc.
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11.3 � Conclusion
The information asset management process encompasses a series of core activities 
in the management and governance of the security program. It may be considered 
a prerequisite for risk management and the establishment of security controls. This 
is particularly true in the current context, where the exchange of data, often confi-
dential, goes beyond company borders or is part of new business models. An asset 
inventory is one of the essential tools to answer questions asked by every governing 
body about the use and protection of a company’ s main values.

This chapter provided some insight into how to effectively and pragmatically 
manage a company’ s information assets. The identification of assets and their clas-
sification by confidentiality and criticality makes it possible to compile an inven-
tory that will quickly become an invaluable tool and source for risk analysis and 
impact analysis and a reference for all the stakeholders, from operations to govern-
ing bodies and auditors. Several inventory tools and methods are available on the 
market. It is important, however, to clearly define and keep in mind the objectives 
that this inventory should help to achieve. This is a prerequisite for its acceptance 
and effective use in the long term.

Asset … Class …
Link 

reference
Application A Confidential
…
Server S Confidential
…
Database DB Confidential

Asset inventory

Figure  11.2   Reference links between assets.
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Figure  11.3   Example of distribution of inadequately protected assets.
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Chapter 12

Compliance

Every company operates within a legal and regulatory framework, and compli-
ance with this framework is a major concern for company officials. It is a gener-
ally accepted fact that regulatory pressure has been increasing lately for different 
reasons and weighs more and more heavily on company budgets. Large businesses 
have entire teams in charge of compliance working in close collaboration with legal 
services. So, what does this have to do with the governance of information security 
(IS) where controls protect company assets and, as such, meet the governing bod-
ies’  needs? There are many reasons why information technology (IT) and IS are 
affected by the legal and regulatory framework.

Personal data flows through multiple channels. New business models are often 
based on the collection and exploitation of personal data, which could harm many 
companies. Some of them are not even aware that such practices are no longer tol-
erated. Laws have been passed, and people are increasingly hostile toward the mis-
use of their personal data. Company compliance and privacy teams are therefore 
concerned about the need to ensure the responsible use of data entrusted to them.

IT or automated data processing is an area that has been strongly impacted by 
recent regulatory changes, particularly regarding data protection, processing, and 
archiving. Compliance often requires an adaptation of data processing procedures, 
and this primarily affects IT and IS.

We will not list all the regulations that impact IS in different countries, which 
is beyond the scope of this book. References to these regulations can be found in 
other works. Our goal is to present the concepts and tools to manage and govern IS 
compliance that can be applied to any regulation in any company.

Information Security Governance: Framework and Toolset
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Compliance

This chapter provides answers to these key questions:

◾◾ What is a legal and regulatory framework?
◾◾ What are the different categories of external regulations that apply to security?
◾◾ How can IS compliance be managed?

What is meant by a legal and regulatory framework? 

12.1 � Legal and Regulatory Framework
Companies are often ignorant or misinformed about the external regulations that apply 
to their industry and especially those related to security in the countries in which they 
operate. Working in several legal frameworks in Europe, Asia, or the U.S. multiplies 
questions regarding the laws that apply. If we add the fact that the different countries of 
the European Union have their own regulations besides those that apply in the Union, 
the spectrum of different law enforcement options increases even further. In some cases, 
European laws or regulations only present the foundation on which the laws or regu-
lations of the member countries are based. It is often difficult to interpret these local 
regulations, which may be stricter, because of a certain ambiguity due to their rather 
descriptive nature. This causes uncertainties as to how they are to be applied. Terms 
such as sufficient protection  or abusive treatment  are indeed common and compound the 
difficulties already present in the interpretation of different regulations.

Relying on lawyers or specialized consultants is a current practice, if only to be 
able to decide which law or regulation applies in which circumstances. The differ-
ent categories of documents (in European legislation, for example) do not facilitate 
their understanding. Thus, very often, “ directives”  impose objectives on member 
countries without specifying how to achieve them, while “ regulations”  give more 
specific instructions. Furthermore, directives cannot replace local laws. This inter-
weaving with multifarious relationships between different laws and regulations is 
an example of the difficulties that companies face when managing compliance in 
general. This situation is not only complicated in the European Union but applies 
to all companies that operate across borders.

Before developing the subject of managing the compliance program, let us 
point out the different categories of regulations that are part of the legal and regu-
latory framework.

The term legal framework  refers to the laws that are applicable to a business. These 
laws can be general (such as codes or even constitutions) or specific for a sector of 
activity (such as laws on banks or the financial sector, labor law, etc.). A multinational 
company must respect all the laws of the different countries in which it operates.

Regulatory framework  refers to all the guidelines and circulars of a business sec-
tor (e.g. regulations for financial institutions, the medical sector, transportation, 
etc.). This term also includes the internal regulatory framework as developed in 
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Chapter  5. External regulations are very often issued by the regulatory bodies of 
the sectors of activity. They are not considered laws but can be very restrictive and 
have significant repercussions for business processes.

The term normative framework  may refer to standards and good practices com-
monly accepted by professional communities. Not as binding as laws, they are used 
as a reference of quality in the business context. The overall economic sector of a 
country often imposes rules of behavior that must be respected. The standards for 
IS mentioned throughout this book all belong to this category.

Employee knowledge of the legal and regulatory framework not only protects a 
company against possible sanctions; it also allows employees to better understand 
the constraints related to their daily activities. The measures taken to protect per-
sonal data, for example, must be understood in the broader context of the legal 
framework, not just in relation to internal regulations. It is therefore essential to 
have an internal reference system or develop an awareness program regarding the 
external legal and regulatory framework that applies to the organization. This ref-
erencing and explanation of the legal and regulatory framework can take different 
forms, e.g. posting excerpts or references on the intranet, adapting internal regu-
lations for external references, or organizing awareness sessions on the legal and 
regulatory framework. Employees might then be required to be as familiar with 
this as they are with internal regulations.

What are the different categories of external regulations that apply to security? 

12.2 � Categories of External Regulations Impacting Security
Many laws and regulations include articles that impact IS. We cannot analyze them 
all, but it is possible to classify them in different categories that are potentially valid 
in many legal frameworks. There is no universally accepted classification, but fol-
lowing is a tentative list:

◾◾ Data protection
◾◾ Electronic signature
◾◾ Preservation and archiving
◾◾ Labor law
◾◾ Operational risk management regulations
◾◾ Common law
◾◾ Consumer rights
◾◾ Sectoral regulations

Data protection  encompasses all regulations related to data protection issues and 
especially the protection of personal data (data privacy). To take one example, the 
European General Data Protection Regulation (GDPR) regulates the processing 



234  ◾  Information Security Governance: Framework and Toolset﻿

of personal data of European citizens. According to this regulation, all companies 
processing the data of European citizens or operating in the Union must respect 
the principles set out therein. Different countries also have similar regulations or 
laws, such as the Personal Data (Privacy) Ordinance in Hong Kong, the Personal 
Information Protection and Electronic Documents Act (PIPEDA) in Canada, or 
the Federal Act on Data Protection (FADP) in Switzerland. This category includes 
all the laws aimed at protecting the privacy and rights of persons as guaranteed by 
constitutions.

Personal data protection regulations protect the rights of those who are the 
subject of data processing, be they physical or legal persons. In short, they aim to 
institute the following principles (excerpt):

◾◾ All data processing must be lawful in accordance with the principles of 
proportionality.

◾◾ Data can only be processed for a specific purpose and as provided by law.
◾◾ A person must be aware of the collection and purpose of the processing that 

is done to their data.
◾◾ Consent must be given (and can be revoked) by the person concerned.

IS and IT are directly affected by this category of laws, as they must ensure the 
proper processing of data, protection against leakage, unexpected changes, and 
unauthorized data processing. Some laws have relatively technical requirements 
to ensure compliance with these protection principles, especially with regard to 
prohibiting access to unauthorized persons, transfer, communication, use, logging, 
etc. If the processing of personal data is outsourced to a third party, then it must 
be performed according to the same regulatory constraints as if it were executed by 
the process owner. This transfer can be made only if the persons, whose data are 
part of this outsourcing, have given their explicit consent, and provided that no 
other regulation prohibits it. Other requirements may exist such as, for example, 
the right of access of individuals to their personal data. The requirement of pri-
vacy by design  in many regulations, stipulating that the protection of personal data 
must be embedded in the system, has a direct impact on software development. 
Organizational requirements could also be present concerning the functions of 
data processors, data controllers, data owners, governing bodies, or the data protec-
tion officer (DPO).

In Chapter  3, Section  3.3 Impact on governance— a proactive approach , we pre-
sented an example illustrating the impact of GDPR regulations on a company secu-
rity system. Details of the impact analysis will be developed later on.

Electronic signature  comprises laws governing recognition requirements for 
electronic signature certification providers as well as rules for accepting electronic 
signatures in transactions. IS and IT can be affected when managing public key 
infrastructures (PKI) or services around this technology. Regulations often specify 
requirements or restrictions on the use of electronic signatures.
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Preservation and archiving  encompasses laws and regulations that govern the 
recording and electronic retention of data and documents. Apart from commonly 
accepted accounting standards and rules, these regulations specify the conditions 
of preservation, especially with regard to integrity (unfalsifiable, authenticity), the 
need for visibility regarding attempts at data modification, documentation of the 
preservation procedures, availability— access to authorized persons, separation 
of archived data from current data, organization— roles and responsibilities in 
archiving domains, etc.

IT and IS are affected by these regulations mainly because of the company’ s 
obligation to ensure the availability of nonmodifiable data carriers, to make avail-
able electronic signature techniques to certify the authenticity of record proofing 
systems such as timestamps, log file preservation solutions to provide oversight, and 
migration solutions when the retention format needs to change and thus ensure 
accessibility to retained documents, etc.

Labor law  primarily includes laws and regulations concerning protection of the 
personality in the workplace, protection of employee personal data, protection of 
human rights, health protection, personal integrity, working conditions, accessibil-
ity of premises, etc. Certain sectoral regulations may impose stricter or more spe-
cific rules, particularly with regard to the supervision or control of the workplace, 
rules on the use and consultation of private emails, hygiene regulations, etc. IT and 
IS are affected by these regulations, especially with regard to the physical protection 
of employees, their integrity, their health, the use and control of communications, 
and the monitoring of behavior in the workplace.

Operational risk management  regulations impose more responsible behavior 
toward protecting business operation, consumers, the environment, and economic 
partners. Basel III and the Sarbanes– Oxley Act (SOX) are part of this. Basel III is 
designed to impose stricter practices in the operational risk management of banks 
and financial institutions. Security and IT are indirectly affected. Sectoral laws or 
regulations may impose stricter requirements for some organizations. For example, 
Finma, the financial market supervisory authority in Switzerland, has issued direc-
tives on operational risk management— “ Operational Risks at Banks”  (FINMA-
Circular 08/21). Its Annex 3 sets out nine principles with the requirements that 
banks must meet to protect client identifying data (CID).

Common laws , such as constitutions, codes of obligation, civil codes, criminal 
codes, and others, may contain provisions that affect IS. They include articles on 
the protection of privacy, preservation of documents and accounting documents, 
unauthorized access to data and computer systems, data deterioration, computer 
fraud, bugging and recording communications, communication espionage, viola-
tion of telecommunications secrets, etc.

Consumer and business rights  are also protected by regulations such as spam 
prohibition, eCommerce obligations, trade secret protection, transport and data 
transfer security, consumer protection, etc. The central bank of the Bahamas, for 
example, has published a regulation on ebanking services.
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Sectoral regulations . The legal and regulatory framework includes all the direc-
tives issued by control bodies of the industrial sectors within a given country (see 
the example of the Financial Sector Supervisory Commission in Luxembourg). We 
have already mentioned some of them in the banking sector, but they exist in all 
other sectors, particularly in the fields of health, transport, trade and transport of 
raw materials, production, etc. The impact of these regulations on IS can be con-
siderable. Some authorities also publish guidelines on good practices, which are not 
necessarily laws but set standards of good practice for the companies affected. For 
example, the Monetary Authority of Singapore has published a document entitled 
Technology Risk Management Guidelines , which aims to “ promote the adoption of 
sound practices and processes for managing technology”.

How should IS compliance be managed? 

12.3 � Compliance Management Process
It is often thought that security and IT compliance is a technical issue and that it is 
sufficient to have good tools to demonstrate that the required controls are in place. 
In fact, many vendors offer governance risk and compliance (GRC) solutions that 
can help companies move towards this objective. These are platforms that integrate 
the technologies and tools for compliance management, policy documentation, 
inventory and risk management, control referencing, and incident management. 
These solutions are certainly very useful, especially if they have managerial support, 
but they alone are not sufficient. Compliance with legal and regulatory frameworks 
often requires organizational adaptations, as we have already seen in many exam-
ples. The effective implementation of GRC tools is often complex precisely due to 
the lack of strict definitions of processes and responsibilities in these areas.

The difficulty also comes from the fact that compliance in the field of security 
is very often the sole responsibility of the chief information security officer (CISO) 
or chief information officer (CIO), who is asked not only to understand the require-
ments of a regulation but also to implement the compliance management process. 
As already mentioned in Chapter 6: Organization, a gap often still exists in legal 
competence, understanding, vision, and responsibility between security officers 
and legal officers.

Compliance rarely affects a single business unit; it touches the entire company. 
This is not reacting piecemeal to fill the gaps but adopting a process of continuous 
improvement across all the units. Compliance services must take the lead with 
regard not only to regulations affecting the core business but also to those directly 
related to security or IT. Senior managers must be kept informed and feel account-
able. They must act as informed sponsors and promote effective cooperation between 
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the different units. Companies must therefore adopt a methodical approach and a 
repetitive process to identify compliance risks and analyze potential impacts across 
the organization.

Adopting objectives from the standards that we have listed throughout this 
book can help companies make their IS compliant with legal and regulatory frame-
works. IS is primarily concerned with compliance requirements in the following 
areas:

◾◾ Management and governance to ensure continuous improvement of the secu-
rity program

◾◾ Risk management, including the risks of noncompliance
◾◾ Protection of assets against threats by setting up the operational controls rec-

ommended by the standards
◾◾ Management of access rights to ensure that information is available to those 

who are entitled to it

Compliance is often perceived as an important burden weighing on businesses. 
Nevertheless, taking a systematic approach to the management of compliance 
gaps can benefit the company image and be a means of continuous improvement. 
Compliance management with planning and a process approach should be able to 
show noticeable positive effects.

EXAMPLE

Requirements in security-related standards already include good practices that 
should be followed, such as baseline security configurations, risk management, 
asset management, data classification, access controls, policy definition, inci-
dent management, etc. A security system with a certain level of maturity of 
processes according to standards should not have significant compliance gaps.

The few recommendations following relate to IS management but could be 
applied to other areas as well. The compliance management process can be sum-
marized in four steps:

	 1.	Create a reference guide of the legal and regulatory framework.
	 2.	Carry out impact assessment and gap analysis.
	 3.	Treat the gaps.
	 4.	Audit and monitor compliance.

Let us see this process and its tools in more detail.
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12.3.1 � Inventory of Regulations

Having a reference or inventory of the legal and regulatory framework directly 
applicable to IS facilitates communication and awareness. It can range from the 
simplest (Table 12.1) to more complete forms including information such as article 
of law, object of protection, detailed description of the regulation, company unit 
affected (business or geography), issuing body of the law or regulatory authority, 
etc.

The previous example shows the schema of a legal and regulatory framework 
reference for IS or IT, but a reference could also be set up for the company as a 
whole, in which case the applicability criteria by region and/or business unit would 
be included.

12.3.2 � Impact Assessment and Gap Analysis

A gap analysis and an impact assessment must be carried out for each regulation 
and if possible, by business unit and/or geographical area. This analysis should be 
done with great care, and many specialists might have to be involved to accurately 
identify the gaps. Lawyers are used to interpreting articles of the law, and audi-
tors know whether practices are in compliance. However, the legal and regula-
tory framework will need to be accessible and comprehensible to all stakeholders 
through simplified compliance mapping.

Table 12.1   Example of a Simplified Format of a Regulatory Framework 
Inventory

Domain

ID Name/Description Reference

Data protection 

GDPR European General 
Data Protection 
Regulation

https://www.eugdpr.org/

FADP
LPD

Federal Act on Data 
Protection (FADP)

https://www.admin.ch/opc/en/
classified-compilation/19920153/
index.html

Electronic signature 

… 

etc.

… 

https://www.eugdpr.org/
https://www.admin.ch/opc/en/classified-compilation/19920153/index.html
https://www.admin.ch/opc/en/classified-compilation/19920153/index.html
https://www.admin.ch/opc/en/classified-compilation/19920153/index.html
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EXAMPLE

GDPR gap analysis requires multiple skills. Lawyers and compliance officers 
should be able to respond to questions such as

◾◾ Is the company concerned?
◾◾ Are contractual documents with customers compliant?
◾◾ Is the company doing client profiling?
◾◾ Are data from suppliers or third parties affected by the regulations?

On the other hand, they will probably not be able to comment on per-
sonal data processing, data ownership, technical protection measures, etc. 
Other company profiles need to be solicited for this.

Having a systematic approach to gap analysis is paramount. A questionnaire 
can be used for each regulation, touching on its key points. This approach would 
allow different profiles of people to answer the practices that concern them. Asking 
closed questions and giving clear answers can be beneficial for several reasons. First, 
it makes it possible to express the degree of compliance of the practices in a very 
explicit way. It also allows other employees in the organization to understand regu-
latory practices and impacts in areas they may be less familiar with. And finally, it 
speeds up the process of analyzing noncompliance, which might otherwise be very 
imprecise and sometimes incomplete. Table 12.2 is an example of summarizing gaps 
on key points.

If a question cannot be answered, or if the requirement is partially satisfied, 
the answer may contain a special indication and suggest further investigations. 
The questions should refer to regulation articles and provide all the explanation 
needed to understand the targeted objective. If the answer to a question is negative 
(the practice is not in compliance), then the actions needed to remedy it should be 

Table 12.2   Example of a Question to Identify a Compliance Ga p (GDPR) 

Key Point Consent

Question Can customers withdraw their previously given consent?

Explanation According to Article 7, customers who have consented to 
the use of their personal data must have a clearly explained 
method enabling them to withdraw their consent

Response No

Action 
required

Adopt a procedure for the withdrawal of consent and 
communicate it to the customers
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mentioned. The layout of the questions, before their presentation and clarity play 
a very important role. They should reflect the requirements of the regulations as 
closely as possible while being comprehensible to a wide audience. Their division 
into key points or main requirements of the regulation facilitates the involvement 
of various profiles and a general understanding of the regulations.

Numerous consulting firms, GRC solution providers, and professional asso-
ciations already propose such questionnaires or tools to facilitate gap analysis. For 
example, the Information Systems Audit and Control Association (ISACA) and the 
Capability Maturity Model Integration (CMMI) Institute offer a self-assessment 
and gap analysis questionnaire for the GDPR regulation.

A gap analysis can be conducted using the results of this questionnaire. The 
goal is to establish a list of priorities, which will then be incorporated into projects 
as part of the security program management, as presented in Chapter 8: Program 
Management. The gaps could be presented and communicated in different ways; 
for example, using a format similar to that shown in Table 12.2. Gap analysis also 
serves to identify regulatory-specific risks or risks of noncompliance such as cus-
tomer or third-party risks in the case of data protection regulations.

Privacy impact assessment (PIA) is the process of identifying, analyzing, and 
addressing privacy risks associated with company services and products and the 
systems the company operates. These analyses are conducted to identify the impact 
of regulations or best practices on the protection of personal data (data privacy) or 
to make sure that personal data is processed in accordance with company policies. 
This practice aims to mitigate regulatory risks in the context of change or the intro-
duction of new services. Above all, it helps to better understand what personal data 
is collected and used, for what purpose, and whether the data processing is in accor-
dance with the principles of lawfulness. An example of a code of good practice is 
published by the Information Commissioner’ s Office (ICO, UK) in “ Conducting 
privacy impact assessments: code of practice” .

12.3.3 � Treating Gaps

Filling the gaps may require significant adaptations and potentially impact all 
building blocks in TLCF. Special attention must be paid to adapting policies and 
standards before technical solutions are implemented, because the internal regu-
latory framework must reflect external requirements. An example of the impact 
of the GDPR regulation is given in Chapter 3: Control Framework Use Cases, 
Section 3.3 Impact on governance— a proactive approach .

Sometimes, legacy systems cannot be adapted to new regulations. For exam-
ple, the concept of privacy by design will probably not be respected by legacy 
systems. Such exceptions should be clearly reflected in internal policies and regu-
lations. Nevertheless, a compliance plan and additional controls should be intro-
duced. Compliance projects should be integrated into strategic initiatives, be part 
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of developments that bring perceived quality, and go beyond the simple measure 
of satisfying regulators. Exceptions clearly formulated and supplemented by addi-
tional measures will be accepted by auditors and clients.

12.3.4 � Audit and Compliance Monitoring

Internal and external audits provide solid support for governance, management, 
and IS operations. Soliciting an external opinion and subjecting the system to an 
evaluation can be beneficial for obvious reasons. Referring to ISO 27014, presented 
in Chapter 1, audits allow the governing body to provide oversight as part of the 
“Assure” process. Security officers also take advantage of audit findings to improve 
the maturity of the information security management system in place and jus-
tify initiatives before the governing body. Finally, security operations managers 
use audit findings to improve controls. However, care must be taken to ensure 
that audit projects are planned to cover priority topics (e.g. review a potentially 
low-maturity security process) and that the findings that follow are discussed and 
accepted by the security officer and their team.

Audits can also play an important role in impact analyses and identifying gaps in 
the regulatory framework. Auditors may be asked to comment on compliance out-
side the auditing process. Indeed, an organization may seek the advice of an auditing 
firm as a consultant. Auditors do not have the right to advise clients during an audit, 
but they can if they are engaged as consultants. The added value of such a consultant 
lies in the advice they can offer not only as an expert on regulations but also as an 
expert on the evaluation criteria used in the audit process. This dual competence 
allows an organization to optimize compliance efforts.

12.4 � Conclusion
Good IS governance requires a highly effective compliance management pro-
cess. The complexity of external regulations, which will increase in coming years, 
requires a high level of maturity and organization in the management of compli-
ance, especially by companies operating across borders. Different approaches can 
be adopted, similar to the one presented in this chapter. In any case, a repetitive 
process of monitoring regulations and continuous adaptation must be introduced 
as the only guarantee of compliance adapted to the needs of the company. Adequate 
compliance requires the involvement of different officers in the company as well 
as external experts. Ignorance or blind trust in GRC solutions rarely brings viable 
solutions in the long run. As with program management or security risks, compli-
ance management needs to take a pragmatic approach. Relying on external exper-
tise while maintaining a critical attitude toward proposed solutions and involving 
internal skills can pay off in the long run.
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New and growing practices such as Big Data or Data Analytics present not just 
commercial, but also scientific and social, opportunities. In this production of new 
knowledge, many companies see opportunities to develop new business models. 
If we add the possibilities of exchange, unlimited creativity and inventiveness in 
the use of these data, then data privacy could become a challenge for humanity. 
However, new regulations in the field of data protection also offer companies new 
opportunities. Handling personal and confidential data with care according to the 
regulations in force has become a differentiating factor, as customers are more and 
more aware of the danger of digital transformations. Companies that are able to 
demonstrate their effectiveness in this area will have an economic advantage and 
will be sought as preferred partners.
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Technology (NIST)

NIST 800-30 standard, 145
NIST 800-53 standard, 23–24, 41
Normative framework, 233

Operational level, IS, 48–49
Operationally Critical Threat, Asset, 

and Vulnerability Evaluation 
(OCTAVE), 138

Operational metrics, 182
Operational performance, measurement, 

194–195
Operational risk management regulations, 235
Operations managers, 113–114
Operations-oriented security, 127–128
Organization, security

CISO and team
new areas of responsibility for, 125–126
new demands on, 115–121
operations, 121
strategy and business needs, 121

defined, 111
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IS and, 37–39
profiles, 130–131

CISO with extended responsibilities, 132
data protection officer, 133–134
human security analyst, 132
security administrators, 131
security architect, 133
security coordinators, 131
security delegates, 132, 133
security engineers, 131
third-party security coordinators, 

132–133
questions for, 59
roles and responsibilities in ISMS, 112–115
structures, 126–127

distributed security, 130
enterprise security, 129
IT security, 128
operations-oriented security, 127–128

Oversight and reporting, for security, 44–45
components of, 201–202

audit, 207–208
compliance, 207–208
governance, 209–210
posture, 204–207
program, 208–209
risks, 204
security costs, 210–213
setting objectives, 213–214
strategy, 202–204

dashboards for, 214–215
for governance, 44–45
need for, 200–201
purpose of, 200–201
questions for, 60

Personal data, GDPR recommendations on
categorization, 62
classification, 62
identification, 62
incident management, 63
inventory of, 62
protection

by design, 62
measures, 62
organization and responsibilities in, 

62–63
regulations, 234

risk management for, 63
third parties, liability of, 63

Personal Data (Privacy) Ordinance, Hong 
Kong, 234

Personal Information Protection and Electronic 
Documents Act (PIPEDA), 234

PIA, see Privacy impact assessment (PIA)
Plan, 166
Plan—Do—Check—Act cycle, 165–166

deliverables
feedback, 166
metrics, 166
plan, 166

processes
decide, 165
do, 166
monitor, 166

Policies, for security
content of, 105–106
documentation framework for internal 

regulations, 102–103
internal regulatory framework, 36

documentary framework, establishment 
of, 36–37

extended enterprise, support for, 35
governance and management 

component, 36
and ISO 27001 Standard, 109–110
for needs of business, 36
principles, 96–97
questions for, 58
segregation/differentiation of, 100–101
three-dimensional, 101

regulatory framework, process of 
establishment, 106–108

regulatory framework documents, 
classification of

by business unit/business sector, 
100–101

by nature/hierarchy, 97–100
by security, technology, or process, 

101–102
Posture/maturity evaluation, 182
Preservation and archiving laws, 235
Primary loss magnitude, 154
Privacy impact assessment (PIA), 240
Proactive risk management, 122, 124
Probability of action, 154
Probability of risk occurrence, 151–152
Procedures, 97, 99
Program management, 41–43, 60

review cycle of ISMS, 175–177
security program, 164–165

review cycle, 165–168
tools of, 168–175

Protection capacity index, 185–186
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Protection standards, information asset 
management, 221–223

access control, 221
availability and integrity assurance, 222
data hiding, 221
disposal of assets, 222
privacy classes, 222–223
supervision, 222

Quantitative methods, of risks analysis, 
153–154

Questionnaire for TLCF block, 57

RBAC, see Role/rule based access 
control (RBAC)

Regulatory framework, for security, 232–233
documents, classification of

by business unit/business sector, 
100–101

by nature/hierarchy, 97–100
by security, technology, or process, 

101–102
internal, 35–37

documentary framework, establishment 
of, 36–37

extended enterprise, support for, 35
governance and management 

component, 36
and ISO 27001 Standard, 109–110
for needs of business, 36
principles, 96–97
questions for, 58
segregation/differentiation of, 100–101
three-dimensional, 101

process of establishment, 106–108
Regulatory framework inventory, 238
Reporting and oversight, security

components of, 201–202
audit, 207–208
compliance, 207–208
governance, 209–210
posture, 204–207
program, 208–209
risks, 204
security costs, 210–213
setting objectives, 213–214
strategy, 202–204

dashboards for, 214–215
for governance, 44–45

purpose of, 200–201
need for, 200–201
questions for, 60

Residual risk, 184, 185
Resilience, 188
Return on investment (ROI), 183–184

calculation, 187
confidence interval for, 187
timeframe of, 186

Return on security investments (ROSI), 
183, 184

calculation of, 184–185
Review cycle of ISMS, 175–177
Risk level, 147
Risks, 135

analysis, 148, 151
controls, effectiveness of, 153
of impact, 152–153
probability of risk occurrence, 151–152
quantitative methods of, 153–154

appetite, 142
assessment, 143, 154–155
attributes, 149–150
categorization, 142
context, threats, and vulnerabilities, 

evolution of, 158
definition of, 142
description, 148
documentation, 143
framework of policy for, 142
and governance, 137–139
heat-map, 159, 164
high and very high risks, 158–159, 160
identification, 144–145

description, 148
security risk inventory, establishment 

of, 146
separate and aggregate risks, 147–148
taxonomy/classification, 145–146

impacts, 152–153
information security, 135–136
legal and regulatory aspect of policy for, 142
management, 39–41

goal of, 137
human, 126
for personal data, 63
policy, 141–144
proactive, 122, 124
process, 139–141, 142, 143
roles and responsibilities policy for, 142
third-party and externalization, 124

mapping, 143, 158
negative influencing factors, 158
objectives and contexts, 142
principles, 142
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questions, 59
scope of policy for, 142
skepticism, 151
special cases, policy for, 143
treatment, 156

acceptance of risk, 156–157
avoidance of risk, 157
reduction of risks, 157
transfers risks, 157

value, 148, 150
ROI, see Return on investment (ROI)
Role/rule based access control (RBAC), 23
ROSI, see Return on security 

investments (ROSI)

SABSA, see Sherwood Applied Business 
Security Architecture (SABSA)

Sarbanes–Oxley Act (SOX), 235
Secondary loss event frequency, 154
Secondary loss magnitude, 154
Secondary risk, 154
Sectoral regulations, 236
Security, 2–3; see also Information 

security (IS)
governance, 4–9

control framework, 21–49
versus management, 9–11

measurement, 179–182
operation outsourcing services, 120
program, 11, 164–165

review cycle, 165–168
tools of, 168–175

regulatory bodies for, 12
risk assessment, 40–41
risks, 39
standards, 11–12
strategy, 33–35

Security administrators, 131
Security architect, 133
Security committees, 113
Security coordinators, 131
Security cost analysis, 195–196
Security delegates, 132, 133
Security engineers, 131
Security index, 191
Security marketing, 123
Security metrics, 43–44, 61

assumption-based metrics, 182, 191–192
benchmarking, 182, 196–197
cost analysis, 182, 195–196
financial metrics, 182, 182–184

protection capacity index, 185–186

ROSI calculation based on risk analyses, 
184–185

goals, measuring progress for, 182, 193–194
modeling, 182, 186–187
operational performance measurement, 182, 

194–195
security measurement, difficulty of, 

180–182
state of security measurement, 182, 188

maturity models for, 189–191
security index for, 191

Security Operation Center (SOC), 194
Security responsibility delegation, to business 

units, 92
Security risk matrix, 152
Security specialists, 113–114
Security strategy, 71–74

communication, 93–94
content, 74

context, 75
governance and organization, 75
information security mission, 74
strategic security initiatives, 75–76

methodical approach to define, 76–77
business initiatives, 77
grouping initiatives, 79
security initiatives to improve maturity, 

78–79
security initiatives to support business 

operations, 77–78
strategy formulation, 79

project to formulate, 80
business change initiatives, 80–83
initiatives grouping, 90, 91
security initiatives for controls maturity 

improvement, 89–90
security initiatives supporting business 

operations, 84–89
strategy formulation, 90–93

Self-assessment, governance of, 55, 56–61
Sherwood applied business security architecture 

(SABSA), 12–13, 22, 81
Singapore Personal Data Protection Act, 61
Skepticism, risks, 151
SOC, see Security Operation Center (SOC)
SOX, see Sarbanes–Oxley Act (SOX)
Standards, 97, 99
State of security, 175

maturity models for, 189–191
measurement, 182, 188–191
security index for, 191

Strategic indicators, 200
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Strategy
questions for, 58
for security system, 33–35

Strengths, weaknesses, opportunities, and 
threats (SWOT) analyses, 56

Supervision, 222
Swiss Data Protection Act, 61
SWOT analysis, 89

TCO, see Total cost of ownership (TCO)
Team, for security

new demands on, 115–121
awareness and support, 123
business communication, security 

account management, and 
marketing, 122–123

business reporting and metrics, 123
compliance and program management, 

123–124
operations, 121
policy management, 124
proactive risk assessment, 124
security architecture, 124–125
strategy and business needs, 121, 123
third-party and externalization risk 

management, 124
responsibilities, 122–125

in cybersecurity, 125–126
in data privacy, 126
evolution of, 119–120
in fraud management, 126
in governance and management 

of IS, 115
in human risk management and 

investigations, 126
role of, 113, 122–125

Third-party cloud infrastructure use, risk 
assessment of, 92

Third-party security coordinators, 132–133
Threat capability, 154
Threat event frequency, 154
Three-dimensional regulatory framework, 101
Three-level control framework (TLCF), 22–30

areas of application of, 54
benefits, 54–56

as brainstorming tool, 57
building blocks of, 26–27

breakdown of, 29
functions, 32–49
hierarchy/functional dependency, 

27–28
interdependency of, 27–28

classification, 28–30
functions of building blocks, 32–49

asset management, 45–46, 217–230
compliance, 46–47, 231–242
operational level, 48–49
organization, 37–39, 111–134
policies, 35–37, 95–110
program management, 41–43
reporting and oversight, 44–45, 199–216
risk management, 39–41
security metrics, 43–44
strategy, 33–35

governance, impact on
proactive approach, 55, 61–65
reactive approach, 55, 65–71

in governance self-assessment, 55, 56–61
hierarchy of controls, 23
ISO 27001 standard and, 49–52
operational level, 28–29, 32, 48–49
purpose of, 25–26
questionnaire for, 57, 58–61
responsibilities of governance bodies in, 116
standards

recommendations of, 30
use of, 23–25

strategic level, 28–29, 30–31
tactical level, 28–29, 31–32
use cases, 54–56

TLCF, see Three-level control 
framework (TLCF)

Tools of security program, 168–175
control catalog, 171–175
plan, 169–171

Total cost of ownership (TCO), 182–183
Two-dimensional regulatory framework, 103

Value, risks, 148, 150
Vulnerability, 154
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